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Abstract:

Modern technology has significantly transformed business operations in tourism
and hospitality, particularly through the digitalization of service promotion,
booking, and payment processes. Contemporary tourists, characterized by
better access to information, digital literacy, and demands for personalization,
increasingly use online platforms such as Booking.com, Airbnb, and Trip Advisor,
which facilitate easier trip planning and transaction execution. However, the
perception of security in online booking and payments remains a key factor
influencing user trust and the success of digital platforms. The aim of this
research is to examine the attitudes of users from Montenegro and Serbia
regarding the security of online tourism services and to identify the factors
shaping trust. Empirical research was conducted through an online survey of
118 respondents, covering demographic data, digital platform usage habits,
subjective sense of security, and prior user experiences. The results confirm
that the subjective sense of security is directly related to usage frequency and
prior experience, and reviews and platform reputation significantly influence
decision-making. It is concluded that the security of online bookings and
payments depends on a combination of technical, psychological, and commu-
nication aspects, and the research findings can serve as a basis for improving
digital security and user trust in the tourism sector.
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INTRODUCTION

Modern technology has substantially changed business activities
across a wide range of industries, including tourism and hospitality
(Buhalis, et al., 2024). The contemporary tourist, characterized by
greater access to information, a demand for personalized services,
higher purchasing power, a willingness to spend money and free time
on travel, and digital literacy—combined with the fact that modern
tourists are much more demanding than tourists of the past—
necessitates monitoring current market trends (Wang, et al., 2024;
& Sousa, et al., 2024). The application of technology (specifically
the digitalization of business activities) in tourism and hospitality,
is reflected in service and product promotion, booking processes,
availability of alternatives, and similar areas, enabling contemporary
tourists to make easier decisions and facilitating trip planning
(Kandampully & Solnet, 2024).
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Online booking of travel packages, accommodation, and other services in hotels has become a standard
in modern tourism. Platforms such as Booking.com, Airbnb, and TripAdvisor act as key intermediaries
between tourism supply and demand (Kandampully & Solnet, 2024). Using these platforms not only
increases visibility and attracts real and potential tourists but also influences a company’s positioning in a
competitive market. Reviews, which significantly affect tourists” perception of services and products, are one
of the main advantages of online operations (Guo & Pesonen, 2022).

Despite numerous advantages, the issue of security in online booking and payments is a pressing concern
for tourism service users. The risk of unauthorized use of personal and financial data creates barriers to fully
embracing digitalization in tourism and hospitality (Ratna, ef al., 2024). Awareness of incomplete security is
directly linked to tourists’ distrust and their willingness to use online booking services, which directly affects
the success of travel agencies and hotel systems. Failure to implement adequate security measures may lead
not only to financial losses but also to reputational damage for companies operating in this sector (Ying,
etal., 2021).

Understanding tourists’ perceptions of online transaction security is crucial for improving business
operations in the tourism sector (Ratna, et al., 2024). Observing and researching tourists’ attitudes toward
online security helps define key indicators that influence consumer trust and formulate recommendations
for enhancing digital communication and data protection necessary for tourism businesses.

Two hypotheses were defined and later confirmed by the research results:

o Hypothesis 1 (H1): There is a positive relationship between the expansion of the digital business model
in tourism and the growth of users’ trust in the security of online tourism platforms.

» Hypothesis 2 (H2): Users’ subjective sense of security increases with the frequency of using online
services and previous experience with digital tourism platforms.

The aim of this study is to investigate perceptions of security in online bookings and payments among
tourism service users and to identify the factors that critically influence their trust and willingness to use
digital platforms. The research was conducted via an online survey in Montenegro and Serbia. The findings
can serve as a basis for improving the practice of digital security and user trust in travel agencies and hotels.

However, certain limitations must be considered when interpreting the results:

o Geographical limitation: The study was conducted only in Montenegro and Serbia, which may limit
the generalization of the findings to broader markets or different cultural and regulatory contexts.

o Temporal limitation: The survey was conducted from September to October 2025, reflecting perceptions
and attitudes exclusively during this period, which may not represent long-term or seasonal changes
in user behaviour.

THEORETICAL FRAMEWORK

Technological development and discoveries have directly influenced tourism business, especially in
promotion, sales, and distribution of products and services. Modern distribution and sales channels have led
to the emergence of e-tourism, which integrates digitalization across all aspects of trip planning, from research
and booking to post-travel activities (Debeljak, 2022). Integration of modern digital processes has increased
information availability, transparency of offerings, and personalization of tourism products (Medinac, 2024).

In addition to technical data protection, the modern concept of security in tourism includes the dimension
of digital trust, which reflects tourists’ attitudes toward digital services and their transparency. In tourism and
hospitality, this involves users expecting that all necessary information about payment conditions, privacy
protection, and cancellation options is readily available on platforms (Elshaer, 2024).

Even when platforms implement advanced security protocols, users’ perceptions may differ. Subjective
security is shaped by experience, recommendations from other users, and information about data protection,
while objective security refers to the actual technical and organizational measures applied by platforms, such as
SSL encryption, two-factor authentication, secure payment protocols, regular software updates, and compliance with
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GDPR (Wiegel, 2021; Gadde, 2023). Understanding the difference between objective and subjective security
is critical for travel agencies and hotels, as it allows identification of not only technical shortcomings but also
communication and reputation elements affecting tourists’ behaviour (Anichiti, 2021).

Online booking and payment for services contribute to more efficient business operations for travel agencies and
hotels. Platforms like Booking.com and Expedia allow real and potential tourists to plan trips and make transactions,
accelerating and simplifying the entire planning and travel process (Bartulovi¢, 2024). Reviews and experiences of
other users play a particularly important role in positioning companies in the minds of consumers; positive reviews
increase trust and reduce perceived risk, while negative reviews have the opposite eftect (Zajec, 2024).

Security in online transactions involves strict protection of personal and financial data, system reliability,
and prevention of unauthorized access. Perception of digital transaction security also depends on measures
taken by service providers (SSL certificates, two-factor authentication, etc.). Brand and corporate image strongly
influence tourists’ trust in online bookings and payments while peer recommendations significantly affect
decision-making (Vuleti¢, 2024; & Yang, 2024).

Tourists increasingly focus on how companies manage their personal data. Data protection regulations,
such as GDPR, set high standards of transparency and accountability for EU-based tourism businesses (Luc¢i¢,
2023). Technical security, privacy protection, transparency, and reputation collectively contribute to positive
tourist perceptions of online booking and payment security (Majcen, 2024).

Digitalization of tourism services in Montenegro and Serbia is a key factor in enhancing destination
competitiveness, increasing global visibility, and promoting local communities (Ratkovi¢ & Vulevi¢, 2025;
& Spalevi¢, 2024). Examples include the national portal Visit Montenegro (Visit-montenegro, 2025), which
provides online bookings and secure payment options, and eBooking.rs in Serbia, which improves efficiency
and transparency (Ebooking, 2025). Platforms like seoskiturizam.rs support rural tourism by showcasing
authentic cultural and gastronomic values, enhancing the visibility of local traditions and fostering sustainable
tourism development. (Seoskiturizam, 2025)

In summary, digitalization improves technical security, builds user trust, and contributes to the competi-
tiveness and sustainability of destinations, aligning with global trends in digital tourism transformation.

METHODOLOGY

The aim of this research is to examine tourists’ perceptions of security and trust regarding the digitalization
of trip planning processes, with a focus on online service booking and payment safety. Respondents were also
asked about their personal experiences with digital tourism services. A quantitative, descriptive approach was
applied to present characteristics and attitudes numerically and statistically for clear and precise results.

The research instrument was an online survey via Google Forms. It was designed for clarity and ease of
completion, with automatic data recording for statistical analysis.The survey was conducted from September
to October 2025, distributed through digital channels (social media, student groups).

The target group included users of online tourism platforms from Montenegro and Serbia. A total of 118
respondents participated voluntarily and anonymously, with prior explanation of the research purpose and
data usage for academic purposes only.

The survey comprised four main sections:

1. 1Demographic questions - age, gender, education, and country of residence.

2. Online booking habits - frequency, type of bookings, preferred devices.

3. Perception of security and trust - subjective sense of safety and trust in platforms and payments.

4. Experiences and recommendations - past experiences, positive/negative situations, and willingness to

recommend.

Data were analysed using descriptive statistics, including frequency and percentage distributions. Results
are presented in tables and visualized through charts for clarity, enabling identification of key patterns and
trends in user behavior and attitudes.
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RESEARCH RESULTS

Based on the conducted research and the results obtained through the online survey, the subsequent
sections of this paper present key data indicating users’ perception of security and trust in online tourism
platforms, as well as define the indicators that influence their behavior and decision-making regarding service
bookings and online payments.

The first part of the survey focused on the respondents’ demographic data, which enables the identification
of the dominant market segment that engages in online booking and payment processes.

The second part of the questionnaire addressed respondents’ perception and attitudes toward the security
of the digitalized travel planning process and financial transactions. These perceptions are influenced by prior
experiences, the level of digital literacy, and the availability of clear and concise information on the platforms
used or planned for use.

The following sections present the key results obtained, which provide insight into the perception of
security regarding online bookings of travel agency and hotel services, as well as online payment transactions.

Figure 1. I book travel agency services and hotel accommodations online

I book travel agency services and hotel accommodation online
118 answers

60
40 44 (373%) ——
2 26 (22%) 25 (21,2%) —
T 12(10,2%) 11 (9,3%) [
0
1 2 3 4 5

Source: Author

Based on the results presented in Figure 1, it can be concluded that 37.3% of respondents book travel agency
services and hotel accommodations online. This finding supports the thesis that online bookings are becoming
the dominant form of distribution for tourism products, aligning with the e-tourism trends highlighted in the
theoretical framework. Compared to traditional sales models, digital channels provide greater accessibility to
offers, faster responses to user requests, and reduced transaction costs.

Figure 2. Age group of respondents

Age group of respondents
118 answers

13,6%

. Under 18 age
39,8% @ 18-24age

| @ 25-34 age

@ 35-44age

. 45 and several years

34,7%

Source: Author
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The results obtained (Figure 3) indicate that the majority of respondents feel safe when making online
bookings and payments. This may be directly related to the results shown in Figure 4, where only 6 out of a
total of 118 respondents have had a negative experience regarding the security of the digitalized process for
booking travel agency services and hotel accommodations. Furthermore, the results presented in Figure 3 show
that most respondents express a high level of perceived security when performing online bookings and payments.
This perception is directly linked to the level of prior experience and familiarity with digital platforms, which
confirms the study’s hypothesis that the subjective feeling of security increases with the frequency of using
online services.

Figure 3. I feel safe when booking hotel accommodations or travel agency services online

| feel safe when booking accommodation or travel agency services online
118 answers
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40 44(37,3%) ——
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3(2,5%)
0
1 2 3 4 5

Source: Author

Figure 4. I have had a negative experience regarding security when booking travel agency or hotel services online

So far, | have had a negative experience regarding security when booking travel agency
or hotel services online

118 answers

Source: Author

How much do reviews influence a tourist’s perception of security, according to the online survey, 53 out
of a total of 118 respondents make their decision to use a website for online bookings based on the previous
experiences of other tourists and their reviews. This indicates that nearly half of the surveyed participants rely
heavily on peer feedback when assessing the trustworthiness and safety of a digital platform. Reviews serve as
a form of social proof which helps potential users evaluate the reliability of services and the overall security of
the booking process, which highlights the importance of maintaining positive user experiences and transparent
communication on online tourism platforms.
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Figure 5. I believe that online payment systems are secure when booking services

Believe that online payment systems are secure when booking services
118 answers
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0
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Source: Author

In Figure 4, the respondents’ answers to the question regarding the perception of security of online payment
systems when booking services are presented. It can be concluded that the majority of respondents agree
with the statement and trust the security of online payments, while only 10 out of 118 respondents disagree,
indicating a lack of confidence in online transactions. These results can be linked to another question in the
survey, which shows that, alongside non-existent or unclear reviews, doubts about the security of payment
systems are a key factor when completing online bookings and transactions for tourism services or products.

Respondents highlighted that the main aspects of business that travel agencies and hotel companies should
improve, in order to enhance the security of their digital platforms, include providing accurate, concise, and
clear information and instructions for online payments and bookings, as well as implementing customer
support within their platforms.

This finding confirms the trend of gradual transition from traditional to digital business models in tourism,
alongside a simultaneous increase in user trust in the technical and organizational security of platforms. This
supports Hypothesis 1 (H1), which asserts that the expansion of digital business models in tourism is proportionally
accompanied by growing user confidence in the security of online tourism platforms. Such findings are fully
consistent with the global process of digital transformation in the tourism sector.

CONCLUSION

Digitalization offers numerous advantages to the tourism market, providing faster access to information,
greater transparency, and more efficient planning and booking of travel services. However, perceptions of
security remain a fundamental factor in establishing trust between tourists and service providers. This study
demonstrates that users in Montenegro and Serbia generally hold positive attitudes toward online booking
and payment systems, although a minority still expresses a degree of skepticism or caution.

The research confirms that subjective perceptions of security are closely linked to prior experience and the
frequency of using digital tourism platforms. Specifically, Hypothesis 1 (H1), which posits that the expansion
of digital business models in tourism positively correlates with increased user trust in the security of online
tourism platforms, was supported. Similarly, Hypothesis 2 (H2), which states that users’ subjective sense of
security grows with repeated use of online services and prior experience with digital platforms, was also confirmed.
These findings indicate that trust in digital platforms is shaped not only by technical measures but also by
psychological and experiential factors, including platform reputation, transparency, clarity of information,
and the perceived quality of interactions with service providers.

User reviews and the experiences of other tourists emerge as crucial elements in shaping trust and perceived
security. Positive feedback acts as a form of informal validation of platform reliability, encouraging further
use, while negative reviews may strongly influence decisions regarding booking and online payments.
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Consequently, travel agencies, hotels, and other businesses operating digitally should not only ensure technical
security measures—such as SSL encryption, two-factor authentication, and secure payment protocols—but
also actively cultivate a trustworthy and transparent digital presence. Clear guidance for users, responsive
support, and the communication of security practices are essential for fostering confidence and long-term
loyalty.

The results of this study provide a detailed understanding of how users perceive the security of online
tourism services and the factors that influence their trust and decision-making. They offer valuable insights
for tourism practitioners aiming to enhance digital safety and user confidence in online platforms. Furthermore,
these findings lay the groundwork for future research by highlighting aspects that could be explored in broader
geographical or temporal contexts, or in studies considering additional demographic, cultural, or technological
variables. Researchers and practitioners planning to expand this area of inquiry can build upon these insights
to further refine strategies for enhancing security, trust, and overall user satisfaction in digital tourism
ecosystems.

In conclusion, trust in digital tourism platforms depends on a combination of technical security, user
experience, reputation, and transparent communication. As the tourism sector continues to embrace
digitalization, understanding and addressing these multifaceted components of security perception is critical
for achieving sustainable growth, fostering customer loyalty, and maintaining a competitive advantage in an
increasingly connected global marketplace.
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