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Abstract

Title: The g‘lpact of Good Practices on the Security of Digital Products and the Limitation of
Offensive Cyber Operations

Abstract:

Vulnerabilities in digital products are a critical enabler of offensive cyber operations. States
increasingly procure and exploit vulnerabilities, contributing to cyber armament and systemic
insecurity in cyberspace. Alongside diplomatic, normative, and regulatory initiatives, an
important pathway to constraining this trend is reducing vulnerabilities through security-by-
design and vulnerability management practices. ile leading technology suppliers have
developed a range of such practices — including Product Security Incident Response Teams
(PSIRT) as a unit responsible for managing vulnerabilities — there remains a lack of empirical
methodologies for assessing whether these practices measurably reduce vulnerability
exploitation in real-world scenarios.

Thigghesis investigates the effectiveness of industry security-by-design practices — with a focus
on PSIRT — in reducing the likelihood of active vulnerability exploitation and explores the
implications for offensive cyber operations. Drawing on a structured review of academic
literature, standards, political and regulatory approaches, and industry practices, it discusses
the reality of cyber armament and the related role of vulnerability exploitation, analyses
industry practices for vulnerability management, and identifies gaps in existing assessment
methods for their real-world impact. In response, it proposes a novel :nl reusable methodology
for evaluating the effectiveness of security-by-design practices, based on a randomised
matched case-control design.

Applying this methodology to publicly available data demonstrates that the presence of a
PSIRT within a supplier is associated with a statistically significant absolute risk reduction of
17% in exploitation likelihood. Through a broader interpretation of results, the study concludes
that PSIRT constitutes a meaningful security-by-design practice that measurably reduces the
likelihood of active vulnerability exploitation and, when embedded within a broader ecosystem
of secure development, regulatory and political measures, increases the cost, uncertainty, and
operational risk of exploit-based attacks. It thereby supports — but does not alone determine —
the potential of industry practices to constrain sophisticated offensive cyber operations. The
proposed methodology enables future empirical research on security practices and evidence-
based evaluation of their security and geopolitical impact.

Keywords: vulnerabilities, security-by-design, security of digital products, secure
development lifecycle, cyberattacks, offensive cyber capabilities, offensive cyber operations




Sazetak

Naziv: Uticaj dobrih praksi na bezbednost digitalnih proizvoda i ograni¢avanje ofanzivnih
sajber-operacija

Sazetak:

Ranjivosti u digitalnim proizvodima predstavljaju kljuéni faktor za izvodenje ofanzivnih
sajber-operacija. Drzave sve &efce pribavljaju i zloupotrebljavaju ranjivosti, doprinoseci
sajber-naoruzavanju i sistemskoj nesigurnosti u sajber-prostoru. Uz diplomatske, normativne i
regulatorne inicijative, jedan od vaZnih nacina za ograni¢avanje ovog trenda jeste umanjenje
ranjivosti kroz pristupe bezbednosti kroz dizajn (security-by-design) i prakse upravljanja
ranjivostima. lako su vodeci tehnoloski proizvodaci razvili niz takvih praksi — ukljucujuci
uspostavljanje timova za odgovor na bezbednosne incidente proizvoda (Product Security
Incident Response Team — PSIRT) kao specijalizovanih jedinica za upravljanje ranjivostima —
i dalje postoji nedostatak empirijskih metodologija za procenu da li ove prakse merljivo
smanjuju zloupotrebu ranjivosti u realnim uslovima.

Ova disertacija ispituje efikasnost industrijskih praksi bezbednosti kroz dizajn — sa posebnim
fokusom na PSIRT — u smanjenju verovatnoce aktivne eksploatacije ranjivosti i razmatra
njihove implikacije na ofanzivne sajber-operacije. Polaze¢i od strukturiranog pregleda
akademske literature, standarda, politickih i regulatornih pristupa i industrijskih praksi, rad
razmatra realnost sajber-naoruzavanja i ulogu eksploatacije ranjivosti u tome, analizira
industrijske prakse za upravljanje ranjivostima i identifikuje nedostatke postojec¢ih metoda za
procenu njihovog uticaja u praksi. Kao odgovor na te nedostatke, predlaZe se nova i ponovljivo
primenljiva metodologija za evaluaciju efikasnosti praksi bezbednosti kroz dizajn, zasnovana
na randomizovanoj studiji istrazivanja parova (randomised matched case-control design).

Primena ove metodologije na javno dostupnim podacima pokazuje da je prisustvo PSIRT-a
kod proizvodaca u korelaciji sa statisticki znaCajnim apsolutnim smanjenjem rizika
eksploatacije od 17%. Kroz Sire tumacenje rezultata, rad zakljucuje da PSIRT predstavlja
znacajnu praksu bezbednosti kroz dizajn koja merljivo smanjuje verovatnocu aktivne
eksploatacije ranjivosti i, kada je uklopljena u iri ekosistem bezbednog razvoja, regulatornih
i politickih mera, povetava trofkove, neizvesnost i operativni rizik eksploatacionih napada.
Time se potvrduje — ali se ne odreduje isklju¢ivo — potencijal praksi kompanija da doprinesu
ogranicavanju sofisticiranih ofanzivnih sajber-operacija. Predlozena metodologija omogucava
buduc¢a empirijska istraZivanja bezbednosnih praksi i procenu njihovog bezbednosnog i
geopolititkog uticaja zasnovanu na ¢injenicama.

Kljucne reci: ranjivosti, bezbednost kroz dizajn, bezbednost digitalnih proizoda, bezbedni
ciklus razvoja, sajber napadi, ofanzivni sajber-kapaciteti, ofanzivne sajber-operacije
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1 Introduction

Digital products currently underpin critical infrastructure, government functions, and global
economic activity, while simultaneously embedding vulnerabilities that create systemic
security risks. These weaknesses are no longer exploited only by cybercriminals but are
increasingly harnessed by states as tools of power, placing product security at the intersection
of technology, geopolitics, and international security.

This introduction chapter places the research within this interdisciplinary context, outlining the
background and motivation for the study, defining its subject and objectives, and formulating
the central hypotheses and research questions. It further sets out the scientific contribution of
the work and provides an overview of the dissertation’s structure.

1.1 Background

Digital products lie at the heart of contemporary digital transformation. Broadly defined, they
include software, hardware, and hybrid systems capable of executing code, processing data, or
communicating with other digital components (Kazakova, Rad i¢, and Droz 2023)'. In
practice, digital products are embedded across an extensive range of applications, from
standalone software and consumer devices to industrial control systems and cloud-based
infrastructures. Their deployment underpins almost all critical societal and economic functions,
supporting government operations, commercial services, healthcare, education, and essential
infrastructure.

As reliance on digital products deepens, however, their security has become a growing source
of systemic risk. Vulnerabilities in software and hardware introduce exploitable weaknesses
that may be abused not only by opportunistic cybercriminals but also by highly resourced and
strategically motivated adversaries. Such expmation can compromise individual privacy,
organisational integrity, and national security. The Organisation for Economic Co-operation
and Development (OECD, 2022) warns that insecure digital products can produce cascading
effects across interconnected systems, threatening the resilience of critical societal services.

exploitation of vulnerabilities plays a central role in advanced persistent threats (APTs).
These attacks — often attributed to state-sponsored or state-aligned actors — target high-value
governmental and industrial assets, aiming at long-term access, intelligence collection,
sruption, or coercion (Chen et al, 2014). Prominent analytical fworks explicitly identify
exploitation as a pivotal phase within the attack lifecycle. In the Lockheed Martin Cyber Kill
Chain™, exploitation enables the installation of malicious payloads and subsequent command-

1

" Our research draws on insights and accumulated knowledge from the author’s involvement in Ee Geneva
Dialogue on Responsible Behaviour in Cyberspace, an international process established in 2018 to map the roles
and responsibilities of key stakeholders — including states, the private sector, civil society, academia, and the
technical community — in promoting security and stability in cyberspace. The Geneva Dialogue is led by the
Swiss Federal Department of Foreign Aftairs (FDFA) and implemented by DiploFoundation. See:
https://genevadialo gue.ch/
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and-control (Hutchins et al., 2011). Likewise, the MITRE ATT&CK framework situates

exploitation within the access phase common to most APT campaigns (MITRE n.d.). Similarly,
all major APT models incorporate exploitation under the ‘access’ phase, affirming its strategic
centrality (Lehto, 2022). Together, these models underline exploitation as a strategic enabler
of sophisticated cyber operations.

At the state level, vulnerability exploitation has become a cornerstone of offensive cyber
capabilities (OCC). In an environment of escalating geopolitical competition, states
increasingly invest in tools, expertise, and markets that enable the discovery, acquisition, and
retention of exploitable wvulnerabilities — particularly so-called zero-day vulnerabilities,
unknown to vendors and therefore lacking available patches. These capabilities are integrated
into broader military, intelligence, and hybrid strategies. Their deployment through the
offensive cyber operations (OCQ), typically against foreign governmental or societal systems,
risks undermining critical infrastructure, eroding trust in digital ecosystems, and contributing
to the destabilisation of international security.

These developments highlight the urgent need to reduce both the availability and exploitability
of vulnerabilities. One of the most direct and impactful ways is the improvement of how digital
products are designed, developed, maintained, and supported throughout their lifecycle. This
raises two interrelated questions: what responsibilities do suppliers? of digital products have in
mitigating vulnerability-related risks, and how effective are their current practices in achieving
this goal?

In response, industry and academia have developed a range of approaches aimed at
strengthening secure development lifecycles (SDL)’. These include methodologies for secure
software and hardware engineering, threat modelling, vulnerability managen@ coordinated
disclosure, and patch deployment, as well as organisational mechanisms such as Product
Security Incident Response Teams (PSIRTSs). Collectively, these efforts form part of the
broader security-by-design paradigm, which seeks to embed security considerations from the
earliest stages of product conception rather than treating them as a post-deployment concern.

Although practices such as PSIRTs are widely recognised as good practice in managing product
security, their real-world effectiveness remains insufficiently examined. Case studies and
practitioner experience suggest that they improve coordination, accelerate remediation, and
enhance communication with external stakeholders. However, there is limited empirical

2 Academic and professional literature employs a range of terms — including supplier, vendor, manufacturer,
and (ICT) industry — often with subtle differences in meaning. While distinctions between these terms may be
relevant in specific regulatory or economic contexts, thiggork uses such terms interchangeably for clarity and
consistency. This usage follows the OECD definition of supply-side actors as those “involved in the product or
service’s supply chain and having a role in developing, providing access to, maintaining, or selling the product
or service, such as manufacturers, service providers, component providers, integrators, intermediaries and
vendors, as well as third-party code owners™. (OECD, 2022)

? Both secure development lifecycle (SDL) and secure software development lifecycle (SSDL) are the terms
used in practice. Though SDL is also commonly used to mean the regular software development lifecycle, while
SSDL is a more precise and common acronym for the secure version, the latter narrows the scope to software.
Since our research addresses security of digital products, we adopt the SDL acronym throughout the work.
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evidence demonstrating whether such practices systematically reduce the likelihood of
vulnerabilities being exploited in the wild — the active exploitation in real-world scenarios,
outside of a controlled or laboratory environment — or whether they constrain OCO.

Moreover, while maturity models and compliance frameworks help assess the procedural
adoption of secure development practices, relatively few studies investigate the causal
relationship between these practices and observed exploitation outcomes. This points to the
need for analytical methods capable of linking organisational practices to measurable security
effects. In particular, there is a need for methodologies that can assess whether security-by-
design practices increase the complexity, cost, or uncertainty faced by adversaries seeking to
exploit residual vulnerabilities.

This research addresses these gaps by proposing and implementing a novel empirical approach
to evaluating the effectiveness of security-enhancing practices. It develops a methodological
framework and applies it to one recommended practice: the establishment of a PSIRT. By
examining how the presence of PSIRTs relates to patterns of wvulnerability discovery,
disclosure, patching, and real-world exploitation, the study assesses their impact on
exploitation risk and, by extension, on the feasibility and effectiveness of OCO. In doing so, it
aims to contribute to scholarly debates on cybersecurity risk reduction while also informing
industry practice and policy discussions on countering the proliferation of OCC.

1.2 Research Subject

The subject of this research is the identification, classification, and analysis of existing and
emerging best practices for the secure development of digital products, as well as the
assessment of their effectiveness in managing vulnerabilities. The dissertation focuses in
particular on practices aimed at managing vulnerabilities and reducing the risks associated with
their exploitation throughout the product lifecycle.

Central to the analysis is % Product Security Incident Response Team (PSIRT) as an
organisational practice for coordinating vulnerability discovery, assessment, disclosure, and
remediation. Tln research proposes, and applies, a methodological model to verify the
effectiveness of PSIRT in reducing the likelihood of real-world vulnerability exploitation.

Finally, the dissertation examines the broader implications of such security-by-design ed
vulnerability management practices for the feasibility of offensive cyber operations, the

development and use of cyber capabilities, and the resulting effects on international security
and geopolitical stability.

(o8,
1.3 Objectives

The overall objective of this research is to assess whether and to what extent security-by-design
practices adopted by suppliers of digital products — particularly the establishment of PSIRTs —
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effectively reduce the risk of vulnerability exploitation in the wild and thereby increase the cost

and complexity of conducting offensive cyber operations. This objective is pursued through
the systematic identification and classification of leading industry practices, and through the
development and empirical testing of a methodological model for evaluating their real-world
cffectiveness.

Theoretical objective:

To contribute to the interdisciplinary understanding of cyber armament by analysing how
vulnerabilities in digital products enable offensive cyber operations and how security-by-
design practices can alter this strategic risk environment.

Practical and technical objective:

To devﬂp and apply an empirical methodology for assessing the effectiveness of PSIRTs and
related vulnerability management practices in reducing the likelihood of active vulnerability
exploitation in real-world conditions.

Societal objective:

To inform policymakers, regulators, and industry stakeholders on how corporate security
practices — when systematically adopted — can complement diplomatic, regulatory, and
normative efforts aimed at limiting cyber armament and enhancing overall international peace
and stability.

1.4 Hypothesis

General hypothesis:

The geopolitical trend of cyber armament and the execution of politically motivated
sophisticated offensive cyber operations can be constrained through the systematic adoption of
security-by-design and vulnerability management practices by suppliers of digital products.

Specific hypothesis: 1

The feasibility of offensive cyber operations can be reduced by lowggse the likelihood of real-
world exploitation of wvulnerabilities through the adoption of Product Security Incident
Response Teams (PSIRTS) as a suppliers” good practice.

Individual hypothesis:

1. Leading suppliers of digital products have developed and implemented recognised good
practices for secure design and vulnerability management throughout the product
lifecycle.

2. Among these practices,e establishment and operation of a PSIRT contributes
measurably to reducing the likelihood that disclosed vulnerabilities will be actively
exploited in the wild as part of sophisticated offensive cyber operations.

11




1.5 Research Questions

This research is guided by the following questions:

e What security risks arise from vulnerabilities in digital products, particularly in relation
to their exploitation by states and state-backed actors?

« How are these risks currently addressed through diplomatic initiatives, regulatory and
legal frameworks, and industry-led practices?

e What secure development, vulnerability management, and coordination practices are
employed by leading suppliers of digital products?

e Which ofthese practices are commonly regarded as effective in reducing vulnerabilities
and limiting their exploitation?

« What methodologies and indicators — existing or proposed — are available for assessing
the effectiveness of such practices?

e Which methodological naproach is most appropriate for evaluating practices aimed
specifically at reducing the likelihood of vulnerability exploitation in the wild?

e What insights does the application of such a methodology to real-world data provide
regarding the effectiveness of a selected practice in mitigating active vulnerability
exploitation?

« To what extent can the results of this assessment inform conclusions about the impact
of suppliers’ security practices on the feasibility and cost of conducting offensive cyber
operations?

1.6 Scientific Contribution

The primary scientific contribution of this dissertation lies in the formulation and empirical
testing of a nogal methodological model for assessing the effectiveness of corporate security-
by-design and vulnerability management practices in reducing the likelihood of vulnerability
exploitation in the wild. The proposed model operationalises a set of vulnerability-related
parameters to enable structured evaluation of how specific organisational practices affect real-
world exploitation risk. As such, it provides a reusable analytical framework that can be applied
to future practices, theoretical models, and policy interventions aimed at improving digital
product security. The model also contributes conceptually by highlighting which parameters
are both observable and analytically meaningful for assessing security outcomes, thereby
opening new avenues for methodological refinement.

A central empirical contribution is the application of the proposed model to a major industry
practice — PSIRTs — using publicly available datasets on di“osed and actively exploited
vulnerabilities. This simulatiormsed analysis demonstrates that the presence of a PSIRT
within a supm organisation is associated with a statistically significant reduction in the
likelihood of vulnerability exploitation in the wild. Beyond confirming the effectiveness of
PSIRTs — while recognising the limits of causal inference inherent to observational designs —
the study establishes a replicable approach to testing other security practices by adjusting
datasets, parameters, or contextual factors.

12




To support the development and validation of the model, the dissertation further contributes by
systematically collecting, classifying, and analysing security-enhancing practices employed by
leading global technology companies, alongside academic and industry methodologies for
assessing their effectiveness. It maps the global distribution of PSIRTs across industries,
regions, and company sizes, and identifies key organisational, economic, and regulatory
challenges associated with their establishment and continuous operation. This empirical
mapping enables comparative analysis of best practices across multiple dimensions and
grounds theoretical discussions in observable industry realities.

In addition, the dissertation advances methodological thinking by critically examining
vulnerability-related parameters relevant to exploitation risk, such as severity scores,
remediation timelines, exploit availability, and external factors. This analysis provides a
foundation for future research that may explore alternative parameter sets or refine existing
ones, potentially yielding models tailored to different types of practices or threat environments.

By linking the empirical findings of the proposed model to broader discussions on cyber
armament and offensive cyber operations, the dissertation contributes an interdisciplinary
perspective that bridges technical cybersecurity practice with international security studies. It
demonstrates how improvements in digital product security can raise the cost, complexity, and
uncertainty of conducting politically motivated offensive cyber operations, thereby
confributing — albeit indirectly — to strategic stability in cyberspace. In practical terms, the
model offers policymakers, regulators, and industry leaders an evidence-based tool to assess,
incentivise, and prioritise security-by-design practices through both regulatory and market-
driven mechanisms.

Finally, the dissertation contributes to theoretical development by integrating technological,
organisational, political, and economic dimensions of cybersecurity. It connects corporate
decision-making and engineering practices with state-level security dynamics, illustrating how
micro-level organisational practices can have macro-level implications for cyber conﬂimd
international relations. This approach encourages further cross-disciplinary research at the
intersection of computer science, security studies, and political science.

1.7 Structure of the Thesis

The following chapter, Chapter 2, establishes the interdisciplinary theoretical and contextual
foundations of the research by reviewing literature on cyber armament, OCO, and the
exploitation of vulnerabilities in digital products. It also examines technological, economic,
regulatory, and political approaches through which states and other actors seek to raise the
costs of OCC and constrain their use.

Chapter 3 analyses and classifies existing practices for improving the security of digital
products and reducing vulnerabilities. It reviews academic models, international standards,

13




regulatory frameworks, and industry-led SDL practices, with particular attention to
vulnerability management and coordination mechanisms such as PSIRTs.

Chapter 4 examines existing industry and academic methodologies for assessing the
effectiveness of security-by-design and vulnerability management practices. It identifies their
limitations in evaluating real-world exploitation risks and formulates key technical,
organisational, and contextual parameters relevant to assessing the impact of such practices on
OCC.

Chapter 5 introduces a lnvel verification methodology for assessing the effectiveness of good
practices in reducing gulnerability exploitation in the wild. The chapter presents the
methodological design based on a matched case-control observational study and explains the
selection of variables, datasets, and analytical techniques.

Chapter 6 operationalises the proposed methodology by applying sampling, matching, and
bootstrappinmechniques to analyse real-world vulnerability data and control for external
influences. It introduces the selected risk-reduction metrics and statistical tests used to evaluate
the robustness of the results, and to assess the role of key confounding factors.

Chapter 7 presents and analyses the results e simulation, assessing their statistical
reliability and practical significance. It evaluates the impact of PSIRT presence on vulnerability
exploitation likelihood and examines the influence of confounding factors such as proof-of-
concept availability and industry type.

Chapter 8 discusses the findings in a broader technical, organisational, and geopolitical
context. It critically reflects on the role of industry practices in constraining OCO and cyber
armament, identifies structural limitations, and explores implications for policy, regulation, and
international security.

The concluding chapter, Chapter 9, summarises the research problem, proposed model, and
key ﬁndim, and clearly articulates the scientific contributions of the study. It also offers
practical recommendations for industry and policymakers and outlines directions for future
academic research.
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2 Review of the Research Field

Driven by pervasive digitalisation, nearly all segments of modern society — from private life
and business to education, culture, and international relations — increasingly depend on
information and communication technologies (ICT). Businesses rely on complex software
systems for customer management, e-commerce platforms, and cloud environments, while
industries rapidly integrate Internet of Things (IoT) devices combined with advanced
telecommunications networks such as 5G. Critical infrastructures, including transportation,
healthcare, and energy, increasingly depend on interconnected and ‘smart’ operational
technologies (OT), where modern software solutions interface with sensors, control modules,
and automation systems, often accessible remotely.

However, nearly all software — and much of the hardware — underpinning this digital ecosystem
contains flaws that create vulnerabilities in both technical systems and society as a whole. This
stems from a market dynamic that prioritises rapid innovation and muct release over
security, leaving vulnerability identification and patching to later stages. At the same time, the
mass use of Al-assisted coding and unchecked integration of third-party open-source
components propagate vulnerabilities across entire supply chains.

The exploitation of such vulnerabilities enables diverse threat actors to conduct cyberattacks.
As societies become more dependent on digital systems and supply chains grow in complexity,
malicious actors — including criminals, political groups, and states — have become increasingly
capable and ambitious. States, in particular, with vast resources and strategic motivations,
exploit or store critical vulnerabilities to conduct espionage or offensive cyber operations.
While it is unlikely that states will abandon the use of vulnerabilities as part of their cyber
arsenals, an important question arises: how can the cost and feasibility of cyber operations be
altered, to result with decreased exploitation of vulnerabilities?

This chapter provides an overview of the existing literature from the field and theoretical
foundations relevant to understanding the escalating cybersecurity risks of vulnerability
exploitation, particularly by the state-related actors. It starts with analysing key assets, threats,
and vulnerabilities. The chapter then reviews the political, diplomatic, and regulatory responses
towards increasing the costs of cyber-armament through vulnerability exploitation — from
international multilateral frameworks and norms, via multistakeholder platforms and
principles, to national regulatory frameworks and trends — as well as the incentives and roles
of the private sector in u[@im‘ling those. This foundation enables the subsequent chapters to
focus more precisely on security-by-design approaches and good practices for strengthening
the security of digital products, including industry models, international standards, and
vulnerability management processes such as PSIRTs, as well as methodologies for evaluating
their effectiveness.
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2.1 Growing Cybersecurity Risks

As society continues to advance through digitalisation, it simultaneously faces threats that are
becoming increasingly sophisticated and pervasive. Brunner and Sutter (2008) argue that
cyberspace follows a pattern similar to other security domains, where security challenges are
not direct, certain, and immediate. Instead, they should be perceived as risks: indirect,
unexpected, and unplanned occurrences that manifest in the future, materialising only when
they actually take place.

The digital realm fundamentally revolves around the flow and manipulation of digital data,
which means that tlmisks of cyberattacks primarily reflect on the core components of
information security: confidentiality, integrity, and availability of data (often referred to as the
CIA ftriad) (Stamp, 2011). According to Ghazouani et al. (2014), leading literature employs
mathematical formulas to assess information security risks (denoted as R), incorporating threats
(7)), vulnerabilities (¥, and the value of assets that may be compromised (4) — and thus the
related impacts of an attack — into a multiplicative model:

() R=TxVxA

This formula underscores the interdependence of these elements, indicating that the escalation
of any single factor can lead to a significant increase in overall risk. A closer examination of
these variables reveals that cybersecurity risks are inevitably increasing. The growing value of
digital assets, combined with the evolving profile and tactics of cyber adversaries and persistent
vulnerabilities within systems, creates a landscape where organisations must remain vigilant
and adaptive.

In the context of international security, the ramifications of increasing cybersecurity risks
extend beyomindividual organisations, threatening the stability and peace of nations.
Cyberattacks targeting crit#pal)infrastructure, such as energy grids, transportation systems, and
financial institutions, can lead to widespread disruption and chaos, undermining public trust
and national security. The World Economic Forum (2025) highlights that as cyberthreats
continue to evolve, they pose significant risks to global stability, with pmﬂial impacts on
economic systems and societal structures. The interconnectedness of global systems means that
vulnerabilities in one region can have cascading effects, potentially destabilising entire
economies and geopolitical relationships.

Moreover, state and non-state are leveraging cyber capabilities as tools for hybrid
warfare, espionage, and coercion, blurring the lines between traditional milimengagements
and cyber operations (Libicki, 2007). This evolving landscape necessitates a comprehensive
understanding of the risks posed by the interplay of assets, threats, and vulnerabilities,
particularly as they relate to the preservation of international peace and security.
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2.1.1 Assets

One of the variables in the cybersecurity risk equation is the value of assets that may be
compromised or disrupted througlmberattacks. This value has been increasing in tandem with
society's growing dependence on digital products and services. Already iaits 2013 report on
information and communications technology (ICT) developments in the context of
international security, the United Nations Group of Governmental Experts (UN GGE)
confirmed the escalating threats to individuals, businesses, critical inf#g§tructure, and
governmental institutions, alongside the increasing damage caused by ?ber incidents,
particularly through the use of tools like botnets (UN, 2013).

Critical infrastructure (CI) — including the electric grid, transportation, healthcare, and
communication systems — is a cornerstone of national and international security (Wisniewski
et al., 2022). Its integrity is paramount: disruption of these systems can compromise national
security, destabilise economies, and even result in loss of life (Zwarts et al., 2025). Because of
both their instrumental and symbolic value, attacks on CI have become an integral part of
modern strategies of disruption and destruction Coward (2009).

The consequences of cyberattacks on CI extend well beyond immediate technical damage.
They can trigger cascading failures in essential services, thus threatening public safety (Palleti
etal., 2021). The 2015 cyberattack on Ukraine’s energy grid vividly illustrates these dangers:
it caused power outages affecting more than 230,000 residents and exposed the vulnerabilities
of interconnected infrastructures (Whitehead et al, 2017; NATO, 2016). Similarly, the 2020
SolarWinds breach demonstrated how supply chain vulnerabilities can compromise both
government and private sector networks worldwide, highlighting the global scope of CI risks
(FireEye, 2020). In recognition of these threats, NATO and the EU have elevated CI protection
as a strategic priority, embedding resilience against cyberattacks into their collective defence
and cybersecurity strategies (NATO, 2016; EU, 2020).

Attacks targeting cloud and hybrid infrastructure, including smart grid systems, have increased
in frequency and sophistication (Gunduz and Das 2020). Cloud environments present unique
security challenges due to their distributed nature, shared infrastructure and responsibility
models: Ali et al (2015) outline challenges on the communication, architectural, contractual
and legal levels. Hybrid infrastructure compounds these risks by creating complex
interdeper@:ies between different cloud and on-premises systems, with specific challenges
including secure movement of data and workloads across data centres, shared technology
issues, and vulnerabilities which cascade from one component across the entire architecture
(Reza et al 2019). Since cloud systems are vulnerable to a particular type of targeted and
sophisticated attacks, the potential for large-scale disruption makes them attractive targets for
state-sponsored actors (Vance 2014).

Other critical assets at risk include democratic processes and national governance systems,
such as elections. Election process can be under cyberthreat, as the example of the US elections
in 2016 most notably showcase (Stedmon, 2020). Thuli et al (Mkhwanazi et al., 2025) outline
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threats of election data breaches (including hacking election campaigns, altering voters’ data
or vote counts), phishing attacks, and election service disruptions; importantly, they observe
the African context, signalling that these threats are not limited to developing countries only.

Importantly, cyberattacks against CI could cause medium-to-long term political instability: the
EU cybersecurity agency (ENISA, 2019) warns of potential for provoking chaos and anarchy,
sowing social @ipsigions, and undermining trust in democracy. Matzkin et al. (2023), however,
found out that cyberattacks on critical infrastructure don’t necessarily undermine public trust
in government, but could even heighten it by amplifying anger.

Additionally, human lives are an invaluable asset that can be jeopardised by cybersecurity risks,
particularly when healthcare systems are compromised or when critical information is
manipulated. The Cyberspace Solarium Commission (2020) report underscores that the
vulnerabilities exposed during the C(ED-I() period had significant implications for the
security of healthcare assets, which are essential not only for individual well-being but also for
the broader public health landscape. A tragic example of the potential consequences of
cyberattacks on human lives is the case of a cyberattack on a hospital in Germany in September
2020, which resulted in the death of a patient after emergency services were diverted due to
the hospital's systems being rendered inoperable (Computer Fraud & Security, 2020).

The risks to human lives in the context of conflict are exacerbated by cyberthreats, particularly
civilians and humanitarian organisations. Civilians in conflict zones are increasingly
vulnerable to cyberattacks that can disrupt essential services, su@¥ as healthcare and
communication, thereby compromising their safety and well-being. The UN Open-Ended
Working Group (OEWG) 2025 report highlights the importance of safeguarding civilian
infrastructure from cyberthreats during armed conflicts, advocating for the means to protect
civilians and amanitarian efforts from cyber operations that could cause harm (UN, 2025).
Furthermore, the International Committee of the Red Cross (ICRC) has documented the
significant risks faced by humanitarian organisations in conflict-affected areas, including
undermining of their operations, disrupted supply chains, and exposure of sensitive data,
ultimately jeopardising the safety of both aid workers and the populations they serve (ICRC,
2020).

The role of artificial intelligence (Al) in these assets is increasingly significant. Al technologies
are being integrated into various sectors and the supply chains, enhancing operational
efficiencies and automating decision-making processes. However, this integration also
introduces specific vulnerabilities, as adversaries can exploit weaknesses in Al systems to
manipulate outcomes, disrupt services, or compromise data and resources (Squillace et al.,
2024). The potential for Al to be weaponised further complicates the landscape, as the risks
associated with compromised Al systems could have far-reaching consequences for
international peace and security (Goddy et al., 2024).

18




2.1.2 Threats

Threats in the cybersecurity landscape are characterised by the actors involved, their tactics,
techniques and procedures (TTPs), and the emerging technologies they leverage. Threat actors
range from state-sponsored groups to organised criminal networks, each employing distinct
methodologies to achieve their objectives (Rid and Buchanan, 2014). The TTPs employed by
these actors have grown increasingly sophisticated, with advanced persistent threats (APTs)
Q(mstrating systematic targeting of vulnerabilities (Hutchins et al., 2011). Emerging
technologies such as Al and large language models (LLMs) are creating new vectors for
cyberthreats while simultaneously enhancing defensive capabilities (Brundage et al. 2018, Jada
and Mayayise, 2024). This multidimensional nature of cyberthreats requires comprehensive
analysis to understand their full implications for international security.

2.1.2.1 States as Threat Actors

The 2025 consensus report from e Open-Ended Working Group (OEWG) and the 2015 report
from United Nations Group of Governmental Experts (UN GGE), highlight a paradigm
shift in the nature of cyberthreats, particularly due to the increasing armament of states in
cyberspace (UN, 2015; UN, 2025). This militarisation poses substantial risks to international
stability and security, as it facilitates politically motivated complex OCO that can lead to
significant geopolitical and geoeconomic consequences.

States are actively developing OCCs to complement the conventional warfare rather than
substitute it (Gartzke, 2013). Research by the Digital Watch Observatory (Radunovi¢ and
Gavrilovi¢, 2025) systematically maps publicly available evidence — such as official policies,
strategic documents, and authoritative statements — showing that a growing number of states
have developed, or are actively developing, OCCs (Figure 1). The mapping also captures
indications of political intent or commitment to OCC development based on credible media
reporting and assessments by the technical community. In practice, however, the number of
states possessing or pursuing OCC is likely higher than documented. The increasing
availability of ‘off-the-shelf” attack tools — both commercial products and those offered through
illicit markets — has lowered the entry barrier, enabling even resource-constrained states to
initiate offensive cyber programmes. Moreover, some states may deliberately refrain from
publicly acknowledging such capabilities, while others may frame OCC-related investments
under the pretext of cyber defence. Taken together, these dynamics suggest that cyber
armament is not only widespread, but also expanding.
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Offensive cyber capabilities

® © Indications of offensive capabilities (30 countries) ® Evidence of offensive capabilities (27 countries)

Figure 1: Map of states with offensive cvber capabilities (Radunovié and Gavrilovic, 2023)

Yet what makes OCCs more distinctive is their application in context of hybrid conflict
scenarios, where cyber operations are combined with information campaigns and economic
coercion (MSC, 2015; Lund, 2024). They can be deployed for subversion and disruption of
social, economic, and political stability of target states while remaining short of open conflict
(Maschmeyer, 2022), or as part of the intelligence contest, i.e. to conduct advanced espionage
and achieve informational advantage (Baram 2023).

OCCs provide significant strategic value to states both in terms of contributing to power
balance and conducting deterrence (Eriksson and Giacomello 2014). They allow states to target
both military and civilian systems with limited or no casualties at relative low costs, while
achieving economic, operational, and psychological effects (Smeets 2022). The real
effectiveness of OCC in achieving such strategic advantages and deterrence, however, remains
constantly questioned due to the fast-pace innovations in technology and tactics (Mitchell and

Pytlak 2020).

Importantly, OCCs heavily rely on exploiting vulnerabilities in digital infrastructure.
Mladenovi¢ and Radunovi¢ (2018) argue that vulnerabilities form the very foundation of OCC,
as successful cyberattacks materialise only when the attacker’s capabilities align with the
opportunity to exploit existing weaknesses. Importantly, the concept of vulnerability in this
context extends beyond purely technical flaws in system design and implementation to include
human and organisational factors related to system management and use.

To benefit from OCC, states must operate in a domain of exploitation, which is characterised
by persistent engagement and exploitation of vulnerabilities in digital systems of their
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counterparties — for offense, defence, or deterrence (Dong et al., 2025; Fischerkeller et al.,
2022). This, in turn, demands continuous weaponisation of vulnerabilities, which both
undermines the economic model of digitalisation, which is based on trust, and contributes to
the destabilisation of international security (Microsoft, 2017).

The threat landscape 1s further complicated by the role of state-sponsored or state-supported
actors — companies, criminal, and hacker groups (Stoddart 2022). Research indicates that states
frequently employ such groups as deniable proxies to conduct cyber operations while allowing
them plausible deniability (Lin 2016). Further, the convergence between criminal and state-
sponsored actors increases as criminal tools and infrastructure — those for ransomware, DDoS
attacks, and data breaches — are repurposed for geopolitical objectives (Tomer, 2025, Lavorgna,
2023). The use of proxies creates a complex attribution environment, undermining
accountability mechanisms and eroding trust in international norms (Rid and Buchanan, 2014;
Egloff and Smeets 2021); the advances in Al techniques, however, promise to improve
attribution accuracy (Prasad et al., 2025).

2.1.2.2 Tacties, Techniques, and Procedures

The evolution of tactics, techniques, and procea:es (TTPs) among cyber adversaries is a
central driver of the increasing threat landscape. The MITRE ATT&CK framework serves as
a comprehensive reference, mapping and clarifying the diverse range of adversary TTPs (Strom
etal., 2018). As adversaries adapt, the sophistication of cyberattacks continues to escalate, with
state-sponsored and organised criminal groups refining their methods across a spectrum of
attack types, including ransomware, wiper malware, zero-day exploits, and supply chain
intrusions (Admass et al., 2024; UN, 2025; Sophos 2025; IBM 2025).

Ransomware attacks, in particular, have emerged as a prominent and persistent threat. The US
Cybersecurity and Infrastructure Security Agency (CISA) highlighted a significant rise in
ransomware incidents affecting critical infrastructure in 2021, underscoring the vulnerability
of essential services to disruption by micious actors (CISA, 2022). While some cybersecurity
firms have reported a slight decline in the number of ransomware incidents in recent years,
ransomware still constitutes nearly one third of all malware cases and increasingly targets
crucial sectors such as manufacturing, healthcare, and finance (Sophos, 2025; IBM, 2025;
TrendMicro, 2023).

The 2025 consensus report from ‘mUnited Nations Open-Ended Working Group (OEWG)
expresses particular concern about the increasing frequency, scale, and erity of ransomware
attacks, specifically targeting CI, causing harm and disrupting essential services in sectors such
as healthcare, finance, anmergy (UN, 2025). Such attacks can have far-reaching
consequences; for example, the 2022 ransomware attack on Costa Rica’s national digital and
data services prompted a state of emergency and led to market and governance failures, a
phenomenon described by Simon and Haklai (2025) as ‘Denial-of-Governance’.
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Transitioning from ransomware, another ea of growing concern is the proliferation of
Cybercrime-as-a-Service (CaaS) models. These business structures allow threat actors to sell
or lease malicious tools and services, lowering the technical barriers to entry for a wide array
of adversaries. Ransomware-as-a-Service (RaaS) exemplifies this trend, enabling leﬂjlled
actors to launch sophisticated campaigns (Akinsuli, 2021). Double extortion, in which attackers
not only encrypt data but also threaten to leak it, has further complicated the landscape.
According to (Sophos, 2025), the proportion of organisations subjected to extortion doubled in
2025 compared to 2024, intensifying the risk of sensitive data leaks from public authorities and
national security bodies, with direct implications for international security.

Closely linked to these developments is the emergence of supply chain attacks as a particularly
insidious threat vector. By targeting software dependencies and third-party vendors,
adversaries can compromise a broad array of downstream users (Hammi and Zeadally, 2023).
The SolarWinds incident remains a defining example, where attackers exploited trusted update
mechanisms to distribute malware to thousands of organisations simultaneously (Alkhadra et
al., 2021). Such attacks exploit the inherent trust placed in software supply chains, necessitating
enhanced vetting of third-party components and robust software bill of materials (SBOM)
practices (Cyberspace Solarium Commission, 2020).

Zero-day attacks represent another formidable challenge, as threat actors exploit previously
unknown vulnerabilities in widely used software before patches become available. The
commercial market for zero-day exploits has expanded considerably (Google, 2023; Perlroth,
2021), with nation-states increasingly stockpiling such vulnerabilities for potential future
conflicts (Lin, 2016). This trend creates significant windows of opportunity for attackers to
compromise high-value targets and underscores the imperative for timely vulnerability
disclosure and patch management. The exploitation of a zero-day vulnerabilities is of particular
relevance for OCO, although it is a time-consuming approach (Sigholm and Larsson, 2014).
Artificial intelligence (Al) has also become a transformative factor in the evolution of TTPs,
offering both defensive and offensive capabilities. On the one hand, Al-driven systems enable
defenders to detect anomalies, automate processes, identify emerging threats, and manage
vulnerabilities (Jada and Mayayise, 2024). On the other hand, adversaries are increasingly
leveraging Al for both reconnaissance and attack automation (Bnmage et al. 2018). Guembe
at al. (2022) report that over half of Al-driven techniques are observed in the access and
penetration phase of the cyber kill chain, but they also contribute sigﬁcantly to exploitation,
command-and-control, reconnaissance, and delivery of payload. Large language models
(LLMs), such as ChatGPT, have been misused for fraud and impersonation, crafting
convincing phishing or spear-phishing campaigns, assisting in malware generation, and
supporting sophisticated social engineering schemes, often without requiring advanced
technical expertise; moreover, criminal networks have developed ‘jailbreak-as-a-service’ to
manipulate legitimate Al systems, bypass embedded safeguards, and create malicious outputs
(Europol, 2023). These developments underscore that Al is not only amplifying the speed and
reach of cyberattacks but also complicating attribution and defence, thereby reinforcing its
emerging role as a dual-use enabler within the modern TTP landscape.
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Advanced Persistent Threat (APT) groups exemplify the evolution and sophistication of threat
actor tactics. These groups continue to develop and refine their TTPs. They primarily focus on
data exfiltration and the disruption of critical systems (Gonzalez-Manzano et al., 2022),
employing sophisticated methods such as obfuscation, proxy routing, false flags, cross-
jurisdictional infrastructures, and manipulation of geopolitical narratives — all of which make
attribution increasingly difficult (Prasad et al., 2025). APTs typically operate with substantial
resources and conduct long-term, targeted campaigns, often under the direction or support of
state entities (Gonzalez-Manzano et al., 2022). Their TTPs differ markedly from those of less
sophisticated threat actors, demonstrating greater technical capability and operational
discipline. Ahmad et al. (2019) further distinguish strategically motivated APTs (S-APTs),
whose objectives align with the strategic interests of third parties, such as nation states or
organised criminal networks. These actors exhibit high adaptability, continuously retooling and
evolving their tool chains over time. Notably, Lemay et al. (2018) provide evidence that APT
capabilities are no longer limited to a few dominant states but have proliferated among
emerging actors, particularly in the domain of cyber espionage.

2.1.3 Vulnerabilities

The third variable that significantly influences the growing risks in information security is the
presence of vulnerabilities within digital infrastructure, products, and services. Vulnerability
exploitation and remains one of the most frequent technical root causes of cyber incidents.
According to recent industry analyses, exploitation of already known vulnerabilities accounted
for approximately 32% of documented attacks (Sophos, 2025), while four of the ten most
frequently discussed vulnerabilities on dark web marketplaces are actively leveraged by
sophisticated actors such as Advanced Persistent Threat (APT) groups (IBM, 2025).
Exploitation of vulnerabilities — often through the deployment of malware to gain unauthorised
access to computer systems — constitutes one of the common, though not always indispensable,
components of offensive cyber operations (Uren et al., 2018). Understanding how and why
vulnerabilities emerge — and the factors that determine their likelihood of exploitation — is
therefore essential for assessing and mitigating cyber risk.

2.1.3.1 Origin and Types of Vulnerabilities

In the business and technical context, the ISO/IEC 27000:2018 standard defines a vulnerability
as a weakness of g asset or control that can be exploited by one or more threats (ISO/IEC,
2018). Similarly, the U.S. National Initiative for Cybersecurity Careers and Studies (NICCS)
defines a wulnerability as a weakness that exposes an asset or organisation to potential
exploitation (NICCS, n.d.). In a broader, political interpretation, the U.S.—Russia bilateral
glossary of cybersecurity terminology defines a cyber vulnerability (Rus. Kubepyassumocmas)
as a characteristic of a cyber entity or object that is, or may become, susceptible to abuse or
cyber operations (Godwin et al., 2014). These definitions indicate that vulnerabilities should
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be understood within a broad conceptual framework that extends beyond purely technical
weaknesses in software or hardware.

From a narrower technical perspective, a vulnerability may be defined as a flaw or defect that
exposes software or operating systems to potential attacks or misuse (Pawlak, 2014). Defects
can also arise in the design or implementation of hardware components. Indeed, nearly all
digital products — software, hardware, or integrated systems — contain certain weaknesses
introduced during their design, development, or deployment. Increasing system complexity,
coupled with market pressures for rapid release cycles, leads many companies to knowingly
deploy products containing hundreds of vulnerabilities, with the expectation that these will be
patched later. Hathaway (2019) aptly refers to this as the ‘field it fast, fix it later’ ethos, which
prioritises speed to market over product security.

Vulnerabilities can emerge at nearly every stage of a product’s lifecycle: from design and
planning, through coding or manufacturing, to deployment and integration. McGraw (2006)
developed a taxonomy of common coding errors that can introduce vulnerabilities during
software development. Building on this, Williams et al. (2018) classify vulnerabilities into two
broad categories: implementation bugs and design flaws. Implementation bugs — such as buffer
overflows or SQL injection — are often easier to detect and patch; moreover, they may remain
undiscovered and thus not exploited for years. In contrast, design flaws — such as weaknesses
in error handling or recovery mechanisms — are systemic and can only be remedied through
redesign. Application-level vulnerabilities have consistently ranked among the top concerns of
information security professionals, closely followed by configuration errors in networks and
systems (Suby and Dickson, 2015).

A particular concern arises with vulnerabilities in open-source software (OSS). Compared to
in-house or commercial off-the-shelf solutions, OSS offers clear advantages in terms of project
metrics — time, cost, effort, and quality — as well as external factors such as market trends,
availability of the source code, and licensing (Badampudi et al., 2016). However, these benefits
are offset by growing security risks. The widespread use of OSS components and libraries
across sectors means that vulnerabilities can propagate throughout the digital supply chain.

wh-profile cases such as Ripple20 and Amnesia:33 revealed numerous vulnerabilities in
TCP/IP libraries used across Operational Technology (OT) and Internet of Thin (IoT)
products in industries ranging from healthcare and transportation to energy and retail (Kol and
Oberman, 2020; Santos et al., 2020). These incidents underscore the systemic nature of
software vulnerabilities and the challenges of securing the modern, interconnected ecosystem
of digital products.

13
2.1.3.2 The Risk of Vulnerability Exploitation in the Wild
While identifying and classifying weaknesses is critical, the actual threat to organisations and
infrastructures materialises through active exploitation in real-world cyberattacks ('in the

wild"). The risk of such exploitation in operational contexts thus demands focused scrutiny.

24




To assess the risks associated with discovered vulnerabilities and to prioritise rengadiation
efforts, ICT system operators and vendors rely different models that estimate both the
potential impact and the likelihood of exploitation. The Common Vulnerability Scoring System
(CVSS) remains the most widely adopted open standard for quaa'fying the severity of
vulnerabilities (FIRST, 2018). It measures both exploitability — the ease with whic
vulnerability can be used by an attacker — and the impact that exploitation may have on the
confidentiality, integrity, and availability of systems and data. However, despite its ubiquity,
CVSS is often criticised for its limited predictive power.

Security defenders lack a common undggstanding of how CVSS scores correlate with the actual
probability of exploitation in the wild (Allodi et al., 2018). In practice, a hi VSS score does
not necessarily imply a high likelihood of exploitation: other contextual factors, such as the
public availability of exploit code or the market demand for exploitation, are often more
decisive (Allodi and Massacci, 2014). Furthermore, CVSS largely ignores real-time indicators
of risk (Balsam et al., 2023), which limits its utility for operational decision-making. The
newest version, CVSS 4.0, attempts to address some of these shortcomings by incorporating
variables such as attack vector, environmental context, and probability of exploitation (FIRST,
2024), but its adoption remains limited.

In response to these limitations, several complement: odels have been developed to help
defenders prioritise their respgpfgs more effectively. The Exploit Prediction Scoring System
(EPSS), for instance, applm machine-learning algorithms to historical exploitation data and
intrusion detection alerts to predict whether a given vulnerability is likely to be exploited
(Jacobs et al., 2023). Another framework, the Stakeholder-Specific Vulnerability
Categorization (SSVC), tailors prioritisation decisions to the specific context of an organisation
by evaluating parameters such as vulnerability exposure, active exploitation status, and the
potential impact on public safety or critical operations (Spring et al., 2021). Despite their
methodological sophistication, these models are still not widely implemented in industry
practice — often due to their data requirements, computational complexity, and the inertia of
established CVSS-based processes.

Importantly, traditional scoring models like CVSS treat vulnerabilities as static properties of
software systems, neglecting the dynamic factors that shape their exploitation risk in practice.
Empirical studies have shown that the probability of exploitation increases dramatically once
a functional exploit becomes publicly available — whether through underground markets or
legitimate proof-of-concept (POC) repositories (Allodi and Massacci, 2014). In fact,
prioritisation policies that explicitly account for the presence of exploit code or POC evidence
can reduce risk exposure by up to 80%. Further research confirms that the social and

informational environment surrounding a vulnerability strongly influences its exploitation
likelihood.

Vulnerability intelligence plays a pivotal role in reducing the likelihood that threat actors —
including cybercriminals and state-supported groups — successfully exploit software and
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hardware weaknesses. National CERTs/CSIRTs and internal PSIRTs take into account feeds
on exploit availability, dark-web exchanges, proof-of-concept publication, and real-world
attack telemetry to prioritise patching, issue advisories, and coordinate incident response across
sectors. For example, by tracking when exploit code becomes publicly available or when a
vulnerability begins to appear in active campaigns, these bodies can mount pre-emptive
mitigations, restrict exposure windows and raise the cost for attackers.

entions of a vulnerability in exploit databases, exploitation proof-of-concept (POC)
repositories, (markweb sites (Almukaynizi etal., 2017), as well as increased discussion across
social media platforms such as X (formerly Twitter), can serve as early indicators of rising
exploitation risk (Sabottke et al., 2015). To better reflect this reality, Jung et al. (2022)
expanded the CVSS temporal metrics by adding an exploit code maturity attribute, while Bulut
et al. (2022) proposed a complementary ‘weaponised exploit’ parameter. Nevertheless, these
refinements remain non-standardised and depend heavily on subjective interpretation.

e number of publicly disclosed vulnerabilities continues to increase each year (NISg, n.d.).
While public disclosure places pressure on suppliers to issue patches more rapidly (Arora et
al., 2006), the time window between disclosure and active exploitation has been steadily
narrowing: reports show an average time-to-exploit of 5 days, down notably from 32 days in
2021-22 and 63 days in 2018 (Charrier and Weiner, 2024; Charrier and Semrau, 2023). These
compressed timelines highlight how quickly vulnerabilities become weaponised and why
intelligence-driven prioritisation and coordination via CERT/PSIRT mechanisms are crucial
for reducing exploitation risk.

It is important to note that the mere presence of a vulnerability in a digital product might not
be arisk in itself. Many disclosed vulnerabilities don't introduce any signiﬁnﬂ risk, since they
do not bring sufficient return to the attackers exploiting them. Actually, Mell, et al. (2024)
estimated that 92% of the vulnerabilities are not being constantly exploited. Exploitation of
more useful vulnerabilities by malicious actors, on the other hand, rely on sufficient and timely
information about it, and a slow and uncoordinated response of a supplier and the defence
community in providing and distributing a patch. Findings of the Carnegie Mellon CERT
support this view, suggesting that security of a digital product should not be judged by number
of discovered vulnerabilities, but rather by the suppliers' capability and maturity to respond to
vulnerabilities (Householder et al. 2020).

The presence and timely deployment of a fix, therefore, significantly affect the likelihood of
active exploitation — but not necessarily in a linear way. The speed and quality of patch
development, and the coordination of its distribution and deployment, are critical determinants
of residual risk (Radunovi¢ and Gritz-Hoffmann, 2020). Organisational culture thus plays a
major role: empirical studies show that the median time to patch varies substantially across
sectors and is often measured in weeks or months (Nappaetal., 2015). Industry research reports
a median about 33 days, yet their Kaplan-Meier curve reveals that at that time over 50% of
vulnerabilities still remain unresolved (Voicu and Fouque, 2025), as depicted in Figure 2. The
presence of a dedicated PSIRT can help mitigate this by improving internal coordination,
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accelerating vulnerability triage and patch development, and enabling coordinated disclosure
with affected stakeholders.
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Figure 2: The Kaplan-Meier curve of the time-to-patch of vulnerabilities, versus a probability that a vulnerability
is still open, also showing mean and median values. Source: Voicu and Fougue, 2025

Even when a fix is released, exploitation can continue. Arbaugh et al. (2000) applied their
software vulnerability lifecycle model to three case studies — measuring exploit occurrences —
and concluded that systems often remain vulnerable long after a patch has been released.
Hathaway (2019) similarly notes that the “gold standard’ for patch deployment on the client
side is approximately 30 days, yet many organisations — particularly in critical sectors — require
significantly more time because they must test how patches affect essential operations. Besides,
patch deployment depends on the timely distribution of information about vulnerabilities and
fixes among those in risk, and their capacity to apply them. This extended window creates
opportunities for attackers to exploit vulnerabilities immediately after disclosure. Combined
with the rapid integration of insecure loT systems and the growing cyar-armament efforts of
states, Hathaway argues that companies must assume greater societal and legal responsibility
to prevent vulnerabilities from emerging in the first place and shift from a patch-centric model
toward ensuring higher levels of security before products reach the market.

Finally, the likelihood of exploitation is also impacted by the attacker’s motivation and target
selection strategy. Certain products, industries, and vendors attract disproportionate attention
from threat actors due to their widespread use, strategic value, or perceived weaknesses. Most
vulnerabilities exploited in the wild are found in operating systems, followed by Internet of
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Things (IoT) and Internet of Medical Things (IoMT) devices, and then industrial control
systems (ICS) and operational technologies (OT) (Baines, 2023). Predictably, the most
frequently targeted vendors include Microsoft, Apple, Google, Oracle, and Adobe (Garrity,
2024). Vulnerabilities OSS represent another area of elevated risk, as they often suffer from
limited long-term maintenance and can propagate downstream through software supply chains,
multiplying their potential impact across dependent products.

The persistence and proliferation of vulnerabilities across digital products and infrastructures
reveal a structural imbalance between technological innovation and security assurance. As
exploitation becomes faster and more automated — driven by advanced threat actors,
underground markets, and the availability of exploit kits — defensive actors often struggle to
respond with comparable speed or coordination. Vulnerability intelligence, when efficiently
shared through PSIRT, CERT, and CSIRT networks, can mitigate this gap by enabling faster
prioritisation and patching, reducing the window of opportunity for malicious exploitation.
However, the systemic nature of the problem means that purely technical countermeasures are
insufficient. Reducing the likelihood and impact of exploitation ultimately requires a
multilayered approach: strengthening national regulatory frameworks, fostering international
cooperation and norm development, and embedding secure-by-design and coordinated
vulnerability disclosure practices across the private sector. The next section therefore examines
m these policy-oriented, diplomatic, and industry mechanisms can collectively raise the costs
of offensive cyber operations and promote greater resilience of the global digital ecosystem.

2.2 Increasing the Costs of Cyber Armament and Vulnerability Exploitation

The ongoing ‘cyber armament’ of states, enhancement of OCCs, and the accumulation and
deployment of software vulnerabilities — stems from a strategic imbalance: the perceived
political and military benefits of cyberattacks often outweigh those of defence. As Libicki
(2016) argues, the cyber domain remains offence-dominant because the cost of launching a
sophisticated attack is relatively low compared to the resources required for effective cyber
defence. In other words, each dollar invested in offensive capabilities can impose exponentially
greater costs on defenders.

Dong et al. (2025) reflect on the emerging persistent engagement theory which claim that
cyberspace is a specific strategic domain of exploration different from traditional domains of
warfare, in which costs of state operations are low. Although high-end, escalatory cyber
conflict has rarely happened, low-level, persistent operations are prominent ( Lupovici, 2021).
Such cyber operations allow states to carry out DDoS attacks, cyber espionage and data
exfiltration, sabotage and other actions against another state, disrupting power dynamics
without direct confrontation (Hunter et al., 2022; Maschmeyer, 2022). There, persistence
directly depends on exploitation of vulnerabilities (Fischerkeller et al., 2022). Therefore, states’
decisions to engage in cyber operations are shaped by perceived vulnerabilities of adversaries
and the relative cost-benefit ratio of offence versus defence. Reducing the availability and
exploitability of vulnerabilities therefore alters this strategic calculus.
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To demotivate investment in cyber armament, this symmetry must be reversed by raising
the overall cost of conducting cyber operations. The final report of the U.S. Cyberspace
Solarium Commission (2020) identifies cost imposition as one of three pillars of deterrence,
recommending that adversaries be disincentivised through vulnerability reduction in critical
sectors such as defence, nuclear, and energy infrastructures. Similarm\/lorgus et al. (2017)
argue that limiting the global supply of exploitable vulnerabilities can make it more costly and
time-consuming for states to develop OCCs. Herr (2017) specifically suggests shortening the
usability window of vulnerabilities, thereby forcing attackers to constantly retool and adapt
their arsenals — a process that quickly becomes economically and operationally unsustainable.
Findings by Ablon and Bogart (2017) support this reasoning: as in other markets, exploit prices
rise dramatically when demand is high and supply is scarce, which naturally constrains access
to advanced capabilities. These insights reinforce the rationale for both national and collective
actions to reduce the incentives for cyber armament — including strengthening patch
management, promoting responsible vulnerability disclosure, and developing cooperative
frameworks for cyber stability.

In sum, reducing opportunities for vulnerability exploitation raises the operational, economic,
and political costs of offensive cyber activity. Technical measures such as shortening exploit
lifespans and improving vulnerability management directly constrain attacker capabilities.
Economic mechanisms that limit exploit supply increase acquisition costs. And political and
diplomatic initiatives — including the promotion of norms on responsible vulnerability
disclosure and restraint in offensive operations — make cyber armament less attractive as a
strategic tool. Collectively, these measures could discourage smaller states from developing
offensive arsenals and compel larger powers to deploy their most valuable vulnerabilities more
sparingly to avoid rapid detection and patching.

The subsequent sections consider how international diplomacy (UN processes and normative
frameworks), national policies (vulnerability equities and regulation), and private-sector
practices (coordinated disclosure, PSIRTSs, secure-by-design and supply-chain governance) can
jointly implement this cost-raising strategy and thereby reduce incentives for cyber-armament.

2.2.1 State-Level and International Efforts to Raise Costs

The previous section demonstrated that vulnerabilities remain a structural enabler of OCCs,
fuelling a broader trend of cyber armament. The ambiguity in cyberspace lowers the political
and operational costs of offensive action. In this context, international, national, and
multistakeholder efforts to reduce systemic vulnerabilities serve an important strategic
function: they directly raise the operational, economic, as well as reputational costs of
conducting OCO and diminish the strategic utility of maintaining large exploit stockpiles.
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2.2.1.1 The UN Framework

At the geopolitical level, cyber stability depends on establishing shared expectations of
acceptable state behaviour (Finnemore and Hollis 2016; Henriksen 2019). Dunn Cavelty
(2014) emphasises that, unless states adopt a strategic commitment to reducing systemic
vulnerabilities, they will continue to pursue national security by expanding offensive cyber
capabilities — ultimately degrading the security of global cyberspace. The UN framework on
responsible state behaviour represents the most significant political mechanism attempting to
reverse this logic.

The General Assembly’s endorsement of the 2015 UN Group of Governmental Experts
(GGE) report marked a decisive moment in mevolution of global cyber governance. For the
first time, states collectively endorsed eleven non-binding norms of responsible state behaviour
in cyberspace (Figure 3), including those directlaaddressing the handling, reporting, and
mitigation of ICT vulnerabilities. Among these, norm 13(j) encourages states to promote
responsimreporting of vulnerabilities and share information on remedies, while norm 13(i)
calls for preventing the proliferation of malicious ICT tools and ensuring the integrity of ICT
supply chains (UN, 2015). These norms established an initial conceptual link between state
behaviour, vulnerability management, and the reduction of systemic cyber risks.
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Figure 3. Eleven UN norms I@r&q&onsibfe state behaviour in cyberspace adopted by the UN GGE in 2015
(Kazakova et al., 2023).

The significance of these norms has grown over time, in part because they emerged from a
small group of states, led by the technologically advanced ones including the five permanent
members of the United Nations Security Council: China, France, Russia, the United Kingdom,
and the United States (Gavrilovi¢ et al, 2025). Cyber norms were later validated and extended
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in a final GGE (UN, 2021), as well as through more inclusive multilateral negotiations: as the
UN Open-Ended Working Group (OEWG) became the primary negotiating forum from 2019
onward, all UN member states — including many developing countries previously excluded
from the GGE — endorsed the 2015 norm package. This broadened legitimacy was crucial: it
transformed a specialised expert und@tanding of vulnerabilities and supply chain risks into a
global political commitment, known as the UN Framework of responsible state behaviour in
cyberspace, among other reinforcing the idea that reducing vulnerability exploitation is a
shared responsibility.

The OEWG process also shifted emphasis toward implementation. Through its reports in 2021,
2023, and 2025 (UN, 2021; UN, 2025), the OEWG consistently reiterated the importance of
supply chain integrity, vulnerability disclosure, and strengthened cooperation between national
CERTs/CSIRTs (Ittelson et al, 2025).

The 2025 OW report (UN, 2025) goes further than previous ones by explicitly recognising
the growing role of the private sector in managing vulnerabj#§ies, acknowledging the risks
associated with commercial spyware markets, and reaffirming that states should not knowingly
allow their territory to be used for malicious cyber activity, including the deployment or sale
of exploit tools. Importantly, this political document explicitly recognises (Section C, para
34(i)) security-by-design as an essential principle: states call on one another to ensure that I[CT
products are developed with security integrated from the outset, rather than relying solely on
patching or reactive mitigation (UN, 2025). This marks a significant shift: vulnerability
mitigation is now not just a matter of disclosure and repair, but of preventive design, thereby
raising the cost of creating and maintaining exploitable weaknesses before deployment.

Confidence-building measures (CBMs) under the UN Framework have also increasingly
incorporated elements related to vulnerabilities. The 2025 OEWG report recommends
strengthening public-private partnerships (PPPs), mechanisms for vulnerability handling,
recognising that private sector actors develop, detect, and disclose most vulnerabilities
worldwide. The 2025 OEWG report promotes the establishment of a Global Points of Contact
Directory (Section E, para 46(b)) and encourages cooperation among governments, industry
and academia for threat-sharing and vulnerability disclosure (UN, 2025). This expands the
norm landscape from state-centri@ligations to a multistakeholder ecosystem, reflecting the
reality that industry owns most infrastructure and generates much of the world’s relevant
technical expertise.

Although the consensus text of the final OEWG report represents significant progress, several
deeply contentious issues raised during negotiations did not find full expression in the
consensus language. During the negotiations, informal consultations and side-events, states and
non-state experts voiced serious concerns about:
e the proliferation of commercial intrusion tools, exploit-as-a-service models, and
hacking-as-a-service platforms — especially in the context of zero-day vulnerabilities
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« the accelerating role of artificial intelligence in generating or automating exploits,
training models on stolen data, producing spear-phishing campaigns at scale, and
offering new vectors for vulnerability exploitation

» the absentm a global online platform (in contrast with national ones, like the US NVD
platform) for sharing threat intelligence, vulnerability information and disclosure best-
practices accessible to all states and companies, which could shorten exploit windows,
democratise defensive capacity, and raise entry-costs for attackers

o the interaction of supply-chain risk, quantum-computing threats and the changing
nature of ‘legacy’ vulnerabilities (Gavrilovi¢ et al, 2025)

These themes were omitted or diluted in the final consensus text due to geopolitical trade-offs
and concerns about sensitive security capabilities. This underscores that OCCs — including the
development, retention and operational use of vulnerabilities — remain strategically valuable
for many governments, limiting the extent to which they are ready to formalise constraints. At
the same time, the very fact that issues such as intrusion capabilities, zero-day stockpiling, Al-
enabled exploitation and vulnerability markets were debated openly at the highest diplomatic
levels reflects a growing recognition that such practices pose systemic risks. This presence of
vulnerability-related concerns on the agenda of multilateral negotiations suggests that future
rounds — particularly under the forthcoming permanent UN Global Mechanism — may return to
these unresolved questions with greater urgency. Should that occur, these discussions could
meaningfully shape international expectations around vulnerability handling and, ultimately,
confribute to raising the cost of cyber operations and diminishing the strategic benefits
associated with exploit arsenals.

2.2.1.2 Multilateral and regional processes

Regional organisations have complemented these UN processes. The confidence-building
measures (CBMs) of the Organizatifor Security and Co-operation in Europe (OSCE)
established structured mechanisms for exchange of information on cyber risks and cooperation
among national iglent response teams, including on disclosing vulnerabilities (Radunovic,
2017). Similarly, the Association of Southeast Asian Nations (ASEAN) Regional Forum and
the Organization of American States (OAS) adopted cyber CBMs that, while not always
mentioning vulnerabilities explicitly, strengthen regional capacities for coordinated incident
mitigation. These CBMs oriented to public-private partnership link normative expectations
with operational practice: the more information flows between private firms and state incident-
response agencies, the faster vulnerabilities are disclosed, the shorter the exploit window, and
the higher the cost imposed on attackers.

71

%c OECD Working Party on Security in the Digital Economy has taken a more operational
and implementation-oriented approach, producing detailed guidance on how states and
companies should manage vulnerabilities throughout the product lifecycle. Its
recommendations on digital product security and coordinated vulnerability disclosure (CVD)
(OECD, 2018; OECD, 2023) articulate concrete steps for embedding security-by-design,
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improving supplier accountability, and institutionalising processes for receiving, assessing, and
remediating reported vulnerabilities. By setting out governance models, minimum process
requirements, and expectations for cross-sector cooperation, the OECD effectively translates
high-level cyber norms into actionable policy frameworks. These outputs influence national
regulatory reforms, inform industry standards, and contribute to emerging global convergence
on best practices for reducing systemic vulnerability exposure.

Export-control regimes have also attempted to raise barriers to exploit proliferation. The
Wassenaar Arrangement introduced controls on intrusion software and related exploit
components, though the effectiveness of this measure remains contested. Herr (2016), however,
warns that such controls may inadvertently hinder defensive research more than offensive
capabilities due to the dual-use nature of cybersecurity tools.

2.2.1.3 Multistakeholder principles
Recognising that governments alone cannot secure the digital ecosystem, private-sector and
civil-society actors have joined and undertaken substantial efforts to reduce vulnerabilities and
strengthen product security. These initiatives translate political commitments into concrete
supply-chain and lifecycle practices.
The Paris Call for Trust and Security in Cyberspace — initiated by France and Microsoft in 2018
signed by more than 70 states and hundreds of companies — explicitly commits actors to
strengthening the security of digital products and supply chains throughout their lifecycle,
thereby reducing systemic vulnerabilities at scale. lts fifth principle calls for developing “ways
to prevent the proliferation of malicious software and practices intended to cause harm™, while
the sixth aims to “strengthen the security of digital processes, products and services, throughout
their lifecycle and supply chain.” (Paris Call, 2018).

Similarlygghe Cybersecurity Tech Accord binds more than one hundred global companies to
prioritise security in the design, development, and deployment of their products, reflecting an
industry-wide shift towards vulnerability-aware product governance (Cybersecurity Tech
Accord, 2018). The Charter of Trust (2018), initiated by Siemens, IBM and others, goes further
by promoting security-by-default configurations, transparent security assurances, and
independent certification of digital components. These mechanisms, widely adopted by
signatory companies, contribute to reducing latent vulnerabilities and increasing the effort
required for attackers to weaponize exploit chains (Charter of Trust, 2018).

A multiakeholder process particularly relevant for addressing vulnerabilities and the supply
chain is the Geneva Dialogue on Responsible Behaviour irGyberspace, set-up by Switzerland
in 2018. Unlike traditional intergovernmental forums, the Geneva Dialogue focuses on
operationalising UN norms through non-state actors, especially with regard to vulnerability
management, coordinated disclosure, supply-chain security, and secure-by-design practices.
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The Geneva Manual (Kazakova et al., 2023) provides actionable guidance for governments
and companies in implementing these norms.

More recently,@Pall Mall Process — a multilateral initiative launched by the UK — has sought
greater oversight of the commercial spyware and intrusion industry, attempting to raise
acquisition and operational costs for malicious actors and constrain the global market for
exploit-based surveillance tools. However, Herpig and Paulus (2024) argue that the initiative
overlooks a significant issue: the prominent role that governments themselves play in driving
and sustaining the expansive, and often unregulated, surveillance market. This omission has
led to concerns that the process may fail to address the root causes of the industry's unchecked
growth and its impact on global cybersecurity and human rights.

2.2.1.4 National regulatory frameworks

Atthe nationemvel, states increasingly recognise that vulnerability management and product
security must be supported not only by voluntary practices but also by regulatory frameworks
and institutional processes. Supply chain security, securit digital products and CVD has
become in focus of the national cybersecurity aua)rities. In the United States, Executive Order
14028 (White House, 2021) introduced systemic supply-chain security requirements, mandated
the use of Software Bills of Materials (SBOMSs), and enhanced federal standards for secure
development and vulnerability handling — significantly raising the cost of maintaining
exploitability across ICT ecosystems. The EU NIS2 Directive (EU, 2022) placed responsibility
on private sector entities to manage supply chain cybersecurity risks and to report security
incidents, including through vulnerability disclosure processes, while the EU Cyber Resilience
Act (EU, 2024) introduces further obligations for secure development, lifecycle vulnerability
management, and vulnerability reporting for a wide range of digital products. Complementing
these, labelling schemes for security of digital products introduced by Singapore, Germany,
Finland, Republic of Korea and UK, for instance (CSAS, 2025; UK, 2019), raise baseline
product security and limit the attack surface for exploit-driven operations.

Increasingly, national CERTs and authorities serve as voluntary or de-jure intermediaries
between researchers and vendors, operating national CVD platforms, defining legal protections
for security researchers, and establishing reporting obligations for essential-service operators
(Kamara and Boom, 2022). NIS2 Directive also formally designates (one of) the national
CERTs in each Member State to act as the coordinator of CVD and allows them to disclose
vulnerabilities to ENISA’s database (EU, 2022).

Atthe same time, states face strategic dilemmas when managing vulnerabilities interngigy The
US Vulnerabilities Equities Process (VEP) (White House, 2017) outlines how federal agencies
decide whether to disclose or retain wvulnerabilities discovered in commercial and other
systems. While most vulnerabilities are disclosed for patching, a subset is retained for
intelligence, law-enforcement, or military purposes. UK has introduced its own Equities
Process in 2018 (UK, 2018b). This leads to a dual-use dilemma: when states retain
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vulnerabilities, they exacerbate systemic ambiguity and inadvertently lower global security,
allowing offensive incentives to proliferate. Increasing national involvement in CVD thus
carries both stabilising and destabilising implications, depending on how governments balance
disclosure and retention.

While Egloff and Smeets (2021) call for transparency on how states decide within their equities
processes, and Romanosky (2019) even suggests a possible repeatable scoring system for VEP,
in reality we haven’t seen many improvements towards greater transparency and
accountability.

Taken together, these international and regional frameworks, national regulations, and
multistakeholder processes operate as a layered ecosystem of cost-imposition mechanisms.
Although their implementation remains uneven and many frameworks still contain significant
gaps, they nonetheless work toward reducing the supply of high-value vulnerabilities,
shortening the shelf-life of exploits, hardening supply chains, and increasing detection and
mitigation speed through strengthened CERT/CSIRT collaboration. They also elevate the
political and reputational risks associated with stockpiling or misusing vulnerabilities.

Importantly, software and hardware development is no longer confined to the ICT sector alone:
an increasing number of critical industries — such as finance, automotive, and energy — as well
as local administrations and civil-society organisations now integrate or even produce and
deploy digital products, often without the security maturity traditionally associated with the
ICT domain. Since all such products can become targets of cyberattacks, including offensive
cyber operations, the adoption of good practices for secure product development and
deployment and the reduction of systemic vulnerabilities becomes essential for raising the
overall cost of attacks and constraining cyber-armament dynamics more broadly.

In doing so, these initiatives collectively challenge the strategic calculus that currently
underpins cyber armament. By making offensive cyber operations more expensive, less
scalable, and less reliable, they gradually shift incentives toward defence, resilience, and
responsible behaviour. Yet the effectiveness of these political and regulatory efforts ultimately
depends on their translation into practical security measures within the products themselves,
throughout their entire lifecycle and supply chain. As software and hardware development
increasingly occurs across diverse industries beyond the ICT sector, the responsibility for
implementing secure-by-design principles, coordinated vulnerability disclosure, and other
internationally endorsed practices rests heavily on manufacturers and service providers. The
next section therefore turns to the role of by@ipesses in operationalising these norms and in
embedding robust security practices into the design, development, and maintenance of digital
products — an essential step for meaningfully reducing vulnerabilities and raising the overall
costs of cyber exploitation.
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2.2.2 Role of the Industry

As the primary producers, operators, and maintainers of the global digital ecosystem,
businesses play an essential role in shaping the cybersecurity. Their decisions — ranging from
product design and development to vulnerability disclosure and supply-chain management —
directly influence the availability of exploitable weaknesses and thus the operational
environment for OCCs. Understanding how m.lstry actors engage with and implement
international norms and principles is therefore a critical component of any broader effort to
raise the costs of cyber armament and reduce the strategic value of vulnerability exploitation.

2.2.2.1 Industry as a Global Actor in Cyber Stability

Industry therefore occupies a particularly consequential position not only because it owns and
operates most of the digital infrastructure, but also because it acts as the primary driver of
technological innovation and the “pace-setter’ of the digital ecosystem (Kaufmann 2016). Since
cyber operations transcend borders, the global reach of ICT and adjacent industries gives them
an implementation capacity that states alone cannot match. When leading industry adopt
consistent practices such as coordinated vulnerability disclosure (CVD) or secure-by-design
development, they effectively raise the baseline of security worldwide, rather than merely
within individual jurisdictions.

This global reach is particularly relevant for the implementation of cyber norms. Because
cyberattacks typically originate across multiple jurisdictions and are executed remotely, the
security posture of widely deployed commercial products becomes a de facto baseline for
global cybersecurity. If major ICT vendors adopt robust practices — such as secure-by-design
principles or CVD — these practices diffuse across the international market, effectively
institutionalising norm implementation beyond the confines of national regulatory frameworks.

Industry’s incentives to support such measures are not purely normative. Over the past two
decades, companies have faced growing economic costs associated with cyberattacks,
prompting an internal shift from treating cybersecurity as a technical add-on to viewing it as
integral to business continuity, customer trust, and brand reputation (Anderson, 2001). These
economic and strategic considerations converge with broader frameworks of corporate social
responsibility (CSR), which emphasise how firms respond to both internal motivations and
external pressures to act responsibly in areas where traditional regulation struggles to keep pace
(Airike et al., 2016).

Taken together, industry’s innovation capacity, infrastructure control, and global market
presence position it as a central actor in the reduction of vulnerability-related risks. By shaping
security architectures, implementing disclosure processes, and supporting the diffusion of
norms, businesses directly influence both the supply of exploitable vulnerabilities and the
feasibility of OCC. This makes them indispensable partners in the broader ecosystem of efforts
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aimed at raising the costs of cyber armament and strengthening the resilience of the global
digital environment.

2.2.2.2 Evolving Responsibilities in Norm Implementation

The growing scale and sophistication of cyberthreats brings awareness on how insecure
products create systemic risks. This has led to a notable shift in corporate behaviour.
Companies are increasingly expected not only to respond to incidents but to proactively prevent
vulnerabilities, embed security across the product lifecycle, and contribute to the
implementation of international cyber norms through their design decisions, disclosure
practices, and supply-chain governance.

Existing literature identifies several concrete corporate roles in the implementation of ¢
norms. Fairbank (2019) highlights its role in supporting attribution processes; meanwhile, the
Geneva Dialogue mapping (Rizmal and Radunovi¢, 2019) outlines responsibilities that directly
relate to the vulnerability lifecycle: sharing information on vulnerabilities and best practices,
contributing to standardisation efforts that embed security by design, improving end-user
protection through greater privacy and integrity safeguards, and increasing transparency
regarding product security and breaches. Discussions with industry leaders further emphasise
commitments to strengthening critical infrastructure protection and more rigorous product
testing (Eggenschwiler, 2018).

However, it is clear that voluntary and CSR efforts alone are insufficient, particularly given the
scale and systemic nature of contemporary cyber risks (Maxwell and Barnsby, 2019). Scholars
have long warned that manufacturers often lack transparency in the security of their products.
Matwyshyn (2010) cautioned that software producers lacked sufficient transparency regarding
product security and advocated a tripartite obligation: securing their code, warning promptly
when vulnerabilities or exploitations arise, and providing effective patches. Hathaway and
Savage (2012) went further, suggesting that governments should assign regulated liability to
companies — clarifying processes for vulnerability disclosure, mandating early warnings, and
ensuring producers assume responsibility when flaws create systemic risk.

2.2.2.3 Pressures Driving Security-by-Design

Research indicates that the cost and difficulty of patching vulnerabilities after deployment is
rising (Dougherty et al., 2009), while systemic weaknesses in software architectures remain
pervasive (Santos et al., 2017). As a result, conies are increasingly shifting from reactive
patching toward embedding security earlier in the design and development process. This
reflects the broader movement toward secure-by-design principles, lifecycle security, and
resilience-focused engineering.

Viewed together, these regulatory, economic, and normative pressures align around a common
expectation: that industry must take a more proactive role in reducing vulnerabilities and
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operationalising international norms. By embracing secure development practices, improving
transparency, and institutionalising vulnerability disclosure processes, businesses not only
contribute to global cyber stability but also directly reinforce the broader cost-imposition
strategies pursued by states. In doing so, they reinforce the broader cost-imposition strategies
pursued by states, completing the link between intional norms, national regulation, and
operational measures to reduce the strategic utility of offensive cyber operations.

This naturally leads to the next chapter, which examines in greater depth how businesses

operationalise these expectations through concrete good practices for digital products —
particularly security-by-design, secure software lifecycles, and vulnerability management.
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3 Industry Models and Practices for Reducing the Vulnerabilities in Digital
Products

Efforts to reduce vulnerabilities and secure the broader technology supply chain involve a
diverse set of actors — regulators, national authorities, OSS communities, cybersecurity
researchers, civil society organisations, and academic institutions. Yet suppliers of digital
products carry a particularly central responsibility: they design, develop, integrate, and
maintain the hardware and software on which all other stakeholders depend (Kazakova et al.,
2023). As (ENISA, 2023) notes, robust supplier-driven practices aimed at preventing and
reducing vulnerability exploitation are indispensable for mitigating cyber risks and
strengthening global cyber resilience.

Over the past two decades, the rising costs of patching, the persistence of architectural
weaknesses, and the increasing weaponisation of software vulnerabilities have all reaffirmed
the need to address security much earlier in the development lifecycle. This “shift left” approach
has driven the emergence of security-by-design as an economically viable systemic response
(Waidner et al., 2014): a methodological framework that integrates security requirements,
secure architectures, threat modelling, and verification mechanisms throughout all phases of
product development. Rather than treating vulnerabilities as isolated defects to be fixed only
post-deployment, this approach repositions security as a foundational engineering concern,
complementing — rather than replacing — the ongoing need to detect and remediate
vulnerabilities in deployed systems.

Against this backdrop, this chapter examines the principal conceptual and operational
frameworks that shape contemporary approaches to securing digital products. It reviews the
main academic models that introduced structured methods for analysing threats and designing
secure architectures; surveys the international standards and regulatory instruments that codify
secure development and vulnerability-handling practices; analyses the secure development
lifecycle (SDL) practices adopted by leading technology suppliers; and outlines the
organisational processes associated with vulnerability management and coordinated disclosure,
in particular the role of product security teams (PSIRT). Together, these elements provide the
groundwork for the subsequent assessment of how good practices can be evaluated and how
effectively they reduce vulnerability exploitation in the wild.

3.1 Models and Methods from the Academic Sector

A substantial body of academic literature examines potential security models for product
design and for specific system components. McDermott and Fox (1999), and later Sindre and
Opdahl (2005), extended the classical use-case methodology for requirements engineering by
introducing misuse (or abuse) cases alongside desired use cases, ensuring that security risks
are captured directly within system requirements. Mouratidis et al. (2005) adapted the Tropos
software-development methodology so that security becomes an integral element across the
requirements, analysis, design, and implementation phases. Their approach introduces the
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concepts of security constraints, entities, and dependencies early in requirements analysis as
well as during architectural and detailed design.

Dougherty et al. (2009) compiled a collection of security patterns drawn from industry practice
— templates describing generalised, reusable solutions to known security problems that can be
applied across contexts to prevent vulnerabilities in code or minimise their impact. They
categorise these patterns by abstraction level: architectural (e.g. privilege separation), design-
level (e.g. secure chain of responsibility), and implementation-level (e.g. secure logging or
removal of sensitive data). In a systematic mapping of secure software engineering (SSE)
methods, Khan et al. (2020) analysed 116 primary studies and concluded that most existing
models do not explicitly incorporate security techniques throughout the entire software
lifecycle.

Numerous additional methodologies exist for individual components of SSE, or secure
development lifecycles (SDL) — as a structured process for embed security into the very design
of the software, rather than at the end. Shevchenko (2018), drawing on work at Carnegie Mellon
University, mapped twelve threat-modelling methods used during product and service design
to profile potential attackers, their objectives, and their met , thereby generating structured
catalogues of possible threats. Companies participating in the Charter of Trust for a Secure
Digital World have, under Principle 3, formulated nineteen baseline requirements for security-
by-default, including secure credentials, secure access mechanisms, protected data storage,
secure update processes, mandatory password change upon first login, and masked password
entry (Charter of Trust, 2019).

mos et al. (2017) created the CAWE (Common Architectural Weakness Enumeration)
catalogue, containing 224 common software architectural weaknesses, organised around
established security tactics, and proposed techniques for their mitigation. Bunke and Sohr
(2011) developed a tool dubbed Bawhaus which uses reverse engineering to reconstruct
software architecture, detect security patterns, and propose methods by which developers can
preserve these patterns through maintenance and updates.

Recent analyses of SSE and SDL also highlight organisational enablers such as explicit security
metrics and strategies, compliance mechanisms, and ongoing security training (Mothanna et
al., 2024). Agile development methodologies, which emphasise iteration, continuous learning,
and rapid integration of feedback, have likewise been shown to improve software security when
combined with structured secure-development controls (Patterson et al., 2023). Wee et al.
(2024) report that organisations prefer flexible custom-made frameworks rather than SDL
frameworks, as those better fit their internal development processes.

Taken together, academic models and methods provide a rich conceptual foundation for
understanding how security can be embedded throughout the SDL. Yet, despite their analytical
sophistication, these approaches often remain fragmented, highly specialised, or insufficiently
aligned with the constraints and workflows of commercial development environments. As a
result, they have had limited wider uptake in industry practice. This gap has prompted standards
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bodies to translate early industry practices and academic insights into more operational,
harmonised, and widely adoptable frameworks. The following section therefore examines how
international and national standards codify security-by-design principles, establish common
terminology, and provide structured processes for managing vulnerabilities and reducing
systemic cyber risk.

3.2 International and National Standards and Recommendations

International technimand regulatory standards offer structured guidancﬁr embedding
security into digital products and services throughout their lifecycle. Within the International
Organization for Standardization (I and the International Electrotechnical Commission
(IEC) ecosystem, several standards issued by the Joint Technical Committee ISO/IEC JTC
1/SC 27 set security requirements for manufacturers: ISO/IEC 27034-7:2018 provides
engineering security requirements, testing and evaluation guidelines; ISO/IEC
29147:2014/2018 and ISO/IEC 30111:2019 establish intemationarecognised processes for
vulnerability discl@pre and handling; and the 2022 revision of ISO/IEC 27001 introduced
Annex A controls 8.27 (Secure Systems Architecture and Engineering Principles) and 8.28
(Secure Coding), requiring that security be embedded systematically across architecture,
design, and implementation layers.

In parallel, the International Telecommunication Union (ITU) has developed a complementary
body of standards, not directl@dressing yet very relevant to security-by-design and
vulnerability coordination. The ITU-T X.1500 series (Cybersecurity Information Exchange
Framework) outlines mechanisms for structured sharing of security information, including
vulnerability data. ITU-T X.1051/ISO 27011 provides sector-specific security management
guidance for telecom environments, and ITU-T X.1205 offers a comprehensive overview of
cybersecurity threats, vulnerabilities, and mitigation practices. Collectively, these ITU
standards reinforce principles of SDL management, coordinated vulnerability disclosure, and
cross-stakeholder information exchange, thereby complementing ISO and regional regulatory
frameworks.

The Internet Engineering Task Force (IETF) was the first to set vulnerability disclosure
standards through its Responsible Vulnerability Disclosure Process memorandum, which
remains influential in shaping co-operati tween researchers, vendors, and intermediaries
(Christey and Wysopal, 2002). The joint International Society of Automation (ISA) and [EC
standard serries ISA/IEC 62443, on the other hand, a sses standards in the industrial
domain: it defines SDL requirements for digital products used in operational technology (OT)
and industrial control systems. These include secure design principles, coding and deployment
guidelines, verification and validation requirements, patch and bug management, and end-of-
life considerations.

Beyond international standard-setting organisations, national and regional standard-setting
bodies have developed frameworks that increasingly influence global practice. The US
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National Institute of Standards and Technology (NIST) — a globally recognised authority in
cybersecurity guidance — has developed the Secure Software Development Framework (SSDF),
which provides terminology, organisational processes, design considerations, and guidance on
responding to vulnerabilities and incidents (Dodson et al., 2020). NIST has alsmblished
security-by-design recommendations for Internet of Things (loT) manufacturers (Fagan et al.
2020a; Fagan et al. 2020b).

The EU Agency for Cybersecurity (ENISA) has issued guidelines for SDL and good practices
for loT security, covering design, development, testing, deployment, and maintenance, while
emphasising the role of technology, human factors, and organisational processes (ENISA,
2019). At the regulatory level, the EU Cyber Resilience Act (EU, 2024) establishes legally
binding security-by-design and vulnerability management obligations for all digital products
placed on the EU market, further operationalising these standards.

Singapore’s Cyber Security Agency (CSAS), under its national Cybersecurity Act, has
published additional SDL guidance, including a security-by-design framework demonstrating
how conventional development cycles can be mapped onto secure development pifEesses,
accompanied by practical checklists for manufacturers (CSAS, 2017; updated 2022). The UK
National Cyber Security Centre (NCSC) has defined eight core principles for improving and
assessing the security of digital products. These include competence development, clean and
maintainable code, secure development environments, continuous testing, and planning for
vulnerability discovery and management, each accompanied by concrete implementation steps
(UK, 2018a).

Emerging national certification and labelling schemes for security of digital products also
introduce baseline security requirements and expectations for the industry. Notable examples
are the ENISA’s IoT Security Recommendations* from 2019 and Singapore’s Cybersecurity
Labelling Scheme (CLS)’, but also Japan’s JC-STAR 1oT Security Label®, or Finland’s
Cybersecurity Label” (now discontinued due to new EU-wide rules). These schemes sought to
make product security visible to consumers and to incentivise manufacturers to adopt secure-
by-design principles. Countries are also negotiating mutual recogniti(mgreements, reflecting
a growing recognition that fragmented national labels cannot support global supply chains.

Table 1 provides an overview of key international and national standards and frameworks for
digital product security, including vulnerability disclosure and handling.

* Available at: https://www.enisa.europa. ew/sites/default/files/publications/WP2019%20-
%6200.1.1.1%20Good%20practices%20for%20security%200f%2 010 T.pdf
3 Available at: https://www.csa. gov.sg/our-programmes/certification-and-labelling-schemes/cybersecurity-
labelling-scheme/about/
® hitps://www.ipa.go.jp/en/security/jc-star/index.htm]
7 Available at; https://tietoturvamerkki. fi/en/cybersecurity-label
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Organisation / Standard Category

ISO/IEC 27034-7:2018 Application Security Standard
ISO/IEC 29147:2014/2018 Vulnerability Disclosure Standard
&) /IEC 30111:2019 Vulnerability Handling Standard
= /IEC 27001:2022 Annex A 8.27 Secure Architecture Requirement
2 ISO/IEC 27001:2022 Annex A 8.28 Secure Coding Requirement
W QXHEC 62443 Industrial/OT Security Standard
ITU-T X.1500 series Cybersecurity Information Exchange
- ITU-T X.1205 Cybersecurity Overview Framework
= ITU-T X.1051 /ISO 27011 Telecom Security Management
- lE.TF RFC - Responsible Vulnerability Disclosure Policy Guideline
w  Disclosure
NIST SSDF (SP 800-218) Secure Development Framework
NIST IoT Security Guidance IoT Security Standard
ENISA 10T Security Recommendations IoT Security Guidance
E Singapore CSA -  Secure-by-Design Secure-by-Design Framework
& Framework
E UK NCSC Secure Development Principles  Product Security Principles

Table 1. Key International Standards and Frameworks for Digital Product Security

These international standards, regulatory frameworks, and technical guidelines form an
increasingly coherent architecture for embedding security throughout the lifecycle of digital
products. In practice, leading suppliers have already internalised many of these requirements,
with industry practice both aligning with and actively informing the evolution of standards
through feedback loops from PSIRTs, secure-development teams, and sector-specific
communities. This mutual reinforcement between standardisation and practice provides a
foundation for examining how the industry’s own SDL models operationalise these principles
in concrete organisational processes.

3.3 Secure Development Lifecycle Practices of Leading Suppliers

Leading global technology companies have developed SDL frameworks to systematise the
ways to embed cybersecurity within every stage of product development. These models provide
structured approaches for reducing the likelihood and severity of vulnerabilities, ensuring
regulatory and standards alignment, and embedding security-by-design principles across
complex engineering organisations. Several representative SDL models illustrate the diversity
and maturity of current industry practice:

e Microsoft Security Development Lifecycle® remains one of the foundational industry
frameworks. It prescribes a set of engineering practices aimed at reducing both the
number and impact of vulnerabilities while controlling development costs. Introduced
in 2004 already, the model embeds security tasks across all stages of the product

§ Available at; https://www.microsoft.com/en-us/securityengineering/sdl/practices
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lifecycle — including project initiation, definition of secure design requirements, threat
and risk assessment, documentation, secure coding and testing policies, secure
deployment, incident-response planning, and post-release security activities (Lipner,
2004; Howard and Lipner, 2006).

e Cisco Secure Development Lifecycle” offers a similar structure, combining technical
tools, governance processes, and staff training across planning, development,
validation, deployment, and operational phases. Introduced in 2013, its core
components include defining security requirements, managing risks arising from third-
party components, secure design and coding practices, security analysis, and
vulnerability testing (Cisco, 2016).

e Adobe Secure Product Lifecycle (SPLC)!Y, inspired by Microsoft SDL, is based on
eight key stages: staff training and certification; requirements definition; secure design;
development and testing; staging and stabilisation; deployment; operations and
monitoring; and response to misuse, fraud, or security incidents. The SPLC applies to
both software applications and cloud services (Adobe, 2018).

e Juniper Networks Secure Development Lifecycle!! follows closely the Microsoft SDL
structure, incorporating secure-coding education, secure architectural design, threat
modelling, penetration testing, security reviews, and structured incident-response
anning (Juniper, 2015).

e Software Assurance Forum for Excellence in C SAFECode)'? aggregates core
secure-software development practices, including secure design, secure coding, TPC
risk management, testing and validation, vulnerability disclosure, and incident response
AFECode, 2018).

e Open Web Application Security Project Software Assurance Maturity Model'?
(OWASP SAMM) provides a widely adopted methodology for assessing and
improving an organisation’s software-security maturity. The Software Assurance
Lifecycle in the SAMM 2.0 framework outlines practices across governance, design,
implementation, verification, and operations and incident response (OWASP, 2019).

e The Industrial Internet Consortium!* (IIC) offers best practices for software
trustworthiness across the full development lifecycle, placing particular emphasis on
deployment, configuration, use and operational reliability in industrial environments.

9 Available at: gttps:fl’ww.ciscc.ccmfc/en/usfaboutftmst-ccnter/technc]cgv-bui]t-in- security.html

10 Available at: https://'www.adobe.com/trust/security/product-security.html#

' Available at: https:/www.j unincr,nct-"lls.:"cn.-"sccurit‘v.-"'sdl.-"#gsc,tab=l3‘ﬁ

'2 SAFECode is an industry alliance whose members include leading technology companies such as Siemens,

Dell, Micmscﬁ,@: gle and Intel. The organisation focuses on identifying and promoting practices for the

P{upmcm of more secure and reliable software, hardware and services. More information is available at:
ttp:/www.safecode.org/index.php

'3 OWASP is a non-profit foundation built around knowledge-sharing within a community of tens of thousands

of cybersecurity experts. Through open-source projects, it produces resources aimed at making the web more

secure. More information is available at: https://owasp.org/

!4 The Industrial Intemet Consortium (IIC) is a partnership of more than 200 corporations, as well as academic

and research institutions - including Dell, Huawei, Microsoft, Kaspersky, and MITRE - dedicated to developing

good practices for building trustworthy and reliable industrial 10T systems. More information is available at:

https://www.ilconsortium.org/
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Importantly, IIC also documents failure cases demonstrating how poor lifecycle
management can produce severe security weaknesses (Buchheit et al., 2020).

e The Cloud Security Alliance!’ (CSA) provides further best practices for securing cloud-
service architectures, including guidance emerging from leading cloud providers.

Based on the SDL experiences, Figure 4 depicts how security is connected to each stage of
product development, demonstrating that secure-by-design is not a discrete step but a
continuous process. While many development lifecycles formally end at release or at ongoing
operations, several SDL. models emphasise the importance of an end-of-life phase, in which
vendors plan for de-supporting, retiring, or decommissioning products in a manner that
minimises residual security risk. Some professionals suggest introducing the concept of end-
of-use instead, highlighting that digital products often remain deployed — and therefore
vulnerable — long after vendors stop issuing updates (Radunovic¢ and Gritz-Hoffmann, 2020).
This underscores the need for suppliers to manage EOL transitions responsibly, communicate
de-support timelines transparently, and provide guidance to users to reduce exposure from
orphaned products.

. . Development & Testing & Deployment &
Planning & analysis . e .
Implementation Verification Integration

*Security sThreat modelling sSecure coding *DAST »Secure deployment #\ulnarability monitoring
requirements sSecurity design review  #SAST testing *Pen-testing sSecure configuration s\ulnarability
sGovernance& metrics  wArchitecture standards ~ *SBOM gy i sVulnerability scanning  «C1/CD final security management

sInitial risk assessment «Vulnerability checks «CVD

*Compliance assessment #Patch distribution

Figure 4: SDL mapped onto the standard digital product development process.

SDL models from the industry practice demonstrate a clear consensus: secure development
must be embedded from the earliest design decisions onwards. Yet, despite the emphasis on
preventing vulnerabilities from emerging in the first place, no development process can
eliminate them entirely. This is why SDL frameworks increasingly converge on the need for
robust vulnerability management processes — including CVD — as a necessary complement to
secure design. The next section therefore turns to industry practices for vulnerability
management and disclosure, examining how suppliers identify, assess, and mitigate
vulnerabilities already present in deployed products.

3.4 Vulnerability Management and Coordinated Vulnerability Disclosure

Dominant industry frameworks — such as the Secure Development Lifecycle (SDL) -
incorporate not only measures aimed at preventing or eliminating vulnerabilities during the
design phase, but also robust processes for their management. Vulnerability management is a

!5 CSA brings together hundreds of technology companies — including Huawei, Google, Microsoft, IBM, and
Oracle — to share experience and develop good practices for securing cloud services and related digital
ecosystems. More information is available at: https://cloudsecurityalliance. org/research/artifacts/

45




core component of digital product security, given that software development processes
unavoidably introduce defects (Spring, 2023). It encompasses the set of practices and security
controls through which suppliers ensure that their products remain updated with relevant
security fixes and mitigations over time (Radunovi¢ and Gritz-Hoffmann, 2020). In reality, it
includes tasks like testing new products for vularabilities, scanning products that might be
affected by discovered vulnerabilities, analysing and mitigating the effects of vulnerabilities in
TPC integrated within own products, and producing, testing, distributing and deploying fixes
and patches to minimise risks they pose (Householder et al. 2017).

Coordinated vulnerability disclosure (CVD) is of critical importance for vulnerability
management. CVD refers to a structured process in which information about discovered
vulnerabilities is shared and mitigated through coordinated action among cybersecurity
researchers, manufacturers and vendors, possible intermediaries (like CERTs) and other
interested stakeholders. In this process, parties wom) agree on the timeline and conditions for
publicly disclosing the vulnerability. The process provides the vendor with a defined window
of time to develop and distribute a patch before the vulnerability becomes public. The
international association of CERT/CSIRT teams, FIRST, has issued guidelines and good
practices for such coordinated, multi-party processes (FIRST, 2020a), which become
especially complex when vulnerability propagates through the supply chain.

The term responsible vulnerability disclosure is often used — pagiggalarly in non-technical or
policy environments such as the UN cyber negotiations, where norm 13(j) of the 2015 UN
GGE calls on states to encourage the ‘responsible reporting of ICT vulnerabilities” (UN, 2015).
Although frequently treated as a synonym for CVD, the term carries an ethical connotation and
is less precise, as ‘responsibility” may be interpreted differently by various stakeholders. From
the vendor’s perspective, responsible disclosure implies that researchers report a discovered
vulnerability directly to them and provide sufficient lead time (commonly 15-45 days) to
develop and deploy a patch before any public release of information, thereby reducing the
likelihood of exploitation. Conversely, researchers understand responsible behaviour to include
vendors’ willingness to cooperate, communicate transparently, and act swiftly in producing a
fix (Radunovi¢ and Gritz-Hoffmann 2020). At a minimum, the concept requires all parties
involved to take all reasonable steps to minimise risks to users.

CVD, however, depends on the motivation of cybersecurity researchers. Bohme (2006)
outlined several possible models through which researchers may monetise discovered
vulnerabilities, including bug bounty programmes, vulnerability brokers, exploit derivatives,
and cyber-insurance mechanisms. Miller (2007), however, highlights a number of challenges
researchers face when attempting to sell vulnerabilities to legitimate buyers such as states or
companies: discovered vulnerabilities have a limited shelf-life (i.e. until public disclosure,
which may occur at any time), there are no established pricing models, as the value of a
vulnerability depends on numerous factors and characteristics of its potential exploitability; it
is nearly impossible to demonstrate a vulnerability to a buyer without revealing sensitive details
that would allow the buyer to rediscover it independently; and it is difficult to enforce any
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notion of ownership over a vulnerability, since it is essentially information that remains known
to all parties once exchanged.

Not all researchers are motivated by money: many are ready to share their findings without
financial rewards. Thus, effective vulnerability monitoring depends on visibility across
multiple information sources. Empigimal studies show that early indicators of newly discovered
vulnerabilities frequently surface on social media platforms such as Twitter (now X) before
they appear in vendor advisories, with dissemination often amplified through reposting and
online discussion (Sauerwein et al., 2018; Syed et al., 2018). Building on this, Syed (2020)
argues for systematically combining intelligence obtained from social media with structured
vulnerability databases and proposes an ontology to manage and correlate these data. In
parallel, undegground and semi-public hacker forums constitute another important source of
carly signals; Benjamin et al. (2015) demonstrate how machine-learning techniques can be
employed to collect, filter, and analyse such content to extract actionable vulnerability
information.

There are also obstacles in the vulnerability disclosure process, ranging from the levels of trust
of cybersecurity researchers in intermediaries or vendors to whom vulnerabilities are to be
disclosed, to the surrounding regulatory and legal frameworks. Ethical researchers must be sure
that disclosure will not trigger a legal process against them. They also expect timely,
professional reaction from all the partners towards fixing the vulnerabilities (Walshe and
Simpson, 2020).

In response, Herr (2017) advocates improving the legislative framework to incentivise
researchers to disclose vulnerabilities, protecting them from legal processes, accelerating
patch-development processes through greater vendor transparency about patch timelines, and
increasing the number of user organisations that apply patches promptly. Involvement of
accredited and trusted mediators can also help: national CERTs are playing an increasingly
prominent role as intermediaries between researchers and suppliers, particularly in cases
involving vulnerabilities with potential impact on critical sectors (Householder, 2020). Within
the European context, for instance, recent regulatory developments further formalise this role
by strengthening legal protections for security researchers and assigning CERTs explicit
responsibilities in ensuring that vulnerabilities are remediated before public disclosure (Vander
Geeten, 2024). This evolving legal landscape not only reduces the liability risks associated with
vulnerability reporting but also creates stronger incentives for suppliers to cooperate with
external stakeholders as part of a CVD process.

3.4.1 Industry practices for addressing vulnerabilities

Managing vulnerabilities in digital products requires suppliers to operate a complex set of
interlinked technical, organisational, and collaborative processes. At a minimum, vendors must
test new products for potential flaws; continuously monitor public reporting platforms and
social media; receive, validate, and aggregate reports; scan products and track TPC
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dependencies; assess severity; reflect on the required resources; develop, test, and deploy
patches in a timely manner — tasks which demand extensive coordination across multiple
internal units (security engineering, software development, quality assurance, product
management, legal, and communications) as well as structured engagement with external actors
such as OSS communities, security researchers, bug-b intermediaries, CERT/CSIRTs,
downstream integrators, and end-users (Householder et al., 2020; Devaux et al, 2021;
Radunovi¢ et al., 2021). Without this multilayered coordination, even technically robust fixes
may fail to prevent exploitation in the wild.

Insights acquired through the multistalﬂmlder dialogue of global industries, technical
community, academia and civil society — the Geneva Dialogue on Responsible Behaviour in
Cyberspace!® — demonstrate that leading global manufacturers increasingly converge around
three overarching categories of good practice for reducing vulnerability creation and
exploiton:

- supply chain and TPC security

- secure development and deployment

- vulnerability management and disclosure (Radunovi¢ and Gritz-Hoffmann, 2020)

These pillars correspond to distinct stages of the product lifecycle, but in practice they operate
as a continuous security loop, where lessons from incidents feed back into design, supplier
governance, and development practices.

3.4.1.1 Supply Chain and Third-Party Security

Modern software development relies extensively, across the entire lifecycle, on third-party
components (TPCs), including cloud services, open-source libraries and embedded firmware.
This dependency chain exposes the industry to vulnerabilities they did not create, do not
directly control, and are most often not aware about in the first place. Manufacturers often lack
insight into the security practices of upstream vendors, and the absence of consistent
certification frameworks makes it difficult to verify that a TPC meets an appropriate security
standard.

This opacity complicates the detection of wvulnerabilities in TPCs and creates systemic
challenges: a single vulnerability in a widely reused library can propagate across hundreds of
products and sectors, sometimes without the knowledge of the downstream integrator. These
systemic, cascading risks are a major barrier to securing digital products and require visibility
across the supply chain, and coordinated, multi-actor approaches (Kazakova et al., 2023).

TPC lifecycle which follows the SDL approach includes maintaining the inventory of all
components including the OSS, accessing security risks, mitigating (or accepting) identified
risks, and monitoring the changes in risk profiles of TPC (SAFECode, 2017). To put this into

16 Available at: https://genevadialogue.ch
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practice, te Software Bill of Materials (SBOM) has emerged as a practical mechanism to track
components, versions, and dependencies, enabling suppliers to identify whether a newly
disclosed vulnerability affects their products. However, tracking vulnerabilities throughout the
supply chain requires resources and capabilities. As result, SBOM implementations vary
considerably: some provide granular dependency graphs and license metadata, while others
lack sufficient detail to support vulnerability detection (O’Donoghue et al., 2024). For SBOMs
to become fully effective, they need to be integrated into automated pipelines that continuously
update dependency information, aggregate information about related vulnerabilities and real-
time threat intelligence, and trigger alerts when upstream changes occur (Shukla, 2025).

Big vendors have put this into practice in different ways. For instance, Microsoft integrates
TPC visibility into its SDL, with SBOM to maintain a list of all third-party components, and
the established plans to respond when upstream wvulnerabilities emerge. Cisco maintains a
Central Repository of Intellectual Property tracking all products using TPCs, enabling rapid
identification of affected devices when a vulnerability in a dependency is discovered. Cisco
also issues unique IDs for each produced device to prevent tampering and to ensure traceability
through the supply chain. Others, like BLZONE, promotes using automated dependency-
checking tools such as OWASP Dependency-Check!” or Checkmarx Open Source Analysis'®
to detect insecure OSS components early in the development phase. (Radunovi¢ and Griitz-
Hoffmann, 2020).

Beyond identifying components, suppliers must continuously monitor their TPCs for newly
disclosed vulnerabilities — in proprietary and OSS components, but also in those that have
reached end-of-life (EoL) — rapidly notify the TPC suppliers according to the best practice
recommendations for cross-vendor cooperation, and ensure timely remediation. To achieve
this, pre-emptive measures are also needed when making business agreements with suppliers.
Leading companies have developed supplier-risk evaluation frameworks that include
mandatory security requirements for component providers, contractual obligations for
vulnerability notification, and periodic audits. Some firms also implement provenance controls,
such as cryptographic signing of dependencies, secure software repositories, and sandboxing
of untrusted components — measures which are particularly important for operational
technology (OT) and embedded systems, whose long lifecycle makes them dependent on
suppliers’ long-term security commitments. (Radunovi¢ and Gritz-Hoffmann, 2020).

Finally, transparency is a fundamental enabler of supply chain security. Customers — especially
organisational clients — often lack insight into the architecture, process flow, and third-party
dependencies of products they deploy. Manufacturers must therefore adopt mechanisms that
facilitate transparent communication about vulnerabilities, dependencies, and risks. SBOM
helps customers understand the ‘ingredients’ of software and hardware they deploy, enabling
informed risk analyses and procurement decisions. Transparency Centers'” are another practice

17 Available at: https: ".-uwa_p Ul;.,W'WW nm]ect-dependency check/
'¥ Available at: https:/, : : 02/
19 Available at: https://www. kdspclsky com/ tmmpalcncv ccntcl
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embraced by the industry. For instance, Kaspersky Transparency Centers provide tiered access
to insights about product engineering, security architecture, and TPCs, helping customers
verify vendor claims and validate security measures in a controlled environment; Huawei
Cyber Security Transparency Centre (HCSTC)?® offers customers source code and binary
testing capabilities (white-box and black-box), enabling independent validation during
procurement and integration stages.

3.4.1.2 Secure Development and Deployment

A core pillar of security-by-design is embedding security controls, testing routines, and
validation mechanisms throughout the development and deployment pipeline. As discussed
earlier, security should not be treated post-festum but rather embedded into every phase of
product development — from architecture design and coding to release, integration, and post-
loyment operations. Modern development environments, especially those relying on
automated continuous integration/continuous delivery (Cl/CD) pipelines, now integrate
mandatory security rules, static and dynamic analysis tools, dependency checks, and security-
oriented unit tests to ensure that vulnerabilities are systematically identified and eliminated
before products reach users (Allam, 2022).
Testing for software vulnerabilities and validation typically involves:

- Static Application Security Testing (SAST) remains a foundational technique in this
regard. SAST tools analyse source code prior to compilation to identify unsafe
functions, buffer manipulation issues, integer overflows, tainted inputs, and other
defects that attackers frequently exploit.

- Dynamic Application Security Testing (DAST) complements SAST by examining the
software in its compiled, running state. DAST tools simulate adversarial behaviour—
probing interfaces, injecting malformed inputs, and triggering execution flows—to
reveal memory corruption issues, privilege escalation opportunities, logic flaws, and
other vulnerabilities only observable during runtime.

- Software Composition Analysis (SCA) serves for identifying and analysing the code of
the secure third-party components, including the OSS, to detect security vulnerabilities,
license issues, and compliance risks. SCA is of pagpgular importance for generating
SBOM, and responding to TPC risks. SCA tools can be integrated into the CL/CD
pipeline, to enable continuous monitoring and testing in support of the security-by-
design approach. (Marandi et al., 2023; Gaurav, 2024).

Companies increasingly integrate these mechanisms directly into developer workflows. For
instance, Microsoft’! deploys SAST throughout the pipeline to scan the code at rest, without
running it, which allows developers to identify vulnerabilities early and act upon them before
the build can proceed (Ayers, 2024). Cisco uses DAST as a black box testing for web

20 Available at: https://'www.huawei.com/-/media/CORPORA TE/PDF/trust-center/huawei-cyber-security-
transparency-centre-brochure-en
21 Available at: https://www.microsoft.com/en-us/securityengineering/sdl/practices/security-testing

50




applications and APIs, building on community guidance like OWASP (Ramamoorthy, 2021).
Various SCA tools emerged which are widely used due to their easy implementation and
scalability; yet, number of them face challenges with accuracy of analysis and missing
dependencies on vulnerable components (Jens et al., 2024). These mechanisms enable
defenders to identify vulnerabilities introduced during product development, configuration or
integration of TPC.

However, secure development does not end with testing individual components. Integrated
product suites, systems-of-systems, and complex embedded environments require rigorous pre-
deployment and post-deployment validation to identify wvulnerabilities emerging from
configuration choices or product interactions. Even well-tested modules can generate systemic
weaknesses when assembled in particular network environments, making integration testing an
indispensable step. Several industry frameworks (e.g. Microsoft SDL, NIST SP 800-218°%)
recommend documenting default configurations, validating them against common security
baselines, and ensuring that insecure settings are eliminated before release. For critical
infrastructure deployments, independent certification or repeat audits may be needed, though
cost, difficulty maintaining audit currency for frequently updated software, and the absence of
globally accepted certification standards for digital product security, remain the challenges
(Radunovi¢ and Gritz-Hoffmann, 2020; Kazakova et al., 2023).

3.4.1.3 Vulnerability Processes and Support

Effective vulnerability management encompasses the full lifecycle of discovering, analysing,
prioritising, and mitigating weaknesses in digital products. In industry practice, this requires a
structured set of internal processes and close coordination with a range of external actors.
Importantly, this understanding g#iens with established definitions formulated by the Carnegie
Mellon University CERT® (Householder et al. 2017), which underpin the ISO/IEC
29147:2014 standard on vulnerability disclosure (IQ/IEC, 2014). Together, these frameworks
anchor contemporary corporate approaches to vulnerability reporting, management, and
coordinated disclosure.

Suppliers must maintain reliable mechanisms for receiving vulnerability reports, validating and
reproducing the issues, assessing severity, allocating resources, and deploying mitigations.
Leading vendors have formalised these expectations through publicly available policies — such
as the Cisco Security Vulnerability Policy’® and Kaspersky Responsible Vulnerability
Disclosure® guidance — which define intake channels (points of contact), communication
timelines and procedures, and principles for coordinating disclosure with external parties (CVD
policies). These policies aim to balance two imperatives: mitigating exploitation risk as quickly
as possible and ensuring that disclosure processes protect users and do not inadvertently aid
malicious actors.

22 Available at: https://csrc. nist. gov/pubs/sp/800/218/final
2 Available at: http ols.cisco.com/security/center/resources/security_vulnerability_policy html
2% Available at: https://www.kaspersky.com/blog/vulnerability -disclosure-cthics/3558 1/
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Bug-bounty programmes have become an integral element of many vendors’ vulnerability
management strategies. When properly scoped, authorised, and incentivised, they provide a
structured mechanism for incorporating external cybersecurity research into organisational
risk-management processes. Vendors may operate their own bug-bounty schemes — often
rewarding researchers through non-financial incentives such as public recognition (e.g. *hall of
fame’ listings) — but partnering with specialised third-party bug-bounty platforms that offer
financial remuneration generally yields stronger results: empirical studies demonstrate that
financial offers and prizes stimulate researchers and surge reporting (Zhao et al. 2015),
broadening the pool of discoverable flaws and supporting earlier detection. Community-based
disclosure platforms also generate valuable findings at comparatively low cost, functioning as
an efficient complement to in-house engineering capacity (Ruohonen and Allodi, 2018; Walshe
and Simpson, 2020). Yet these programmes are not without limitations: Sivagnanam et al.
(2021), examining the large programmes like Chromium reward scheme, show that external
researchers often uncover qualitatively different vulnerabilities from those exploited in the
wild. Furthermore, Ruohonen and Allodi (2018) show that bug-bounty programmes do not
necessarily reduce patch-delay challenges.

Externally, therefore, suppliers must cooperate closely with external partners, especially in case
of CVD: security researchers, TPC gintainers, OSS communities, bug-bounty platforms,
national or industry CERTs, CSIRTs and Information Sharing and Analysis Centers (ISAC),
and customers and the public for issuing notifications and security advisories and distributing
patches (Householder et al. 2020). Each actor contributes information that shapes how a
vulnerability progresses from initial discovery to remediation, and each delay or failure in this
chain increases the likelihood that attackers may weaponize and exploit the flaw.

Internally, vulnerability management is highly interdependent: security teams conduct initial
scanning of code and TPC, conduct triage and technical validation; developers investigate root
causes and prepare patches; legal teams manage liability assessments and regulatory
obligations; communication teams prepare advisories and coordinate public notifications; C-
level management monitors overall impact to business (Radunovi¢ et al., 2021). Vulnerability
Management, therefore, needs be a part of the organisational structure: manufacturers should
establish the right mindset throughout an organisation because it is everyone’s task (Charter of
Trust, 2020).

Effective mitigation depends not only on technical capabilities but also on the organisational
structures that coordinate and operationalise these responses. Many leading vendors
institutionalise these responsibilities through dedicated product-security teams — typically
PSIRTs — which serve as the central node for vulnerability triage, cross-departmental
coordination, engagement with researchers and external partners, and communication with
customers. The next section examines specifically the role and functioning of PSIRTs in more
detail and discusses how they contribute to reducing the exploitability of vulnerabilities in real-
world conditions.
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3.4.2 Product Security Incident Response Team (PSIRT)

Suppliers’ growing obligations — arising from customer expectations, regulatory requirements,
and supply chains which are becoming very complex — increased demands for structured
approaches to vulnerability response. As highlighted in the previous section, many regulatory
frameworks and good-practice initiatives now explicitly recommend that vendors
institutionglies dedicated product-security functions. In both academic and professional
literature, the Product Security Incident Respogge Team (PSIRT) has emerged as a central
model for organising these responsibilities (Rajnovic, 2010). Carnegie Mellon’s CERT
recommends PSIRTs as specialised teams focused on product-security inn'clents, capable of
managing the CVD process, and distinct from enterprise-focused CERTs (Householder et al.,
2020). ISO/IEC 30111 formalises this arrangement within its standard for vulnerability-
handling processes and suggest PSIRTs are expected to coordinate internal mitigation activities
while acting as the central interface for external stakeholders throughout the vulnerability
disclosure process (ISO/IEC, 2019). Collectively, these frameworks depict the PSIRT as a core
governance mechanism to ensure coherent internal processes and a trusted interface with
external reporters.

3.4.2.1 PSIRT Tasks and Roles in CVD

A PSIRT is distinguished from CERTSs and Security Operation Centres (SOCs) by its focus on
suppliers’ products and services rather than corporate IT infrastructure, although large
organisations may operate both types of teams concurrently (Tanczer et al., 2018). At its core,
a PSIRT is responsible for managing security issues across the entire product lifecycle. This,
however, includes a variety of tasks:
- establishing transparent vulnerability-disclosure policies
- providing guidance for testing requirements and lessons-learned back to engineering
- developing incident-response procedures tailored specifically for product
vulnerabilities
- maintaining communication channels with external actors such as researchers, industry
peers, open-source communities and CERTs
- tracking vulnerabilities in TPC, using publicly available data and tools
- acting as the primary contact point for coordinated vulnerability disclosure (CVD)
- coordinating internal sectors and teams
- assessing internally discovered and reported vulnerabilities and conducting risk
analysis 1
- supporting development and testing of fixes
- issuing advisories and customer notifications
- assisting with patch tntributi on
- promoting internal training and awareness (FIRST, 2019; Kasuya et al., 2023;
Radunovi¢ and Griitz-Hoffmann, 2020; Rajnovic, 2010)
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When a vulnerability is reported externally — whether by an independent researcher, a bug-
bounty programme, or through an intermediary like a CERT — the PSIRT coordinates the entire
response cycle. It receives the initial report, validates the technical findings, evaluates severity,
identifies affected environments, determines the necessary mitigation. During the CVD
process, the PSIRT negotiates disclosure timelines, ensures that patches or mitigations are
prepared and tested, publicly discloses a vulnerability along with the advisory and a fix, and

mmunicates clearly with researchers and affected stakeholders. Main PSIRT duties within

e (ideal) CVD process are presented in Figure 5 (FIRST, 2019; Householder et al., 2020;
Radunovi¢ and Gritz-Hoffmann, 2020; Siemens, n.d.). While the ideal CVD process follows a
structured sequence, real-world responses may diverge due to uneven cooperation from
upstream suppliers, inexperienced reporters, legal restrictions, or other external constraints.
Nevertheless, the PSIRT remains responsible for steering the process towards transparent, risk-
reducing outcomes (FIRST, 2019; Householder et al., 2020).

Policies Vuln. reporting Analysis Handling Disclosure

—_—— — -
« CVD policy « Receiving report  Criticality " «Remediation ‘—— «Security advisory
« Contact point « Validating report « Afected systems (developing the fix) « Early fix release
« Incident response = + Acknowledging « Prioritisation for weseesewe o Testing the fix « Publication & fix
procedures « Agreeing on CVD remediation (viability, side effects) distribution

p " A - 4 E . /

— O
Reporter
Community

Figure 5. PSIRT role in a CVD process.

Several major suppliers illustrate how PSIRTs operate in practice mitigation (Radunovi¢ and
Gritz-Hoffmann, 2020). Cisco’s PSIRT?, for example, integrates tightly with the company’s
secure development lifecycle (SDL). Its vulnerability-testing regimen includes protocol
robustness testing, attack-simulation suites, and MITRE ATT&CK-aligned test cases, with
triage performed jointly by product teams and PSIRT analysts to accelerate remediation.
Siemens’ PCERT?? acts as a centralised contact point for vulnerability reports, oversees
investigation — including for vulnerabilities originating in third-party components — and issues
public advisories and mitigations. Adobe’s PSIRT?” similarly coordinates all aspects of
vulnerability response across its extensive product suite. Across these examples, PSIRTs
monitor disclosed vulnerabilities and exploits affecting proprietary and third-party
components, exchange vulnerability information with trusted partners, and orchestrate internal
mitigation and external communication to minimise the organisation’s exposure window.

25 Available at: https://www.cisco.com/c/dam/en_us/about/security/psirt/Cisco-PSIR T-Infographic.pdf
26 Available at: https://new siemens.com/global/en/products/services/cert. html#SecurityPublications
27 Available at: https://www.adobe.com/content/dam/acom/en/security/pdfs/adb-incident-response-overview.pdf
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3.4.2.2 Establishing and Running a PSIRT

Establishing and operating an effective PSIRT presents a range of organisational, legal, and
technical challenges. One fundamental obstacle concerns adequate resourcing: PSIRTs require
to work with multidisciplinary personnel — security engineers, incident responders, product
architects, legal advisers, and communication specialists — yet many suppliers struggle to
allocate stable budgets or hire staff with the required cross-domain expertise (FIRST, 2019;
Tahara et al., 2025). PSIRTs increasingly require expertise in secure development, reverse
engineering, threat modelling, supply-chain analysis, and incident communication —
competences rarely found within a single individual and difficult to maintain without
continuous training and organisational support (Cybellium, 2023).

PSIRTs must mediate between internal units that operate with different professional logics and
priorities: for instance, Tahara et al. (2025) report friction between product safety teams —
accustomed to conservative, certification-driven processes — and security teams that must act
rapidly to address emerging threats, revealing persistent cultural and cognitive gaps that impede
coordination. Geographical dispersion of development and operational teams further
complicates coordination, especially in large multinational suppliers. Communication delays,
inconsistent tooling, and uneven awareness of security expectations can hinder timely triage
and remediation. Legal and regulatory pressures introduce further complexity, as handling
sensitive vulnerability information entails non-negligible liability risks, particularly when
products are deployed globally and obligations vary across jurisdictions (FIRST, 2019).

Vendor practice also shows that PSIRTs must coordinate with a diverse ecosystem of external
stakeholders, each governed by different incentives and constraints. Supply-chain partners may
have heterogeneous security maturity levels; open-source communities are decentralised and
largely voluntary; researchers and bug-bounty participants vary widely in expertise and
expectations; CERTs operate under national mandates; and bug-bounty platforms have
commercial interests that shape communication flows. Managing these relationships demands
not only technical competence but also diplomatic skill, transparency, and clearly formalised
processes (Householder et al., 2020; Cybellum, 2023). As the FIRST PSIRT Maturity Model
notes, organisations often advance from ad-hoc practices to structured, policy-driven
coordination only gradually, and many suppliers remain at early to intermediate stages —
lacking comprehensive workflows, cross-team training, or mechanisms for systematically
documenting and learning from past incidents (FIRST, 2019).

3.4.2.3 Challenges for Establishing PSIRT

Taken together, the organisational, technical, and collaborative demands associated with
establishing a PSIRT demonstrate that this function represents far more than an internal
procedural adjustment. Instead, it constitutes a substantive organisational transformation that
requires sustained investment, senior-level commitment, and cross-functional coordination.
Consequently, the capacity to operate a mature PSIRT is unevenly distributed: it is
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disproportionately feasible for large firms headquartered in technologically advanced
economies, or for companies that explicitly prioritise cybersecurity maturity as a strategic
capability.

To examine how PSIRTS are distributed across the global digital-product ecosystem, a dataset
was compiled of suppliers maintaining publicly identifiable PSIRTs registered with key
international coordination mechanisms — namely the FIRST?®, the Trusted Introducer
framework for TF-CSIRT teams®’, and the CVE Numbering Authority (CNA) programme™.
These three mechanisms were selected because participation in them requires demonstrable
organisational maturity, established disclosure processes, and the ability to engage in
transnational information exchange on vulnerabilities. Although this dataset does not capture
all existing PSIRTs — particularly those operating internally without public affiliation — it
provides a reliable sample of actors capable of participating in the global vulnerability-
coordination architecture. After removing duplicates and validating organisational identities,
the resulting dataset contains approximately 80 companies Their distribution across geography,
company size, and industry sector reveals several instructive patterns.

First, more mature PSIRTs are overwhelmingly concentrated in a small number of
jurisdictions. More than halfw identified PSIRTs belong to companies headquartered in
the United States, followed by EU member states (notably Germany, Sweden, Finland, France,
and the Netherlands), and then Japan, Taiwan, China, and Russia (Figure 6). This suggests a
strong correlation between states with strong digital-product industries and vendors with
institutional capacity for PSIRTs.

Figure 6: Geographical distribution of identified PSIRTs. This figure shows th portion of PSIRTs associated
with companies headguartered in different geographies, with dominance by the United States, the European
Union, and other regions (Japan, Taiwan, China, Russia). Data source: author’s dataset (2025).

28 Available at: https://www.first.org/members/map
2% Available at: https://www.trusted-introducer.org/tf-csirt-community/
30 Available at: https://www.cve.org/parterinformation/listofpartners
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Second, PSIRTs are predominantly a feature of large enterprises. Nearly 20% of identified
PSIRTs belong to ‘mega-firms’ with workforces exceeding 100,000 employees, and a further
20% belong to very large companies (50,000-100,000 employees). Interestingly, however,
almost half are associated \mlargc companies employing 1,000-50,000 staff. Only slightly
more than 10% are found in small and medium-sized enterprises (SMEs) (Figure 7). This
distribution highlights the resource-intensive nature of PSIRT operations, suggesting that
smaller firms face notable barriers in adopting comparable practices.

Large

SME

Very large

Figure 7: Distribution of PSIRTs by company size. Companies are categorised by workforce (SME <1,000; Large
1,000-50,000; Very large 50,000—100,000; Mega >100,000 employees). Data source: author’s dataset (2025).

Third, sectoral patterns indicate that more than half of all PSIRTSs belong to software vendors,
reflecting the centrality of software supply chains in modern security ecosystems.
Encouragingly, over one quarter are maintained by suppliers serving highly sensitive or
regulated industries — such as energy, telecommunications, and healthcare — where
vulnerability exploitation carries disproportionately high societal risks. By contrast,
cybersecurity vendors represent only around 5% of the identified PSIRTs (Figure 8), an
unexpectedly low figure given their central role in vulnerability research and incident response.
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cybersecurity
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Figure 8. Distribution of PSIRTs by industry sector. Sectors include software, hardware/IT, cloud services,
industry/manufacturing, telecommunications, healthcare, cybersecurity, and others. Data source: author’s
dataset (2025).

Taken together, these findings show that PSIRT has become a recognised good practice among
the world’s largest technology producers, yet its adoption is uneven and strongly correlated
with organisational size, financial capacity, and geopolitical location. Awareness about this
good practice and its merits also plays a role. This reinforces the conclusion that PSIRT
implementation, while regarded as a good practice in international policy and industry
guidance, demands significant financial, technical, and organisational capacity.
31

Despite these challenges, the PSIRT model offers a-cohcrent and comprehensive structure for
managing the full spectrum of vulnerabilities associated with digital products. It integrates and
aligns multiple domains — secure development, supply chain and TPC risk management, and
vulnerability management practices — under a single organisational framework.

This makes the PSIRT particularly relevant for the purposes of this study: as a consolidated
practice, it allowﬂor a more straightforward assessment of the effectiveness of suppliers’
internal processes in reducing the likelihood of vulnerability exploitation in the wild, and thus,
indirectly, on constraining the operational freedom of OCCs. The following section therefore
examines specific metrics and indicators that can be used to evaluate the efficiency and impact
of such practices.
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4 Assessing the Efficiency of Good Practices

The preceding sections establish SDL, structured vulnerability management, and dedicated
PSIRTs as widely recognised good practices for improving the security of digital products.
Conceptually and operationally, it is reasonable to expect that those practices contribute to
greater security of digital products. For instance, it is reasonable to expect that a PSIRT — by
institutionalising internal coordination and enabling sustained engagement with external
security researchers, vendors, and coordination bodies — can reduce exposure to actively
exploited vulnerabilities. In policy, standards, and industry discourse alike, PSIRTs are
therefore commonly presented as a key mechanism for mitigating cyber risk.

Yet recognising a practice as ‘good’ does not, in itself, demonstrate its effectiveness. To
substantiate such claims, it is necessary to assess and quantify whether and how these practices
measurably influence vulnerability exploitation in practice. This requires moving beyond
inputs and processes — such as the existence ofpolic'B, teams, or procedures — and examining
outcomes, particularly the likelihood that reported vulnerabilities are exploited in the wild.
Such a focus is crucial, as not all vulnerabilities are of interest to adversaries, and mitigation
alone does not equate to reduced strategic risk, especially in the context of OCO.

Accordingly, this section reviews existing industry and academic methodologies used to assess
the effectiveness of security-by-design practices, with a particular focus on PSIRT-related
metrics. It then identifies key gaps in current approaches and distils a set of elements relevant
to evaluating whether and to what extent good practices contribute to reducing real-world
exploitation. These considerations form the analytical foundation for the methodology
developed and applied in the following chapters.

4.1 Industry Methodologies

It is essential to verify the effectiveness of secure-development frameworks and good-practice
methodologies as implemented by companies. A few vendors publish periodic reports or
maintain internal metrics on their adoption of secure-development lifecycles, but these seldom
assess whether the adoption actually leads to fewer or less severe real-world vulnerabilities.

Microsoft, in its early report on progress in the implementation and further development of the
SDL, presents advances in both the evolution and components of its SDL framework, as well
as the level of adoption of specific security elements by third parties developing applications
for the Windows operating system (Ladd et al., 2011). Microsoft’s model is also convenient
for other companies, as it offers assessments their product-security maturity through so-called
readiness ‘scorecards’, based on metrics derived from steps within the SDL framework.
However, these reports do not evaluate the effectiveness of the SDL itself in relation to
vulnerabilities — namely, whether the number and criticality of vulnerabilities in Microsoft
systems and in third-party applications have declined because of SDL adoption.
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Waidner, Backes and Miiller-Quade (2014) cite a Microsoft report from 2013 claiming that the
number of disclosed vulnerabilities within the first year after release dropped by 45% when
comparing Windows XP to Vista, and by as much as 91% when comparing SQL Server 2000
to SQL Server 2005, attributing this reduction to the introduction of the SDL approach; the
cited Microsoft report, however, is no longer publicly available. More recently, Microsoft
reported it published over 1000 vulnerabilities — around 50 of which requiring no action —
throughout 2025, out of which 48% were discovered in-house, while their use of Al in
vulnerability triage contributed to a 72% success rate addressing them within the reduced time
to mitigate (Microsoft, 2025). While this report tracks internal metrics (time-to-mitigate,
number of triaged and published vulnerabilities), it doesn’t show external outcome metrics (e.g.
incident rate, patch-gap exploitation, comparative risk before vs after SDL).

A more systematic option comes with ity-models that allow organisations to self-assess
and benchmark their security posture. The OWASP Software Assurance Maturity Model
ﬁAMM) v23! offers a flexible, risk-driven, lifecycle-agnostic framework that spans
governance, design, implementation, verification, and operations. Its structure of business
functions, security practices and maturity levels enables organisations — regardless of size or
sector — to evaluate their current practices and set incremental targets for improvement. In a
recent industrial case study leveraging SAMM, Fucci et al. (2024) found that different
professional roles within the same organisation perceive maturity differently, but also that a
lightweight SAMM-based assessment is viable and effective for quickly evaluating and
improving security posture. There is, however, no metrics on how the OWASP maturity affects
the exploitation of vulnerabilities.

he Building Security in Maturity Model (BSIMM) represents the most sustained industry-
driven attempt to empirically observe how organisations implement secure development and
product-security practices over time. Since 2008, BSIMM studies have analysed the adoption
of approximately one hundred security practices across a growing cohort of companies,
spanning software, cloud services, loT, finance, healthcare, and industrial sectors. The
BSlMI‘ﬁ) edition of the study from 2019 examined 122 organisations and structured practices
across four domains — governance, intelligence, secure software development lifecycle, and
deployment — focusing on the presence and maturity of practices rather than their direct security
outcomes (Migues et al., 2020). The most recent iteration, BSIMMI15 from 2025, expands the
dataset further and confirms long-term trends: most organisations prioritise vulnerability
response and remediation, followed by pre-release testing, while proactive architectural and
design-level interventions remain less consistently adopted (Black Duck, 2025).

Importantly, BSIMM data emphasise that the model assesses process maturity and
organisational behaviour, not reductions in exploited vulnerabilities or incidents. A study of
BSIMM data over 12 years, conducted by Weir et al. (2022), reinforces this limitation, noting
that BSIMM enables benchmarking and peer comparison but does not establish causal links
between specific practices and measurable security outcomes such as exploit prevalence or

3 Available at: https://owaspsamm.org/assessment/
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incident reduction. As such, BSIMM remains a valuable descriptive and comparative
instrument for understanding how security practices diffuse across industry, while highlighting
a persistent methodological gap in evaluating their real-world effectiveness against
vulnerability exploitation.

As potential criteria for assessment of the efficiency of good practices, industry discussions
also suggest process maturity (e.g. reaction speed, clarity and transparency of procedures,
extent of coordination with industry and CERTs), as well as quantitative parameters such as
time-to-fix, change in number or severity of vulnerabilities discovered over time (internally or
externally), and patch-deployment rates. Using a common denominator like the CVSS may
help standardise such assessments across companies and time (Radunovi¢ and Gritz-
Hoffmann, 2020).

However, optimising internal processes to score highly on maturity or speed does not —
individually — guarantee better security in practice: faster patching may come at the cost of
incomplete fixes; widespread adoption of security measures does not, in itself, prevent novel
vulnerabilities. Ultimately, to claim that a given practice or set of practices genuinely reduces
the likelihood of exploitation — and thereby contributes to deterring offensive cyber operations
— one needs empirical studies that correlate (and ideally demonstrate causation between)
process maturity, vulnerability incidence/severity, exploit prevalence, and security outcomes.
As of now, this remains largely an underdeveloped area of research.

4.2 Academic Methodologies

Academic research has approached the question of effectiveness of vulnerability-related
practices from several angles, most often focusing on disclosure dynamics, patching behaviour,
or process efficiency, rather than on direct reductions in exploitation in the wild.

Effectiveness of vulnerability disclosure and patching practices is sometimes approached
through empirical observation. Arora et al. (2004) conducted an early empirical study of 308
vulnerabilities, correlating vendor responses with exploitation data collected through
honeypots designed to attract attacks. Their work analysed how quickly and effectively
companies responded once vulnerabilities became known. Given the significant evolution of
vendor practices, coordinated disclosure programmes, and regulatory pressures since then,
these findings are best interpreted as historically informative rather than directly generalisable
to current practices.

More recent work has examined efficiency through the lens of secure development and

ational workflows. Ramaswamy (2023) proposes a development, security, and operations
(DevSecOps) implementation that embeds automated security controls into a CI/CD pipeline
and evaluates it through a simulated agile development scenario. The evaluation relies on
operational metrics such as vulnerability detection rate, scanning latency, false-positive ratios,
and mean time to remediation. While these metrics are valuable indicators of process efficiency
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and tool performance, the study does not establish a link between such improvements and a
reduced likelihood of real-world vulnerability exploitation.

A more targeted performance metric for vulnerability response was proposed by Frei et al.
(2008). Ccmring Microsoft’s and Apple’s handling of zero-day wvulnerabilities, they
introduced the zero-day patch rate asgpppeasure of effectiveness — defined as the number of
vulnerabilities patched by a vendor on the same day the vulnerability is publicly disclosed. This
approach provides a concrete and comparable indicator of responsiveness, though it remains
limited to observable patching behaviour rather than downstream exploitation outcomes.

Scholarly work that explicitly examines PSIRTs is still limited. The existing literature
predominantly consists of organisational case studies or the development of technical tools
aimed at improving PSIRT operations.

For example, Morrison et al. (2017) examined security practices within IBM’s industrial
software development teams and, drawing on qualitative analysis and personnel surveys,
ranked vulnerability tracking — organised through the IBM PSIRT — among the three most
consequential security measures. Subsequent r“arch has largely explored how automation
can enhance PSIRT operations. For example, Shourya et al. (2023) present an autnlated
vulnerability management system designed to support PSIRT analysts and report a 56%
improvement in task efficiency. Kasuya et al. (2023) demonstrate that an automotive-focused
tool based on NVD data can eliminate up to 96% of irrelevant information, substantially
reducing the analytical burden of PSIRTs. Although these contributions demonstrate gains in
internal efficiency and workflow optimisation of PSIRTs, they stop short of assessing if such
improvements have a measurable effect on vulnerability exploitation in real-world settings.

Because PSIRTs share several operational characteristics with incident response teams, the
scholarly work on SOCs offers helpful methodological reference points. Existing studies
consistently emphasise metrics related to vulnerabilities, such as the extent of exposure, time
to remediation, severity assessments, and the occurrence of incidents tied to already-known
flaws (Vielberth et al., 2020). A systematic review by Forsberg and Frantti (2023) similarly
finds that vulnerability-focused indicators rank among the most commonly used measures of
SOC performance, reflecting both their prominence in widely adopted standards like NIST and
ISO/IEC and the fact that they can be quantified using available data. Survey-based research
shows that organisations frequently rely on numerical indicators such as the number of
incidents processed and average response times when evaluating SOC effectiveness (Crowley
and Pescatore, 2019). Although these approaches can inform the development of metrics for
PSIRTs, important differences remain: SOCs are primarily concerned with operational incident
handling, whereas PSIRTs also encompass coordinated wvulnerability disclosure and
remediation activities that are tightly coupled to specific products.

Overall, while existing academic studies offer valuable insights into responsiveness, process
maturity, and operational efficiency, the existing literature does not yet provide a
comprehensive empirical framework for evaluating how PSIRT — and vulnerability
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management practices more generally — influence the likelihood of the active vulnerability
exploitation. That gap underscores the need for methodologies that connect organisational
practices more directly to security outcomes and strategic risk.

4.3 Key Elements for Assessing PSIRT Efficiency

Building on the review of industry methodologies and academic studies, this section
consolidates the key metrics and indicators that are commonly used — or proposed — for
assessing the performance and maturity of product vulnerability handling practices,
particularly PSIRTs. These elements arise from three main bodies of work: (i) industry SDL
and maturity models, (ii) empirical and design-oriented academic studies on vulnerability
management, and (iii) adjacent research on incident response and SOC performance. Taken
together, they provide a broad but fragmented set of assessment criteria.

4.3.1 Overview of Commonly Used Metrics

Table 2 synthesises the principal assessment elements identified across the reviewed literature
and practice, grouping them thematically and indicating their primary origin.

Category Metric / Indicator Rationale
Defined CVD policy and Indicates organisational readiness and
Process T N
. workflows institutionalisation
maturity . L .
PSIRT staffing and roles Indicates organisational capacity
Mean time to triage Captures responsiveness to incoming
reports
Process Mean time to remediate or patch Widely used operational efficiency
efficiency metric

Patch issuance at disclosure (e.g. Directly linked to exposure window
0-day patch rate)

Number  of  vulnerabilities Signals efficiency, visibility and

Output ) .
P disclosed reporting culture
volume L . . -
Number of advisories issued Indicates disclosure activity
Severity- Distribution of CVSS scores Enables comparison across products
related
Ch in critical vulnerabilities Captures tential structural
Trend-based ange in critical vulnerabilities  Captures potentia structural
over time improvements
External Bug-bounty participation Expands detection surface
engagement
Coordination CERT / CSIRT collaboration Facilitates information sharing
Automation  Use of automated triage tools Improves analyst efficiency
support

Table 2: Synthesis of the principal assessment elements identified across the literature
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4.3.2 Metrics with Limited Explanatory Power for Exploitation Risk

A substantial subset of these indicators measures process maturity or operational efficiency,
rather than security impact. Metrics such as the existence of formal policies, internal staffing
levels, or the speed of internal workflows are valuable for benchmarking organisational
development, but they remain indirect indicators of security outcomes. As highlighted in both
industry and academic critiques, optimising these metrics may sometimes generate
counterproductive effects — for example, prioritising rapid patch release at the expense of
testing quality or coordination.

Similarly, direct counts — such as the number of vulnerabilities disclosed or advisories
published — are highly sensitive to detection capability, disclosure culture, and regulatory
pressure. Counting can also prioritise volume over severity or particular risk of exploitation.
This metrics cannot be interpreted without contextualisation and do not distinguish between
benign disclosure dynamics and reduced attacker opportunity.

4.3.3 Metrics with Stronger Explanatory Power for Exploitation Risk

A smaller set of indicators shows clearer conceptual links to exposure and exploitation risk.
These include:
- patch availability, which directly affects the window of opportunity for attackers
- vulnerability severity, when combined with exploitability signals
- coordination indicators, particularly where CERTs or multi-vendor disclosure
processes reduce systemic exposure across supply chains
- time-bound remediation metrics (e.g. time to patch), assessed over time to capture
trends and consistency rather than as single point measurements

The existence of a PSIRT does not, in itself, determine whether a patch or mitigation will
ultimately be developed: remediation may be produced by internal development teams or, in
the case of OSS components, by the wider community. Likewise, the severity of a vulnerability
is independent of whether a supplier maintains a PSIRT. By contrast, indicators related to
coordination, communication, and remediation processes — such as the timeliness, consistency,
and transparency of disclosure and patch delivery — are directly shaped by the presence and
functioning of a PSIRT.

Notably, even where such metrics are well defined and systematically collected, they are
seldom examined in relation to observable patterns of vulnerability exploitation in the wild. As
a result, they provide only limited insight into how organisational practices interact with
external risk factors — such as the strategic value of a product, its widespreameploymenL
supply-chain reuse (including open-source components), or its attractiveness to state and non-

state actors — which are central to understanding vulnerability exploitation in the context of
0CO.
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4.3.4 External Factors Relevant for Exploitation Risk

Assessing the level to which a PSIRT decreases the risk of real-world vulnerability exploitation
requires accounting for external factors that lie beyond the control of the supplier. Of particular
relevance to this research are cases of exploitation associated with state interests — situations
in which vulnerabilities become instruments in OCO targeting suppliers or systems whose
compromise may generate political, economic, or strategic advantage. In such contexts,
malicious actors selectively target digital products whose disruption can produce significant
downstream consequences across dependent systems and supply chains.

Therefore, evaluating PSIRT effectiveness cannot rely solely on internal process indicators but
must consider whether vulnerabilities addressed by PSIRTs are those most likely to be
exploited in practice. This entails focusing on vulnerabilities with a high interest for active
exploitation, especially in contexts relevant to OCO and APT operations, where the targets are
either intrinsically high-value or integrated into critical infrastructures that amplify the
potential impact of compromise.

4.3.5 Foundations for a New Methodology

To conceptualise the risk of active exploitation, we return to the general risk formulation (1),
and adapt it according to Lee (2014) to capture software-specific considerations such as
architectural complexity and availability, integrity, and confidentiality requirements:

(2) R=LxSxI

where 1
- R represents the risk of active exploitation
- L represents the likelihood of vulnerability exploitation
- Srepresents the vulnerability severity
- 1 represent the impact of exploitation

Severity (S) is typically measured by the CVSS scores. While certain CVSS elements —
particularly the confidentiality and integrity dimensions of the /mpact sub-score — have some
relevance to exploitation likelihood, this relevance is limited (Allodi and Massacci, 2014).
Importantly, severity is independent of the existence of a PSIRT, as it reflects characteristics
of an already-existing vulnerability to which a PSIRT responds, rather than an outcome of
PSIRT activity.

Impact (/) captures the potential consequences of exploitation and depends on both technical
characteristics of the vulnerability and external contextual factors. The technical dimension is
reflected in CVSS impact metrics, already accounted for. Beyond this, impact is strongly
shaped by the nature of the affected asset: the function of the vulnerable product, its role within
wider ICT systems, and the societal or economic importance of the supplier. Vulnerabilities
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affecting products deployed in critical environments — such as energy systems, financial
services, or healthcare — can yield disproportionate societal harm. As with severity, the impact
of exploitation is independent of whether a supplier maintains a PSIRT.

By contrast, the likelihood of exploitation (L) is directly linked to how vulnerabilities are
managed — that is, how rapidly and effectively they are identified, assessed, mitigated, and
disclosed. These processes lie at the core of PSIRT responsibilities. The availability of a patch
or mitigation therefore emerges as an important indicator.

The like@)od of exploitation, however, is influenced by other discussed factors as well —
notably the existence of proof-of-concept (POC) exploits, the availability of weaponised
exploits, and their circulation on dark markets or offensive tooling platforms. Exploit and POC
availability are external conditions shaped largely by the behaviour of researchers or attackers,
thus not a factor of PSIRT presence.

Another factor is a type of a product or industry which is targeted: certain type of targets, like
the widely used products or critical infrastructure suppliers, particularly attract actors with
state-backed or geopolitical motives. Vulnerabilities in open-source components also merit
attention: although OSS provides transparency, many projects lack resources for rigorous
security review, and widely used components can become vectors for supply-chain
compromise. In addition, the still-limited uptake of SBOMs across sectors heightens the
difficulty of tracing vulnerable dependencies, leaving latent security gaps that sophisticated
adversaries can exploit. Thus, OSS may also contribute to the likelihood. Neither a type of
industry nor a type of product, however, depend on the presence of PSIRT.
1

Accordingly, assessirnrisk as a function of the presence !f PSIRT as a good practice can be
reduced to modelling the likelihood of vulnerability exploitation as a function of whether such
a team is in place, taking into account the relevant indicators:

« availability of a patch or a mitigation

e public availability of exploits (e.g. dark markets or POC releases)

« supplier's sector (e.g. critical infrastructure, general IT, cloud platforms)

« openness of the product (OSS versus proprietary)

« product popularity (e.g. size of user base or deployment footprint)
Following work by Radunovi¢ et al. (2025), the next section proposes methodology for
modelling this dependence, integrating the internal and external indicators. This in turn allows
for a rigorous examination of how the adoption of PSIRT practices — particularly among
leading global suppliers — may influence the broader landscape of OCO.
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5 Proposed Methodology for Assessing the Efficiency of PSIRT

To assess whether PSIRT can indeed be considered an effective good practice, it 1s necessary
to develop a methodology capable of evaluating its impact on the real-world exploitation of
vulnerabilities and, by extension, on the feasibility and effectiveness of offensive cyber
operations. Rather than relying on theoretical assumptions or process maturity alone, such an
assessment must be grounded in empirical evidence on vulnerabilities that are disclosed and
actively Wited in practice, and linked to the organisational practices of their suppliers,
including the presence or absence of a PSIRT.

To this end, this study adopts a methodological approach well establishgepin medical and
epidemiological research and increasingly applied in cybersecurity studies: the matched case-
control observational design. In this framework, the existence of a PSIRT is treated as an
exposure factor, while other inflntial characteristics are controlled for. The analysis draws
on trusted public datasets on disclosed and exploited vulnerabilities and on suppliers’
vulnerability-handling practices. To reduce no#g and mitigate potential biases, bootstrapping
techniques are applied. This chapter details the matched case-control design, defines the
variables relevant to this study and the resulting model structure, describes the datasets used,
discusses methodological limitations, and explains the data preprocessing steps.

5.1 ﬁatch ed Case-control Design

A matched case-control study is a form of analytical observational research commonly used in
clinical and epidemiological settings. In this retrospective design, outcomes (such as a disease
or the failure) are first identified and then compared across observational units that differ in
their exposure to specific factors (such as risks or practices), while matching on other
characteristics to control for influences not under direct examination that could otherwise affect
the results.

In medical research, case-control designs are applied both in prospective and nmspeczive
settings. Prospective studies typically assess outcomes following deliberate exposure of
observational units to an intervention or risk factor, such as in clinical trials evaluating new
pharmaceuticals. In many situations, however, deliberate exposure is impractical or ethically
impermissible. As a result, refrospective case-control studies are used inggad, examining
existing outcomes to infer how particular risk factors may have contributed to them, rather than
to test the effect of a planned intervention.

Although retrospective approaches are well suited for identifying correlation between risk
factors and observed outcomes, they offer limited capacity to establish causality, owing to the
absence of experimental control. Classic examples include studies on the relationship between
smoking and lung cancer (Doll and Hill, 1950), and analyses of seatbelt effectiveness in
reducing fatalities in traffic accidents (Evans, 1986). Within cybersecurity research, a
comparable methodology has been adopted by Allodi and Massacci (2014), who used a case-
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control framework to assess the contribution of CVSS scores to vulnerability exploitation risk,
lative to the presence of proof-of-concept exploits and exploit availability on underground
markets.

In a retrospective case-control study, observational units are selected based on their outcome
status (e.g. a disease or an adverse event — or exploitation of a vulnerability in the wild, in our
case): cases are samples with an outcome, while controls are those without the outcome. At
the same time, exposure of observational units to certain factors (e.g. risk factors, treatments —
or exposure to a good practice, in our case) is assessed retrospectively; information about the
exposure is collected through existing records or interviews.

Therefore, observational units are organised according to:
1) exposure to a risk factor: exposed versus unexposed
2) outcome status: cases (with an outcome) versus controls (without an outcome)

We then count number of elements with each label:
a — the number of all exposed cases

b — the number of all exposed controls

¢ — the number of all unexposed cases

d — the number of all unexposed controls

This is presented in Table 3:

Cases (nntrols

(with outcome/ (without outcome/

adverse event) adverse event)
Exposed (risk factor, | a b Total exposed:
treatment) a+b

1

Unexposed (risk | ¢ d Total unexposed:
factor, treatment) c+d

Total cases: atc Total controls: b+d

Table 3: Labelling of the observational units according to exposure and outcome status

In a matched case-control design, controls are selected to match cases on certain characteristics
that may also influence the outcome (the confounding variables). This allows to eliminate the
impact of confounding factors on the outcomes. Each case has a single matching control. Since,
for each case, there is a single chosen control, the total number of cases needs to be equal to
the total number of controls: a+c=b+d.

Yet, when the pool of available controls is larger than that of cases, we have more options to
select a matching control for each case. In such case, the selection of a matching control for
each case is done randomly, allowing us to do re-sampling multiple times. This technique is
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known as bootstrapping: it flattens noise in the data by repeatedly resampling it with
replacement, creating multiple datasets. Randomisation ensures that, with a sufficiently large
sample, potential confounding variables — whether observed or unobserved — are equally
distributed across groups. This balance prevents confounding variables from correlating with
the independent variable, minimising their impact on the study. As a result, randomisation is
widely regarded as the most effective way to address confounding.

Depending on the pool of available controls to select from, re-sampling can be done many
times, and the median of the results can be considered for the analysis. Such a randomised
matched case-control design reduces eventual noise in the data and isolates the effect of other
external factors irrelevant to the study — including those that can't be directly observed.

5.2 Variables

To evaluate the efficiency of PSIRT in reducing the likelihood of exploitation, we should
observe performance of suppliers of digital products: those that do have a PSIRT, and those
that don't. Their performance, however, needs to be assessed on the level of vulnerabilities
discovered in their products, since eventual exploitation happens to each individual
vulnerability.

In this study, we observe vulnerabilities known to have been exploiteﬂn the wild, and their
matching pairs for which there is no record of exploitation in the wild. We analyse the effects
of PSIRT of the corresponding supplier on the likelihood of exploitation of a vulnerability in
its product. Since we hypothesise that the good practice impacts the likelihood of exploitation
in the wild, we consider a PSIRT put in place by a supplier as a risk factor.

3.2.1 Independent and Dependent Variables

Correspondingly, transforming the design from Section 5.1 for our case:
- risk factor, as an independent variable whose value we set, is a presence of a good
practice — PSIRT, within a supplier of a vulnerable product
- outcome, as a variable dependent on risk factors, is an exploitation of a vulnerability in
the wild
- observational units are known vulnerabilities in digital products, which are directly
linked to a supplier of a vulnerable product; in particular:
O [gses are vulnerabilities which are known to have been exploited in the wild
o controls are other vulnerabilities chosen at random from the population of
vulnerabilities of suppliers that have no record of vulnerabilities exploited in the
wild, and whose characteristics match those of the cases (based on the
confounding factors and the similarity function discussed below)
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We label each vulnerability v of the sample according to:
1) Dependent variable:
a) itis exploited in the wild — thus belonging to a set of cases C, or
b) itis not exploited in the wild — thus belonging to a set of matched controls M

2) Independent variable:
a) its supplier is exposed to PSIRT as a good practice — thus belonging to a

corresponding set G, or
b) its supplier is not exposed to PSIRT — thus not belonging to a set G

We now adapt Table 3 for our study (Table 4):

Cases: vE C Controls: v EM
(vulnerability v Inerability v
exploited in the wild) not exploited in the
wild)
Exposed: vE G a=|{veEC&VvEG}||b=|{veEM & ve G} || Total exposed
(supplier has a good (atb)

practice, i.e. PSIRT)
Unexposed: v € G|c=|{vEC&VEG}||d=|{veEM&v & G} | Total unexposed
(supplier doesn't have | (ctd)

a good practice, i.e.
PSIRT)

Total cases (a+c) Total controls (b+d)

Table 4: Labelling of the observational units according to exposure to PSIRT and the exploitation status

where a+e=b+d, since |C|=M| by design.

5.2.2 Confounding Variables

While focus of this methodology is how presence of a PSIRT within a supplier impacts
likelihood ofnploitation of vulnerabilities in the wild, there might be other influential factors.
In our study, confounding variables are such factors that, combined with a presence of PSIRT,
may correlate with the observations about the outcomes or be alternative explanations.
Therefore, we must elaborate on possible confounding variables, and take the appropriate ones
into account — but only if the related data is available.

Reflecting on earlier discussion about indicators and external factors that impact risk from
exploitation, we conclude that the availability of POC for vulnerabilities can be considered as
a confounding variable, since this information is publicly available. Information about the
availability of exploits in the dark markets, however, is typically available only to malicious
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actors that are members of such markets; due to lack of authoritative publicly available
regularly updated database, we cannot account for it in our study.

esence of a fix (a mitigation or patch) should also be considered a confounding variable.
nformation about mitigation options and patches are publicly available, and we can thus
consider presence of a fix as a confounding variable.

The supplier's industry type is another important factor to consider in this study. Since this
information is publicly accessible and can be systematically aggregated, it is possible to
aggregate it and include it as a confounding variable. For our analysis, suppliers are categorised
into the following groups: software, hardware, cloud services, industry and manufacturing
(which often have higher criticality and may attract specific malicious actors), and
cybersecurity products (to observe the performance of this sector). Collecting more granular
data about each supplier — such as organisational maturity and regulatory obligations — would
be challenging at this stage, and can be done as part of the fut@ge work. Information about open-
source or proprietary nature of the products of a supplier is public and possible to collect,
allowing us to consider whether a supplier delivers OSS as a confounding variable.

Malicious actors are often drawn to vulnerabilities in popular digital products with widespread
use. While metrics like application download counts could serve as indicators, they are
unreliable and do not account for digital products embedded in other systems. Since such
information is neither publicly available nor systematically aggregated, we cannot include
product popularity as a confounding variable.

Similarly, products used in critical environments (e.g. finance, energy, healthcare) may attract
APT groups. However, apart from specialised products from critical industries already
considered under the supplier’s industry type, it is nearly impossible to identify where mass-
market software or hardware components might be deployed. As a result, we limit our analysis
to the supplier’s industry type.

Since our methodology allows for a more granular analysis to be performed as well, future
studies can consider other categories, depending on the availability of reliable data.
herefore, for our study we consider following factors as confounding variables:

1. public availability of the POC per vulnerability

2. availability of a fix — a mitigation or a patch

3. type of supplier’ industry/sector

4. if supplier (primarily) delivers OSS or not

Matched case-control design applied in this study allows to change values of these parameters
(e.g. go for different or more granular categories) or take into account additional confounding
variables if reliable data about them is available. Selected confounding variables are considered
when defining a similarity function to match cases and controls during their selection process.
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Importantly, not considering other factors discussed above (for which there are no reliable data
at this point) is mitigated through the randomisation element of the study design. The use of
bootstrapping will minimise the impact of all possibly confounding or other external factors
that we could not consider.

5.2.3 Similarity Function

Our independent and confounding variables for vulnerability v; are listed in Table 5.

Variable Description Type Values
Independent  Exposure to suppliers' PSIRT  Binary gi=1if PSIRT
1 £:=0 otherwise
Dependent 'Exploited in the wild' status Binary e;=1 if exploited
e;=0 otherwise
Confounding  Availability of POC Binary pi=11f POC available
pi=0 otherwise
Confounding  Availability of a fix Binary fi=1if fix available
/i=0 otherwise
Confounding Open-source status of the Binary 0i=1 1f OSS
pplier :0 otherwise
Confounding Type of the industry of the Categorical ¢ € {software, hardware,
supplier cloud services, industry
and manufacturing,
cybersecurity industry}

Table 5: the overview of variables, tvpes, and values they may take

Each vulnerability v; can therefore be described with a vector of values:

vi= [gi, &, i, fi, o4, ti],

A matched-case study requires us to match cases and controls according to the confounding
variables p;, fi, oi and #;, to minimise their influence on the study results. We define similarity
function between vectors of vulnerability v; and v; as

1 if p=p; Afi=f; A oi=0; N =t N eiFe;
() smw)=

0 otherwise
In other words, similarity among two vulnerabilities with different status of 'exploited in the

wild' (which is by design a selection of cases and controls we compare) is present if availability
of POC, fix, type of industry, and OSS type of both vulnerability vectors are equal.
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5.3 Datasets

A matched case-control design relies on robust, comprehensive data regarding disclosed and
exploited vulnerabilities, ensuring that each vulnerability is represented by a complete vector
of relevant parameters. Publicly available datasets curated by trusted authorities — continuously
enriched by contributions from the global cybersecurity community — offer a valuable
foundation for this purpose. In combination with additional databases and manually compiled
supplier lists, these datasets provide the necessary basis to support the study. However, beyond
outlining the used datasets, it is essential to consider alternatives to main data sources, assess
their strengths and limitations, and address potential biases introduced by the chosen datasets.

3.3.1 National Vulnerability Database (NVD)

NVD* is the most authoritative, comprehensive, and trusted global, publicly accessible
repository of disclosed vulnerabilities. It is maintained by the US National Institute of
Standards and Technology (NIST). It contains records of about over 250,000 reported
vulnerabilities, collected since 1999 (NIST, n.d.). Each record contains numerous relevant
information, among other:
- aunique Common Vulnerabilities and Exposures (CVE) ID number
- aCVSS score
- references to advisories, mitigations, POC information, etc.
- an indication if a vulnerability is recorded in the catalogue of the known exploited
vulnerabilities
- known affected software configurations and suppliers (each unequivocally labelled
with an official Common Platform Enumeration (CPE) number)

The NVD aggregates data from various sources and serves as the largest publicly accessible
repository for documented vulnerabilities. However, it often lacks the depth of technical detail
provided by corporate databases maintained by major suppliers (such as Microsoft, Cisco,
Oracle, and Apple), which offer more specific insights, including affected product versions,
root-cause analyses, patching procedures, and specific mitigation steps. Nevertheless, these
repositories predominantly focus on the supplier’s own products or those directly related to
their ecosystem, which introduces biases. Additionally, comprehensive vulnerability datasets
maintained by leading cybersecurity firms (e.g. Rapid7, Kaspersky, or Palo Alto Networks)
often require subscription-based access, creating barriers to broad, unbiased analysis. While
these datasets are rich with contextual information, they may reflect the interests and threat
models of specific clients.

Still, vulnerabilities disclosed through corporate as well as other channels are eventually
registered with the NVD, as the assignment of a CVE ID is a prerequisite for broader
recognition. This ensures that NVD maintains the most comprehensive dataset, albeit with less
technical details per entry compared to corporate databases. The scope of vulnerabilities

32 Available at: https:/mvd.nist.gov/vuln
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atalogued by NVD, alongside its role as a global aggregator, helps mitigate supplier bias,
making it a reliable foundation for large-scale analysis. While the absence of broader technical
details may limit the analysis of other possible risk factors, this study addresses such gaps by
applying a robust methodology — including bootstrapping — to minimise potential confounding
factors that are not of our interest. Future research of the relevance of specific factors for the
likelihood of vulnerability exploitation could benefit from integrating multiple data sources to
enhance the depth of information, capturing nuances that a single repository might overlook,
and enhancing the applicability of this study.

5.3.2 CISA Known Exploited Vulnerability (KEV) List

KEV* is an authoritative public list of CVEs known to be exploited in the wild, maintained by
the US Cybersecurity and Infrastructure Security Agency (CISA). KEV was established in
November 2021 following the US Directive on ‘Reducing the Significant Risk of Known
Exploited Vulnerabilities” (CISA, 2021). It is intended to instruct US instins and others
about prioritising patching of certain critical vulnerabilities. KEV records allghe vulnerabilities
reported that are exploited in the wild, using the CVE number as identifier. Importantly, KEV
lists only the vulnerabilities for which a patch has been published.

The list is not exhaustive, since there might be actively exploited vulnerabilities captured by
other researchers that are not yet listed in the database. However, it remains the most
comprehensive and trusted list publicly available. Other lists, maintained primarily by the
cybersecurity industry, may be richer and more detailed, but are typically closed for subscribers
only.

While criteria which drives CISA to include a CVEs to the KEV list are clear — an assigned
CVE ID, evidence of exploitation in the wild, and availability of remediation (a patch or other
fix) — it is expectable that their primary interest is to capture CVEs that endanger critical sectors
in the USA, and thus might miss some of the other existing and exploited CVEs. This may
introduce certain geographical bias. What is important for this research, however, is not if the
list is exhaustive, but that the list is valid — what is in the database has certainly been exploited
in the wild regardless of geography.

The KEV dataset could also be expanded by drawing on additional commercial or publicly
available repositories of zero-day vulnerabilities — namely vulnerabilities exploited before
public disclosure — such as Google’s Project Zero** database or the CZ Zero Day™ listings. A
preliminary cross-comparison of these sources with the KEV catalogue at the time of this
research, however, yields only approximately twenty additional CVEs, suggesting that the
KEV dataset provides sufficiently broad coverage for the purposes of this study. Further
sources could include investigative reports by cybersecurity companies, particularly those

33 Available at: https://www.cisa. ;.,0\ /known- exnlulted vulnerabilities- catalog
* Available at: https:/ X . /
* Available at: https.//www.zero-day.cz/ ddtabasc
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documenting APT campaigns relevant to state-level operations. Such material, however, is
fragmented and often restricted by paywalls, limiting its suitability for systematic analysis.
Importantly, the methodology developed here remains extensible and allows for future
incorporation of additional public datasets as they become available.

5.3.3 Database of Suppliers

Each vulnerability is directly related to its supplier through the CPE identifier in the NVD
record. Therefore, a list of tens of thousands of unique suppliers of vulnerable digital products
could be exported from NVD. However, this list doesn't include attributes related to the
operation of a PSIRT, open-source nature, or type of industry, which are needed for our
analysis. There is no other comprehensive and reliable list with such information either.

Therefore, a required database of suppliers was manually aggregated for this study based on
the publicly available information. Due to practical limitations, a limited number of suppliers
of vulnerable products were selected to include repgesentatives of all the industry types we
defined for the study, both proprietary and OSS, that have visible capacities to provide a
response of some sort at least (such as through issuing security advisories; or a PSIRT in the
best case). The information about existing PSIRTs were colggted from suppliers' websites and
white papers, as well as from the list of members of various i dent response and vulnerability
management fora, like the PSIRT Special Interest Group*® of the Forum of Incident Response
and Security Teams (FIRST), and the assigners authorised by the CVE Program”’ to assign
CVE IDs.

The database also includes a number of major OSS distributions and communities that possess
the organisational capacity to operate PSIRT-like functions and to engage with bug-bounty
programmes. Small-scale OSS projects maintained by limited or informal contributor groups
were not included, as they generally lack the resources and structures necessary to implement
such practices. For these projects, alternative mechanisms — such as platform-level security
support (e.g. GitHub), umbrella OSS foundations, or community-based response models — may
play a comparable role; however, these arrangements fall outside the scope of the present
research.

Since our observational units are vulnerabilities (described by exploitation, POC, and fix), each
related to a supplier, it is important that the sn1ple of vulnerabilities from which we draw cases
and controls is sufficiently big and diverse. This allows us to apply bootstrapping, which then
compensates on the modesggize of a supplier database, and minimise eventual bias due to its
distribution. Neverthgless, it is still important to interpret the results in context of the chosen
sample of suppliers. Importantly, methodology allows for a different or more comprehensive
list of suppliers and their features to be fed into the study in future, as information becomes
available.

% Available at: https://www.first.org/global/sigs/psirt/
37 Available at: https://www.cve.org/partnerinformation/listofpartners
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594 Exploit-db (EDB)

EBD* is a widely used and trusted public repository of known POCs for vulnerabilities,
managed by a corporate sector. It maps all the CVEs for which there have been reported POCs,
typically by the cybersecurity researchers. While some of the CVEs with POC might have also
been exploited in the wild (though EDB doesn’t report this), the existence of a POC doesn’t
imply the exploitation in the wild per se. This list is not exhaustive, but is considered
authoritative and unique.

5.4 Data Pre-processing

Our observational unit is individual vulnerabilities, each represented by a CVE ID recorded in
the NVD. For each vulnerability, additional parameters — such POC availability, exploitation
status, and supplier information — were aggregated from other databases described in Section
5.3. Given the study focus on evaluating the efficiency of PSIRT, the dataset required specific
pre-processing to ensure relevance and consistency.

The selection of vulnerabilities was limited to a specific time frame reflecting the period during
which PSIRTs became a more standardised and widely adopted practice. While early iterations
of product security teams began emerging among leading technology companies in the early
2000s (Rajnovic, 2010), wider implementation across industries gained traction following the
updated publication of PSIRT Services Framework by FIRST in 2019 (FIRST, 2020b), as well
as the introduction of PSIRT details within the international standards like ISO/IEC 30111
(ISO, 2019). These developments informed the decision to select 2020 as the starting point for
the study, capturing vulnerabilities discovered after the establishment of these frameworks.
Data points prior to 2020 were excluded to avoid addressing periods of inconsistent PSIRT

deployment.

The observation period extends until July 2024, aligning with the conclusion of this research.
Notably, in mid-2024 NVD experienced turbulations — processing delays and backlog,
availatnity issues with API, CVE format transition, and the adoption of the CVSS4.0 (NVD
News, 2024) — which would necessitate adjustments to the data processing workflow for newer
entries. NVD and KEV databases were then filtered to preserve only vulnerabilities related to
suppliers listed in the database of suppliers.

To create a possible pool of samples for choosing the matching controls, weaen exclude all
the CVEs contained in KEV from the formed NVD dataset. This ensures that the pool of
possible controls does not include cases.

Importantly, data pre-processing does not impact the robustness of the analysis, since the
resulting datasets contain sufficiently large numbers of entries — not least because the number
of documented vulnerabilities continues to rise year-over-year (NIST, no date) — to preserve

¥ Available at: https://www.exploit-db.com/
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methodological coherence without compromising data integrity. Humbcr of vulnerabilities and
corresponding unique vendors in each pre-processed database is shown in Table 6.

Set No. of vulnerabilities No. of suppliers
Possible cases 625 128
(pre-processes KEV)

Possible controls 45325 339

(pre-processes NVD)

Table 6: The number of vulnerabilities and suppliers in each pre-processed database

Pre-processed NVD database was finally filtered from vulnerabilities of vendors listed in the
pre-processed KEV list, to ensure that the pool of possible controls doesn't contain any cases.
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6 Model Deployment and Calculation

Having established the methodological foundation, we now turn to translating theoretical
constructs and pre-processed data into actionable insights through statistical analysis. By
implementing techniques like sampling, matching, and bootstrapping, we aim to ensure the
validity of the results and isolate external factors. The chapter then introduces the risk reduction
metrics, and explains the statistical tests employed to confirm the robustness of our findings,
and to evaluate the relevance of confounding variables. Together, these calculations provide
the empirical basis for understanding the efficiency of PSIRTs in reducing risks from
vulnerability exploitation.

6.1 Sampling, Matching and Bootstrapping

By aggregating relevant information from pre-processed KEV, NVD, EDB, and our database
of suppliers, we obtain:
a set of possible cases: 1
Cp = {vi, v2, ..., vu}, wWith vi= [gi, e, pi, fi, 0 t:], Vi € {l..n} , where n is a total number
of vulnerabilities in a pre-processed KEV database
- aset of possible matching controls: 1
M= {ve, va, ..., v}, With vy =g, €, pi, [;, 05 ;], ¥j € {1..m} , where m is a total number
of vulnerabilities from the pre-processed NVD database
Each vector v is linked to a unique CVE ID and the related supplier.

We then turn to (Figure 9):
1) sampling — creating a set of cases C, with one randomly selected vulnerability per each
distinctive supplier
2) matching — creating a set of controls M where each control is matched with a single
case
3) bootstrapping — repeating the process with randomisation
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Figure 9: PSIRT efficiency assessment model based on matched case-control methodology with bootstrapping

6.91 Sampling

By its nature, some suppliers have multiple vulnerabilities in KEV list. This shouldn't come as
surprise, since end-user platforms (like Microsoft, Apple or Google) are dominant targets of
vulnerability exploitation (Stone et al., 2024). To address possible bias introduced by
dominance of some suppliers, we normalise the database to contain only one entry
'representing' each distinctive supplier; the choice of a particular vulnerability to represent each
supghier in KEV is made randomly. This involves following steps: 1
1. for each distinctive supplier featuring in C,, we create a subset C,, c C,, consisted of all
vulnerabilities of that supplier that are in C,
2. from each Cp we then select single v uniformly at random, to form set C of cases, which
therefore contains a single representative vulnerability for each distinctive supplier

As part of the bootstrapping process (described below), multiple iterations of such random
choice are conducted, reducing the effect of supplier's dominance.
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6.92 Matching

For each case we now select a control with matching characteristics based on the similarity

function in formula (1): 1
1. for each v; € C we create M,,; € M,, by selecting all vectors v; that satisfy the similarity
function s(vi,
2. from each M, we then select single v uniformly at random, to create set M of matching
controls

The number of elements in C and M is same by design: |C| = M|, and C and M have the same
distribution of confounding attributes.

6.1.3 Bootstrapping

Multiple vulnerabilities per supplier in C;, allow us to resample elements of C; similarly, large
pool of possible matching controls in M, enables us to resample elements of M. If we repeat
resampling uniformly at random multiple times — a process known as bootstrapping — we
reduce the bias of dominant suppliers as well as the impact of external and unobserved factors.
Bootstrapping is particularly useful in such cases as it does not rely on assumptions about the
underlying distribution of data.

6.2 Risk Reduction

Our presumption is that presence of a PSIRT of a supplier reduces the likelihood of exploitation
of its vulnerabilities in the wild. To test our presumption and look for how big the effect of a
practice on likelihood is, we turn to calculating risk reduction.

We compute frequency with which exposure to a risk factor — in our case, good practice PSIRT
—identifies a vulnerability exploited in the wild. We calculate values of @, b, ¢, and d, as defined
in Table 4, where G denotes a set of all vulnerabilities v; with value g;=1 (i.e. PSIRT is in
place).

Birstly, we obtain:

a=|{veC|G}|
G- vEMI|G]|
c=|{veC|I1G}|
d=|{veM|I1G} |

where G is an attribute marking the exposure to a good practice.

Based on this, we calculate risk reduction and odds ratio.

Experimental Event Rate (EER) represents a risk of an outcome related to exposed samples,
i.e. the rate of occurrence of the exploitation among samples exposed to the PSIRT. It is a
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probability of the outcome (exploitation) among vulnerabilities whose suppliers are exposed to
a good practice:

EER = P(veC | v€G) = P(veC A veG)/ P(veG)

EER is, therefore, calculated as a total number of cases exposed to a good practice, divided by
a total number of cases and samples exposed to a good practice. Therefore:

(4)  EER=a/a+h

Control Event Rate (CER) represents a risk of an outcome related to unexposed samples, i.e.
the rate of occurrence of the exploitation among samples that were not exposed to the good
practice. It is a probability of the outcome (exploitation) among vulnerabilities whose suppliers
are not exposed to a good practice:

CER = P(veC | v¢G) = P(veC A v€G) / P(v2G)

CER is, therefore, calculated as a total number of cases not exposed to a good practice, divided
by a total number of cases and samples not exposed to a good practice. Therefore:

(5) CER=c/ctd

Risk Reduction (RR) measures the reduction in risk associated with a preventive measure, i.e.
the strength of association between exposure to PSIRT as a good practice, and the risk of
vulnerability exploitation in the wild:

RR =P(veC | veG) / P(veC| v¢G)
Therefore:

(6) RR=EER/CER

Relative Risk Reduction (RRR) tells us in absolute terms how much lower the modified risk of
the outcome is from the start risk:

RRR=1-RR

Therefore:

(7)  RRR = (CER-EER)/CER

Absolute risk reduction (ARR) measures the extent to which a preventive practice reduces the

risk of an outcome i.e. exploitation in the wild. ARR is a difference in probability of the
exploitation among exposed and non-exposed samples:
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ARR = P(veC | v&€G) - P(veC | veQG)
Therefore:
(8) ARR = CER - EER

ARR is the most useful parameter for our study, as it directly assesses the efficiency of a good
practice: it quantifies the extent to which presence of PSIRT reduces the occurrence of
exploitation. ARR allows us to, regardless of the baseline risk, interpret the absolute magnitude
of risk reduction due to a good practice.

Odds ratio (OR) indicates the strength of the association between an exposure and an outcome.
It compares odds of an exposure among cases to odds of exposure in controls:

(9)  OR=(alc)/ (b/d)

OR tells us if it is more likely that a supplier of a vulnerability exploited in the wild has PSIRT
than if it doesn't.

6.3 Testing Statistical Significance

Besides calculating risk reduction, we must also test whether the independent variable has a
statistically significant relationship with the dependent variable. For this, we firstly define our
null hypothesis:

Hy: exploitation of a vulnerability and the good practice in place are not related in the
population; the proportion of vulnerabilities exploited is the same regardless of the
presence of a good practice.

In other words, we assume a null hypothesis of no relationship between the two variables.

Our alternative hypothesis is:
H,: exploitation of a vulnerability and the good practice in place are related in the
population; the proportion of vulnerabilities exploited is not the same in case of absence
or presence of a good practice.

Therefore, our alternative hypothesis is that there is a significant association between the two

variables.

If analysis shows that there is significant association between the two variables, we can reject

the null hypothesis and support the alternative one. Otherwise, we fail to reject the null
hypothesis, and our alternative hypothesis does not hold.
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Our study is defined in the following way:
- our hypothesis is one-tailed (good practice decreases likelihood of exploitation)
- it has categorical (binary) outcome variable (exploited or not)
- it has categorical (binary) predictor variable (exposed to a good practice or not)
- randomised selection of controls to each sample

Accordingly, a non-parametric test, such as a chi-square (i°) test of independence, is
appropriate to test our hypothesis, i.e. the association between the two variables. In calculating
chi-square, we take that the ration of controls per case is =1, since only one control is matched
to each case. If the test statistic is larger than a critical value of a chi-square distribution, we
will be able to reject the null hypothesis.

We also calculate the statistical significance, p value, which determines the likelihood that the
study observation is due to chance. Statistical significance level () is the largest acceptable
risk for a false positive conclusion; we set a common value of ¢=0.05, meaning that results
must have below 5% chance of occurring in case of a null hypothesis. If the p<a, we can
conclude that observations are statistically significant, and we can reject the null hypothesis.

Statistical power (1-f) informs about sensitivity in terms of the likelihood of a significance
test to correctly detect an effect. In our case, statistical power is calculated as the proportion of
the chi-square statistics that exceeds the critical value 0f3.841 (for ¢=0.05). Standard deviation
of the outcome variable (o) indicates the variability in the outcome within the population.

Confidence Intervals (CI) indicates the probable range of values for the true effect in
population. CI will be calculated around y°, OR, and p-value. We use a commonly used 95%
confidence interval. Interpreting the Cls is important for assessing the precision and certainty
of the study.
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7 Results

Building on the deployed model and methodology, this chapter presents the key findings that
quantify the impact of PSIRTs on vulnerability exploitation risks. By analysing metrics such
as RR, RRR, ARR, and OR, alongside statistical significance indicators like chi-square tests
and p-values, we aim to evaluate the reliability and practical implications of these results. These
insights are critical for understanding the effectiveness of PSIRTSs, setting the stage for a
broader discussion on their significance and application.

7.1 Risk Reduction

We have run the entire experiment with bootstrapping for 200 times, above which results tend
to concentrate around the same value (Figure 10). All the statistics reported below are the
median of the generated distribution of values.
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Figure 10: Median values of risk reduction parameters depending on number of bootstrap iterations

Results related to risk reduction are shown in Table 7.

Parameter Value Percentile
Risk reduction (RR) 0.7044 70%
Relative risk reduction (RRR) 0.2956 30%
Absolute risk reduction (ARR) 0.1701 17%
Qdds ratio (OR) 0.5028 50%

Table 7: Median results related to risk reduction, obtained with 200 iterations of the experiment
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RR<1 tells us that vulnerabilities of suppliers with PSIRT have a lower risk (70%) of the
exploitation in the wild compared to those without it. This result suggests that presence of

PSIRT may be associated with a reduced risk from exploitation.

RRR=0.3 confirms a proportional risk reduction compared to the baseline risk, yet a relatively
low RRR signals a modest reduction. This means that PSIRT, as a good practice, discerns
between high and low risks of vulnerability exploitation at a moderate level.

ARR=0.17 tells us that the PSIRT as a practice is associated with 17% decrease in the risk of
exploitation of a vulnerability, compared to not having this preventive practice in place. Since
ARR directly assesses the efficiency of a good practice, having in mind RRR as well, we can
interpret this result as a relatively modest efficiency of PSIRT as a good practice.

OR=0.5 indicates that vulnerabilities by suppliers with PSIRT have 0.5 times the odds of being
exploited in the wild than those of suppliers without PSIRT. With a 95% confidence interval
(CI) of (0.36, 0.67) for OR, we are 95% confident that the OR in the population would be
between 0.36 and 0.67. This CI is somewhat wider, suggesting OR variability. However, values
deviate approximately £30% of the midpoint OR, and the CI range spans less than one order
of magnitude, which can be considered relatively narrow for a tight 95% in observational
studies with real-world data and OR variability. In context of our study design and research
question, the CI has enough precision to support the usefulness of the findings about the
reduced odds of vulnerability exploitation for suppliers with PSIRT. Additional precision may
be achieved in future if richer public databases of PSIRTs become available.

In Figure 11, we also show results when only certain confounding variables are taken into
consideration: p, o or t (by, design, f'has to be considered, since vulnerabilities in KEV database
are characterised by /=1). This allows us to re-assess their impact on the likelihood. From those
results, we see that the exclusion of POC as a confounding variable increases the ARR by over
10%, which confirms that POC impacts the likelihood significantly, and that we correctly
considered it as confounding. Type of industry and OSS, on the other hand, increase ARR by
only 3.6% and 2.2% respectively, signalling that they do impact the likelihood, but not
significantly.
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Figure 11. Median results related to risk reduction, depending on which confounding variables are considered (p
~POC, o— OSS, t — type of industry)

7.2 Statistical Significance

Results related to statistical significance of our model are shown in Table 8.

Parameter Value

i test stalistics 7.133152174

i test of independence 7 >3.841
confidence intervals (95%) (2.00, 14.41)

p-value (<0.05) 0.003783579
onfidence intervals (95%) (0.00007-0.078)

Level of significance (a) 0.05

Statistical power (1 - 3) 0.817

Standard deviation (o) 3.24

Table 8: Median results related to statistical significance, obtained with 500 iterations of the experiment
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QIith a degree of freedom df=1 and a =0.5, critical value of chi-square for a single tail is 3.841.
Median y? = 7.13, thus y°> 3.841, signals the success of the test of independence. Value of y°
is moderately high, indicating a reliable association between good practice exposure and
exploitation in the wild. Further, the confidence interval (2.00, 14.41) for 95% confidence
doesn't include low values, indicating a consistent and strong association of the variables across
the bootstrapped samples. Moreover, median p = 0.0038 and ¢=0.05, thus p<a, suggests that
the observed association is statistically significant, while a low confidence interval for the p-
value indicates that this result is not due to random chance.

This leads us to conclude that there is strong evidence to suggest a statistically significant
association between PSIRT and exploitation of vulnerabilities. This allows us to reject the null
hypothesis Hp and support the alternative hypothesis H, of significant association between the
two variables.

Statistical power of 0.82 indicates that there is 82% chance of detecting a true effect. Since it
is above a statistical power of 0.8, which is considered adequate for most studies, we can
conclude that the study design is effective at detecting a meaningful association between the
variables. Standard deviation 0=3.24 suggest variability in the chi-square values, but given the
overall results, it does not raise significant concerns.
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8 Discussion

This discussion chapter interprets the empirical findings of the study in light of the theoretical,
technical, and policy-oriented frameworks developed in the preceding chapters. Having
established the significance of vulnerabilities in digital products for the execution of
sophisticated OCO, mapped existing industry and academic practices for vulnerability
reduction, and tested a novel model for assessing their effectiveness on a PSIRT case-study,
the discussion now turns to the broader implications of those results. In particular, it reflects
on what the findings reveal about the current state of industry practices, the role and limitations
of PSIRTs, and the extent to which security-by-design approaches can meaningfully affect real-
world exploitation dynamics.

The chapter proceeds by critically examining the maturity and coverage of industry practices
across the digital product lifecycle, highlighting both areas of consolidation among leading
suppliers and persistent gaps across regions, sectors, and organisational sizes. It then discusses
the empirical resulaelated to PSIRT effectiveness, including practical significance, cost
considerations, and the influence of external factors such as POC availability and industry type.
Finally, the discussion puts these findings within a broader geopolitical and strategic context,
assessing how improved vulnerability management may increase the costs, uncertainty, and
risk associated with offensive cyber operations. In doing so, it links technical practices at the
organisational level to their potential systemic effects on cyber conflict and cyber armament.

8.1 A Mature but Uneven Landscape of Industry Practices

The analysis of academic literature, standards, and industry-led frameworks, conducted in
Chapter 3, suggests that leading suppliers of digital products have indeed developed many
recognised good practices for secure design and vulnerability management across the product
lifecycle. Threat modelling, code analysis, TPC dependency management (such as SBOM),
and monitoring and management of vulnerabilities are now well-established elements related
to the SDL approach within major technology firms. These practices are reinforced by
international standards (ISO/IEC), sector-specific frameworks (e.g. NIST), and voluntary
alliances such as SAFECode and OWASP. In this sense, security-by-design has moved beyond
a conceptual ideal and become embedded in the development processes of many technology
vendors. Academic models and industry frameworks largely converge when it comes to
security-by-design approaches throughout the lifecycle, indicating a degree of common
understanding around what constitutes ‘good practice’.

At the same time, the evidence highlights significant differences in both the depth and
consistency of implementation. While security principles are often integrated at early stages of
development, their application is frequently constrained by market pressures, legacy
architectures, and the increasing complexity of modern software ecosystems. In particular,
product development heavily relies on TPC — especially the OSS — while the lack of
transparency in complex global supply chains continue to transfer vulnerabilities that are not
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fully mitigated by existing SDL practices. Moreover, empcal studies and industry maturity
models show that proactive risk reduction (i.e. preventing the emergence of vulnerabilities in
the first place) still lags behind reactive practices such as vulnerability scanning and patching.
This imbalance suggests that, despite frequent commitments to ‘shifting left’ and introducing
security from the very start of product development, organisations still prioritise investing in
detection and remediation over preventive design choices — especially where preventive
measures require organisational change, longer development timelines, or higher costs.

A further limitation concerns measurement and verification. While numerous frameworks
assess process maturity or practice adoption, relatively few link these metrics to real-world
security outcomes — particularly to the exploitation of vulnerabilities in the wild, as an essential
component of sophisticated attacks. Industry models such as BSIMM and SAMM provide
valuable insight into how widely specific practices are adopted, but they don’t establish
whether those practices measurably reduce exploitation. Academic approaches also tend to
focus on efficiency indicators (e.g. patching speed or detection rates) rather than on exploitation
risk itself. As a result, although it is reasonable to conclude that the recognised practices that
leading suppliers have adopted are indeed good, it remains less clear which practices
meaningfully reduce the strategic value of vulnerabilities, especially in the context of
sophisticated, state-linked OCO.

Within this broader landscape, the emergence of PSIRTSs represents a particularly important
organisational development. PSIRTs operationalise vulnerability management by centralising
responsibility for receiving reports about vulnerabilities and their assessment, coordination,
public disclosure, and a release of a fix, as well as by connecting internal development teams
with external researchers, CERTs, and customers. Moreover, PSIRTs contribute to developing
key elements of the ‘shift left’ approach within organisations. Among leading suppliers,
PSIRTs are increasingly formalised through documented disclosure policies, defined
coordination and escalation paths, and participation in international cooperation mechanisms.
Academic and practitioner sources broadly agree that PSIRTs enhance coherence,
transparency, and responsiveness in vulnerability handling, especially in complex
environments involving TPC and cross-border and cross-stakeholder coordination. The
widespread endorsement of PSIRTs by standards bodies (ISO/IEC), coordination communities
(e.g. FIRST), and large vendors, suggests that PSIRT has become a de facto good practice for
mature vulnerability management.

Nevertheless, the discussion also reveals that stablishing and maintaining a PSIRT requires
substantial organisational and financial resources and therefore remains mainly the domain of
larger software companies — typically those with more than 1,000 employees —predominantly
based in developed countries or states with strategic investments in technology. Their strong
presence among large multinational firms contrasts with their limited adoption by smaller
suppliers and many open-source projects. Furthermore, the possibility to engage a PSIRT
proactively rather than just reactively — thus to shape secure design and dependency governance
— depends on their authority and mandate, resources, integration with other teams, and overall
organisational culture.
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Importantly, while PSIRTs clearly improve coordination and remediation processes, their
contribution to reducing exploitation risk must be assessed in relation to external conditions —
such as exploit availability, attacker incentives, and target attractiveness — which lie partly
beyond organisational control. These observations reinforce the need for empirical approaches
that move beyond maturity claims and directly examine outcomes, setting the stage for the
methodological contribution developed in the previous sections.

8.2 Association Between PSIRT Adoption and Lower Exploitation Risk

sed on the theory and practice reviewed, PSIRT is expected to contribute measurably to
reducing the likelihood of vulnerability exploitation in the wild. Since literature lacks a
methodology to quantify the PSIRT impact on active vulnerability exploitation, the deployment
of our methodology offers some useful insights.

Our findings confi hat the establishment and operation of a PSIRT contributes to
measurably reducing the likelihood that discloseﬂvulnerabilities will be exploited in the wild.
All four risk-reduction parameters considered — RR, RRR, ARR, and OR — consistently point
to a statistically significant reduction in the likelihood of vulnerability exploitation among
suppliers that maintain a PSIRT. Tests of statistical significance indicate that the model
performs robustly in evaluating the effectiveness of an industry practice aimed at reducing
exploitation in the wild.

8.2.1 Significance and Practical Impact of PSIRT

The empirical results dnonstrate that the presence of a PSIRT is associated with a statistically
significant reduction in the likelihood ofvulneralnity exploitation in the wild, with an observed
ARR of 17%. In practical terms, this means that for every 100 disclosed vulnerabilities,
approximatel 17 fewer are expected to be actively exploited when a supplier maintains a
PSIRT. As ARR directly reflects the effecneness of a preventive practice, this finding
provides strong empirical support for treating PSIRT as a meaningful industry good practice in
vulnerability management.

At the same time, the magnitude of the effect must be interpreted in light of the organisational
and financial costs of establishing and maintaining a PSIRT. Dedicated staffing, specialised
training, international cooperation, and close integration with development, legal, and
communications processes require significant investments. From an industry perspective, this
raises legitimate questions about cost-effectiveness, particularly for smaller suppliers or those
operating with constrained security budgets. A 17% reduction may appear modest when
assessed in isolation.

However, in context of real-world developments, the practical value of this reduction becomes
clearer. For suppliers managing large number of vulnerabilities in their products — such as
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major software vendors or cloud service providers — even a partial reduction in exploitation
likelihood can translate into substantial risk mitigation when at scale. In cloud environments,
this may reduce losses associated with data integrity breaches, utational damage, or
cascading attacks across neighbourhoods (Zhang et al., 2014). In industrial control systems
(ICS) and opwional technology (OT) — especially in context of critical infrastructure, like
powerplants — where a single exploited vulnerability in embedded devices, programmable logic
controllers (PLCs), or SCADA systems can trigger serious economic damage or physical harm,

even relgfively modest reductions in attacks probability can yield disproportionately high
benefits (Parsons, 2022; Ravindrababu and Alves-Foss, 2022).

The interpretation of these findings must also be situated within the broader landscapenf
security-by-design and vulnerability management practices. We should, therefore, compare the
efficiency of PSIRTs with other recognised practices. As discussed in Section 4.3, existing
literature identifies numerous SDL metrics, yet different indicators are applied in various, often
narrow, case studies (Kudriavtseva and Gadyatskaya, 2024). Most proposed metrics assess
process maturity or operational efficiency rather than real-world ploitation outcomes, and
few are empirically validated or widely adopted by practitioners. To the best of the author’s
knowledge, no prior study has quantified the effectiveness of a vulnerability management
practice in terms of reducing active exploitation, which makes direct comparisons difficult.
The proposed methodology will allow this comparison in future work.

Reliability of data about PSIRT practices should also be considered. Although reviewed
literature provides many related standards, guidelines and examples, there is no standardised
PSIRT model, and suppliers tend to follow their own needs, experience, intuition, and
resources. Publicly available information about PSIRTs — typically collected from vendor
websites or membership in coordination communities — may therefore be imperfect or
incomplete. Some suppliers may formally claim to operate a PSIRT while providing limited
capacity, whereas others may perform PSIRT-equivalent functions without explicitly labelling
them as such. Greater standardisation of PSIRT practices, along with improved public
mapping, could strengthen future assessments of effectiveness.

Finally, PSIRTs rarely operate in isolation. In practice, their gjesence often signals broader
organisational commitment to secure development, including Ereat modelling, supply-chain
and TPC management, secure deployment, and participation in bug-bounty or CVD
ecosystems. These practices are likely mutually reinforcing, and their combined effect on
reducing exploitation risks may exceed the impact of any sinle measure. While this study
isolates PSIRT to enable empirical testing, further research is needed to separate and compare
the contributions of individual practices and to explore their cumulative impact on reducing
incentives and opportunities for OCO.
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8.2.91mpacr of the POC and Industry Characteristics

The results of cn simulation also demonstrate that the availability of POC is an important
determinant of vulnerability exploitation in the wild, in line with earlier empirical n)rk
discussed in Sections 2.1.3.2 and 4.3.5. When POC availability is incorporated as a
confounding factor in the model, the ARR associated with the presence of a PSIRT changes by
10%. This finding reinforces the importance of suppliers maintaining a dedicated capability —
such as a PSIRT — to continuously monitor researcher publications, code repositories, social
media, and underground fora for available POC and exploits, rather than focusing solely on
vulnerability disclosures and patches.

By contrast, industry type and the open-source nature of products exhibit a more limited
influence in this study. Accounting for industry sector alters the ARR by only 3.6%, while the
open-source versus proprietary distinction accounts for a further 2.2%. This runs counter to
common assumptions that certain sectors or open-source components are inherently more
exposed. One possible explanation is the increasing trend of indiscriminate targeting and
exploitation, particularly within cybercrime ecosystems, where widely available off-the-shelf
exploits — such as those integrated into ransomware or automated scanning campaigns — are
deployed widely, reducing the importance of the specific nature of the target.

At the same time, the relatively small effect attributed to OSS should be interpreted with
caution. The dataset includes only a limited number of large open-source projects that possess
sufficient organisational capacity to operate PSIRT-like structures, potentially
underrepresenting the broader open-source ecosystem. A dedicated follow-up analysis focused
specifically on open-source vulnerability management models, drawing on a dataset built for
that specific purpose, would be required to draw more robust conclusions in this area.

Finally, additional granularity is needed to generalise these findings across organisational and
sectoral contexts. The efficiency of PSIRTs is likely to vary with organisational size, available
resources, and cybersecurity maturity. Larger suppliers may achieve greater risk reduction
through more formalised processes, greater human resources, specialised tooling, and stronger
integration with development pipelines, whin smaller organisations may struggle to achieve
similar benefits. Likewise, sectors subject to stringent regulatory regimes — such as finance or
healthcare — have different baseline risk profiles and response capabilities due to higher
compliance. Future research should therefore disaggregate PSIRT effectiveness across
organisational scales and regulatory environments to refine understanding of where and how
this practice delivers the greatest value.

8.2 Impact of PSIRT on Oftensive Cyber Operations
The literature reviewed in Section 2 establishes vulnerability exploitation as a foundational

enabler of cyber weapons and OCO. Sophisticated, politically motivated attacks — often
conducted by the APT groups operating as state proxies — require sustained access to
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loitable vulnerabilities within specific products, services, or supply chains. For such actors,
success depends not merely on identifying vulnerabilities, but on maintaining a window of
opportunity long enough to operationalise, deploy, and repeatedly exploit them before
mitigaticameasures are implemented on targeted systems. Their major interest, therefore, is to
increase the likelihood of exploitation of a particular vulnerability in a specific system.

The empirical findings of this research indicate at the presence of a PSIRT reduces the
likelihood of vulnerability exploitation in the wild by approximately 17%pyTranslated into
operational terms, this reduction represents a meaningful decrease in the probability that an
attacker will be able to successfully exploit a given vulnerability in real-world conditions. For
widely deployed software platforms, cloud services, or digital components embedded in critical
infrastructure, even a modest reduction in exploitation probability can significantly complicate
adversarial planning and execution. Moreover, as discussed previously, PSIRT adoption rarely
occurs in isolation: it is typically associated with broader investments in SDL, supply-chain
risk and TPC management, coordinated disclosure processes, and organisational security
awareness. Taken together, these layered practices further increase the cost, complexity, and
uncertainty of mounting successful OCO.

Revisiting the specific hypothesis formulated in Section 1.4 — that the feasibility of OCO can
be reduced through PSIRT impact on the exploitation likelihood — the results provide qualified
support. The hypothesis holds most clearly within segments of the global digital supply chain
dominated by large suppliers with mature security practices and sustained engagement in CVD.
In these contexts, PSIRTs contribute to narrowing exploit windows, limiting repeatable
exploitation, and raising the operational costs for attackers.

However, the analysis also reveals important limitations. PSIRT adoption remains unevenly
distributed across geographies, industries, and organisational sizes. As shown in Section
3.4.2.3, most mature PSIRTs are concentrate@vithin countries that possess strong digital
industries and strategic interests in cyberspace, including the United States, EU member states,
China, Japan, the Republic of Korea, Russia, and India. These are also jurisdictions that tend
to invest heavily in cyber defence and offence. By contrast, smaller suppliers, firms operating
in less digitally advanced economies, and many actors embedded deeper within global supply
chains often lack comparable capabilities.

These gaps create persistent weak points in the supply chain that can still be exploited by state
and non-state actors alike. Effective practices at large vendors may force adversaries to target
weaker downstream suppliers and integrators instead. Consequently, while PSIRTs can
meaningfully constrain OCO, their cumulative impact depends on the ecosystem-level rather
than firm-level security, and thus a wider diffusion of secure-by-design practices across
suppliers, sectors, and regions.
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8.3 Impact of Industry Security Practices on @ensive Cyber Operations

The findings of this study invite a broader reflection on what effective vulnerability
management means from the perspective of an attacker. For actors conducting sophisticated
OCO, particularly state-backed groups and APTs, the failure of an operation due to pre-emptive
mitigation by a supplier’s security practices — such as those coordinated by a PSIRT -
represents more than a missed opportunity. It entails the loss (i.e. “burning’) of a potentially
valuable vulnerability, compressed window of opportunity for action, increased operational
uncertainty, and heightened strategic risk. For such actors, failed exploitation attempts may
lead not only to wasted technical investment but also to political, reputational, or diplomatic
costs, especially where plausible deniability is challenged. In this sense, even modest reduction
in exploitation likelihood may have disproportionate deterrence effects, forcing attackers to
invest in a broader stockpile owerabilities and exploits, or in shifting to alternative yet less
favourable attack vectors (e.g. social engineering).

At the same time, the capacity of vulnerability management practices to disrupt OCO has
inherent limits. Patching processes remain imperfect, particularly in operationally sensitive
environments. Even when a vulnerability is addressed by a supplier, opportunities for
exploitation may persist in other, unpatched deployments. This challenge is especially visible
in critical infrastructure sectors. ICS and OT environments are complex, often rely on supply
chains with multiple layers, and integrate numerous TPCs whose ultimate use cases (e.g. in
critical operations) may not be visible to upstream suppliers. Moreover, patching in such
environments is operationally costly: downtime, safety validation, and system re-integration
create strong disincentives for rapid remediation. At the same time, critical infrastructure
remains a high-value target for hybrid operations, where OCO can generate far-reaching
economic or societal disruption with high strategic payoff and limited attribution.

Encouragingly, leading suppliers serving critical sectors increasingly adopt security-by-design
approaches, including mature SDL frameworks and PSIRT functions, as discussed in 3.4. At
the same time, regulatory frameworks have begun to reflect heightened geopolitical awareness
of critical infrastructure vulnerabilities and the related national and international security
concerns, imposing stricter security and supply-chain obligations. These efforts are reinforced
at the international level thrmmmultilateral and regional processes — such as the UN OEWG
and its successor a permanent UN Global Mechanism on Developments in the Field of ICTs in
the text of International Security and Advancing Responsible State Behaviour, cooperation
and confidence-building measures within regional organisations like the OSCE, OAS and
ASEAN, and multistakeholder and capacity building initiatives — which collectively increase
awareness and provide policy guidance for both regulators and the industry (Kazakova et al.,
2025).

However, increased geopolitical tensions and fragmented regulatory approaches risk creating
new avenues for exploitation rather than closing existing ones. States increasingly consider
requiring researchers to disclose vulnerabilities to national authorities rather than directly to
vendors. While national CERTSs can act as effective intermediaries, this arrangement becomes

94




problematic in environments where CERTs are closely subordinated to national security
agendas, and where transparency of how vulnerabilities will be further dealt with is limited. In
such cases, disclosed yet unpatched wulnerabilities may be deliberately stockpiled for
intelligence or OCC, undermining broader societal security and weakening trust in CVD
processes (Kazakova et al., 2025). This dynamic illustrates how vulnerability management can
become entangled with cyber armament rather than serving as its constraint. On the other hand,
by ‘burning’ the discovered vulnerabilities more efficiently, good practices may potentially
accelerate volatility in cyber weapons stockpiles.

An additional structural factor shaping the longer-term impact of vulnerability management on
OCO is the growing reliance on vulnerable OSS. The expansion of OSS ecosystems —
accelerated by Al-assisted coding and the proliferation of open-source approach due to
strategic benefits of the open Al models — will further embed OSS deeply within digital
products and supply chains. Yet many OSS projects are developed and published by small,
volunteer-driven communities with limited resources for systematic security practices. B;)r
instance, while most OSS projects nominally support CVD, empirical evidence suggests that
only a fraction of reported vulnerabilities follow CVD timelines in practice (Liu et al., 2025).
At the same time, attackers increasingly target supply chains through OSS, exploiting trust
relationships or manipulating development processes, as demonstrated by incidents such as
Logdj and XZ Utils (Hamer et al., 2025; Przymus and Durieux, 2025).

Some mitigating mechanisms are emerging. Large OSS distributions, repository platforms such
as GitHub, and broader ecosystem actors increasingly provide tooling for vulnerability
discovery and analysis, alerts, and automated remediation support (Kazakova et al.,, 2023).
Academic and commercial research is also exploring the application of Al to vulnerability
detection and patch generation in OSS (Pleskonji¢ et al., 2025). Importantly, recent policy and
research discussions converge on the view that responsibility for OSS security should shift
away from individual maintainers toward the industry that integrates, commercialises, and
deploys OSS within products and services (Kazakova et al., 2023). In this context, industry
practices such as SBOM implementation, TPC governance, and PSIRT coordination can
generate positive spill-over effects by strengthening one of the weakest links in the global
digital ecosystem. Consequently, this could significantly increase the costs on the OCO side.

Taken together, these observations allow a nuanced assessment of the general hypothesis
(Section 1.4): that cyber armament and politically motivated OCO can be constrained through
the systematic adoption of security-by-design and vulnerability management practices. The
empirical results and broader discussion support this hypothesis, but only conditionally.
PSIRTs and related practices demonstrably reduce the likelihood of vulnerability exploitation,
yet their cumulative effect depends on wider adoption across sectors, geographies, and
organisational sizes; alignment with regulatory and policy frameworks; and governance
arrangements that explicitly address OSS and supply-chain dependencies.

95




Several implications follow:

I.

Continued empirical assessment of the measurable effectiveness of security practices —
using the proposed methodology with advanced datasets and real-world attack contexts
(c.g. APT operations) — is essential to guide investment and policy decisions.

Broader uptake of security practices, including PSIRT maturity stages, among smaller
suppliers and across diverse regions is necessary for system-level impact; leading firms
with SDL experience can play a catalytic role through supply-chain requirements and
multistakeholder cooperation platforms like FIRST or the Geneva Dialogue.
Companies that benefit from OSS must assume greater responsibility for monitoring
and mitigating vulnerabilities within those components. Besides, regulatory and
standardisation efforts should emphasise responsibility of industries that integrate and
deploy OSS components to the market — and incentivise them to apply practices like
SBOM.

Standardisation bodies and regulators should work on establishing interoperable
standards related to security practices like SBOM or PSIRT, while avoiding
jurisdictional fragmentation.

Finally, global and regional multilateral and multistakeholder processes remain crucial
for shaping shared expectations in form of principles and norms, thus enhancing the
commitment of signatory and supporting states and actors, and consequently
incentivising good practices beyond the group of technologically advanced states and
firms.

Where political will and economic incentives align, pathways toward more secure digital
products clearly exist. Yet a persistent risk looms in the form of legal, technical, and economic
fragmentation of global technology supply chains, driven by geopolitical polarisation and
coupled with advances in Al and quantum technologies. Such developments could alter both
the nature of OCC and the effectiveness of existing security practices, underscoring the need
for continued interdisciplinary research at the intersection of technology, security, and
international politics.
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9 Conclusion

This dissertation addressed an important challenge in contemporary cybersecurity and
international security studies: how vulnerabilities in digital products enable offensive cyber
operations (OCO), and whether industry practices can meaningfully constrain this dynamic.
Against the backdrop of intensifying cyber armament and the strategic stockpiling and
exploitation of vulnerabilities by states and their proxies, the research examines whether
security-by-cnign and vulnerability management practices adopted by suppliers of digital
products can reduce the likelihood of exploitation in the wild (i.e. in real-world operations) and
thereby increase the cost and uncertainty of OCO.

Existing litegature and industry experience suggest that certain supplier-level security-by-
design an vulnerability management practices can be identified as ‘good practices’ggar
reducing risks associated with vulnerability exploitation. Among them, the establishment of a
Product Security Incident Response Team (PSIRT) stands out as a widely recommended
organisational practice for managing vulnerability discovery, assessment, disclosure, and
remediation. However, prior to this research, there was no dedicated empirical methodology to
verify the effectiveness of PSIRT or similar practices in reducing real-world exploitation of
vulnerabilities, nor to link such effects to broader dynamics of cyber armament and OCO.

This dissertation responded to that gap by combining:

« a multidisciplinary review of cybersecurity risks, vulnerability exploitation, and
offensive cyber operations

« a structured analysis and classification of academic modelsglinternational standards,
regulatory frameworks, and leading industry practices for secure development and
vulnerability management

« the development d empirical deployment of a novel methodological model to assess
the effectiveness of PSIRT as a good practice

The proposed model draws on randomised matched case—control design, adapted from
epidemiology and applied to cybersecurity data. It operationalises vulnerability exploitation
risk using authoritative public datasets on disclosed vulnerabilities, known exploited
vulnerabilities, proof-of-concept (POC) availability, and supplier characteristics, including the
presence or absence of a PSIRT.

The principalndings of the study can be summarised as follows:

e PSIRT impact on likelihood of exploitation: The empirical results demonstrate that gie
presence of a PSIRT is associated with a statistically significant reduction in the
likelihood of vulnerability exploitation in the wild, with the absolute risk reduction
(ARR) attributable to PSIRT presence of about 17%.

e Practical significance of the findings: While a 17% ARR may appear modest in
isolation, it becomes highly significant when contextualised within environments
characterised by large attack surfaces, widespread software deployment, or critical
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infrastructure use. For major software vendors, cloud providers, and industrial
suppliers, this reduction translates into a meaningful mitigation of operational,
financial, reputational, and socjgtal risks.

« Impact of confounding factors: ﬁle availability of POC is confirmed as a major external
risk factor, altering the ARR by approximately 10%. Industry sector and -source
product characteristics have smaller but still relevant effects. Importantly, these results
validate the model’s ability to separate organisational practices from external drivers of
exploitation risk.

« Impact on offensive cvber operations: By reducing the likelihood and predictability of
successful exploitation, vulnerability management driven by PSIRTs increases
uncertainty for attackers and raises the operational costs of OCO. In particular for state-
backed and advanced persistent threat (APT) actors, failed exploitation attempts imply
lost vulnerabilities, wasted preparation effort, and potential political or reputational
consequences.

Taken together, the findings support the general hypothesis that cyber armament and politically
motivated offensive cyber operations can be constrained — though not eliminated — through the
systematic adoption of security-by-design and vulnerability management practices by suppliers
of digital products. PSIRT, as an organisational mechanism, plays a central role in
operationalising these practices and linking technical remediation to coordinated disclosure and
ecosystem-level information sharing.

At the same time, the analysis highlights important structural limits. The uneven global
distribution of PSIRTs — concentrated among large suppliers in technologically advanced or
strategically invested states — creates persistent weak points in the global supply chain. Smaller
suppliers, organisations in developing economies, and much of the open-source ecosystem
remain comparatively exposed. Moreover, patching constraints in critical infrastructure
environments, fragmented regulatory regimes, and geopolitical tensions limit the cumulative
effect of good practices.

Based on the findings, three sets of recommendations can be formulated:

1. Suppliers of digital products should treat PSIRT as a core organisational capability
rather than an optional add-on, and couple it with other security-by-design and secure
development lifecycle (SDL) practices, including supply-chain governance, SBOM
adoption, and wvulnerability management. They should also use empirical
methodologies such as the one proposed in this dissertation to inform evidence-based
decisions about practices.

2. Policymakers and regulators should require vulnerability management capabilities at
the supplier level, develop a trusted coordinated vulnerability disclosure (CVD) policy
environment, and promote regulatory harmonisation and international cooperation to
avoid fragmentation of supply-chain security obligations.

3. Academic researchers should apply and extend the proposed assessment model to other
security-by-design practices, including secure coding, memory-safe languages, bug-
bounty programmes, SBOM governance, and Al-assisted security tools. They should
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also Integrate richer datasets on exploited vulnerabilities, APT activity, and supply-
chain relationships as they become available. This will enable them to explore
combinations of practices and their cumulative effects.

The dissertation makes several distinct contributions to the academic field:

« It introduces and empirically tests a novel, reproducible model for assessing the
effectiveness of organisational security practices in reducing real-world vulnerability
exploitation.

« It provides the first systematic empirical evaluation of PSIRT effectiveness, using open
datasets and statistically grounded methods.

o It maps and analyses the global distribution of more mature PSIRTSs, revealing
structural inequalities in security capabilities across regions and industries.

« It bridges technical cybersecurity research with international security studies by linking
vulnerability management practices to the feasibility and cost of offensive cyber
operations.

o It advances interdisciplinary thinking by connecting technological, organisational,
economic, and geopolitical dimensions of digital security.

The study has several limitations that also point to productive avenues for future research. The
availability and quality of public data on details of the deployed industry practices, including
PSIRTs, remain limited, and greater standardisation and transparency would enable more
granular analysis of maturity levels and internal structures. Larger and more stratified datasets
could strengthen statistical confidence and allow sector-specific insights relevant for studying
the impact on OCO.

Future research could also extend the model to assess:
« cost-benefit trade-offs of PSIRT implementation
« comparative efficiency of different vulnerability management practices
« effects of automation and Al-supported tooling
« longer-term strategic impacts on vulnerability markets, stockpiling behaviour, and
international peace and security

In conclusion, this dissertation demonstrates that supplier-level security practices — and PSIRT
in particular — have strategic implications for the global cyberthreat and international security
landscape. While good practices alone cannot halt cyber armament, they can measurably
increase the cost, complexity, and uncertainty of offensive cyber operations. In doing so, they
represent a technically grounded and politically relevant lever for strengthening digital security
in an increasingly contested cyberspace.
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