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ABSTRACT

Cognitive radio networks offer a promising solution to address the growing demand
for wireless spectrum by enabling dynamic spectrum access. However, effective
spectrum sensing and channel selection in such networks remain challenging due to
the highly dynamic and uncertain nature of the wireless environment. This dissertation
focuses on the development of a novel algorithm for distributed spectrum sensing and
communication channel selection, based on consensus mechanisms within cognitive
radio networks. The proposed approach leverages the collective intelligence of
multiple agents using reinforcement learning, allowing them to learn optimal strategies
for spectrum sensing while achieving consensus on channel selection in a
decentralized manner.

The proposed consensus strategy enables decentralized and distributed cooperation
among agents through a directed, time-varying communication network with low
bandwidth. The motivation for this approach arises from typical scenarios in cognitive
radio networks, where such decentralized setups and distributed operations are of
critical importance. The proposed framework equips all agents with actionable
information about network states, even in unknown environments and operational
conditions. As a result, the participating agents in the network collectively achieve an
optimal strategy for spectrum sensing and channel selection, even though individual
agents may lack the capability to do so on their own. The algorithm is designed to be
scalable and robust to agent or link failures.

The dissertation examines key characteristics of the algorithm, including its denoising
effects, capacity for coordinating actions, and improvements in convergence rates
achieved through consensus mechanisms. The findings contribute to the development
of more robust and scalable solutions for cognitive radio networks, with applications in
next-generation wireless communication and Internet of Things systems. Additionally,
it explores the application of deep learning techniques to address challenges
associated with modern spectrum management in new generation of radio networks,
for providing the requested level of services.



REZIME

Kognitivne radio mreze nude obecéavajuce reSenje za reSavanje rastuce potraznje za
bezi¢nim spektrom omogucavanjem dinamickog pristupa spektru. Medutim, efikasno
upravljanje spektrom i odabir kanala u takvim mreZzama ostaju izazovan problem zbog
visoke dinami¢nosti i neizvesnosti samog okruzenja. Ova doktorska disertacija
fokusira se na razvoj novog algoritma za distribuirano pracenje zauzetosti spektra i
izbor komunikacionih kanala, zasnovanog na mehanizmima konsenzusa unutar
kognitivnih radio mreza. PredlozZeni pristup koristi kolektivnu inteligenciju viSe agenata
koji primenjuju ucCenje potkreplijenjem, omogucavajué¢i im da nauCe optimalne
strategije za upravljanje spektrom, dok postizu konsenzus u odabiru kanala na
decentralizovan nacin.

Predlozena strategija konsenzusa, implementirana na usmerenoj, vremensKi
promenljivoj nisko propusnoj komunikacionoj mreZi, olakS8ava decentralizovanu i
distribuiranu saradnju medu agentima. Motivacija za ovaj pristup proizilazi iz tipi¢nih
scenarija u kognitivnim radio mrezama, gde su takva decentralizovana postavka i
distribuirani rad od kriticne vaznosti. PredloZeni okvir oprema sve agente, , sa
informacijama o stanju mreze koje se mogu primeniti, €ak i u nepoznatim okruzenjima
i operativnim uslovima. Shodno tome, agenti koji u€estvuju u mrezi kolektivno postizu
optimalnu strategiju za upravljanje zauzetosti spektra i izbor kanala, iako pojedinacni
agenti mozda nemaju sposobnost da to urade sami. Algoritam je dizajniran da bude
skalabilan i otporan na gresSke agenta ili veze izmedu njih.

U disertaciji su ispitane kljuéne karakteristike algoritma, ukljuCujuci efekat smanjenja
Suma, kapacitet za koordinaciju akcija i poboljSanje u brzini konvergencije postignutim
putem mehanizama konsenzusa. Rezultati ove disertacije mogu da doprinosu razvoju
robusnijih i skalabilnijih reSenja za kognitivne radio mreze, sa primenama u mrezama
bezi¢nih komunikacija nove generacije i sistemima Internet stvari. Takode, u disertaciji
se razmatra primena tehnika dubokog ucenja kako bi se reSavali izazovi povezani sa
savremenim upravljanjem spektrom u radio mrezama nove generacija, radi
obezbedivanja trazenog nivoa servisa.
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1. INTRODUCTION

A Cognitive Radio (CR) is a highly flexible wireless transceiver designed to
autonomously adjust its communication parameters to meet the demands of the
network environment and user Quality of Service (QoS) requirements ([1], [2] ). It
integrates dynamic spectrum access (DSA) at the hardware level with intelligent
decision-making enabled by a cognition module (CM) at the software level. Using
DSA, CRs actively monitor the network environment and adapt transmission
parameters such as frequency, modulation, coding, or power based on the decisions
made by the CM [3], [4].

One key use case for CRs is the dynamic reuse of vacant portions of licensed
spectrum by secondary users (SUs) while ensuring no interference with primary users
(PUs) who own the spectrum [1]. Channel sensing techniques play a crucial role in
detecting these transmission opportunities in both frequency and time domains [5]. In
general, wireless channels are subject to shadowing and multipath fading, leading to
detection errors by individual SUs. These errors may waste spectrum opportunities or
cause interference with PUs. This challenge can be mitigated through cooperative
sensing among SUs (e.g. [6]), advanced spectrum sensing algorithms at the DSA level
[5] and CM-level collaboration [7]. The critical role of advanced machine learning (ML)
techniques, such as reinforcement learning and cooperative approaches, in ensuring
the efficient operation of CR has recently sparked growing interest in their applications
and the development of cognition modules (CM) ([2], [8] and references therein).

Reinforcement learning (RL) is widely recognized for addressing decision-making
problems in uncertain environments, often modeled as Markov decision processes
(MDPs) [9]. RL is based on the concept of rewards, where an agent’s actions influence
the environment, resulting in state transitions and associated rewards. The agent aims
to maximize cumulative rewards by adapting its actions based on the observed state
and reward received for an action taken or a state reached. Traditional RL methods
rely on approximate and adaptive dynamic programming, focusing on efficient
computation or approximation of state-value or action-value functions [9]. Handling
large state spaces, which are often encountered in analyses of these problems, often
requires parameterizing or approximating these functions in lower-dimensional
spaces. In addition, it is of considerable importance for a participating agent, especially
in distributed multi-agent settings, such as in cooperative spectrum management
(CSM)in CRs, to be able to evaluate a policy that differs from the one used for learning,
which is known as off-policy learning. Recently, a number of gradient-based temporal-
difference (TD) learning algorithms with these capabilities have been developed [10].
Multi-agent reinforcement learning (MARL) has emerged as a highly active area of
research, particularly over the last decade. One notable MARL framework involves
agents interacting through an underlying Markov Decision Process (MDP), where the
decisions of one agent influence the decisions of others. This interaction can be
analyzed within the context of stochastic games, which may be cooperative or non-
cooperative in nature (see, e.g., [11] and references therein). Another interesting
setting involves agents operating independently on separate realizations of the same
MDP. In this decentralized framework, agents do not interact through the underlying
process [12], [13]. This setup eliminates the need for a centralized fusion node,
enabling fully decentralized operation. The algorithms proposed in [12], [13] allow
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agents to maintain unique behavior policies while collectively evaluating the response
of the MDP to a single target policy. Such methods enable the entire group of agents
to compute the value function successfully, even when individual agents lack sufficient
capacity to do so.

Due to the simplicity and effectiveness of this decentralized approach, the focus of the
current research proposal is its adaptation for Cooperative Spectrum Management
(CSM) in Cognitive Radio (CR) systems. The resulting scheme, combining these
advantageous properties, has the potential to significantly advance CR technology.
Moreover, it could contribute to broader applications in cognitive networks (CN) and
next-generation radio systems.

Modern mobile networks generate vast amounts of heterogeneous data, necessitating
advanced methods for classification, prediction, and decision-making. Compared to
traditional machine learning (ML), deep learning (DL) models are better suited to
handle the inherent complexity of mobile network data due to their ability to capture
intricate patterns and relationships. Additionally, DL algorithms excel in leveraging
large datasets, which act as natural regularizers to prevent overfitting [14]. While
training on massive datasets may require more time, this challenge is mitigated by the
scalability of DL training algorithms, typically variants of Stochastic Gradient Descent
(SGD). These methods efficiently process data in small batches during each training
step [15].

Data generated by mobile networks are often noisy, heterogeneous, and exhibit
complex spatial-temporal patterns [16]. In contrast to traditional ML models, DL models
inherently extract feature hierarchies from such data with internal correlations [14],
making them superior for the purposes of further data analyses over traditional ML
approaches, which often rely on expensive and labor-intensive manual feature
engineering [17].

The increasing preference for implementation of DL models in next-generation mobile
networks also stems from their scalability and ability to handle unlabeled or semi-
labeled data [16]. Modern DL techniques enable unsupervised learning to extract
meaningful patterns, significantly reducing annotation costs. The work presented in
this thesis considers in part the applications of such algorithms in the present and
future mobile radio systems.

The integration of DL requirements into mobile network design has spurred the
development of new architectures to support emerging services. Various infrastructure
models—such as cloud, fog, edge, and mobile computing resources—have been
proposed to optimize the implementation of DL applications [18]. These architectures
influence the scalability, latency, availability, and communication capabilities of DL-
powered applications within 5G and 6G networks. By leveraging the cognitive
capabilities of DL, future mobile networks can enhance their functionality across
diverse environments, paving the way for innovative and efficient network solutions.

This dissertation presents a novel algorithm for distributed joint spectrum sensing and
channel selection, leveraging consensus among secondary users in cognitive radio
networks. The algorithm is integrated within a multi-agent reinforcement learning
framework. The proposed consensus strategy operates over directed, time-varying
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communication networks with low bandwidth and throughput, enabling decentralized
and distributed cooperation among agents. This approach is motivated by typical
cognitive radio network scenarios, where decentralized setups and distributed
operations are crucial. The proposed framework equips agents with actionable insights
into the network's state, even in unknown environments and application conditions. As
a result, the secondary users collectively determine the optimal joint strategy for
spectrum sensing and channel selection, a task that individual agents possibly cannot
achieve independently. The proposed algorithm is scalable and robust against failure
of agents or links between agents. The dissertation includes consideration of algorithm
features, such as the denoising effect, the ability to organize coordinated actions, and
the improvement of the convergence rate that occurs due to consensus. As part of the
consideration of channel sensing of the spectrum of interest, the dissertation also
considers the application of DL (Deep Learning) as part of the response to challenges
in this area.

1.1 Hypotheses, Objectives and Research Methods

The general hypothesis that started the research in the dissertation is:
H1. The utilization of spectrum opportunities for information transmission in
cognitive networks can be improved in distributed multi-agent systems.

Specific hypotheses arising from the general are:

H1.1 If enough information is known about the primary spectrum users, deep learning
can be used to identify spectrum opportunities.

H1.2 The utilization of spectrum opportunities for information transfer in cognitive
networks can be improved by introducing consensus within reinforcement
learning in distributed multi-agent systems.

The individual hypotheses used in the dissertation are:

H1.1.1 If the mode of operation (modulation) of the primary user of the radio
spectrum is known, deep learning can be used for precise identification
of the activities of the primary users in cognitive radio networks.

H1.2.1 The introduction of consensus in the setting of distributed multi-agent
reinforcement learning in the treatment of spectrum management in
case of cognitive radio networks brings an improvement in the speed of
information flow about available channels, that is, it favorably affects the
achieved information flow of secondary users of the system.

H1.2.2 Multi-agent systems in cognitive networks can achieve performance
close to centralized systems in both distributed and decentralized
settings.

The main objectives of the research were as follows:

O1. Formulation of the spectrum management problem in the context of a multi-
agent reinforcement learning setting.

02. Deep learning techniques to be applied to identify opportunities in the radio
spectrum.

03. Existing general distributed multi-agent reinforcement learning methods will be
modified and extended in such a way that they can be applied to the spectrum
management problem.
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O4. The algorithms will be directly applied to the problem of spectrum management
in cognitive radio networks (CRN).

0O5. The application of deep learning techniques to evaluate the activities of primary
users will be verified by simulations.

06. A new spectrum management scheme based on multi-agent learning with
consensus support will be verified by simulations.

In the course of scientific research, various methods were employed to meet
fundamental methodological principles, including objectivity, reliability, generality and
systematicity.

In accordance with the selected subject matter, defined research objectives and set
scientific hypotheses, in order to define scientific and expert conclusions and find
possible solutions, a theoretical analysis was used which included the research of
results from international scientific literature, i.e., the knowledge of scientists and other
authors who researched the issues that this dissertation deals with as well. The
dissertation presents scientific-theoretical knowledge, relevant literature and original
proposals using a number of methods, namely: historical methods, methods of
complex observation and content analysis, methods of analysis and synthesis,
methods of proof, as well as experimental methods.

By applying the historical method, the results of the research of other authors who
dealt with issues related to the topic of interest were obtained. The obtained data
comes mainly from eminent scientific works and research from lItaly, India and China.

The method of complex observation and content analysis was applied when
processing the results taken from the research of other researchers. The results were
used to define the required achievements of the newly proposed schemes of multi-
agent systems and corresponding algorithms, as well as the success of the deep
learning scheme in terms of classification capabilities.

By studying the achievements and settings applied in existing research, the possibility
of improving the existing and applying the improved settings was observed, by using
new algorithms for the behavior of secondary users in cognitive networks modified to
include cooperation based on the principle of consensus. Also, knowing the
characteristics of the primary users, it is possible to define the setting of deep learning
of the agents that would enable the precise identification of the occupancy of the
frequency resource by the primary users. In this way, the method of analysis and
synthesis was applied.

In order to analyze the correctness and applicability of the proposed schemes, a
theoretical treatment is presented using the method of proving the existence of the
desired properties, which were confirmed for the case of the assumed real conditions
of implementation of the settings. In order to verify the effectiveness and efficiency of
the proposed settings, behavioral simulations were performed that confirmed the initial
hypotheses of the dissertation, which represents the implementation of the
experimental method.
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1.2 Related Work

Over the past decade, reinforcement learning, particularly multi-agent reinforcement
learning, has emerged as a viable framework for addressing spectrum management
challenges in cognitive radio networks (CRNs). A variety of MARL algorithms have
been developed, many of which operate without assuming explicit cooperation
between agents. These include methods that leverage value function approximations
[19][20] or multi-armed bandit (MAB) approaches [21], [22] within their learning
frameworks.

Cooperative MARL schemes have also been explored, involving either multiple fusion
centers [6], [23], [24] or some degree of centralization [25], [26], [27]. Several of these
approaches incorporate deep learning techniques, such as deep Q-networks (DQNS)
[27], which have also been employed in single-agent RL scenarios [28]. Other RL-
based methods extend beyond channel selection tasks to predict the duration for
which a channel will remain unoccupied [29] or propose innovative hybrid spectrum
access models [30].

Additionally, decentralized cooperative MARL algorithms have been developed,
employing strategies like comparing shared information between agents [31] or
integrating evolutionary game theory with DQNs [32]. One of the rare approaches to
spectrum sensing in CRNs using a dynamic consensus scheme was presented in [33].
However, this approach addresses a less general problem that does not incorporate
an RL-based channel selection task.

In [34], the authors employ deep recurrent Q-networks (DRQN) to handle partial
observability of participating agents for the purpose of cooperative spectrum access,
as DRQN incorporates recurrent neural networks (RNNs) to handle partially
observable problems. RNNs are capable of retaining historical data, enabling them to
infer the environment's state from sequential, albeit incomplete, information.

The authors in [35] employ the Multi-Agent Deep Deterministic Policy Gradient
(MADDPG) algorithm, which features centralized training and decentralized execution,
in an actor-critic architecture, with multiple actors being cooperating SUs, in order to
reduce the synchronization and communication overhead caused by the sensing
cooperation of SU.

Expanding on this work, in terms of cooperation in spectrum sensing, in [36] the same
authors introduced an attention mechanism for the purpose of selecting reliable
partners for cooperative sensing within the CRN network (Table 1).

Related to the issue of application of deep learning in mobile and wireless networking,
the authors in [15] provide a thorough review of the intersections between these areas.
In [16], the research presents deep models learning framework for analytics of mobile
big data within large-scale mobile systems based on a distributed computing platform.
The work in [18] presents a guide on fog computing and the computing paradigms
related to ML within this realm. The research presented in [37] surveys applications of
ML in the domain of radio signal processing, emphasizing the importance of
appropriate datasets for model learning, testing, and evaluation and introduces several
such synthetic datasets. Investigation of the performance of radio modulation
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classification using features learned directly by CNN from the domain of complex-
valued temporal radio signals is presented in [38], while the work in [39] discusses
data augmentation methods for increasing of the volume and the quality of training
data. Application of deep neural networks (NN) for the purposes of radio modulation
recognition in investigated in [40].

Authors Treated problem Processing in local Scheme 9f
cooperation
C.Wu et al. Channel and power | Q-learning Centralized
[19] level selection
T. Jiang et al. | Efficient exploration | Linear value function None
[20] in approximation
spectrum sharing
Y. Tian etal. | Channel and power | MAB with policy index | None
[21] level selection (energy efficiency)
N. Modi et al. | Channel selection MAB with learning None
[22] policy (quality metric
reflecting interference)
B.F. Lo, I.F. Cooperation Q-learning Cooperative
Akyildiz [6] overhead sensing
I. Mustapha Cooperative Q-learning Cluster heads
et al. [23] channel sensing aggregation
W. Ning [24] | Cooperative Q-learning Partner selection
spectrum sensing algorithm
A. Kaur, K. Imperfect Channel Q-learning Assisted with
Kumar [25] State cloud
Information-based computing
spectrum
management
S-J. Jang et | Dynamic band and | Q-learning Centralized
al. [26] channel
selection
0. Distributed dynamic | Deep Q-learning with Centralized
Naparstek, K. | spectrum access LSTM
Cohen [27]
S.Wang et al. | Dynamic Deep Q-learning with None
[28] multichannel access | Experience Replay
V. Raj et al. Channel selection MAB setting and None
[29] and Bayesian learning
availability
prediction
Y. Linetal. Dynamic spectrum Hybrid Spectrum None
[30] access, power Access Algorithm
allocation
A. Kaur, K. Dynamic spectrum | Comparison-based Decentralized
Kumar [31] management Cooperative Q- resource
Learning allocation
(CCopQL) and SARSA
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Authors Treated problem Processing in local Scheme 9f
cooperation
P. Yang et al. | Dynamic spectrum Deep Q-learning Balanced via
[32] access replicator
dynamic using
evolutionary
game theory
X. Tanetal. | Distributed dynamic | Deep recurrent Q- Centralized offline
[34] spectrum access networks (DRQN) training,
distributed online
execution
A. Gao etal. | Cooperative Multi-agent deep Centralized
[35] spectrum sensing deterministic policy training,
gradient (MADDPG) decentralized
algorithm execution
A. Gao et al. | Cooperative Attention mechanism Centralized
[36] spectrum sensing for partner selection training,
with MADDPG decentralized
algorithm execution
T.J. O’Shea Radio modulation CNN None
et al. [38] classification
N.E. West, T | Radio modulation Deep NN None
O’Shea [40] recognition

Table 1. Overview or related work

1.3 Scientific Contribution

The Internet of Things (loT) represents a rapidly evolving paradigm, often described
as a global network of uniquely identifiable and interconnected objects. These objects
leverage standard communication protocols to enable seamless connectivity between
people and devices at any time, in any location, and across a broad range of platforms
and services [41]. This vision of pervasive interconnectivity is expected to rely heavily
on wireless communication, leading to an increased demand for communication
resources, specifically frequency spectrum allocation.

As IoT continues to expand, the surge in the number of connected devices—both
licensed and unlicensed spectrum users—uwill intensify the need for greater throughput
and introduce challenges such as spectrum scarcity, interference, and mobility. These
challenges underscore the necessity for loT devices to incorporate cognitive
capabilities. By integrating cognitive functionalities, 0T devices can gain the ability to
perceive their environment, analyze available resources, and make intelligent
decisions to optimize communication in dynamic conditions.

There are several application areas within the 10T realm that stand to benefit from the
implementation of cognitive radio networks. These include, but are not limited to:
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e smart grids and smart metering, in which CRNs can enhance energy
management systems by enabling real-time consumption forecasting and
demand response, improving efficiency and reliability;

e smart homes, where 10T technologies supported by CRNs can simplify device
control, enable advanced monitoring, and facilitate content distribution while
ensuring optimal network utilization and minimal interference;

e healthcare and medical applications, in which the integration of body area
networks (BAN) with CRNs can support healthcare by providing continuous,
real-time patient monitoring and treatment, ensuring better outcomes and
reducing response times during emergencies;

e vehicular ad hoc networks (VANET), in which cognitive radio-equipped
vehicular networks (CR-VANET) can support vehicle-to-vehicle (V2V) and
vehicle-to-infrastructure (V2I) communication, particularly in license-free radio
bands, for the purposes of enhanced road safety, traffic management, and
autonomous driving capabilities;

e emergency response networks, where in public safety and disaster
management scenarios, ad hoc networks with cognitive capabilities could
facilitate the transmission of video surveillance and sensory data to coordinate
effective responses in real-time, even in challenging communication
environments.

By enabling 10T devices to intelligently adapt to changing conditions, cognitive radio
networks offer the potential to address key challenges in connectivity, paving the way
for a smarter, more resilient IoT ecosystem.

CRN technology in standardized in certain areas of implementation, so in addition to
applications in loT technologies, CRN is seen as a regional wireless or WiFi
technology that works in the "white space" of TV signals (unused frequency and time
resources) according to IEEE 802.22 or IEEE 802.11af standards, respectively.
Standardization of dynamic spectrum access networks, such as CRN, is also
addressed by the IEEE 1900 standards, which aim to facilitate the development of
research ideas related to distributed cognitive radio networks into standards to
accelerate the use of such ideas in commercial products.

The applications of reinforcement learning are definitely more diverse than those of
CRN. Reinforcement Learning, especially the Deep reinforcement learning, which
implements neural networks for the purpose of evaluating functions, has seen
implementation in a relatively new area of the entertainment industry - video games.
Multi-agent reinforcement learning (MARL) is proposed for applications in marketing
and advertising, where the ability to precisely target an individual is crucial, as well as
a trade-off between competition and cooperation among advertisers. RL is similarly
proposed for recommendation systems. Applications and perspectives of RL in finance
are also noted. Other areas of application of RL include natural language processing,
healthcare, industrial automation, autonomous driving, etc.

The result, i.e., the outcome of the conducted research is that this rich and a very

current area of research is richer with one more method of application of the MARL
scheme, specifically in radio spectrum management within the example of CRN.
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The work presented in the thesis introduces a novel distributed and decentralized
algorithm for joint spectrum sensing and channel selection (JSS) in cognitive radio
networks (CRNs). The proposed approach leverages multi-agent reinforcement
learning (MARL) enhanced by distributed consensus iterations over directed,
potentially time-varying communication graphs. The primary aim of this work is to
demonstrate the efficacy of integrating consensus schemes within MARL frameworks
to address key challenges in CRNs. Building on foundational ideas presented in earlier
research [42], and as published in [43], this thesis proposes two algorithms for JSS,
analyzing their theoretical properties and validating their performance through
extensive simulations.

The thesis explores policy evaluation as well as policy optimization tasks in this
context. For policy evaluation, a consensus mechanism is combined with the temporal
difference (TD) learning algorithm [44], [45] in an off-policy setting. Here, a single
target policy is evaluated while individual nodes (agents) implement distinct behavior
policies tailored to their characteristics. For policy optimization, the consensus
approach is applied to action-value function learning, where agents locally employ the
Q-learning algorithm alongside an e-greedy exploration/exploitation strategy. Each
agent has its own set of preferred channels for exploration, enabling complementary
exploration across the network. This collective strategy significantly accelerates
convergence. Importantly, even if individual agents cannot independently evaluate or
learn the optimal policy due to limited information or resources, the distributed
consensus-based scheme enables the entire network to achieve optimal performance.

Agents communicate their local estimates of value functions, either state-value or
action-value, exclusively with neighboring nodes via low-bandwidth communication
links. This ensures a fully decentralized setup where each agent relies solely on its
local observations and the information exchanged with its immediate neighbors,
without requiring any central coordination. Despite this decentralization, after a
sufficient number of iterations, all nodes in the network converge to a consistent
estimate of the target value function. When Q-learning is applied, they collectively
approximate the optimal policy. Additionally, the consensus process inherently
introduces a denoising effect, as it aggregates and smooths local estimates through
convexifications at each step. This feature enhances the robustness and accuracy of
the learning process.

The proposed algorithm exhibits several key advantages. It is scalable, capable of
handling large networks, and resilient to node or communication link failures. The
convergence properties, assumptions, and limitations of the algorithm are rigorously
analyzed and discussed. Simulation results underscore the benefits of this consensus-
based MARL framework. Even with sparse neighbor-based communication graphs,
the algorithm achieves performance that closely approximates the global optimum.
Furthermore, numerical comparisons highlight the superiority of this approach, based
on exchanging local value function estimates, over alternative cooperative
reinforcement learning schemes [2], [31] that rely on sharing local rewards. The latter
often suffer from higher variance in value function estimates, which reduces their
efficiency.

The proposed platform can be seen as:
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e A coordination tool for managing the actions of multiple nodes/agents, each
responsible for distinct regions of the state space, yet working towards a
common goal.

e A parallelization tool that enhances convergence speed, particularly useful for
high-dimensional challenges, such as those involving a large number of
frequency channels.

e A denoising tool that utilizes the ability to average varying noise realizations
from different agents. This is especially advantageous when some agents face
high error probabilities in spectrum sensing or encounter elevated Packet Error
Rates (PER) on specific channels (e.g., due to fading or shadowing effects). In
such cases, the decisions from these agents are typically corrected by a greater
number of nodes with more favorable conditions.

In addition, part of the work on the thesis included the simulations of deep learning
models for the purpose of modulation classification or recognition, for the purpose of
implementation within CR network agents, where it can be used by the secondary
users to recognize the known primary users of the spectrum resource. Several deep
neural network architectures were explored and evaluated various, comparing their
performance and demonstrating the potential of DL methods for directly learning
temporal patterns from raw signal data. By applying the “blind” temporal learning, in
which raw data samples are fed into the network, the models were trained on publicly
available datasets [37] and the results were compared to some existing data [38], [40].
The work suggests that combining the proposed consensus algorithm between agents
running DL models can significantly improve the accuracy of modulation classification.

In terms of the dissertation itself, the set hypotheses have been proven.

This dissertation is structured to provide a comprehensive exploration of the
application of distributed reinforcement and deep learning in cognitive radio networks.
The Introduction presents the research problem, the objectives of the study, and the
significance of the work. In the second section, Cognitive Radio Networks, the
fundamental concepts and challenges of cognitive radio systems are discussed, along
with their potential for improving spectrum utilization. The third section,
Reinforcement Learning, introduces the principles of reinforcement learning,
highlighting its applicability to dynamic decision-making in cognitive radio networks.
Building on this, the fourth section, Distributed Reinforcement Learning, explores
the concepts of decentralized learning and multi-agent cooperation, which are key to
implementing spectrum sensing and channel selection in a distributed manner. In the
Neural Networks and Deep Learning section, the dissertation covers the
fundamentals of neural networks and deep learning techniques, emphasizing their role
in enhancing the performance of cognitive radio systems. The sixth section, Joint
Spectrum Sensing and Channel Selection, introduces the new algorithms based on
consensus-based reinforcement learning for spectrum sensing and channel selection
to improve the efficiency and reliability of cognitive radio networks. The seventh
section, Spectrum Sensing by Modulation Classification Using Deep Neural
Networks, focuses on the application of deep learning for accurate modulation
classification in spectrum sensing, providing a robust method for identifying signal
characteristics of the spectrum users in real-world environments. Finally, the
Conclusion summarizes the findings, presents the contributions of the research, and
suggests directions for future work in the field.
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2. COGNITIVE RADIO NETWORKS

2.1 CRN Introduction

The word “telecommunication” comes from Greek word: "tele" meaning "distant" or
"far" and "communication" derived from the Latin word "communicare" meaning "to
share" or "to make common". Ever since it has become feasible for a man to convey
a message somewhere far away, regardless of the means employed, the need to be
aware of all the agents and circumstances that effect one’s being and to be able to
influence said circumstances has only been increasing. The perceived necessity felt
by the modern-day individual to be fully immersed in all aspects of not only its own
existence (social and technological aspects included), but the existence of all known,
provided the motivation for an omnipresent network which would facilitate the
connection of people and things at Any-time, in Anyplace, with Anything and Anyone.
Khan et al. defined this phenomenon as Internet of Things (loT). This network should
ideally be established using Any path/network and Any service [46]. The ease-of-life
requirement dictates that a significant portion of this communication, to the greatest
extent possible, be performed wirelessly. It is only to be expected then, that the sheer
volume of today’s estimated 15,7 billion interconnected devices (in the year of 2023),
whether wide-area or short-range, not to mention the planned growth of these
numbers to an estimated 38,9 billion (in 2029) [47] will create an enormous demand
for the communication medium, i.e., spectrum resource. The anticipated growth in the
number of loT devices operating as both licensed and unlicensed spectrum users,
along with the rising demand for higher throughput and the interference challenges it
entails, highlights the need to address their mobility and adapt to varying
communication channels. Additionally, the inefficiencies associated with traditional
radio frequency spectrum allocation serve as compelling incentives and driving factors
for incorporating cognitive capabilities into loT devices. These cognitive capabilities
aim to equip loT devices with the ability to make intelligent decisions.

The term Cognitive Radio was coined by Joseph Mitola 11l [48] as an extension of the
Software Defined Radio (SDR) with radio-domain model-based reasoning about RF
bands, air interfaces, protocols and spatial and temporal patterns that moderate the
use of radio spectrum. A cognitive radio can, therefore, be thought of as an intelligent,
adaptive radio that can sense and dynamically adjust its operating parameters. A
Cognitive Radio Network is an ensemble of such actors, communicating between and
next to each other, in a shared radio frequency spectrum.

Cognitive Radio Networks (CRN) have the potential to enhance various loT
applications. For instance, in smart grids and smart metering, CRN can improve
processes such as consumption prediction. In smart homes, it can enable efficient
control, monitoring, seamless configuration, and content sharing. In healthcare, Body
Area Networks (BAN) supported by CRN can provide continuous real-time monitoring
and aid in patient care. The transportation sector could benefit through CR-VANETs
(Cognitive Radio-Vehicular Ad Hoc Networks), which facilitate communication
between vehicles and with infrastructure, even in crowded unlicensed spectrum
bands. For public safety and disaster management, CRN can be utilized in emergency
networks to support sensors and video surveillance in ad hoc setups, ensuring a timely
and effective response. Additionally, CRN is also relevant for military applications [49].
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2.2 Key Concepts in Cognitive Radio Networks

Based on the idea that the cognitive radio should be aware of its spectrum
environment, identify the available resources therein and modify its own operational
parameters in order to utilize them, the thesis makes note of three essential concepts
employed in CRNs. These are Spectrum Sensing, Dynamic Spectrum Access and
Adaptive Transmission.

As it is conceived, one of the defining characteristics of a cognitive radio is its capacity
for Spectrum Sensing. Performing this action enables a spectrum user in the form of
a cognitive radio device to detect the presence of other users, which could be primary,
licensed users of the spectrum and to determine the availability of spectrum bands for
its own (secondary, unlicensed) use. Techniques for spectrum sensing include energy
detection, matched filtering, cyclostationary feature detection, radio identification
based sensing and waveform based sensing [5].

Energy detection is a core technique in cognitive radio networks for efficient spectrum
utilization. Unlike methods relying on known signal characteristics, it operates by
measuring energy levels in frequency bands of interest. Receivers monitor power
levels, and if they exceed a threshold, indicating primary user presence, the band is
considered occupied. Its simplicity and versatility make it popular, but challenges
include noise uncertainty and susceptibility to interference.

Spectrum sensing in cognitive radio networks often employs matched filtering, a
technique that correlates received signals with known templates or waveforms. By
comparing the received signal with the template, the presence of primary users can
be detected. Matched filtering is particularly effective for detecting signals with known
characteristics, such as those used by licensed users in specific frequency bands. This
method offers high sensitivity and robustness against noise, making it suitable for
detecting weak signals in noisy environments. However, matched filtering requires
prior knowledge of the primary user signals, which may not always be available or may
need continuous updating to adapt to changing conditions. Despite this limitation,
matched filtering remains a valuable spectrum sensing technique in cognitive radio
networks, especially in scenarios where signal characteristics are well-defined and
stable.

Another form of sensing spectrum availability in cognitive radio networks is
cyclostationary feature detection, which makes use the cyclostationary properties of
signals to identify primary users. Unlike traditional methods, cyclostationary feature
detection analyzes statistical properties, such as cyclic autocorrelation or spectral
correlation functions, to detect periodicities indicative of primary user signals. This
technique offers resilience against noise and interference and can detect signals with
unknown or rapidly changing characteristics, making it suitable for dynamic radio
environments. However, implementing cyclostationary feature detection requires
complex signal processing algorithms and accurate estimation of cyclostationary
parameters, posing challenges in practical implementation.

Radio identification-based spectrum sensing in cognitive radio networks involves

identifying primary users by analyzing their unique radio frequency signatures. Each
transmitter emits a distinct signature due to imperfections in its hardware components,
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such as oscillators and filters. Cognitive radios use machine learning or signal
processing to analyze received signals, extracting features like phase noise and
modulation patterns for identification. By comparing received signals with stored
signatures, cognitive radios can detect primary users without prior knowledge of their
signals. This approach offers advantages in detecting unknown or changing signals
but requires a comprehensive database and faces computational challenges.

Waveform-based spectrum sensing in cognitive radio networks involves examining the
entire structure of received signals to detect and identify primary users. Instead of
focusing solely on specific signal features, this method analyzes properties like
modulation schemes and pulse shapes. By capturing and analyzing signals over time,
cognitive radios can differentiate between primary users and other sources of
interference. This approach is particularly beneficial in dynamic wireless environments
where signals may have varying characteristics. However, it typically requires more
computational resources and advanced signal processing techniques.

Spectrum sensing provides the foundation for Dynamic Spectrum Access (DSA),
which can be formulated as the ability of cognitive radios to autonomously sense,
identify, and exploit underutilized spectrum bands opportunistically in real time, while
ensuring that licensed users are not subject to harmful interference. This dynamic
allocation of resources is achieved through intelligent decision-making algorithms that
consider various factors such as spectrum availability, quality of service requirements,
interference mitigation and regulatory policies.

The concept of Adaptive Transmission in cognitive radios refers to the dynamic
adjustment of transmission parameters based on the prevailing channel conditions,
network requirements, and regulatory constraints, so as to utilize the identified
available spectrum resources in the most efficient manner.

In CRNs, adaptive transmission techniques allow cognitive radios to adapt the
characteristics of their transmission: transmit power, modulation scheme, coding rate,
and channel bandwidth in response to changing environmental conditions. These
conditions may include variations in channel quality, interference levels, user mobility,
and spectrum availability.

Adaptive transmission techniques leverage information gathered through spectrum
sensing, channel estimation, and feedback mechanisms to make informed decisions
about transmission parameters. For example, if a cognitive radio detects deteriorating
channel conditions or increased interference, it may adjust its transmit power or
modulation scheme to maintain reliable communication while minimizing interference
to other users.

Furthermore, adaptive transmission in CRNs also considers regulatory constraints and
spectrum sharing policies. Cognitive radios must operate within allocated frequency
bands and adhere to imposed power limitations. Adaptive transmission algorithms
take into account these constraints to ensure compliance with regulatory requirements
while maximizing spectrum utilization efficiency.
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2.3 Cognitive Radio Network Architecture

The architecture of a CRN can be considered from the aspect of participating entities
classification as well as the manner of their interconnection [50], [51]. The entities
participating in a CRN are the primary network, which can be comprised of primary
users (PUs) and primary base stations (Primary BS) and the secondary network, which
can entail secondary users (SUs) and, possibly, secondary base stations.

Entities within the primary network are entities or systems that have priority access to
specific portions of the radio frequency spectrum. These users are typically licensed
by regulatory authorities and have exclusive rights to utilize designated frequency
bands at a certain geographical location.

Entities within the secondary networks of CRNs are entities that opportunistically
access spectrum bands licensed to the primary network, when those bands are not in
use by the primary users. They, therefore, rely on dynamic spectrum access
techniques to utilize spectrum resources efficiently and it is exactly for that reason that
it is the entities from the secondary network that are equipped with cognitive
capabilities.

From the aspect of entities interconnection, the secondary networks of CRN or the
networks of actual cognitive radios, can be arranged in an infrastructure architecture
[51], in which secondary users communicate with each other only through the
secondary base stations or access points, or an ad hoc architecture, in which there
are no secondary base stations or access points participating in the communication
between the secondary users, or a mesh architecture, which is a combination of the
two forementioned architectures in a manner which enables communication of
secondary users either directly or via a base station or an access point.

Regardless of the interconnection or entities within the primary and the secondary
networks of the CRN ensemble, for the continuation of consideration within this work,
we will consider all entities of primary networks as Primary Users (PUs), the owners
of spectrum resources, and the entities within the secondary network as Secondary
Users (SUs), which need to establish and perform communication within their network.

Part of the CR actually facilitating the DSA feature is known as the Cognitive Engine.
It is the central decision-making system within the CR that enables the radio to adapt
its operation dynamically to the surrounding radio environment. Leveraging ML,
artificial intelligence (Al) or other decision-making frameworks, it manages spectrum
resources to ensure optimal performance under varying conditions. Cognitive engine’s
components include the knowledge base, learning mechanism, optimization and
reasoning modules and control interface. These components enable it to perform
spectrum sensing, learning and decision making, resource management and policy
compliance.

2.4 Cognitive Radio Applications
CRN can be applied across various domains which IoT technologies encompass [49].

In smart grids and smart metering, cognitive radios can be employed to provide
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communication of interconnected agents in order to facilitate consumption forecasting
and optimization of energy usage based on real-time data.

In smart home environments, CRN could streamline operations by enabling easy
control, monitoring, and configuration of loT devices. Additionally, it could aid in content
distribution, ensuring seamless access to multimedia content across different devices
within the home network.

In healthcare, integrating CRN with Body Area Networks (BAN) can enable continuous
real-time patient monitoring and treatment, leading to enhanced healthcare efficiency
and improved patient outcomes.

For Vehicular Ad Hoc Networks (VANETSs), Cognitive Radio VANETs (CR-VANETSs) can
support communication between vehicles and infrastructure, even in crowded
spectrum environments, improving connectivity and safety.

In emergency response systems, CRN offers significant advantages for public safety
and disaster management by providing additional spectrum resources when needed.
This capability supports seamless communication among surveillance cameras,
sensors, and other devices in ad hoc networks, enhancing response effectiveness.

2.5 Standardizations

The principles of cognitive radios have been implemented in several IEEE standards
in order to increase the efficiency of the subject communication.

IEEE 802.22 standard deals with Wireless Regional Area Networks (WRANSs) which
use white spaces in the television frequency spectrum and specifies the physical layer
and cognitive medium access control layer of the air interface therein [52], while relying
on precise GPS-based positioning and access to centralized databases of spatially
and temporally available channels.

Cognitive radio capabilities are introduced to wireless metropolitan area networks by
IEEE 802.16h standard (Cognitive WiMax) which defines said capabilities in all the
bands in which IEEE 802.16 (WiMAX) standard is applicable, facilitating either the
uncoordinated or the coordinated coexistence mechanisms between the networks
operating at a certain region of interest [53].

IEEE 802.11af is another example of a standard that defines operations of participating
devices in TV white spaces, making use of cognitive radio capabilities at the physical
and medium access control layers, only for the Wireless Local Area Networks, with
expected ranges of about a few kilometers. Hence its commercial name of White-Fi.
As is the case with IEEE 802.22, the previously mentioned standard defining the
operation in TV white space, only for regional area networks, White-Fi is also
dependent on geolocation database and location servers for proper operation of
participating entities [54].

In addition, the IEEE has formed standards committees for the development of
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Dynamic Spectrum Access Networks (DySPAN) standards which issue the IEEE 1900
standards. These committees focus on enhancing spectrum utilization through
dynamic spectrum access radio systems and networks. Their scope includes
developing innovative methods for dynamic spectrum access, managing radio
transmission interference, and enabling coordination among various wireless
technologies. This also involves network management and facilitating information
sharing across networks utilizing different wireless systems [53], [55].

27



3. REINFORCEMENT LEARNING

3.1 Machine Learning

Reinforcement learning is one of the ways that machines can be programmed to learn.
Besides reinforcement learning, two other paradigms are broadly recognized as major
ones within machine learning and these are supervised and unsupervised learning.

In supervised learning, a model is trained using a labeled dataset, where each input
is paired with a corresponding target output. The objective is for the model to
understand the relationship between inputs and outputs, enabling it to make accurate
predictions on new, unseen data.

Unsupervised learning, on the other hand, involves training a model on data that lacks
labels. The algorithm identifies patterns or structures within the data independently,
with no explicit guidance. Common applications include tasks like clustering and
dimensionality reduction.

Reinforcement learning (RL) is a branch of machine learning where an agent learns
to make decisions by interacting with its environment. The learning process is guided
by feedback in the form of rewards, which the agent receives as it navigates through
the environment. The primary objective of RL is for the agent to develop a policy a
strategy that maps states of the agent and the environment to desired actions in order
to maximize a cumulative numerical reward over time.

Unlike supervised and unsupervised learning, reinforcement learning relies on a trial-
and-error approach. The agent explores its environment and refines its actions based
on feedback, which can be either rewards or the absence thereof. This iterative
process enables the agent to progressively improve its decision-making capabilities.

3.2 Reinforcement Learning Concepts

Reinforcement learning (RL) introduces and deals with several concepts. One of the
concepts within RL is the concept of an agent. The agent is the autonomous entity that
learns to make decisions, through its interaction with the environment. In light of the
subject matter of this thesis, an agent could be a single cognitive module within a
cognitive radio.

The environment represents the external system with which the agent interacts. The
agent must be able to sense the environment, at least to some degree, and it interacts
with the environment by performing actions that modify the environment in some
manner.

For this modification of the environment, the agent is awarded a reward. The reward
presented by the environment to the agent is a scalar value used to indicate the
appropriateness of a certain action with respect to the agent’s objective or goal in the
environment. The main objective of an agent is to maximize the cumulative reward
over time. This means that the goal of reinforcement learning is defined or driven by
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means of the granted and gained reward(s).

A particular configuration or situation in the environment at any given time, which
encapsulates the relevant information needed for decision-making by the agent, is
known as a state of the environment. An action of an agent can then be considered as
a decision made at a particular state, which influences the subsequent state and
potentially the reward received from the environment.

This sequence of events, where an agent's action alters the environment to reach a
new state and results in a reward, is cyclical. The reward, reflecting the success of the
agent's action, along with the updated environment state, forms the basis for the
agent's next action. This process unfolds in stages of decision-making, which can be
viewed as discrete time steps.

Collecting rewards through time, an agent can learn that some states of the
environment are more favorable than others, as they provide for better long-term yield
of rewards based on the sequence of states and actions that follow the one it is
currently in. In order to measure the desirability of being in a certain state, an
appropriate function is instated. A value function is therefore defined as a sum of
rewards that can be expected to be gained in the future, starting from a certain state
or action. Depending on the origin of accumulation of these rewards, the value function
can be defined for either a state, or an action taken from a certain state, thus defining
the either the (State-) Value function or the Action-Value function. These functions
guide the agent's decision-making process by helping it evaluate the desirability of
different states or state-action combinations.

In order to gain a reliable estimate of a value or a certain state or action, each action
must be tried numerous times. Once the values of some states and actions are known
or estimated, in order to satisfy its objective (of maximizing the sum of rewards), an
agent should favor either the states or actions with the highest value, i.e., it should act
in a greedy manner and exploit the knowledge gained thus far. However, exploiting the
states or actions of the highest values at each time step could mean that an agent
might not be able to discover some other states or actions, of suboptimal estimated
value at that particular point in time, which could lead to an even higher accumulation
of rewards in the future than currently known to the agent. It makes sense, then, for
an agent to explore the pool of states and actions, by choosing to reach a state or
select an action which is not of the highest value at a certain time step, just for a
chance to learn a better, more valued sequence of states and actions to the goal. It
can be said, then, that exploration involves testing different actions to gain new insights
into the environment, whereas exploitation focuses on selecting actions that are
thought to be optimal based on existing knowledge. Striking the right balance between
exploration and exploitation is essential for efficient learning in reinforcement learning.

A set of rules employed by the agent in order to establish its actions based on its
current state is called a policy.

In order to optimize its behavior within its environment, an agent would use policy

evaluation and improvement. In RL, these two processes play a critical role in
enhancing the agent's performance.
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Policy evaluation involves determining the value function for a given policy. The value
function predicts the expected return or cumulative reward an agent can obtain by
following a specific policy while interacting with the environment. Several methods can
be used for policy evaluation, such as dynamic programming (e.g., iterative policy
evaluation), Monte Carlo techniques, and temporal difference learning (such as TD(0)
or TD(A)). The goal of policy evaluation is to measure the effectiveness of a policy
based on the expected future rewards. By accurately estimating the value function,
the agent can make better-informed decisions to maximize its long-term reward.

Policy improvement, on the other hand, involves enhancing the agent's policy based
on the estimated value function obtained from policy evaluation. The aim is to
iteratively refine the policy to achieve better performance. One of the common
approaches to policy improvement is the greedy policy improvement method. This
method selects actions that maximize the expected return according to the current
value function estimate. In other words, the agent selects the action with the highest
estimated value in each state. However, as this can lead to suboptimal policies,
another approach is to use stochastic policies, where the probability of selecting each
action is based on its estimated value. This stochastic method allows for more
exploration and can lead to learning of higher value policies. Policy improvement can
be done iteratively, with the processes of policy evaluation and policy improvement
taking turns one after the other until an optimal policy is reached. This process is often
referred to as policy iteration.

3.2.1 Markov Decision Process

RL operates on the principle of learning through trial-and-error by interacting with an
unknown environment. A mathematical framework particularly well-suited for modeling
decision-making in scenarios where outcomes are partially random and partially
influenced by the decision-maker is the Markov Decision Process (MDP). MDPs are
foundational to understanding and applying reinforcement learning and solving
sequential decision-making problems.

As needed in the RL setup, MDP deals with components such as states, actions,
transition probabilities and reward. The concepts of states, actions and rewards have
already been explained in previous text. The transition probability is a probability
associated with each state-action pair, indicating the likelihood of transitioning to a new
state given a particular action is taken in the current state.

MDPs are defined by the Markov property, which asserts that the future state depends
only on the current state and action, independent of the system's past states and
actions. In other words, the system's history before the present state is irrelevant for
predicting future outcomes, given the current information.

In this thesis, we utilize MDPs to model the system underlying a typical RL problem
setup. An MDP can be characterized by the tuple (S,A,r,T), where:
o S represents a discrete set of possible states. The state of an agent at a specific
discrete time step n is denoted by s(n),
e A denotes a discrete set of available actions. The set of actions available to
the agent when in state s(n) is represented by A(s(n)),
e 18 XA X §— Rdefines the reward function, which provides an agent with a

30



numerical reward (or, in case of random rewards — an expected reward) for an
action taken from a certain state. The reward received by the agent at time step
n, while in state s(n), performing action a(n) € cfl(s(n)) and transitioning to
state s'(n), is denoted by R(n),

e T:5 XA — § describes the state transition function, which determines the next
state s(n + 1) after the agent executes action a(n) € A(s(n)) in state s(n). In
nondeterministic environments, we define P is defined as a probability
distribution over states and actions, i.e., P:§ X A X § — [0,1].

Additionally, we define a policy function ©: § — A, which prescribes the action a(n) to
be taken when the agent is in state s(n). This policy can also be represented
probabilistically as m:§ x A — [0,1], in which case it is referred to as a randomized

policy.

The purpose of RL for an agent can then be formulated as the discovery of the optimal
policy *, which maximizes a predefined function of the rewards received from actions
taken over time. To model the agent's level of impatience, future rewards may be
discounted. The objective in RL of an agent can thus be formulated as:

[ee]
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find 7* maximizing E;;

: (1)

where E,; represents the mathematical expectation with respect to the Markov chain
induced by policy m, and 0 <y < 1 is the discount factor for future rewards. In case
y = 0, the agent prioritizes immediate rewards, while y = 1 signifies an emphasis on
the cumulative sum of all rewards, which is feasible only when there exists an
absorbing state with zero reward.

To compute the optimal policy, two value functions are typically employed. The state-
value function, v™(s), represents the expected reward when following policy 7 from
state s. When the environment's model is known, it can be computed using the
Bellman equation:

v(s) = a;g) (s, a) SZ;SP (s'|s,a) x (r(s, a,s’) + yv”(s')) 2)

The action-value function, Q™ (s,a), quantifies the expected reward when the agent
executes action a from state s and subsequently follows policy «. It is computed as:

Q™(s,a) = Z P (s'ls,a) x (r(s,a,s") + yv™(s")). (3)
s'es
For the optimal action-value function Q* under the optimal policy 7*, the relationship is
given by:

Q*(s,a) = Z P (s'|s,a) x (r(s, a,s") + )/maa,XQ*(s’, a’)). (4)

s'es
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In scenarios where the environment's model is not known (i.e., we do not know the
reward and the state transition functions), model-free RL techniques are employed to
evaluate or determine the optimal policy. Equation (2) serves as the foundation of the
Temporal Difference (TD) learning algorithm, while Equation (4) underpins the Q-
learning algorithm [9]. In this thesis, distributed variants of both these algorithms will
be introduced.

3.2.2 Temporal-Difference Learning

Even though other learning methodologies exist, Temporal-difference (TD) learning is
without a doubt the one mostly associated with RL. TD is a combination of Dynamic
Programming (DP) and Monte Carlo methods, with which it can be combined in many
ways.

Dynamic Programming (DP) is an approach to solving complex problems by dividing
them into smaller, more manageable subproblems. Each subproblem is solved once,
and its solution is stored to prevent repetitive calculations. This powerful technique is
commonly used in optimization and decision-making problems. In the context of RL,
DP is used to compute optimal policies or value functions for Markov decision
processes (MDPs), where an agent makes sequential decisions in an environment,
whose model is known, to maximize cumulative rewards.

Because of the requirement for a known model of the environment and its
computational requirements, DP is of limited use in solving RL problems.

As indicated, DP can be used to calculate the state-value function v™(s) for an arbitrary
policy m. This is known as the policy evaluation or the prediction problem in DP. If
model dynamics is known, Equation (2) represents a system of |S| linear equations
with |§| unknowns (unknowns being the values of states v™(s),s € §) which can, in
theory, be solved. Iterative process in which Equation (2) is used as an update rule to
obtain the next successive approximation of the value of state s, v(s’), is known as
iterative policy evaluation and it can be shown to converge to the values of v™(s).

The processes of iterative policy evaluation are used in the process of policy iteration
for the purpose of computing the optimal policy by iteratively improving the current
estimate based on the Bellman equations.

Q-learning is a widely used model-free, off-policy temporal difference learning
algorithm designed to identify optimal policies in Markov Decision Processes (MDPs).
The core concept of Q-learning involves an agent iteratively updating its Q-values (as
described in Equation (3)) based on the rewards it obtains from the environment. This
process is guided by the agent's exploration-exploitation strategy.

In large state and action spaces, Q-learning can become computationally expensive,
as it requires maintaining and updating Q-values for each state-action pair. Because
of this, schemes extending the original Q-learning algorithm have been developed.
Schemes such as Deep Q-learning (DQN) integrate deep neural networks to
approximate, rather than calculate, Q-values for high-dimensional state spaces.
Examples of further modifications of this scheme are Double Q-learning, which
implements two Q-value estimator networks in order to address the overestimation
bias, or Deep Recurrent Q Networks (DRQN), which extends Q-learning by using
recurrent neural networks (RNN) to maintain the memory of past states in order to
tackle environments with partial observability.
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4. DISTRIBUTED REINFORCEMENT LEARNING

4.1 Motivation and Approaches to Distributed Reinforcement
Learning

Several challenges and limitations of traditional RL, particularly in the context of
complex, large-scale, and resource-intensive environments have brought about the
need for introduction of a distributed RL.

From the aspect of scalability for complex problems, traditional RL often struggles to
scale to problems with large state and action spaces due to the computational and
memory demands of training neural networks or other function approximators. By
distributing the computational workload across multiple agents, nodes, or processors,
distributed schemes can handle significantly larger and more complex tasks than
traditional single-agent RL.

Distribution of RL tasks among agents also enables accelerated training through
parallelization. Whereas traditional RL algorithms typically require a large number of
interactions with the environment to learn effectively, resulting in slow convergence,
particularly in environments with sparse rewards or long horizons, parallelization of
tasks between agents facilitates simultaneous exploration of the environment,
collection of experiences, and sharing them for training. This parallelization reduces
training time significantly while improving sample efficiency. Distributed agents can
explore different parts of the environment independently, leading to better coverage of
the state space and reducing the likelihood of getting stuck in suboptimal policies.

Distributed systems also increase fault tolerance, as the failure of a single agent or
node does not necessarily compromise the overall training process. Other agents can
continue to contribute to the learning process.

Distributed RL encompasses several major approaches, each designed to leverage
the power of distributed systems while addressing the challenges of scaling RL
algorithms. These approaches can vary based on how agents interact with each other
and with the environment.

These approaches include parallelized RL, in which there is no interaction between
agents, but multiple agents independently interact with the environment, collecting
experiences in parallel, so as to increase sample efficiency and exploration. These
experiences are then sent to a centralized learner for policy or value function updates.
[56] [57]

Another approach is the game theory approach to RL, which is primarily concerned
with scenarios involving multiple agents interacting within an environment, where each
agent’s actions influence not only their own outcomes but also those of other agents.
In such settings, the dynamics can be modeled as a game, with reinforcement learning
used to learn optimal strategies for each agent. This is often implemented in MARL.
[58] [59] [60] [61] [62] [63]

Between these two extremes, so to say, lays the approach implemented in the thesis,
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which is one of decentralized RL in which agent interaction is present, multiple agents
operate independently and share knowledge or coordinate with other agents to
optimize a global objective, interacting through experience sharing, policy sharing, or
collective decision-making, but they do not influence each other in a competitive
manner.

4.2 Distributed Temporal Difference Algorithm

In order to introduce the distributed versions of the reinforcement learning algorithms
to be implemented, let us first delve into the theoretical treatise of the same [64].

Consider a collection of N MDPs, marked as MDP® i=1,..,N, each defined
according to previous Chapter 3.2.1 by the tuple Q = {S, A, r(s,a,s’), P(s'|s,a)}. Here,
S = (IS| = M) and A represent the sets of states and actions, respectively, and are
both finite. Here, r(s,a, s") represents the reward expected for a single step, with its
realizations R;(s,a,s’) being random and depending on i, while the transition
probability P(s'|s, a) defines the likelihood of transitioning to state s’ € § from state s €
S under action a € A

In MDP®,i =1, ..., N, the employed stationary behavior policies ¥ (als) result in
marginal state processes {s;(n)} fori = 1, ..., N, further forming Markov chains indexed
by instances of transition times n > 0. The objective then is to perform an evaluation
of performance for a given target policy = by observations of the sequence of states,
actions, and (random) rewards across MDPW,i = 1, ..., N.

To formalize this, we also define MDP(®, characterized by the same tuple Q, where
the induced Markov chain {sy,(n)} = {s,(n)} corresponds to the target policy
1@ (a|s) = n(als). This setup falls within the domain of distributed off-policy
collaborative learning problems, as explored in [9] [65].

If y(s) € [0,1], s € S, are state-dependent discount factors (we generalize the setup
with constant discount factor introduced in the previous section), the performance of

a policy m is evaluated using the value function, commonly referred to as the expected
discounted total rewards. This value function is defined by the equation

co n
0(8) = B (52 (@) + " | | ¥(52())r(5)) (5)
n=1 j=1
where 7,;(s) represents the expected reward at state s € § under policy = and E7{-}
denotes the expectation with respect to the Markov chain {s;(n)} starting from the

initial state s,(0) = s.

Let P, denote the transition matrix of the Markov chain {s,(n)} induced by policy m,
and let I' be the M x M diagonal matrix with diagonal entries y(s),s = s4, ..., Sy-

Assumption A1 (Target and behavior policies’ assumptions)

a) P, is such thatthat I — P, is nonsingular.
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b) Policies 7@ (a|s) induce irreducible Markov chains on § X A,i=0,...,N.
Furthermore, for all (s,a) € § x A, 7P (als) > 0if z(als) > 0,i =1, ..., N.

According to the theory of MDPs, v,(s) from Equation (5) is well-defined under
assumption A1.a, and it uniquely satisfies the fundamental Bellman equation v,, = r; +
P.I'v,, which can be expressed equivalently as v, = (I — P,I')"'r,, where v, =
[V, (s1) v (sy)]T and 7, = [r;(s;) - 7;(sy)]" are column vectors representing the
value function and the expected rewards at states s, ..., sy, respectively.

Let ¢: S = RP be a mapping that assigns each state s € § to a p-dimensional feature
vector ¢ € R?, and let L, denote the subspace spanned by ¢. The objective is to
identify a function of the form v(s) = ¢(s)T0, which serves as an approximation of
v,(s), where 8 € R? is the parameter vector to be estimated. If @ represents the
M X p matrix whose rows are the p-dimensional vectors ¢(s), the task reduces to
determining the vector function v = ®8 ~ v, v = [v(sy), ..., v(sy)]".

Assumption A2: Column vectors of @ are linearly independent.

The following text describes a distributed recursive algorithm based on consensus,
derived from the local TD(A) algorithm applied to individual agents, as proposed in
[64].

We consider local state-dependent functions 4;:§ — [0,1],i =0, ..., N (referred to as 1
-parameters) [9]. For MDP® with A, = 1, the associated Bellman equation is given by
v =1} + P}v, where v = v, is the unique solution. Defining A as the M x M diagonal
matrix with entries A(s),s € S, the M x M substochastic matrix 2} and the M-vector of
expected discounted total rewards 7} € RM™ are expressed as Pr=1- (-
P.rA)~*(I — P, A), and ;} = (I — P,TA) ™ 'r,.

For MDP®W,i = 1,..., N, similar relationships hold, replacing A with ; and 4 with 4; [65]
[66].

We further assume that nodes have access to local importance sampling ratios
pD:8 x A - R,, defined as

pD(s,a) = n(als)/m® (als) (6)
for the purposes of correction of discrepancies between 7® and .

Following the temporal difference learning methodology, based on the observed states
{s;(n)}, the sequences of eligibility trace vectors {e;(n)} are updated recursively as

ei(n) =, ()y;(M)p;(n — De;(n — 1) + M;(n)¢p;(n) (7)

with (e;(0) = e;), Where 2;(n) = 2;(s;(n)),v:(n) = y(s;(n)), p;(n) = p;(s:(n), a;(n))
and ¢;(n) = ¢(s:(n)).
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When M;(n) = 1, Vn the previously given corresponds to eligibility trace generation in
standard TD(A).

The distributed algorithm further proposes to learn a linear approximation of the state
value function for a given policy m, under strict inter-agent state and action accessibility
and inter-agent communication. The algorithm comprises two parts:

1. Local updates based on local observations:

ol = "
6;(n) + a;(Me;(M)p; (M[R; () + v;i(n + Dp;(n + 1T6;(n) — ¢; ()" 6;(n)]

where 8;(0) = 6y, R;(n) = R;(s;(n), a;(n), s;(n + 1)) is the current local reward,
and a;(n) > 0 is a step size.

2. Consensus updates through inter-agent communication:

N

0:(n+ 1) = ) ;) (9)

j=1

where c;;(n) are random variables forming a row-stochastic matrix C(n) =
[cij(n)],i,j =1,..,N, which respects the adjacency structure of the
communication graph G = (V, €). Here, IV represents the set of nodes, £ the
set of arcs, and the graph's adjacency matrix A9 = [Alg] ,i,j=1,..,N has

entries Aigj = 1, if nodes i and j are connected, and Aigj = 0 otherwise. The C(n)

matrix then contains zeros in all positions (i, j) where the adjacency matrix AY
also has zeros, and nonnegative values in the remaining positions. Moreover,
C(n) is row-stochastic, satisfying Z?’zlcij(n) =1i=1,..,,vn=>0.

Let JV; denote the set of in-neighbors of node i, which includes all nodes directly
connected to node i via an incoming edge [67].

The proposed algorithm, referred to as DTD(A) in [64] resembles "running consensus"
algorithms used for distributed parameter estimation, detection, and state estimation
[68].

The total computational effort, at the network level, scales linearly with the number of
nodes N, assuming a fixed |V;|. Regarding communication, the number of messages
exchanged by node i at a given time step equals the sum of its in-neighbors and out-
neighbors, corresponding to the number of ones in the i-th row and i-th column of the
adjacency matrix A9.

4.2.1 Convergence analysis

The analysis of convergence for the proposed scheme is conducted using the
framework of weak convergence methodology.
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Consider N independent local learning algorithms derived from Equations (8) and (9)
with C(n) = I. Define further

hi(6:, &) = eipi(s,)[r(s,a,s") +y(s)P(s)T; — p(s)76;] (10)

where & = (e, fi,s,a,5") €E; = R?T1 x § X A X §. From Equations (8) and (9), the
following update rule is obtained:

0:(n+ 1) = 6;(n) + a; (W [1:(6:(n), &; () + e;(Mw;(n + 1] (11)

where &(n) = (e;(n), fi(n),s;(n),a;(n),s;(n+ 1)), and the term w;(n+1)=
pi(M[R;(m) — ri(s;(n), a;(n), s;(n + 1))] represents a zero-mean noise component [65]

This set of N local algorithms, described by Equation (11), is designed to solve N
projected versions of the local Bellman equations: v =II; (r,fi + P,,’l") v, VELy &

A;0; + b; = 0, where II; denotes a projection onto L, with respect to a weighted

Euclidean norm. For the DTD(A) algorithm, the norm weights are defined by the M-

vector d;, whose elements d;(s) correspond to the steady-state probabilities for policy
®
w7,

Let D; = diag{d;} and D} = diag{w;}. Then, for DTD(1) we have:

A; = A} = —®TD; (1 - Pli) ®, b =bf =TD7] (12)

n
Thus, the dynamics:

6, = h,(6;) = A;6; + b; (13)
can be proposed as a candidate for the local mean ordinary differential equation.

Following the approach presented in [68], the communication aspect of the algorithm
is considered as follows.

Let F,, represent an increasing sequence of o-fields such that F,, measures {X(k),k <
n,C(k), k < n}.

In order to present the theorems that prove the convergence of the algorithm, further
assumptions are made:

Assumption A3: There exists a scalar €, > 0 such that ¢;;(n) = ¢,. Fori # j, either
cij(n) = 0 orc;;(n) = €.

Assumption A4: There exist a scalar p, > 0 and an integer n, such that P; {agent j
communicates to agent i over the interval [n,n + ny|} = p,, for all n and for all i,j =

1, ...,N,Ag’j) 0.

37



Assumption A5: The directed graph G is strongly connected, meaning that for all
pairs (i, j), there exists a path from i toj fori,j =1,..,N.

Assumption A6: The sequence {C(n)} is independent of the processes within
MDPW,i =0,...,N.

Assumption A7: There exists an N x N matrix ¥ such that E{|Ez, {¥(n)} — 7|} > 0
as n —k — oo, where |-| denotes the infinity norm.

@ takes the form @7 = [P --- @], where @ = [1); - Py]” with X;3, = 1.

Let X(n)=[0,(W)T--0yn)T]T and X'(n)=[0;(n)T--65,(n)T]". The global
representation of the algorithm can then be expressed as:

Xm)=X(n)+am)HXM®),n), X(n+1)=(Cn) ®I,) X'(n) (14)
where X(0)=X,, & denotes the Kronecker product, and a(n)=
diag{oy (n), ..., ay (1)} ® I, HX),n) = [H(X(),n)" - Hy(X(n), n)"]",
H;(X(n),n) = [hi(ei(n),ii(n)) +e;(nNw;(n+ 1)] and also HX) =

[, )T - Hy(X)']", Hi(X) = E¢ {H;(X(n), n)|X(n) = X}
Assumption A8: The sequence {X(n)} is tight. [69]

Assumption A8 is commonly used in weak convergence analyses. As noted in [69] (in
Theorem 3.1 there), it is possible to implicitly assume {X(n)} is tight without loss of
generality, employing simple truncation techniques for the estimates. Here,
Assumption A8 is explicitly introduced to focus on other critical aspects of the problem.

Assume a;(n) = a > 0. Let n, be a sequence diverging to infinity as a — 0, satisfying
1
azn, — 0 as a — 0 (for further details, see [69]).

Define X§ = (W (1n,10) ® I,)Xo + a X325 (¥ (k) ® L, ) H(X (k), k).
For t € R*, define X*(-) such that X*(t) = X(n) fort € [(n — n)a, (n — ny, + 1) ).

The core of the convergence analysis for the proposed algorithm is presented through
three theorems in [64].

Theorem 1 establishes that the proposed distributed algorithm weakly converges to
consensus, as defined by the mean ordinary differential equation derived from the
properties of the state-trace processes and the communication part of the algorithm.
The proof primarily relies on the general results from [69] (in Theorem 3.1 there) and
[68] while carefully addressing the specific characteristics of the proposed algorithm.

Theorem 2 examines the asymptotic behavior of the estimates, ensuring the validity
of the results uniformly over large (continuous-time) t and small step sizes «;. The
analysis begins with a stability investigation, which introduces new approaches for
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stabilizing distributed TD schemes that may include potentially unstable subsystems.
Weak convergence to the limit points of the mean ODE is then demonstrated using
the general results from [69] (Theorem 5.1 there).

Theorem 3 focuses on increasingly long segments of the parameter trajectories’ tails
as o — 0. It concludes that the probability of entire trajectory segments remaining
within an arbitrarily small neighborhood of the ordinary differential equation limit value
approaches 1.

Theorem 1 [64]

Let assumptions A1—-A8 be satisfied. Consider X(n) generated by Equations (8) and
(9), with a;(n) = a > 0. Define X*(0) such that lin(l)XS‘ =[8F---611T. Then, X%(-) is
a—

tightin D[0, ), the set of real-valued functions on [0, o) that are right-continuous and
have left-hand limits, using the Skorokhod topology [70]. Moreover, X%(-) converges
weakly to the process X(-) = [8()T---0(-)T]", where 8(-) satisfies the mean ordinary
differential equation:

N
ZJE (15)

The weak convergence arguments employed in Theorem 1 primarily provide insights
into the location and/or distribution of X*(-) for small a and for t within large (but
bounded) intervals. The subsequent theorem addresses the asymptotic behavior of
X%ty ++) asty = o when a — 0.

with the initial condition 6,,.

Assumption A9: There exists an index i =i, such that 1721‘51 >0, where A% =
D; (1 — Pé“'), where x > 0 indicates that the vector x has all positive components, and
1=[1-1]".

Theorem 2 [64]

If assumptions A1 — A9 hold, then there exist coefficients {,};-;, .y such that the

matrix YN .1, A? is asymptotically stable. Furthermore, X(na+) generated by

DTD(21), converges weakly to the constant process X = [HT HT] , Where 6 satisfies

Mz

DA% + b®) = 0 (16)

i=1

The result of Theorem 2 for DTD(A) holds significant practical importance, as it
demonstrates that global distributed TD(A) algorithms can be stabilized through
appropriate network design, even in scenarios where some local DTD(4) algorithms

39



are unstable. Here, network design refers to defining C(n) in such a way that it yields
the desired values of 1,,i = 1, ..., N (see [68] for further details).

The following theorem examines the scenario where n - as a—-0 and
demonstrates that the probability of the entire trajectory segment remaining within an
arbitrarily small neighborhood of X = [87 --- 7] approaches one. This finding serves
as a compelling illustration of the effectiveness of weak convergence methods.

Theorem 3 [64]

Let the assumptions of Theorem 1 hold, and let {k,|a > 0} be a nondecreasing
sequence of nonnegative integers such that ak, —» o as a — 0. Then, there exists a
sequence {T,|a > 0} , with T, - o as a = 0, such that forany § > 0,

lim sup P{X(n) ¢ N3(X),forsomen € [ky, k, +T,/a]} =0, (17)

a—0
where Nj(-) represents the §-neighborhood of the specified set.

It is both theoretically and practically valuable to compare in terms of asymptotic bias
the result from Equation (16) with that obtained via on-policy single-agent estimation,
which serves as a reference. In the single-agent case, the projected Bellman equation
is given by v =TI, (n} +P}v), where I, denotes the projection onto the
approximation space with respect to the Euclidean norm |’7|123n = Y.es dr(s)v(s)? and
d, represents the invariant probability distribution for the target policy m (D, =
diag{d,}). This Bellman equation yields 6, = —[A"]~*b", where A™ = —®TD, (I — B})
and b™ = "D, 1}

The distance between 6 from Equation (16) and 6,, can, in general, be reduced by
exploiting the flexibility in choosing d;, A; and 1, (via network design [68]) for i =
1, ..., N. In the special case where 1; = 4, and d; are fixed in advance fori = 0,..., N,
the problem reduces to determining vy,, i = 1,..., N, that minimizes some distance
between d,, and ¥; 1, d; in the case of DTD(A).

Regarding the asymptotic error covariance, the asymptotic properties of the
normalized error |X%(n) — X|/+J/a can be analyzed by following the methodology
outlined in [69]. Starting from a suitable set of assumptions, it is possible to derive that
as t > and a — 0, an Itd stochastic differential equation (SDE) serves as a
continuous-time model. Utilizing this SDE approach and the results from [69] [44] it
can be shown that the proposed distributed algorithm has the potential to reduce the
asymptotic error variance compared to the single-agent case.

The problem is inherently complex, given the flexibility in selecting behavior policies
and convexification coefficients. Framing this as a multi-criteria optimization problem
could lead to a practically efficient solution that also accounts for stability and
acceptable bias.
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Due to the flexibility in choosing convexification coefficients and behavior policies, the
considered problem is inherently complex. Formulating it as a multi-criteria
optimization problem could provide a practically efficient solution while ensuring
stability and maintaining an acceptable level of bias.
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5. NEURAL NETWORKS and DEEP LEARNING

Contemporary and emerging mobile networks produce vast amounts of diverse and
varied data. Utilizing deep learning frameworks and algorithms, rather than machine
learning (ML), is recommended because the effectiveness of deep learning improves
substantially as training datasets increase in size. Additionally, training deep neural
networks (NNs) with large datasets reduces the risk of model overfitting. In contrast,
training neural networks with Stochastic Gradient Descent (SGD) requires only small
batches of data at each step, which makes deep learning scalable for large datasets
[15].

Contemporary mobile networks are generating not only vast amounts of data but also
highly heterogeneous data, including network traffic, user behavior, sensor data, and
more. This diverse data requires more advanced approaches, like deep learning, to
extract meaningful insights effectively.

One of the newer advancements is the growing recognition that traditional ML methods
may struggle with the complexity and scale of mobile network data. Deep learning, on
the other hand, is proving to be more effective because it can handle larger datasets,
learn from more complex patterns, and adapt to changing data more effectively.

A notable development is the focus on methods like Stochastic Gradient Descent
(SGD). While SGD has been a traditional method for training NNs, its ability to scale
with large datasets is becoming more critical as mobile networks evolve. Research is
continuing to refine how SGD can be optimized to handle real-time, large-scale data
from mobile networks, improving scalability without requiring massive computational
resources.

The ability to train deep neural networks with large datasets to reduce overfitting is
becoming a more refined strategy. New approaches in model architecture,
regularization, and data augmentation techniques are helping in preventing overfitting
while maintaining model accuracy, making deep learning more robust and applicable
in mobile network environments.

Emerging mobile networks are increasingly relying on edge computing rather than
relying solely on cloud-based processing. This enables faster decision-making,
reduces latency, and reduces the need to transfer large amounts of data to the cloud.
This shift in infrastructure design is influencing how deep learning models are trained
and deployed, with research focused on optimizing deep learning models for edge
devices.

Mobile networks are generating massive amounts of unlabeled or semi-labeled data,
leading to a rise in unsupervised and semi-supervised deep learning techniques.
These techniques can identify patterns within vast amounts of unstructured data,
eliminating the need for costly and time-intensive manual labeling. Researchers are
increasingly focusing on improving these models to handle vast amounts of data with
minimal labeled input.

These developments represent the cutting edge of research in applying deep learning
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to mobile network management and optimization, particularly as networks become
more complex, data-rich, and demand more adaptive, scalable solutions.

The rapid advancement of smartphones and laptops has greatly accelerated the
adoption of Al applications on these devices. While model training often occurs in the
cloud or on edge devices through federated learning techniques—beyond the scope
of our study—our primary focus is on the inference process. Real-world data, including
video, audio, and acceleration, can be captured by devices such as cameras,
microphones, and sensors, enabling mobile applications to interact meaningfully with
their surroundings.

Mobile network data is inherently diverse and often noisy. Deep learning offers a
significant advantage over traditional machine learning (ML) techniques in handling
this complexity, primarily through its capacity to capture and model intricate
dependencies within data. Its ability to automatically extract high-level features from
raw data eliminates the need for extensive manual feature engineering, making it
highly effective at managing the complexity and variability of mobile network data. This
strength positions deep learning as an invaluable tool for tasks such as traffic
prediction, anomaly detection, and resource management, where traditional ML
methods may fall short in identifying subtle patterns or handling large data volumes.
Labeling such data manually would demand substantial human resources and prove
costly [17].

Another key benefit of using deep learning in mobile networking is its ability to leverage
unlabeled data to uncover valuable patterns through unsupervised learning
techniques. This is particularly important in the context of modern mobile systems,
which often produce vast amounts of semi-labeled or unlabeled data. Deep learning
algorithms can automatically detect underlying structures within this data, eliminating
the need for costly and time-consuming manual labeling processes. This capability
opens up opportunities for more efficient data analysis, enabling improved network
optimization, user behavior prediction, and anomaly detection, even when labeled data
is scarce [16].

5.1 Overview of Neural Networks

A neural network is a type of machine learning model inspired by the way biological
neural networks (like the brain) process information. It is a computational model made
up of layers of interconnected nodes (neurons) that aim to identify patterns and
relationships in data.

The essential components of a Neural Networks are described below.

Neurons, also known as Nodes are the fundamental units of a neural network. Each
neuron receives inputs, processes them (through a weighted sum and activation
function), and passes the output to the next layer.

Neurons in a network are organized in layers. Layers can be thought of as groups of
neurons which are not interconnected among themselves and serve to accept data
from the input or previous layer, process said data and forward the processed data to
their outputs. Layers are named in accordance to their position within the network. The
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layers “visible” from outside of the neural network are the input and the output layers.
All the other layers are known as hidden layers. The first layer, known as the Input
Layer, accepts the data (features) to be processed. The last layer is known as the
Output Layer and it produces the final result (e.g., classification or prediction).
Between these two layers lie the Hidden Layers, which perform the delegated
computations and extract features through weights and biases.

Each connection between neurons has an associated weight, representing the
strength of the connection. Adjusting these weights during training is how the network
learns.

In order to provide flexibility to the model, a bias can be added to the weighted sum
before applying the neuron’s activation function.

The activation function is the element or a feature of a neuron that introduces non-
linearity into the model. Input data is passed through the layers of the network. Each
neuron computes the weighted sum of its inputs, adds bias and applies an activation
function, and sends the output to the next layer. The final layer produces the output.
The most common functions used as activation functions include:

a) sigmoid function, which outputs values between 0 and 1,

b) ReLU (Rectified Linear Unit) function, which replaces negative values with 0,

¢) Tanh, which outputs values between -1 and 1, and

d) Softmax, which converts raw outputs into probabilities.

In order to assess the error between the predicted output and the actual target value
of a network, a Loss Function is implemented. Minimizing the loss function is actually
the only task of a NN. The implemented loss function depends on the task at hand,
but the most commonly used loss functions include Mean Squared Error (MSE) or
Mean Absolute Percentage Error (MAPE) for regression tasks and Cross-Entropy
Loss for classification tasks.

The network learns, or is trained, in processes of Forward Propagation and
Backward Propagation, whereas the process of forward propagation generates
predictions based on the network’s current state and the process of backward
propagation fine-tunes the network by learning from its mistakes, optimizing the
parameters to improve predictions.

In order to establish an outcome for a given input, in the process of forward
propagation, input data passes through the network layer by layer. Each neuron
applies weights, biases, and activation functions to compute intermediate outputs. The
final output layer generates predictions.

The process of backward propagation starts with Loss Calculation. Loss, or an error
between the achieved and the desired output of the forward propagation, is calculated
using the mentioned loss function.

The gradient of the loss function is then computed with respect to each parameter in
the network by computing the derivative of the loss function with respect to each weight
and bias in the neural network. These gradients are then used to update the
parameters of a network through an Optimizer, for the purpose of minimizing the error
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in the next pass of inputs through the network. Popular algorithms for this parameter
update include Gradient Descent, in which weights are adjusted based on the gradient
of the loss function and Adam, which additionally takes into consideration the
exponentially weighted average of the gradients.

The process of network learning is iterative, whereas the mentioned steps of forward
and backward propagation are repeated for multiple epochs (iterations over the
dataset) until the model converges (i.e., the loss stabilizes or reaches a satisfactory
level).

The network and the associated learning process are characterized by their
hyperparameters, which are configuration settings formulated before and stay fixed
throughout the training.

From the NN architecture side, the hyperparameters that define the network can
include: the number of layers (determining the depth of the network (e.g., shallow or
deep networks)), number of neurons per layer, activation functions (defining the
transformation applied to each layer's output), dropout rate (controlling the fraction of
neurons to "drop out" during training to prevent overfitting), etc.

Training related hyperparameters include: learning rate, batch size, number of epochs,
optimizer, momentum, etc.

There are other hyperparameters to a NN, depending on its type and task, and these
include regularization hyperparameters, dataset-related hyperparameters and similar.

5.2 Deep Learning Basics

Deep Learning constitutes a fundamental approach within Artificial Intelligence (Al)
and is specifically a subfield of Machine Learning (ML), a methodology that allows
intelligent agents to enhance their performance on specific tasks through data and
experiential learning [14]. ML has demonstrated itself as the only feasible Al framework
capable of functioning effectively in intricate real-world scenarios, with explicit
programming being supplanted by adaptive learning processes. Unlike classical ML,
which predominantly relies on the manual crafting of task-specific features, Deep
Learning automates the feature design process systematically. This paradigm
facilitates the creation of algorithms with exceptional performance and adaptability,
rooted in a hierarchical representation of the problem at hand, with increasing
complexity and abstraction at successive levels.
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Figure 5-1 Overview of relationship between Deep Learning, Machine Learning and
Artificial Intelligence

Machine Learning algorithms are broadly categorized based on the nature of the
training experience they employ into three primary types: supervised learning,
unsupervised learning, and reinforcement learning. Supervised learning involves
training models on labeled datasets comprising input features paired with
corresponding labels or targets to establish a desired mapping [9]. In contrast,
unsupervised learning operates without labeled data, deriving meaningful structural
properties directly from the data. Unsupervised learning within the Deep Learning
context often involves learning the probability distribution underlying the input data. A
hybrid approach, known as semi-supervised learning, combines labeled and
unlabeled data within the same dataset. Reinforcement Learning (RL), on the other
hand, does not rely on pre-existing datasets. Instead, it involves algorithms interacting
with an environment, modifying its state, and receiving rewards for actions performed.
The objective in RL is to devise a strategy that maximizes the cumulative expected
reward during these interactions [9]. Application of Deep Learning models as function
approximators in RL—known as Deep Reinforcement Learning (DRL)—has revitalized
the field by enabling more sophisticated and scalable learning.

Feedforward deep neural network, often referred to as the Multi-Layer Perceptron
(MLP), is a canonical example of a Deep Learning model. Inspired by biological
neurons and synapses, MLPs consist of layers of interconnected neurons linked by
weighted connections, where these weights represent trainable parameters. The
training process adjusts these parameters to ensure the desired mapping of inputs to
outputs [71]. The "deep" in deep neural networks signifies architectures with numerous
hidden layers. Other multilayered architectures, such as deep random forests [72] or
deep Gaussian processes [73], are sometimes classified within the broader Deep
Learning framework, depending on the context.

MLPs utilize fully connected layers where each neuron is linked to all neurons in
adjacent layers. Despite their historical popularity [74], fully connected layers are
computationally intensive, particularly when applied to high-dimensional data like
images. Convolutional Neural Networks (CNNs) address this limitation by introducing
architectural constraints that reduce the number of parameters and optimize for
spatially correlated data, such as images [75]. CNNs achieve this by limiting each
neuron’s connections to a localized subset of the input (the receptive field) and sharing
weights among neurons through convolutional filters. These refinements have enabled
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CNNs to achieve extraordinary performance in computer vision tasks, often
surpassing human-level accuracy in image classification.

While contemporary Deep Learning often depends on large labeled datasets,
alternative algorithms focus on unsupervised techniques and scenarios with limited
data. A notable example is the Deep Belief Network (DBN) [76], composed of stacked
Restricted Boltzmann Machines (RBMs), which are energy-based models with binary
hidden and visible layers. The efficient training of DBNs through "greedy layer-wise
pretraining” catalyzed a resurgence of interest in Deep Learning among Al
researchers.

Auto-Encoders (AEs) represent another prominent unsupervised learning framework,
designed to replicate inputs as outputs through a multi-layered structure, effectively
reducing dimensionality in the process and learning compressed representations [77].
Variational Auto-Encoders (VAEs) extend AEs by incorporating probabilistic elements,
enabling them to generate novel data samples resembling the input distribution [78].

Recurrent Neural Networks (RNNs) extend MLPs by introducing feedback loops,
allowing their current states to depend on both the present inputs and prior states, thus
enabling effective modeling of sequential data [79]. However, RNNs have struggled to
capture long-term dependencies due to vanishing or exploding gradients during
training.

Long Short-Term Memory (LSTM) networks address this challenge through
specialized units designed to maintain gradient stability, complemented by gating
mechanisms that regulate memory processes [80].

Gated Recurrent Units (GRUSs), a streamlined alternative to LSTMs, achieve similar
performance with reduced architectural complexity [81].

Recently, focus has shifted from RNNs to Transformer models [82], which rely heavily
on the Attention mechanism [83] to weigh input data based on its contextual
importance. Transformers are more parallelizable than RNNs, making them
particularly suitable for large-scale datasets and computational efficiency.

Adversarial examples—inputs subtly modified to deceive models into confident but
incorrect predictions—present significant challenges for many Deep Learning
architectures [84]. This vulnerability has inspired the development of Generative
Adversarial Networks (GANs). GANs involve two networks—a generator and a
discriminator—engaged in a competitive, game-theoretic relationship. The generator
creates synthetic data designed to appear authentic, while the discriminator aims to
distinguish these from genuine data. The simultaneous training of these networks
often poses significant challenges, as gradient-based methods are ill-suited to the
inherently unstable, seesaw dynamics of GANs [85].

Notably, many of the architectures discussed can be adapted for supervised,
unsupervised, or reinforcement learning applications, depending on the desired
outcomes or the specific requirements of the implemented system. This flexibility
underscores the transformative potential of Deep Learning across a diverse range of
Al applications.
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5.2.1 Reducing the Deep Learning Model's Complexity

Deep learning tasks often require large models and significant computational power.
When deploying Mobile Deep Learning Applications (MDLAS) locally, challenges arise
due to limitations such as insufficient memory or processing resources. A practical
solution to this issue is model compression, which enables deep learning models to
run efficiently on mobile devices. This compression technique has been widely
adopted in deep neural networks (DNNs). Despite the structural differences among
various DNN types, they typically consist of two main components: a feature extraction
layer and a decision layer, each serving distinct functions.

The feature extraction layers are typically the primary contributors to computational
costs, as they require extensive processing to handle input data. On the other hand,
the decision layer, with its large number of parameters, contributes significantly to the
model's storage requirements and overall size. In recent years, significant research
has focused on model compression techniques, and this paper classifies these
methods based on their space-memory (storage efficiency) and time-computation
(computational efficiency) characteristics.

Reducing Model Spatial Complexity

Reducing the spatial complexity directly results in a significant reduction in memory
requirements. There are two main strategies for achieving this: reducing the number
of model parameters (via techniques like pruning and sharing) and compressing the
model's size through methods like weight quantization. The need for optimized
frameworks for deep learning on resource-constrained mobile devices has led to the
development of specialized libraries that aim to address the limitations of traditional
deep learning frameworks like TensorFlow, Caffe, and Torch. These general-purpose
frameworks are designed for resource-rich environments and are not well-suited for
mobile devices due to their heavy dependencies and focus on the training phase rather
than the inference phase, which is critical for mobile applications.

Newer approaches focus on the optimization of deep learning models for inference on
mobile devices. These include:

o Lightweight Frameworks: Tailored frameworks that prioritize the inference phase
rather than training, such as TensorFlow Lite and PyTorch Mobile, are
specifically designed to work efficiently on mobile devices. These frameworks
reduce the size of models, use quantization to lower computational complexity,
and are optimized for mobile hardware.

o Model Compression and Acceleration: Techniques like model pruning,
guantization, and knowledge distillation are used to compress models, reducing
their size and computational demand. Mobile frameworks often implement
hardware-specific optimizations, such as GPU or specialized Al accelerators, to
maximize inference performance while minimizing resource usage.

o Mobile Hardware-Oriented Optimizations: Mobile deep learning frameworks are
increasingly optimized to leverage mobile hardware, including GPUs, Al
accelerators, and dedicated neural processing units (NPUs). These
optimizations enable faster and more energy-efficient model inference, which is
crucial for real-time applications.
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o Efficient Data Handling: By minimizing the data transfer between the mobile
device and cloud servers, some frameworks ensure that processing is done
locally on the device, improving speed and preserving privacy. This localized
processing is particularly useful in scenarios where privacy or bandwidth
limitations are important considerations.

Research is also focusing on offloading specific tasks, such as object detection, to
mobile devices while optimizing the process through federated learning or edge
computing, allowing for the processing of large amounts of data in real-time on mobile
devices without overburdening the device's resources. The focus is shifting towards
lightweight, resource-efficient deep learning frameworks that optimize inference on
mobile platforms. These frameworks aim to address the unique constraints of mobile
devices while enabling complex, real-time applications like object detection,
personalized health monitoring, and augmented reality.

A major advantage of deep learning is its ability to automatically extract high-level
features from data with complex structures and intricate internal correlations. This
process does not require manual design, greatly simplifying the need for prior feature
engineering. This capability is particularly beneficial in mobile network contexts, where
data often comes from diverse sources, tends to be noisy, and displays complex
spatial and temporal patterns. Labeling such data manually would require substantial
human effort.

Another strength of deep learning lies in its ability to manage vast datasets effectively.
Mobile networks produce large volumes of varied data at a rapid rate. Training
traditional machine learning algorithms, such as Support Vector Machines (SVM) and
Gaussian Processes (GP), often requires all data to be loaded into memory, which
becomes computationally impractical for big data scenarios. Additionally, traditional
ML models often see diminishing returns as data volume increases, with performance
gains plateauing relatively early. In contrast, deep learning—particularly with SGD for
training—only requires data subsets at each step, ensuring scalability. Moreover, deep
neural networks trained on large datasets benefit from reduced risks of overfitting,
enhancing model robustness.

Traditional supervised learning relies on abundant labeled data to perform well, yet
modern mobile systems typically generate mostly unlabeled or semi-labeled data.
Deep learning, however, offers several techniques that can leverage this unlabeled
data to identify meaningful patterns through unsupervised learning. Examples include
Restricted Boltzmann Machines (RBM) and Generative Adversarial Networks (GANSs),
which have applications in clustering, modeling data distributions, and supporting
unsupervised or semi-supervised learning. These methods also facilitate advanced
techniques like one-shot and zero-shot learning, expanding their utility in scenarios
with limited labeled data.

Deep learning excels at processing geometric mobile data, a challenge for many
traditional machine learning techniques. Geometric data includes multivariate
information defined by coordinates, topology, metrics, and order. Mobile data, such as
user locations and network connections, can naturally be represented through point
clouds and graphs that exhibit critical geometric features. Dedicated deep learning
architectures like PointNet++ and Graph CNN effectively model these data types,
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presenting substantial potential for transformative advances in analyzing geometric
mobile data.

5.3 Deep Learning Architectures for Mobile Networks

Traditional mobile communication systems lack substantial computational resources
necessary for supporting data-driven and deep learning applications. The next
generation of mobile networks aims to address this limitation by adhering to key
requirements, including: (a) ultra-low latency (under 1 ms); (b) exceptionally high
communication speeds (>1 Gbps); (c) minimal energy consumption; and (d) enhanced
reliability and service availability [86]. To fulfill the demands of Big Data and machine
learning (ML) applications in fifth-generation (5G) cellular networks, innovative
network architectures are indispensable.

The conventional service-driven architecture of 5G networks is predominantly cloud-
based, where all services, including access, transport, core functionalities, and
intelligent data analysis, are executed in remote data centers collectively referred to
as the Cloud. These centralized facilities manage numerous services requiring
significant computational resources while maintaining latency-aware resource control.
However, for deep learning-based applications, such as augmented reality on mobile
devices, cloud-centric data processing often fails to meet real-time requirements.
Moreover, the simultaneous use of data-intensive applications across a vast number
of devices (e.g., smartphones, IoT devices, tablets, wearables) can degrade the
quality of service (QoS) and quality of experience (QoE) for end users, particularly in
scenarios involving deep learning-powered video models [87].

To support intelligent applications powered by deep neural networks, distributed cloud
paradigms like fog computing and mobile edge computing (MEC) have emerged as
effective solutions. These paradigms tackle challenges related to real-time analysis,
scalability, throughput, and energy efficiency by bringing computational processing,
storage, and network resources closer to end users and data sources in mobile
systems. Unlike the centralized cloud model, fog computing adopts an edge-centric
framework that enables faster data processing and enhanced service quality in
distributed cloud environments. Fog nodes, hosted on local servers closer to users
than central cloud servers, extend the cloud paradigm by distributing heterogeneous
resources and managing them in a decentralized manner. These nodes often act as
filters or preprocessors for data destined for the cloud. This approach has been pivotal
in enabling a range of intelligent services in next-generation mobile systems, such as
anomaly detection [88].

MEC, on the other hand, plays a pivotal role in the integration of ML and Big Data
applications within next-generation mobile networks. Unlike fog computing, which
extends the network's edge, MEC situates computational resources directly at the
network edge—closer to devices, such as base stations. This architecture, in
conjunction with ML algorithms and software-defined networking (SDN), forms the
foundation for deploying intelligent services in multi-tenant cellular networks. Deep
learning models operating on MEC infrastructure have been applied to a range of
challenges, including user count per base station [86], traffic prediction [89], channel
state information estimation [90], network fault detection for low-latency
communication [91], cache optimization to manage large data volumes [92], [93],
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network traffic anomaly detection [94], handover prediction for improved user
experience [95] and resource allocation [96].

Recent advancements have further enabled the deployment of deep learning models
directly on end-user devices, referred to as mobile computing. While cloud, fog, and
MEC paradigms rely on centralized or distributed resources, on-device machine
learning processes data locally, offering advantages such as reduced response time,
enhanced data privacy, and decreased communication bandwidth. However, mobile
computing necessitates specialized hardware architectures, such as mobile GPUs
and field-programmable gate arrays (FPGAs), integrated into devices like
smartphones, laptops, and wearables.

Modern platforms supporting on-device deep learning include TensorFlow Lite,
PyTorch Mobile, Mobile Al Compute Engine, Paddle Lite, and Core ML, among others.
These frameworks empower devices to host applications in domains such as
augmented reality, security, personal health monitoring, biometric analysis, and activity
recognition [97]. By enabling Al capabilities directly on end devices, mobile computing
positions these platforms as critical components for future machine learning
endeavors.
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5.4 Deep Learning Applications in Mobile Networks

The rapid adoption of mobile devices and the growing popularity of mobile applications
and services have created unprecedented demands on mobile and wireless
networking infrastructure. As 5G systems evolve, they aim to support massive mobile
traffic volumes, enable agile network resource management to optimize user
experience, and provide fine-grained, real-time analytics. However, addressing these
challenges is complex, as mobile environments continue to grow in diversity and
dynamism. A promising solution lies in leveraging advanced machine learning
techniques to manage the increasing data volumes and the proliferation of algorithm-
driven applications. The recent success of deep learning offers powerful tools to tackle
these challenges.
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5.4.1 Mobile Data Analysis

Mobile networks produce data from a variety of sources, such as infrastructure
metadata, performance metrics, call records, radio signals, end-user devices, user
profiles, applications, and device sensors. As a major contributor to big data, this
information is stored across cloud and edge-based systems. The study in [98]
categorizes mobile network data into network-level and application-level, based on the
origin of the data.

5.4.2 Network-Level Data

Network-level data exhibits spatial and temporal variations, influenced in part by the
diversity of user behaviors [99]. This data proves valuable for analyzing user mobility,
planning public transportation [100], and enhancing network diagnostics and
management.

A key application of network-level data is in predicting network state, such as
forecasting network traffic or estimating performance metrics based on historical data.
For instance, high accuracy has been achieved in predicting Quality of Experience
(QoE) using Multi-Layer Perceptrons (MLPs) with features such as average user
throughput, cell activity, data volume per user, and channel quality indicators [101].
Additionally, deep learning approaches have proven effective for large-scale mobile
traffic forecasting in urban areas, as they can leverage spatial and temporal
correlations in traffic data. In one approach, Auto-Encoders (AEs) are used to extract
spatial features and reduce dimensionality, while Long Short-Term Memory (LSTM)
networks handle temporal dependencies, achieving more accurate forecasts
compared to traditional models like Support Vector Machines (SVM) and
Autoregressive Integrated Moving Average (ARIMA) [102]. Other studies ([103], [104],
[105], [106]) have employed Convolutional Neural Networks (CNNs) and LSTMs for
mobile traffic forecasting, consistently outperforming conventional models like ARIMA
in accuracy.

Drawing inspiration from image super-resolution techniques [100], some researchers
have explored the use of specialized Convolutional Neural Networks (CNNs)
combined with Generative Adversarial Networks (GANs) to predict fine-resolution,
network-wide mobile traffic from coarse-grained measurements. This approach aims
to minimize measurement overhead, achieving up to 100-fold improvements in
granularity when applied to real-world datasets. Another prominent research area for
utilizing network-level data with deep learning is mobile traffic classification. In [107],
deep Auto-Encoders (AEs) were employed to accurately identify protocols within TCP
flow datasets. For encrypted traffic classification, studies in [108] applied MLPs, CNNs,
and LSTMs, while [109] introduced a 1D CNN model, which is valued for its lower
complexity. CNN architectures have also been used for malware traffic identification,
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as shown in [110], where mobile data is treated as images, with representation learning
used to classify anomalies indicative of malware.

A significant portion of network-level data is stored in the Call Data Register (CDR),
and analyzing this data can provide valuable insights. Given their effectiveness in
sequential data analysis, researchers in [111] utilized Recurrent Neural Networks
(RNNs) to analyze user trajectories from CDR streams as location sequences,
estimating metro density. Furthermore, CDR data was used in [112] with CNNs to
predict user demographics like gender and age.

5.4.3 Application-Level Data

Application-level data is gathered from mobile devices, which act as sensor hubs for
data collection and preprocessing [113]. This diverse data is sourced from GPS
sensors, accelerometers, cameras, video recorders, and even wearable medical
monitors, often collected through crowd-sourcing for analysis. It is intrinsically linked
to user profiles, capturing behaviors such as mobility, preferences, and communication
patterns [114]. Extracting useful patterns from this data can enhance recommender
systems and enable targeted advertising; however, preserving user privacy while
extracting meaningful insights from end-user sensors remains a significant challenge.
Two primary approaches are used in application-level mobile data analysis: cloud-
based and edge-based computing, distinguished by where computation occurs. In
cloud-based computing, inference is performed in the cloud, and the results are
transmitted to edge devices. In contrast, edge-based computing involves deploying
models directly on edge devices to perform local processing.

One notable application of application-level data is in mobile health, where wearable
sensors monitor users' physical conditions. For example, sensory devices can alert
individuals with disabilities, such as those with hearing impairments, to emergency
situations [115]. Other applications use deep learning networks to classify lifestyle data
from wearables or support real-time health monitoring at the edge.

Application-level mobile data is also widely utilized in pattern recognition tasks,
including object classification and activity recognition. For instance, some studies [116]
explore the feasibility of implementing CNNs on mobile devices for object recognition.
By comparing performance across CPU, GPU, and mobile platforms, the researchers
demonstrate that such tasks can be effectively executed on mobile devices. In the
area of activity recognition, research spans from analyzing offline smartphone
datasets collected via accelerometers and gyroscopes to identify human activities
[117], to using RBMs on smartwatch sensor data for activity analysis [118], and even
to implementation of a 4D CNN framework for processing of radio frequency signals
with the purpose of designing a virtual "X-ray" machine which recognizes human
poses [119].

Application-level mobile data also plays a crucial role in advancing Automatic Speech
Recognition (ASR). In [120], a novel CNN architecture is proposed for ASR using
mobile devices with multiple microphones, specifically designed to perform well in
noisy environments. Another study [121] presents a deep learning framework for multi-
task audio sensing on smartphones, addressing tasks such as speaker identification,
emotion detection, stress recognition, and ambient scene analysis. This approach
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delivers high accuracy while optimizing runtime, memory usage, and energy
consumption.

5.4.4 Mobility Analysis

Patterns of individual and group movement, extracted from mobile network data, offer
valuable insights for network resource management, public service optimization and
urban planning. Deep learning, particularly its ability to capture spatial dependencies
in sequential data, is highly effective for mobility analysis. In [122], LSTM networks are
used to model city-wide movement patterns of people and vehicles. In [123], RNNs
are applied to short-term mobility forecasting using real-world data, demonstrating
higher accuracy compared to old methods.

5.45 User Localization

Location-based applications and services in mobile networks rely on precise user
positioning data. An example of deep learning applied to this task is presented in [124],
where crowd-sourced geo-tagged signal strength data is used to train an MLP,
enabling it to learn the correlation between signal strength and geographic location.

5.4.6 Network Control

With deep learning’s strong function approximation capabilities, advancements have
been made in enhancing reinforcement and imitation learning, which has fueled forts
to address complex network control problems. Alongside reinforcement and imitation
learning, network control also employs analysis-based control. Reinforcement and
imitation learning directly output actions, analysis-based control focuses on extracting
valuable information to inform an agent's subsequent actions.

A key aspect of network control is network optimization, which focuses on efficiently
managing network resources to improve overall performance. By leveraging mobile
data analytics, operators can predict spatial and temporal variations in network
resource demands [114]. This foresight enables more effective allocation of radio
resources, ensuring that they are dynamically adjusted to meet the evolving needs of
users, thereby enhancing network efficiency and user experience. In [125],
researchers utilize LSTMs to forecast traffic load, adjusting resource allocation policies
accordingly to prevent congestion. Additionally, [126] applies RNNs to predict traffic,
aiding in the dynamic assignment of spectrum resources in mobile networks. Some
studies have also explored network operations under challenging conditions. For
instance, [127] tackles anti-jlamming communication in unpredictable environments
using a deep reinforcement learning agent. This approach integrates deep Q-networks
with CNNs, using raw spectrum data as input, and significantly enhances network
throughput while requiring minimal prior knowledge of the environment. This method
allows for adaptive optimization of network performance, even in dynamic and
uncertain conditions.

5.4.7 Network Security

Network security involves safeguarding network from unauthorized access. Modern
cybersecurity systems are increasingly adopting deep learning techniques, both

99



through supervised and unsupervised learning methods. Deep learning is being
leveraged for more advanced threat detection, anomaly identification, and predictive
analysis. By training on vast amounts of network traffic data, deep learning models
can identify patterns of malicious behavior, zero-day attacks, and even sophisticated,
evolving threats that traditional security measures may miss. This integration of Al-
driven security measures significantly enhances the ability to proactively defend
against cyberattacks and mitigate potential risks in real-time.

Supervised learning can be applied to recognize unwanted patterns and signatures
based on past experiences, allowing for their generalization to detect future intrusions.
Unsupervised learning, on the other hand, helps identify patterns that deviate
significantly from normal behavior. It is important to note that, beyond its use for
protection, deep learning can also be leveraged from an attack perspective.

At the infrastructure level, research focuses on identifying network events that deviate
from expected behavior, which could indicate a potential attack. Stacked
Autoencoders (AEs) have been used to categorize network traffic with high accuracy
[128], or in combination with Multi-Layer Perceptrons (MLPs) for feature selection and
extraction [129]. AEs are also employed in [130] for detecting abnormal spectrum
usage.

At the software level, security research primarily targets smartphone malware and
botnets in modern mobile networks, utilizing deep learning techniques for their
analysis and detection.

Restricted Boltzmann Machines (RBMs) have been used in [131] to classify Android
malware by training on both labeled and unlabeled mobile applications. Other
approaches for malware detection involve analyzing essential application features,
where malware-related features are extracted using Deep Belief Networks (DBNSs),
and Support Vector Machines (SVMs) are used for classification. Convolutional Neural
Networks (CNNs) are also applied in malware detection; in [132], CNNs detect
malware by analyzing sequences of opcodes from disassembled byte-code of
applications, treating the code as text for analysis.

Additionally, Multi-Layer Perceptrons (MLPs) or Long Short-Term Memory networks
(LSTMs) are used for botnet detection, extracting features from mobile botnet
behaviors to identify potential threats.

Security implementations of deep learning, particularly regarding user privacy, focus
on ensuring the protection of private data during the training and evaluation of deep
neural networks. Several studies have explored frameworks where deep learning
tasks are partitioned between the cloud and mobile devices. In these frameworks,
feature extraction is performed on mobile devices, while classification takes place in
the cloud, enabling local processing of input data and providing strong privacy
guarantees.

Deep learning networks are also researched in the context of cyber-attacks, aiming to
compromise user privacy or predict sensitive information, such as passwords.
Generative Adversarial Networks (GANs) are often employed for these purposes. In
[133], various deep learning architectures are used to perform side-channel key
recovery attacks. Compared to traditional machine learning methods, deep learning
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techniques demonstrate superior performance in breaking both unprotected and
protected implementations of the Advanced Encryption Standard (AES). Additionally,
research in [134] shows that Convolutional Neural Networks (CNNs) can accurately
predict the list of active applications on a smartphone using only orientation data and
information from a magnetometer. When motion sensor data is also incorporated,
prediction accuracy can reach 98%, posing potential risks to user privacy. However,
injecting Gaussian noise into the data has been shown to significantly reduce
inference accuracy, helping mitigate privacy concerns.

5.4.8 Signal Processing

Deep learning techniques are increasingly being adopted in signal processing,
particularly in applications like Multiple-Input Multiple-Output (MIMO) processing and
modulation. These methods are proving effective in enhancing signal detection,
improving system performance, and optimizing network resources, leveraging deep
learning's ability to capture complex relationships within signal data.

In MIMO systems, deep learning aids in optimizing performance by adapting to varying
environmental conditions. For example, in [135], MLP-based networks are explored
as potential estimators for transmitted vectors in a MIMO channel. Simulations
demonstrate that this architecture achieves high accuracy while requiring minimal
computational resources. Additionally, for channel estimation and signal detection
tasks, researchers have utilized both CNNs and MLPs, further highlighting the
versatility and effectiveness of deep learning in these applications.

Researchers in [136] propose the use of non-iterative neural networks for controlling
the transmit power of base stations, with the goal of reducing inter-cell interference.
This approach takes advantage of deep learning models' efficiency to optimize power
allocation without relying on iterative processes, enhancing network performance and
minimizing signal interference between neighboring cells. The neural network
estimates the optimal transmit power for each packet transmission, and simulations
demonstrate that this method outperforms the current belief propagation algorithm.

In[137], deep learning is employed in design in the physical layer by modeling a single-
user end-to-end MIMO system as an unsupervised deep autoencoder (AE). In this
framework, the transmitter is implemented using an MLP followed by a normalization
layer, while the receiver is constructed as another MLP, with the channel represented
by a Gaussian noise layer. Experimental results demonstrate that this AE-based
system significantly outperforms the conventional Space-Time Block Code method.

Tests evaluating deep learning platforms for modulation recognition indicate that Long
Short-Term Memory (LSTM) networks are among the most effective models for this
task, due to their ability to capture sequential dependencies in signal data. However,
recent studies have shown that Convolutional Neural Networks (CNNSs), typically used
in image processing, can also achieve satisfactory accuracy in modulation
classification. By extracting spatial hierarchies and patterns from the signal data,
CNNs offer a robust alternative to LSTMs, particularly when dealing with complex,
noisy environments or when training on large datasets. Both approaches represent
significant advancements in signal processing for communications, contributing to
more accurate and efficient modulation classification systems. While the benefits of
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applying deep learning techniques across various mobile network domains have been
emphasized, certain limitations still hinder its broader implementation. Deep learning
is particularly susceptible to adversarial attacks, suffers from low interpretability, and
demands large volumes of data for effective training.

Looking ahead, a promising direction for future research in mobile network
applications of deep learning is the creation of large-scale, high-quality datasets to
enhance network training. The availability of such comprehensive datasets will be
crucial for improving the accuracy and generalization of deep learning models,
enabling more effective network optimization, traffic prediction, and resource
management. Additionally, these datasets will support the development of more robust
models capable of handling the complexities and dynamics of modern mobile
networks, paving the way for advanced applications in areas such as intelligent
network control, anomaly detection, and user behavior prediction. With the growing
significance of location-based services, advances in deep learning for spatio-temporal
data mining are also anticipated [138]. Additionally, with the immense volume of
unlabeled data generated by mobile networks, future research is likely to focus on
unsupervised learning techniques aimed at automatically labeling and classifying this
data. These methods could significantly enhance data processing and analysis,
enabling more efficient network management. In the field of network control, continued
advancements are anticipated in the application of deep reinforcement learning, which
can optimize decision-making processes for dynamic resource allocation, interference
management, and real-time network adjustments. This evolution will be key in
addressing the complexities of modern network environments and ensuring optimal
performance under varying conditions.

5.5 The Limitations of Application of Deep Learning
Despite the many advantages, there are some limitations in the application of DL.

Deep learning models, including deep reinforcement learning, have a well-
documented vulnerability to adversarial examples—specially crafted inputs designed
by attackers to mislead machine learning models. Such examples are often
indistinguishable from legitimate data, yet they can cause significant misalignment
within the model. Convolutional neural networks (CNNs), in particular, are susceptible
to these attacks, potentially impacting deep learning’s effectiveness in mobile systems.
This vulnerability could be exploited in cyberattacks to bypass deep learning-based
security measures. Developing deep models with robust defenses against adversarial
examples is crucial, though it remains a challenging task.

Deep learning models, while achieving remarkable accuracy across various tasks,
largely operate as "black boxes" with limited interpretability. Although they excel in
performance, the underlying reasoning behind their decisions remains obscure,
limiting their broader application in fields like network economics where understanding
decision processes is essential. Consequently, many businesses prefer interpretable
statistical models, even if this comes at the cost of accuracy. Recognizing this gap,
researchers are actively working to enhance the transparency of deep learning
models, making strides toward more interpretable solutions in the field.
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Deep learning's success is highly data-dependent, often making data availability as
crucial as the model itself. Training data augmentation can further enhance deep
model performance, presenting a unique opportunity within mobile networks, which
generate vast data volumes. However, data collection can be costly and raise privacy
concerns, making it challenging to gather sufficient data for robust model training. In
these cases, the advantages of deep learning may be outweighed by the logistical and
ethical costs of data acquisition.

Deep neural networks often involve a large number of hyperparameters, and tuning
them for optimal performance can be a challenging task. For example, configuring a
single convolutional layer requires specifying hyperparameters such as the number,
shape, stride, and dilation of filters, as well as the use of residual connections. As the
model depth increases, the number of hyperparameters grows exponentially,
significantly impacting the network's performance. Finding an optimal configuration
can feel like searching for a needle in a haystack. AutoML platforms, such as those
utilizing progressive neural architecture search, offer a potential solution to this issue.
However, this process remains computationally expensive.

Deep learning demonstrates strong capabilities in processing geometric mobile data,
which often poses challenges for traditional machine learning techniques. This type of
data encompasses multivariate information characterized by spatial coordinates,
topology, metrics, and sequential order. Examples of mobile data with geometric
properties include user locations and network connections, which can be naturally
represented through point clouds and graphs, capturing essential geometric features.
Specialized deep learning architectures, such as PointNet++ and Graph CNNs, are
well-suited to model these data types, offering significant potential for breakthroughs
in analyzing and leveraging geometric mobile data.
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6. JOINT SPECTRUM SENSING AND CHANNEL
SELECTION

In this chapter, two new algorithms for joint spectrum sensing and channel selection
(JSS) in CRNs are presented. The algorithms are distributed and decentralized. For
the purposes of consensus iteration in a MARL setting, algorithms employ operation
through communication graphs which are directed and can be time-varying. The work
aims to demonstrate the value of combining consensus mechanisms within MARL
frameworks to address the unique challenges in CRNs. This study is the first to
investigate consensus-based MARL approaches specifically in the context of CRNs.

Off-policy learning, where an agent evaluates a policy different from the one used
during learning, is particularly relevant in distributed multi-agent settings [10], [13],
[139], [64]. In these scenarios, multiple agents operate and learn in parallel. Multi-
agent reinforcement learning (MARL) has become a popular approach for
decentralized and distributed applications.

A decentralized MARL framework allows agents to communicate intermittently through
a network without relying on interactions governed by the underlying MDP [64], [140].
This decentralized approach eliminates the need for a central coordinator or fusion
center. Recent developments in MARL have demonstrated robust theoretical support
for its convergence and performance stability, making it a promising strategy for
scalable, distributed decision-making.

For policy evaluation, we integrate consensus mechanisms with temporal difference
(TD) learning in an off-policy context [64] , [45], allowing each network node to evaluate
a single target policy while employing behavior policies tailored to their characteristics.
During policy optimization, we introduce a consensus approach to action-value
learning using an e-greedy strategy, where each agent’s unique channel preferences
drive exploration. This setup promotes complementary exploration among agents,
enabling effective policy evaluation and learning that would not be possible for
individual nodes alone.

In this distributed scheme, nodes share local value function estimates with immediate
neighbors via low-bandwidth links, enabling a decentralized structure where agents
rely solely on local information and neighbor communications to make decisions,
without requiring central coordination. Despite its decentralized nature, the algorithm
ensures convergence: with sufficient iterations, all nodes approximate a consensus on
the value function and, in the case of Q-learning, an optimal policy estimate.
Furthermore, the consensus step introduces convexification, enhancing system
stability and resilience to node and link failures.

We rigorously analyzed the algorithm's convergence properties, assumptions, and
limitations. Extensive simulations demonstrate its effectiveness, showing that even
with minimal neighbor communication, the algorithm’s performance approaches that
of a globally optimal solution [2] [31].
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6.1 Problem Description and System Model

The model of the system and the description of the considered problem will be
presented through an examination of the JSS task and the formulation of the JSS
problem within the MDP framework.

6.1.1 Joint Spectrum Sensing and Channel Selection

Spectrum sensing is the first task required of SUs to identify the spectrum resources
available for their own use. In real-world scenarios, developing cooperative schemes
that combine information on channel sensing gathered from multiple SUs while relying
on minimal, neighbor-based communication is highly beneficial. The step that follows
is the dynamic channel selection (DCS), where all SUs participating in a CRN select
spectrum dynamically, aiming to minimize interference with primary spectrum owners
while maximizing their own performance. Together, these tasks form components of
the JSS problem. These tasks must be executed continuously and with minimal delay
at each node to adapt to the constantly changing environment. Leveraging effective
cooperation is crucial to achieving this objective.

In the following, we describe the adopted CRN system model, which is widely used in
existing literature on RL-based CRNs (e.g., Reference [2]). We consider a scenario
with N SUs operating within the same sensing domain, forming a CRN. Each cognitive
radio (CR), representing an SU, is equipped with a Dynamic Spectrum Access (DSA)
module enabling environmental observation and the ability to change the operative
frequency or channel, which serves as the primary transmission parameter in the
adopted setup. The licensed band, shared by all CRN users (primary and secondary),
consists of K frequencies F = {f, f2, ..., fj, .., fx}. Additionally, the model incorporates
a low-bandwidth communication channel in the unlicensed band, designated for
secondary user control signaling communication (CSC). Payload data packets are
transmitted over the K licensed channels between SU transmitter-receiver pairs,
denoted SU; (transmitter) and RSU; (receiver).

Primary user (PU) traffic on each of the K channels is modeled as a two-state birth-
death process, with death rate «; and birth rate §8; for channel j. Under this model, PU
activity transitions (e.g., ON to OFF) follow a Poisson process with exponentially
distributed inter-arrival times. Consequently, the posterior probabilities of channel
occupancy by PUs can be expressed as:

pjj.DU"” = ﬁj/(aj + ,Bj); pjj'DUfo= aj/(aj + ﬁj)” (18)

PUpgr

where pf””" and p; " denote the probabilities of channel j being occupied (PU active)

or vacant (PU idle), respectively [141]. Each channel also has an associated packet
error rate (PER), denoted PER;.

SUs can perform one of three actions per time slot:

o SENSE: The SU senses the frequency it is tuned to, determining PU activity
using a default energy-detection scheme [5] with a probability of correct
detection pp and error probability 1 — pp.
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o« TRANSMIT: The SU attempts to transmit a packet to RSU; using Carrier Sense
Multiple Access (CSMA) as the Media Access Control (MAC) protocol.
Transmission continues until an acknowledgment packet is received.
Alternatively, transmission ends when an allowed number of attempts MAX ATT
is exceeded, after which the packet gets discarded.

« SWITCH: The SU switches to a different licensed frequency and notifies RSU;
via the CSC channel.

The sequence of time slots for SU; can be represented as T; = (17,1}, 1%, ...), Where
T} € {SENSE,TRANSMIT,SWITCH}, based on the action taken in the n-th time slot.
Decision-making by SU; adheres to the following constraints:

1. If 1 = SENSE and the channel is busy, then t'*! = TRANSMIT (i.e., the SU
cannot transmit on a channel occupied by a PU).

2. If 1 = SWITCH, then t**' = SENSE, ensuring the SU assesses the occupancy
of a newly selected channel before attempting transmission.

The model tracks transmission outcomes, including the total numbers of
transmissions, successful transmissions, collisions with PUs, and failures due to other
channel errors. With this model, the objective is to determine the optimal transmission
schedule T; for each SU,i =1,...,N.

6.1.2 MDP Formulation of the JSS model

The former is sufficient to formulate the previously presented Joint Spectrum Sensing
(JSS) model using the appropriate MDP formulations from the considerations in
Chapters 3 and 4, which are well-suited for the application of reinforcement learning
(RL) algorithms:

e The learning agents in the system are the entities SU,, wherei =1, ..., N.

o The current state of an agent SU,, at a discrete time step n is denoted as s;(n),
fori=1,..N.

o The set of states, §, consists of pairs (fj,AVAILj), where f; is a frequency from
the set F (comprising K licensed frequencies or channels), and AVAIL; =
{IDLE,BUSY,UNKNOWN} represents the sensed availability status of channel j.

e« The action set for an agent SU, is given by A; =
{SENSE,TRANSMIT,SWITCHg, ..., SWITCHg, ..., SWITCHg, }, fori=1,..,Nandj =
1, ..., K, where SWITCH, represents the action of switching to frequency f;, with
the restriction that the agent does not switch to the frequency it is already tuned
to.

o The reward function, R:S§ x A —» PMF[0,1], assigns rewards based on the
actions performed and the states encountered, where PMF[0,1] denotes a
probability mass function. The reward function is defined as follows:

o R((f;*),SENSE) = ¢, if f; is found to be IDLE.
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R ((f;+),SENSE) = 0, if f; iis found to be BUSY.

#retrans

R ((f;, IDLE), TRANSMIT) = 1 — 2220

where #retrans is the number of packet retransmissions, a random variable
dependent on the packet error rate (PER) and MAX_ATT is the already
mentioned parameter of maximal allowed number of attempts of
transmission.

R ((f;, UNKNOWN), SWITCH) = 0.
Here, ( is a scalar parameter associated with the design of the model, as
detailed in later chapter related to simulations.

The state transition function, 7:§ X A x § — [0,1], defines the probabilities of
transitioning between states based on actions taken. It is specified as follows:

7 ((f;),SENSE, (f;, IDLE) ) = o5/ (oy; + ;)
7 ((f;),SENSE, (f;, BUSY) ) = §;/(a; + B;)
7 ((f;, IDLE), TRANSMIT, (f;, IDLE) ) = 1

T ((fj,*),SWITCH, (f, UNKNOWN)) =1

The state transition function assigns a value of 0 to all other combinations of
arguments.

It is important to note that, in practical scenarios, the transitions of channel
states (e.g., from IDLE to BUSY or BUSY to IDLE) typically occur at a much lower
frequency than the learning rate of the SUs. During such intervals, the
probabilities of sensing IDLE or BUSY states can be set as either 0 or 1, as
appropriate. Further details regarding this assumption are provided in the
simulations section.

Figure 6-1 provides the MDP diagram for the JSS problem, highlighting states and
actions specifically associated with frequencies f; and f; from the available set of K
frequencies.

TRANSMI‘I’ SENSE SENSE TRANSMIT
8
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Figure 6-1 JSS formulation [43]
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6.2 Consensus-Based Distributed Joint Spectrum Sensing and
Selection

The following chapter describes novel, fully decentralized and distributed networked
MARL solutions for addressing the JSS problem in CRNs. These solutions harness
the potential of cooperative interaction between neighbor nodes while maintaining
robustness and scalability. Building on adaptations and extensions of previously
established MARL schemes (such as [64], [41], [141]), these approaches are tailored
to suit the specific demands of JSS. This decentralized framework can be viewed
through three key facets:

« Coordination of Multiple Agents: This approach enables nodes to coordinate
their actions, covering different parts of the state space while working
towards a shared objective.

« Parallelization for Faster Convergence: By parallelizing agent actions, the
method achieves quicker convergence - especially useful in high-
dimensional problems, such as those with numerous frequency channels.

e Noise Reduction through Agent Averaging: The decentralized structure
allows the network to mitigate noise effects by averaging diverse noise
realizations from individual agents. This is particularly beneficial in cases
where some agents experience high error probabilities in spectrum sensing
or face elevated PER on some channels due to variety factors like fading
and shadowing. In such cases, the collective input from nodes with more
favorable conditions can help offset inaccuracies from nodes experiencing
higher error rates.

Even though based on the considerations from Chapters 3 and 4, the algorithms
presented here differ somewhat from the DTD(A) presented in Chapter 4 in two ways:

e In contrast to the formerly presented, these algorithms do not include
parametrization, but rather aim to learn the actual values of either the (state-
)value or action-value functions and

o the algorithms presented here are a special case of the former, in which 1 =
0, i.e., updates to the value function rely solely on the immediate temporal
difference error, and no credit is given to multi-step returns.

MARL framework is designed for a setup where N SUs (nodes or agents) are linked
via a low-bandwidth communication network (in function or not of CSC). Here, each
node can exchange information in real-time only with its immediate neighbors, a
characteristic common in mobile ad hoc and sensor networks [6], [26], [143], [144].
This dedicated network is represented by a directed graph G = (I, &) where NV =
1,..., N is the set of nodes, and € = (i, j) the set of directed links (i, j). The neighboring
nodes of node i, denoted »; can communicate directly with node i, with |V;| < N
expected in large-scale networks.

Each SU; operates within the MDP framework previously described, executing local
policies, performing actions (such as sensing, transmitting, or switching channels),
observing environmental responses, and receiving rewards that reflect the PU activity
and channel quality. Notably, agents operate independently in this MDP structure, with
transitions determined by individual actions, not direct inter-agent interactions. This
independence can be maintained by a suitable distribution of channels, ensuring
minimal interference among SUs.

64



We choose time instances k as the union of all T; time instances, during which the
secondary users (SUs) sequentially make decisions and trigger transitions within the
MDP.

6.2.1 Distributed Consensus-based Policy Evaluation

This subsection addresses distributed policy evaluation within the multi-agent system
described above. Here, each agent SU; follows a distinct behavior policy m;, making
each associated MDP for SU; a Markov chain (MC) with its own state transition matrix
P® | derived from function T by fixing policy m;. Our focus is on the decentralized
evaluation of a shared target policy m, which establishes a MC represented by the
matrix P. The value function for & is given by Equation (2), and each agent thus seeks
to estimate the vector V™ € R3K, where 3K denotes the total number of states in our
model. For this evaluation to work effectively, we assume the MC under target policy
7 is irreducible, meaning it has a limiting distribution D € R3¥and a unique value
function V™. Under policy m, each agent should ideally “visit” each channel infinitely
often.

To account for differences between each agent’s behavior m; and the target = we
introduce local importance sampling ratios (according to Chapter 4.2 and Equation
(6)):

p;(s,s") = PSSI/PSF;? for all s,s"€s (with 0/0 =0), where P, and Ps(gare the
probabilities of transiting from state s to s’ under = and ;.

Each agent maintains its own estimate of the value function vector, denoted V; € R3X.
For ease of reference, we define the global vector comprising all agents’ estimates as
Ve = [V - Vy]".

Building on the methodology presented in [44] and Chapter 4, we frame a global
constrained minimization problem across the network to measure how well the agents'
value function estimates align with the Bellman equation:

N

10 = aii V) (19)
i=1

subject to V; = - =Vy,

where J;(V;) =Il'V; — (R +yPV;) ||f,i are the local objective functions, ¢q; >0, i=
1,..,N, a priori defined weighting coefficients, and D; € R3Xinvariant probability
distributions of each agent’s Markov chain.

Building on this foundation, we introduce a novel algorithm for estimating of
V'™ designed to minimize local objective functions (Equation (19)). This algorithm is an
adaptation of a general framework proposed in [13], [44], [64] tailored to address our
specific problem. The proposed approach relies on the development of a distributed
stochastic gradient method, which integrates Temporal Difference (TD) updates with
consensus iterations:
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Vi)' it) = v,)) + agip,(n)6;(n) (20)

Viin+1) = z cij MV;(n), (21)
JEN

where « is (typically small) step size, 6;(n) = r;(n) + yV,51™" — Vi(si(n)) is the TD error,

Vi(s) and V;'®) mark the estimates of the value function at state s before and after local
update (Equation (20)), respectively, r;(n) is the reward received by node i at step n,
s;(n) is the state of SU; at time n, s;(n)’ = s;(n+ 1), and p;(n) is the importance
sampling ratio at step n for agent i. The initial conditions for the recursions are
arbitrary.

The ¢;j(n) parameter denotes the gain at step n which is used by agent i to weight
the estimates received from agent j. It is important to note that this communication
occurs via a network dedicated to signaling, and not within the licensed spectrum
sensed by the SUs. The mentioned parameters are generally random: they take
predefined constant values if the consensus communication at step n succeeds (with

probability péi)(n)), and are set to zero if the communication fails (with probability 1 —
pgl)(n).AIso, c;j(n) =0if j € V;, i.e., if node j is not a neighbor of node i.

As with Equations (8) and (9), the presented algorithm includes two basic steps:
1) Local parameter update (Equation (20)), based on MDP transition and a
locally received reward, and
2) In the consensus step (Equation (21)), local communication occurs between
neighboring nodes over the dedicated network. This step aims to achieve
global parameter estimation in a decentralized manner through distributed
agreement among the agents, see Figure 6-2.

As demonstrated in Chapter 4, the algorithm has been proven to converge under
several general assumptions. For the specific problem setup considered here,
convergence is ensured under the conditions outlined in Assumptions A1, A4, A5, and
A6 (formulated in Chapter 4)

The irreducibility condition in Assumption A1.b ensures that the underlying MDPs,
under all behavior policies, allow agents to explore all states. The second part
guarantees that importance sampling ratios are well-defined. In practical terms, each
agent typically focuses on a subset of the overall state space (channels), with high
visit probabilities for certain states and lower probabilities for others. This
complementary structure among agents can significantly enhance convergence
speed.
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for i=1:N do
| initialize V;(1) and s;(1)
end
for k=1:episode length do
for i=1:N do
sample and apply an action using policy 7; in state s;(n)
receive reward 7;(n) and observe state transition to s;(n)
update V;(n)*:(™) according to Equation 20
send updated V;(n)’ to all the nodes j for which i € N
(out-neighbors of node 1)

/

end

for i=1:N do

apply consensus step on the received V;(n)', j € N;, according to
Equation 21

end

end
Algorithm 1: Distributed consensus-based policy evaluation

Figure 6-2 Algorithm 1 - Distributed consensus-based policy evaluation [43]

By appropriately selecting weighting factors q; and c;;(n) nodes with higher confidence
in accurately sensing primary user (PU) activities on specific channels can be
prioritized. Convergence rates can be further enhanced by designing overlapping
partitions of the global state space (frequencies) to encourage complementary
behaviors among agents. Additionally, the flow of information across the network plays
a pivotal role; implementing multi-step consensus among nodes during measurement
intervals proves advantageous when inter-node communication rates can be high
[144].

Even when agent behaviors do not fully complement each other and states visited by
different agents overlap, the "denoising" effect provides another advantage of the
consensus-based approach. Consensus-based estimation algorithms generally
exhibit strong "denoising" properties, leading to reduced asymptotic variance in the
estimates [68], [69]. This variance reduction is a well-known challenge in TD-based
algorithms [9], [145] and has been proven beneficial in similar consensus-based
schemes, as shown in previous research [13], [64].

6.2.2 Distributed Consensus-based Q-Learning

The scheme discussed in the previous section extends naturally to action-value
function Q enabling direct derivation of an optimal policy. The well-known Q-learning
algorithm [9], a single-agent approach, is based on Equation (4) and applies TD-based
reasoning, similar to the TD learning for state-value functions seen in Equation (20).
However, since the goal here is to determine the optimal policy, a key distinction is
that, rather than selecting actions based on a predefined policy (as in policy
evaluation), actions are chosen through an exploration/exploitation strategy.
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To achieve distributed optimal policy search within our CRN JSS model, the algorithm
prescribes substitution of local iterations in Equation (20) with the following Q-learning
iterations at the local level:

Q{(n)(si(n)'ai(n)) =

Q) (=) 4 g (1 () + ymaxQ, () ) — g, (m) (M) #2)

Qin+1) = Z Cij (n)Q,’-(n) (23)

JEN;

In this setup Q;(n) and Q; (n) are matrices representing the i-th node's estimates of the
Q-values for all possible state-action pairs, before and after applying the local update
(Equation (22)), respectively. Q;(n)®® denotes the i-th node's estimate of the optimal
action value for the state-action pair (s,a) after the consensus update has been
applied in the previous step. The parameters a and g; remain consistent with those
defined in the preceding section.

At each time step, an agent performs a local update as per Equation (22), adjusting
its estimation of the Q-function for the current state and action pair, s;(n) and a;(n) . It
then receives the Q-values from neighboring agents and performs an iteration
consensus (Equation (23)) to update its estimates for all state-action pairs. Initial
conditions can be set arbitrarily. However, higher initial values can encourage
exploration when using a greedy policy. Additionally, these initial conditions may be
reset once the first reward is observed for a specific state-action pair [9].

In standard Q-learning, actions at each step k are chosen using € -greedy strategy [9].
In the multi-agent setting, a modified e-greedy approach is proposed here. To enhance
overall performance, each agent, when exploring with probability €, prioritizes a distinct
set of channels. This strategy accelerates convergence by leveraging complementary
coverage of the state space across agents, akin to the complementary behavior
policies employed in policy evaluation. The effectiveness of this approach is
demonstrated in the simulations section.

The consensus step in the algorithm retains the same structure as described in
Equation (21) (and Equation (9) originally), with the key difference that, in each
iteration, agents share their Q-function estimates for all possible state-action pairs (see
Figure 6-3). A similar approach has been explored in previous literature [142],
accompanied by a comprehensive convergence analysis. However, earlier studies
made the limiting assumption that the action selection strategy was fixed beforehand
and was independent of the agents' current Q-function estimates.

The distributed Q-learning algorithm proposed here preserves all the advantageous
properties discussed in earlier sections.

6.2.3 Convergence Rate and Complexity Analysis

As highlighted in sources such as [146], the non-asymptotic convergence rate —
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representing how quickly the "mean path" of the TD or Q-learning algorithm
approaches its limit — exhibits an exponential trend. The asymptotic convergence rate
can be analyzed through an asymptotic stochastic differential equation, which
establishes a direct connection between the asymptotic covariance of the value
function estimate and the network's connectivity [64].

In literature related to consensus frameworks, network connectivity is commonly
quantified by algebraic connectivity, defined as the second smallest eigenvalue of the
graph Laplacian [147]. Greater algebraic connectivity is associated with a faster
asymptotic convergence rate and a more pronounced denoising effect in consensus
processes (see References [64] [68] for additional details).

The computational complexity of the policy evaluation algorithm, as described in
Equations (20) and (21), is O(K), as each step involves updating 3K scalar values
(one for each state’s value function estimate). For the distributed Q-learning algorithm
in Equations (22) and (23), the complexity increases to 0(K?), as it tracks the value
for each state-action pair, amounting to fewer than 3K X (K + 2) computations.
Notably, both algorithms are fully scalable concerning network size; their
computational complexity remains unaffected by the number of agents, assuming the
interconnecting network is sparse (i.e., the network size does not affect the average
number of neighbors).

for i=1:N do
| initialize @;(1) and s;(1)
end
for k=1:episode length do
for i=1:N do
sample and apply e-greedy action a;(n) in state s;(n)
receive reward r;(n) and observe state transition to s;(n)
update Q;(n):("):2:("M) according to Equation 22
send updated Q}(n) to all the nodes j for which i € N
(out-neighbors of node 1)

/

end

for i=1:N do

apply consensus step on the received Q; (n), 7 € N;, according to
Equation 23

end

end
Algorithm 2: Distributed consensus-based Q-learning

Figure 6-3 Algorithm 2 - Distributed consensus-based Q-learning [43]

6.3 Simulations

We explore the characteristics of the proposed consensus-based MARL algorithms for
JSS. The analysis considers a scenario with K = 6 licensed channels, with channel
parameters outlined in Table 2, and sets the parameter MAX_ATT = 7. The setup
involves N = 6 learning agents (SU;). For simplicity, the reward ¢ for accurately
identifying an idle channel state is assigned a value of 1. Additionally, we assume that
the duration of all state transitions corresponds to a single time step within the
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simulation.

Channel 1 2 3 4 5 b
iy 10 5 2 10 5 2

B 2 5 10 2 5 10
PER 0.5 0.5 0.5 0.1 0.1 0.1

Table 2 Channel parameters [43]

In the first simulation, the agents estimate the state-value function in an off-policy
setting, without prior knowledge of the model parameters. This estimation is performed
using the proposed Algorithm 1, with parameters set to @« = 0.02 and y = 0.9 .The
target policy adopted assigns uniform probabilities to different types of actions and
equal probabilities for switching to various channels (i,j = 1, ...,K,j # i) (Table 3).

State/Action SENSE TRANSMIT SWITCH,
(fi, IDLE) 1/3 1/3 1/15
(fi, BUSY) 1/2 0 1/10

Table 3 Target policy parameters [43]

The behavior policies of different agents, denoted as m;, j = 1,...,N, are similar to the
target policy m, but with a notable distinction: each agent has a specific channel
preference, resulting in a significantly higher switching probability for its preferred
channel compared to others. In this setup, agent j favors channel f; with:

7, (SWITCHfj|(fi,-)) = 20m; (SWITCH,, |(,)), (24)

for i,j,k=1,..,K,j #i,k #i,j. When agents are already tuned to their preferred
channel (j =i and m; (SWITCHfjl(fi,-)> = 0) the probabilities for the SENSE and

TRANSMIT actions are scaled up. This adjustment ensures that the values of
us (SWITCka|(fl-,-)) for other channels remain consistent, as specified in Table 4.

State/Action SENSE TRANSMIT SWITCHy;, SWITCHy,
(fi. IDLE) 1/3 1/3 5/18 1/72
( fi. BUSY) 1/2 0 5/12 1/48

Table 4 Behavior policies parameters [43]

We begin by evaluating a set of N independent temporal-difference (TD) algorithms,
where each algorithm performs only the local TD update step (Equation (20), without
including the consensus update (Equation (21)). The resulting state-value function
estimates are illustrated in Figure 6-4. The data reveals that each channel is
associated with an agent that favors switching to it, leading to faster estimation
convergence for that agent relative to others. This effect is most pronounced in states
marked as UNKNOWN. Moreover, the estimated values for these unknown states tend

70



to increase when the corresponding channels are idle and decrease when the
channels are occupied. These estimations exhibit significant variability across agents,
reflecting notable differences in value function estimates based on each agent's
channel preferences.

The performance of Algorithm 1 is then simulated, by the addition of application of the
consensus steps (Equation (21)) after the application of the agents’ local TD
algorithms (Equation (20)). The ring topology is implemented for the communication
setup between agents for the purposes of their mutual exchanges of local TD
processing information. In this assumed topology, each agent interfaces to the two of
its nearest neighbors (i.e., agent 5 interfaces to agent 4 and agent 6). The consensus
weights c;;(n) are set to values of 1/3 for the connected agents, and 0 for the ones
which are not connected. The weights are presumed to be invariant in time. Figure 6-5
presents the estimations of value functions by agents resulting from application of
Algorithm 1. Significant reduction in the variation of estimates across agents compared
to the case without consensus is clearly visible.

To provide a more detailed quantitative comparison, we average the value function
estimations’ mean-square error (relative to the actual values which can be derived by
solving the appropriate Bellman expectation equation (Equation (2)) for the given
model) across all agents and states. The results, with and without the consensus
scheme, are presented in Figure 6-6. The introduction of the consensus mechanism
clearly accelerates the convergence of the algorithm. For reference, the performance
of a centralized scheme, assuming all-to-all communications, is also included. The
results demonstrate that the consensus-based approach achieves outcomes that are
nearly equivalent to those of the centralized scheme.

Additionally, the mean variance of value function estimations averaged over all states
and across different agents, is also shown in Figure 6-6 for both cases (with and
without the consensus scheme). The data reveal that the consensus-based approach
reduces estimation variance by approximately two orders of magnitude, highlighting
its effectiveness in harmonizing agent estimates.
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Figure 6-4 Estimations of the value function by all the agents (without consensus)
are shown as different lines for all the states, which are shown on different plots.
Times while the channels are occupied by primary users are shaded in red. [43]
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Figure 6-5 Estimations of the value function by all the agents with consensus
scheme implemented are shown as different lines for all the states, which are shown
on different plots. Times while the channels are occupied by primary users are
shaded in red [43]
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Consensus schemes are effective at providing reliable estimates even to agents
without direct observation access to certain variables of interest. In a setup where local
behavior policies are arranged so that each channel is accessible by three agents that
can switch to it, while the other three agents never access it, there are three active
estimates for each state-value function. For example, one state illustrated in Figure
6-7 demonstrates that the remaining three estimates, initialized to zero, remain
unchanged. The results confirm that the consensus scheme enables all agents to
obtain meaningful estimates of state-value functions under these conditions. Notably,
in this setup, the aspect of Assumption A1 concerning importance sampling ratios
(often referred to as the coverage assumption) is evidently unmet. However, the
consensus approach allows this coverage to be reached at the network level,
facilitating effective and feasible implementation of Algorithm 1.
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Figure 6-7 Estimations of the value function performed by all agents, both without
consensus (upper figure) and with consensus (lower figure), shown with different lines,
for a state which can only be visited by three agents. Times while the channel in
question is occupied by primary users are shaded in red. [43]
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In the following experiment, Algorithm 2 is used to estimate the action-value function
with parameters a« = 0.2, y = 0.9 and p, = 0.9. Each agent applies an individual e-
greedy behavior policy m;, i =1,...,N, with ¢ =0.5. The setup mirrors the first
experiment, where each agent has a preferred channel for exploratory actions,
switching to this channel with a probability 20 times higher than for other channels.

Initially, we examine the case without consensus, where agents perform only local
processing (Equation (22)) without inter-agent communication, as shown in Figure 6-8.
To keep the figure clear, we display Q-value estimates for actions involving a single
channel. As expected, the agents’ action-value functions show considerable variation
due to their distinct exploratory policies.

In the scenario with the consensus communication scheme enabled, depicted in
Figure 6-9, the consensus mechanism enables substantial alignment among the
agents' estimates. This is evident as the partially transparent lines, each representing
a different agent's action-value estimate, mostly overlap (resulting in N =6
overlapping lines in each plot). Additionally, intervals corresponding to the availability
of destination channels during switching actions are illustrated. Here, the action-value
estimates adjust based on channel availability, increasing when the destination
channel is idle and decreasing when it is busy, as seen in parts of
Sw. to Dest. | Chl, Idle plots when Chl is idle and in parts of
Sw. to Dest. | Chl, Busy plots when Ch1 is busy.

In Figure 6-8 and Figure 6-9 the estimates of the action-value function are presented
for all the possible actions from the three possible states, which are all associated to
one of the used channels — titles of subplots name the Action|State pair there
presented. Estimates of different agents correspond to lines of different color. Times
while the channel in question is occupied by primary users are shaded in red. Times
during which the destination channel of the switching action are Intervals when the
channels corresponding to destinations of switching actions are occupied by primary
users are shaded in gray.
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Figure 6-8 Estimations of action-value function for one channel by all the agents

(without consensus) [43]
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To evaluate the algorithm's performance in the context of the presented JSS model,
the number of successful and failed transmissions is measured (failures due to
interference with primary users) for various algorithms. The results of these
measurements over entire networks are presented in Figure 6-10. The proposed
scheme is compared to a baseline, which represents a recently introduced
decentralized cooperative approach that aggregates local rewards without consensus
(adapted from the algorithm in [31] for the proposed system model and similar to the
information sharing scheme from [2], labeled as "Without consensus + Coop").

The results demonstrate that incorporating the proposed consensus mechanism
increases throughput by approximately 50% within the initial 10,000 iterations of the
algorithm. As expected, the centralized scheme achieves slightly superior
performance. However, the baseline cooperative scheme performs worse than the
consensus-based approach proposed in the thesis due to high variance in Q-value
estimates inherent to this scheme.
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Figure 6-10 Total count of transmission events within the network, both successful
and failed, for different algorithms as a function of the number of iterations [43]
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The breakdown of successful and failed transmissions for the consensus-based
algorithm across individual channels is provided in Table 5. It is evident that channel
6, characterized by low primary user activity and a low packet error rate (PER),
emerges as the preferred channel for transmission actions.

Channel 1 2 3 4 5 [
successful transmissions 1440 2263 2885 115 11,739 45,678
failed transmissions 75 136 ] 74 a4 35

Table 5 Contributions through participating channels within the network to the total
number of successful and failed transmissions [43]

It is important to highlight that the demonstrated advantages of the presented
consensus communication scheme — namely improved coordination, reduced
disagreement among agents, and accelerated convergence of the resulting algorithms
— extend beyond the specific parametrization and system model adopted in this study.
The chosen model, inspired by [2], was selected to clearly illustrate the features of the
presented scheme and the associated estimates of the action-value function.
However, various alternatives can be integrated into the presented consensus-based
framework.

For instance, reducing {, the sensing reward for identifying an idle channel, would
relatively increase the rewards for transmitting actions, potentially leading to higher
values in Table 5. Additionally, sensing errors could be more effectively addressed by
introducing penalty terms for transmitting on busy channels. The assumed primary
user (PU) activity model could also be refined, yielding improved local processing
results. Experiments using alternative models derived from historical PU activity
statistics [148] show that the comparative results remain consistent with those
depicted in Figure 6-10.

Furthermore, more advanced spectrum sensing techniques, such as machine
learning-based methods [149], could replace the energy detection scheme used in this
study. However, even with improved local sensing algorithms, the performance margin
between consensus-based and non-consensus approaches observed in Figure 6-10
would persist. This is primarily due to the high variance in action-value estimates
characteristic of algorithms without consensus.
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7. SPECTRUM SENSING BY MODULATION
CLASSIFICATION USING DEEP NEURAL NETWORKS

The growing global demand for seamless information exchange among mobile users
has driven rapid advancements in wireless communication. The deployment 5G
mobile communication is well underway, while research and development efforts for
sixth-generation (6G) technology have already begun.

5G technology not only enhances human-centered communication by delivering a
significantly improved user experience but also fosters the emergence of many
applications, from telephony and SMS to multimedia [150].

7.1 Challenges in Spectrum Management and Utilization

The growth of the breadth of services and their adoption has led to a dramatic rise in
the number of mobile phone users. The electromagnetic spectrum, a critical and
limited resource for wireless communication, is facing growing scarcity. The rapid
growth of wireless services has led to a significant increase in demand for spectrum
bandwidth [151].

According to the International Telecommunication Union (ITU), the available spectrum
ranges from 9 kHz to 275 GHz. In its 2006 forecast, the ITU estimated that global
spectrum demand would range between 1,280 MHz and 1,720 MHz by 2020. The
exponential growth in user data traffic, these predictions have fallen short. Currently,
available spectrum resources meet only about half of the actual demand [152]. This
shortage has become a critical challenge, potentially hindering the sustainable growth
of wireless communication technologies, if not effectively addressed.

Spectrum resources worldwide are regulated by governmental agencies. These
agencies generally utilize a "static allocation" approach, dividing the spectrum into
distinct, non-overlapping frequency bands designated for specific users. These
designated users, known as "authorized users," operate exclusively within their
assigned frequency bands.

Despite efforts to allocate spectrum rationally, the utilization rates of assigned
frequency bands vary significantly across times and regions. A study by the FCC
revealed that the utilization of licensed bands, particularly in the highly demanded
range of hundreds of megahertz to 3 GHz, fluctuates between 15% and 85%. In some
areas, utilization is as low as 5%. This inefficiency, combined with the uneven
distribution of spectrum usage, highlights the pressing issue of underutilized
resources.

Most spectrum resources below 1 GHz have already been allocated, leaving limited
bandwidth available for new wireless services. Addressing this challenge requires
transitioning from static spectrum allocation to dynamic spectrum management and
sharing mechanisms. These approaches aim to optimize spectrum utilization across
different times and regions, ensuring more efficient use of this finite resource and
supporting the continued expansion of wireless communication technologies.
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7.2  Strategic Role of Spectrum Sensing

Spectrum sensing (SS) has extensive applications across multiple domains, with
significant research efforts dedicated to advancing this technology. The development
of SS technology is strategically vital, as it is poised to become a foundational element
in numerous fields, including communications, radar, UAVs, and smart transportation.
By enabling efficient spectrum utilization, SS not only addresses spectrum scarcity,
but also supports innovation in emerging technologies, laying the groundwork for a
more connected and intelligent future.

In communication systems, SS can manage and allocate spectrum resources
dynamically, improving spectrum utilization. By identifying unused primary user bands,
it enables better resource allocation and supports dynamic spectrum sharing.

In radar systems, SS monitors and analyzes radar spectrum use, facilitating optimal
spectrum management and countering jamming attempts [153].

For unmanned aerial vehicles (UAVs), SS provides crucial real-time spectrum
information to select optimal communication bands and avoid interference [154].

In intelligent transportation networks, SS monitors spectrum usage by various wireless
devices, enabling dynamic spectrum management. This ensures communication
reliability and quality for diverse applications, from traffic management to autonomous
vehicle coordination [155].

7.3 Integration of Deep Learning into Spectrum Sensing

In recent years, artificial intelligence, particularly deep learning, has transformed
spectrum-sensing research. With its capabilities in nonlinear modeling and adaptive
learning, deep learning has greatly improved the performance and efficiency of
spectrum-sensing techniques, facilitating more effective utilization of spectrum
resources [156]. Several advanced deep learning models have been applied to
spectrum sensing, most prominent being:

e Convolutional Neural Networks (CNNs): These have demonstrated exceptional

capabilities in feature extraction for spectrum analysis.

e Long Short-Term Memory Networks (LSTMs): Leveraging their ability to
process sequential data, LSTMs have been effective in dynamic spectrum
environments [157] [158].

Although spectrum sensing utilizing classical DL networks has shown promising
outcomes, it is not without its limitations. The majority of existing research primarily
emphasizes the integration of deep learning with non-cooperative spectrum sensing,
which introduces several significant challenges:

e Limited Availability of Labeled Data: Individual devices rely solely on their local
sensing results, restricting data sharing and collaboration. This often leads to a
scarcity of large-scale labeled datasets required to train robust deep learning
models.
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e Resource Constraints: Non-cooperative devices typically operate
independently, and their computational and energy capacities may fall short of
the requirements for executing deep learning models effectively.

e Exploring Cooperative Spectrum Sensing with Deep Learning: To address
these limitations, researchers have increasingly focused on applying DL to
cooperative spectrum sensing (CSS). Cooperative sensing combines data from
multiple devices, resulting in a more comprehensive and diverse dataset for
deep learning training. This approach provides several advantages:

e Real-Time Adaptability: In real-time environmental updates, enabling deep
learning models to adjust dynamically to changing conditions.

e Improved Data Availability: By integrating multi-source observational data, CSS
enhances DL higher accuracy.

These findings indicate that cooperative spectrum sensing, powered by deep learning,
can address the shortcomings of non-cooperative methods. By fostering collaboration
between devices and leveraging real-time data, CSS offers a promising path forward
for efficient spectrum utilization in dynamic and resource-constrained environments.

Recent research on deep learning for spectrum sensing primarily emphasizes the
development and utilization of advanced neural network architectures. This section
explores the application of widely used models, including convolutional neural
networks (CNNs), residual networks (ResNets), long short-term memory networks
(LSTMs), and other deep learning frameworks.

7.4 Application of Deep Learning Frameworks in Spectrum Sensing

Convolutional Neural Networks (CNNs) are a type of artificial neural network (ANN)
widely recognized as one of the most effective deep learning models [159]. CNN are
preferred choice for tasks such as object detection, image recognition, and speech
recognition.

A typical CNN architecture consists of three primary components:

e Convolutional Layers, which extract features by applying convolutional filters.
Each layer identifies patterns such as edges or textures, building progressively
more complex representations of the input data.

e Pooling Layers, which downsample the output from convolutional layers,
reducing the spatial dimensions of the data. This process preserves essential
features while decreasing computational complexity and helping to prevent
overfitting. However, it also results in some loss of information.

e Connected Layers, integrating all the features extracted by previous layers,
producing a global feature representation. They are typically used at the final
stage of the network to perform tasks such as recognition or classification
based on the extracted features.

In CNNs, each layer progressively transforms the input data into high-level

abstractions. The architecture showcases the ability of CNNs to identify and classify
features effectively, making them a powerful tool for spectrum sensing.
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In signal processing, covariance matrices are fundamental tools. By reflecting the
second-order statistical properties of signals, covariance matrices serve as a key
statistical descriptor. Recent studies have demonstrated their effectiveness in
spectrum sensing, particularly in scenarios with low signal-to-noise ratios (SNRs) and
noise uncertainties, often outperforming traditional methods. Furthermore, the robust
feature extraction capabilities of convolutional neural networks (CNNs) have made
covariance matrix-based spectrum sensing methods a promising area of research.

The spectral correlation function (SCF), which is derived from a signal's
autocorrelation function, is commonly used to characterize the spectral properties of
periodic statistical signals. Recent advancements have combined SCF with CNNs to
improve spectrum sensing performance.

In Spectrum Sensing, Residual neural networks (ResNets) address the vanishing
gradient problem in deep networks, enabling the development of deeper architectures.
ResNets excel in extracting features from two-dimensional spectral data, making them
highly effective for spectrum sensing.

Long Short-Term Memory (LSTM) Networks, a type of recurrent neural network (RNN),
model long-term dependencies in data. Their ability to process complex, noisy spectral
data makes them particularly suitable for spectrum sensing tasks. LSTM networks
leverage their internal memory to predict and adapt to dynamic spectrum
environments, ensuring high accuracy in detecting spectrum states [160].

Novel methods of spectrum sensing leverage LSTM networks to capture temporal
correlations in spectrum data. By linking prior sensing events to current information,
they effectively model temporal dependencies in cognitive radio environments.
Similarly, in [161], a spectrum-sensing framework employing LSTM networks was
proposed to handle temporal signal dependencies. This approach demonstrated
superior performance under low SNR conditions compared to alternative methods.
However, it also required longer training and execution times. The study highlighted
LSTM's potential for spectrum sensing and recommended future efforts to reduce the
computational overhead of such networks.

LSTM networks have also been integrated with other algorithms to improve spectrum
prediction, a critical aspect of spectrum sensing. Ling Yu et al. [162] highlighted the
ability of LSTM networks to manage dynamic temporal dependencies, making them a
vital component in deep learning-based prediction methods. These hybrid approaches
have expanded the potential applications of LSTM in spectrum sensing.

7.5 Performance Comparison: Traditional vs. Deep Learning
Approaches

Traditional single-node spectrum sensing methods and matched filter detection, are
constrained by certain environmental factors. For example, energy detection struggles
in low SNR settings, while cyclostationary methods require partial information about
PU signals and suffer from complexity.

In contrast, deep-learning-based methods demonstrate broader applicability and
superior performance, particularly at low SNRs. Detection probabilities using deep
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learning models range from 85% to 90% at -20 dB and nearly 100% at O dB,
significantly outperforming traditional approaches. However, these methods demand
substantial computational resources and large-scale labeled datasets, which remain a
challenge for real-world implementation.

7.6 Challenges and Research Perspectives

Despite its potential, deep-learning-based CSS faces several challenges that require
further exploration:

e Enhancing Low-SNR Performance: While some CNN-based methods show
promise, performance at extremely low SNRs (-13 dB to -20 dB) still declines
sharply. Future research should focus on data augmentation and joint
reinforcement learning to improve robustness and detection accuracy.

e Strengthening Security Against Malicious Attacks: Techniques like adversarial
training, hybrid models, and autoencoders have been employed to defend
against attacks like primary user emulation and SSDF. However, adapting
these methods to diverse real-world threats remains an open area for
investigation.

e Spectrum Sensing with Limited Data: Current approaches heavily rely on large
datasets. Innovations such as transfer learning, semi-supervised learning, and
advanced data augmentation techniques (e.g., DCGANSs) could make deep-
learning models viable in data-scarce scenarios.

e Dynamic Threshold Adjustments: Adaptive and intelligent threshold-setting
techniques are critical for addressing dynamic environments. Future work must
address these practical challenges.

e Expanding Autoencoder Applications: Autoencoders, with their capabilities in
feature extraction and noise reduction, hold promise for spectrum sensing.
Studies integrating autoencoders with LSTM and CNN models have shown
effectiveness in mitigating malicious node impacts, suggesting further research
in this area.

As a cornerstone of cognitive radio, spectrum sensing plays a vital role in optimizing
spectrum utilization. Traditional methods, while foundational, are increasingly
inadequate for complex sensing environments. By integrating advanced deep learning
and DRL techniques, researchers have demonstrated significant improvements in
detection accuracy, adaptability, and robustness.

However, challenges such as computational complexity, data dependency, and real-
time application barriers remain. Addressing these will require continued innovation
and collaboration among researchers. Future efforts should focus on enhancing
performance in low-SNR environments, mitigating security threats, and improving
model efficiency for real-world deployment. With these advancements, deep-learning-
based CSS can unlock new opportunities in communication systems, driving more
efficient and secure spectrum utilization.
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7.7 Deep Learning-Based Modulation Classification Use Case

The thesis proposes a solution to the well-known challenge of modulation classification
in radio signals using DNN models. Modulation classification is an ideal problem
playing to the strengths of deep learning (DL) architectures, which offer substantial
advantages over traditional machine learning techniques bypassing manual feature
extraction. The implemented simulated models have been trained using the publicly
available RadioML2016.10a time series dataset [37] and build on previous work ([38],
[40]) to provide evaluation of various DL models, with a focus on enhancing
performance through ensemble averaging.

The task at hand is to classify the modulation type from 11 possible categories using
complex (real and imaginary parts) time-domain signals, each consisting of 128
samples. The dataset contains signals at 20 different signal-to-noise ratios (SNRs).
The 2x128 input vectors are fed into DL, which are trained end-to-end. We will utilize
the TensorFlow framework and Keras library on Google Colab to design and train the
models. The performance of the following NNs is evaluated:

«  Baseline Convolutional Model (CNN): This model includes 2 layers with 64 1x3
filters and 16 2x3 filters, a fully connected layer with 128 units and a softmax
output layer. Dropout regularization with a 0.5 probability is applied between
layers to prevent overfitting.

 Deeper Convolutional Model (CNN_deep): This model incorporates 4
convolutional layers with 256 1x3 filters, 256 2x3 filters, 80 1x3 filters, and 80
1x3 filters, followed by a fully connected layer with 128 units and a softmax
output layer. Dropout regularization is applied similarly to the previous model.

 Deeper Convolutional Model with LSTM Layer (CNN_deep LSTM): This
architecture includes four convolutional layers with 128 1x3 filters, 64 2x3 filters,
32 1x3 filters, and 16 2x3 filters. It is followed by an LSTM layer with 64 units
and a fully connected layer with 128 units before the softmax output layer.
Dropout regularization is also implemented.

+ Deeper Convolutional Model with LSTM Layer and Ensemble Averaging
(CNN_deep LSTM_ens_cons): This ensemble model comprises three
CNN_deep_LSTM networks, each trained on a different augmented version of
the original dataset. The augmentation is performed using time-domain
techniques like window cropping and flipping [39]. The final output is derived by
averaging the softmax results from the individual models. This ensemble
method can be efficiently scaled with additional models, using an ad-hoc
consensus algorithm similar to the approach in [43].
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Figure 7-1 Different deep learning models for different SNRs [163]

The results are presented in Figure 7-1, where we display the top-1 classification
accuracy on test data (30% of the original dataset) for various models across different
SNR of the modulated signals. The results indicate that integrating an LSTM layer
significantly improves classification performance providing an additional boost in
accuracy. While we also tested a network incorporating residual layers, it failed to
deliver comparable outcomes, primarily due to challenges in optimizing its parameters.
To provide a clearer understanding of the performance, we present the confusion
matrix for the ensemble model's classification results at the highest SNR in Figure 7-2.
The matrix reveals strong results, although there is room for improvement. For
instance, QAM16 and QAM®64 signals are frequently misclassified as one another, and
WBFM signals are often confused with AM-DSB.

We demonstrate the potential of deep learning approaches in cognitive radio
applications. The results clearly highlight the advantages of DL models, as they
outperform manually designed features and traditional machine learning models
based on advanced signal processing techniques [38]. Consequently, DL methods
now stand out as a leading tool for radio signal classification.
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Figure 7-2 Performance of CNN deep LSTM [163]

The application DL techniques across various mobile networking services and
architectures. In most of these areas, DL has been shown to outperform traditional
methods, although some limitations that hinder its broader applicability have also been
identified. Through simulations, we demonstrated that the combination of a deep CNN
with an LSTM layer and ensemble averaging improves performance in modulation
classification, compared to shallower neural network architectures.

Looking ahead, we foresee several promising directions for DL in the future. One key
area is the creation of large-scale, high-quality datasets necessary for training next-
generation networks. As networks continue to generate vast amounts of unlabeled
data, advancements in unsupervised learning techniques for data labeling and
classification are expected to gain momentum. Additionally, further progress in DRL
for network control and optimization is anticipated, potentially transforming how
networks are managed and operated.
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8. CONCLUSION

This dissertation focuses on the development of a novel algorithm for distributed joint
spectrum sensing and channel selection in cognitive radio networks. The approach
relies on a consensus mechanism among secondary users, which is integrated into a
multi-agent reinforcement learning framework. The consensus strategy is facilitated
through a directed, time-varying communication network characterized by low
bandwidth and throughput, enabling decentralized and distributed cooperation among
agents. This approach is motivated by typical cognitive radio network deployment
scenarios, where decentralized setups and distributed operations are critical.

The proposed framework equips agents in an unknown environment with actionable
insights regarding the network state, allowing the collective computation of an optimal
joint strategy for spectrum sensing and channel selection. This is achieved even
though individual agents lack sufficient information to do so independently. The
algorithm demonstrates scalability and resilience to agent or link failures, ensuring
robust operation.

Key algorithmic features, including its denoising capability, ability to coordinate
actions, and enhanced convergence rate due to consensus, are thoroughly analyzed.
Additionally, the dissertation explores the application of deep learning (DL) techniques
to address challenges in spectrum sensing and channel selection in the next
generation of radio networks.

To achieve the research objectives and validate the hypotheses, the study employs a
theoretical analysis grounded in a comprehensive review of international scientific
literature. Insights from previous studies and contributions of experts in this field are
integrated to inform the development and evaluation of the proposed solutions. The
dissertation combines scientific and theoretical perspectives with original
contributions, utilizing various methods such as historical analysis, systematic
observation, content analysis, synthesis, proof techniques, and experimental
methodologies.

Using the historical method, insights were gathered from the research of other authors
who have explored topics related to this study. The data primarily originates from
prominent scientific works and studies.

The methods of complex observation and content analysis were employed to process
findings from these prior studies. These findings were instrumental in defining the
necessary objectives for the newly proposed multi-agent system schemes and
associated algorithms, as well as evaluating the effectiveness of the deep learning
approach in classification tasks.

By examining the methodologies and outcomes of existing research, opportunities to
enhance and apply improved frameworks were identified. This includes the
development of novel algorithms for secondary user behavior in cognitive networks,
incorporating cooperation based on consensus principles. Furthermore,
understanding the behavior of primary users enabled the design of deep learning
models for agents, facilitating accurate detection of frequency resource utilization by
primary users. This approach integrates the methods of analysis and synthesis to
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achieve its objectives.

To assess the validity and applicability of the proposed schemes, a theoretical analysis
was conducted using proof methods to establish the existence of desired properties.
These properties were confirmed under realistic implementation conditions.
Additionally, the effectiveness and efficiency of the proposed frameworks were
evaluated through behavioral simulations, which substantiated the initial hypotheses
of the dissertation, representing an application of the experimental method. Through
extensive simulation and performance evaluation, the proposed framework
demonstrates significant improvements in terms of spectrum sensing and channel
selection efficiency, and overall cognitive network performance. The findings
contribute to the development of more robust and scalable solutions for cognitive radio
networks, with applications in next-generation wireless communication systems.

The thesis addresses policy evaluation, as, well as policy optimization tasks.
Regarding the policy evaluation, a consensus mechanism is combined with the
temporal difference (TD) learning algorithm in an off-policy setting, where a single
target policy is evaluated while individual agents operate with distinct behavior policies
suited to their characteristics. In policy optimization, the consensus approach is
applied to action-value function learning, with agents locally implementing the Q-
learning algorithm. Each agent explores its preferred set of channels, promoting
complementary exploration across the network and accelerating convergence.
Notably, even when individual agents lack the capability to independently evaluate or
learn the optimal policy due to limited resources or information, the distributed
consensus-based approach enables the network as a whole to achieve optimal
performance.

Agents exchange their local estimates of value functions—either state-value or action-
value—exclusively with their immediate neighbors through low-bandwidth
communication links. This fully decentralized framework ensures that each agent
depends only on its local observations and the information received from nearby
nodes, without the need for centralized coordination. Despite this decentralized
structure, the network achieves convergence to a consistent estimate of the target
value function after a sufficient number of iterations. In the case of Q-learning, the
agents collectively approximate the optimal policy. Moreover, the consensus process
inherently provides a denoising effect by aggregating and smoothing local estimates
through convexification at each iteration. This mechanism enhances the accuracy and
robustness of the learning process.

The proposed algorithm offers several notable benefits. It is scalable, capable of
managing large networks, and resilient to failures of nodes or communication links. Its
convergence properties, along with the underlying assumptions and limitations, are
thoroughly analyzed and discussed. Simulation results demonstrate the advantages
of this consensus-driven MARL framework, showing that even with sparse neighbor-
based communication graphs, the algorithm achieves performance close to the global
optimum. Furthermore, numerical comparisons reveal the superiority of this approach,
which relies on exchanging local value function estimates, over alternative cooperative
reinforcement learning methods ([2], [31]) that focus on sharing local rewards. The
latter often exhibit higher variance in value function estimates, reducing their overall
efficiency.
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This framework can be understood as serving multiple purposes:

e Coordination Tool: Facilitates the management of actions across multiple
nodes or agents, each responsible for specific regions of the state space, while
working collectively towards a shared objective.

e Parallelization Tool: Speeds up convergence, making it particularly useful for
tackling high-dimensional problems, such as those involving a large number of
frequency channels.

e Denoising Tool: Utilizes the averaging of noise realizations across different
agents, which is especially beneficial when certain agents experience high error
rates in spectrum sensing or elevated Packet Error Rates (PER) on specific
channels (e.g., due to fading or shadowing effects). In such cases, decisions
from less reliable agents are typically corrected by the majority of nodes
operating under more favorable conditions.

As part of the thesis, simulations of deep learning (DL) models were conducted to
enable modulation classification or recognition, aimed at implementation within CR
network agents. This capability allows secondary users to identify known primary
users of the spectrum resource. Various deep neural network architectures were
explored and evaluated, comparing their performance to demonstrate the potential of
DL methods for learning temporal patterns directly from raw signal data. Using a "blind"
temporal learning approach, where raw data samples are input into the network, the
models were trained on publicly available datasets, and their results were
benchmarked against existing data. The findings indicate that integrating the proposed
consensus algorithm with agents running DL models can significantly enhance the
accuracy of modulation classification.

Future research will aim to extend these efforts by applying distributed actor-critic
schemes to cognitive radio network (CRN) challenges, particularly in environments
with substantial inter-secondary-user (SU) interference. Promising directions include
exploring TD(1) methods for adaptive consensus techniques. Additionally, plans
include incorporating function approximation for both state-value and action-value
functions to address problems involving large state or state-action spaces effectively.
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