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Caxerak

Y oBOM pajy mpejicTaBba Ce€ aHAlM3a, eBallyalldja ¥ KOMIIapaTHBHA aHAJIM3a BUIIECTPYKOT
Opoja anropurama 3a KilacMpUKAlM]y TMOJaTaka, y BHAY 3IPaBCTBCHUX IOJaTaKa.
ExcniepumeHTH Cy u3BeIeHH HaJl OMHAPHUM M BULICKJIACHUM CKYIIOBHUMa I0JIaTaKa, IpU YeMy
cy kopuirheHe Metrpuke kao mto cy Koenos koeduuujent xane, PR kpuse, u ROC kpuse 3a
nporeny nepdopmMancu U Apyro. Pedynratu ekcnepuMeHTa IMOKas3yjy /Ja ONTHMH30BaHH
npeiokeHu anropuram XG-MFA octBapyje u moctuxke Hajoosbe meppopmance y Behunu
cllydajeBa. JemaH o]l €KCIIEpHMMEHTATHUX pe3yJiTara IMoKa3yje N1a MPEUIOKEHH alropuTaM
ocTBapyje npocedyny npenusHocT oa 0.993 max ouHapHuM ckynoBuMa nojaTtaka u 0.997 van
BUIICKJIACHMM CKYIIOBMMA II0JIaTaKa, IITO MpPEICTaB/ba 3HA4YajHO OoJbe mepdopmaHce y
nopehewy ca IpyruM aHalu3upaHuM anropuTvuma. OBaj aiaroputraM Takohe mocTHKe
HajBumie BpenHoctn y PR u ROC kpuBama, mTo yka3yje Ha lberoB CBPCHCXOJIaH MTOTCHIIH]Al
MIPIJIMKOM MMO0O0JbIIamka Kiacudukanyje mogaraka. Takole, mocebaH akileHAT CTaBJbEH je Ha
BaXHOCT JIETEKIMj€ U MPEBEHIIMjE yNaaa y TUCTPUOyHpaHe CUCTEME, IITO j€ OJf KPUTHIHOT
3Ha4aja 3a 3alITUTy OCETJPUBUX 3[PaBCTBEHHX Iojaaraka y epu 3apasctBa 4.0. Eduxacna
Kiacu(uKaiyja v 3aITUTA TI0JaTaka OCUTypaBa, He CaMO TaYHE TUjarHOCTUYKE U aHAIIUTUYKE
nporece, Beh M CUTypHOCT Mojaraka Off CBUX CaBPEMEHUX MOTCHIMjaHUX 0e30€THOCHUX
MIPETEHH 110 TAKAB CUCTEM.

Abstract

This paper presents an analysis, evaluation, and comparative analysis of multiple algorithms
for data classification, focusing on healthcare data. Experiments were conducted on binary and
multi-class datasets, utilizing metrics such as Cohen's kappa coefficient, PR curves, and ROC
curves for performance assessment, among others. The experimental results indicate that the
optimized proposed XG-MFA algorithm achieves the best performance in most cases. One of
the experimental results shows that the proposed algorithm achieves an average precision of
0.993 on binary datasets and 0.997 on multi-class datasets, representing significantly better
performance compared to other analyzed algorithms. This algorithm also achieves the highest
values in PR and ROC curves, indicating its purposeful potential for improving data
classification. Additionally, special emphasis is placed on the importance of intrusion detection
and prevention in distributed systems, which is critically important for protecting sensitive
healthcare data in the era of Healthcare 4.0. Effective data classification and protection ensure
not only accurate diagnostic and analytical processes but also the security of data from all
contemporary potential security threats to such systems.
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1. VBog

ExcrioHeHIMjaTHUM pacTOM U3MeEIITamka MpPEeKHE WHPPACTPyKType OpraHuszandja y
KOMIUIEKCHE aucTpuOymupane cucreme (enri. Distributed System), rme je ox BaxHOCTH
cayyBaTH MHTETPUTET U HENOPELHUBOCT OCETIHMBUX MH(POPMALMOHUX NoJaTaka, nmosehasa ce
1 Opoj MOTEHIMjaTHIX PAbUBOCTH YCIIE] IbUXOBE XeTeporeHocTu. JlokTopcka qucepranuja ce
0aBu aHanu3oM, yHampehemeM M TNpeanarameM HOBOT MOZENa MeXaHU3Ma 3allTHTe
PamUBOCTH CIIOKEHHX TUCTPUOYHMpAHMX CUCTeMa y TMorieay nerekuuje ymamga. Crora,
NPEATIOKEHUM ONTUMH30BAaHUM MOJIEIIOM IPELHU3HHjE Ce MOXKE YTBPAUTHU Ja JIU je MPEXKHHU
caoOpahaj BalMgaH WJIM CE€ MOXE CMAaTpaTd IMOTEHIHjaIHO CYMIbHBUM, Tj. PalbHBUM H
MaJuIMO3aH TI0 jenaH TakaB cucteM. [loOospmmaBa ce geTeknuja KiacuguKaiuje
MOTEHIIMjaJTHOT Hamaja Ha auctpuOyupanu cuctem. [locrojehu mexanusmu ce yHampelyjy
ONTUMH3AIM]OM XHOPHUIHHMX anropurama, mnomohy HeypoHckux wmpexa (enrsi. Neural
network), Te ce mpemiaxxe HOBU MOJEIHM KOJH MOTY INPELUU3HUje W HAa BPEME IMPErO3HATH
NPETHY WM YTBPIUTH Ja JIM c€ IIOCMAaTpaHu MPEXHU caoOpahaj Moke Ki1acu(puKoBaTH Kao
HOpMaaH, Tj. AICTIpaBaH MPEXHHU caoOpahaj. HeypoHcke Mpeske, 4ecTo Ha3MBaHE U BEIITAuKe
Heyporcke mpexe (enri. Artificial Neural Networks - ANN), mMory ce mpeacTaBuTH Kao 1e0
00JIacTH MAIIMHCKOT y4Yera, a 3aCHOBAHU Cy Ha WJEJU JbYJCKOI MO3Tra, TIE Ce OMOHAIIajy
OMOJIONIKHM HEYPOHHU KOju MeljycOOHO MOTY caTh M pa3MEmhHBaTH CUTHAJIE.

JluctpubyvupaHu CHUCTEMHM MIpEICTaBbajy MelycoOHO TMOBE3aHy MpPEKY 4YHjU je Cclief
OTIEPaTUBHUX aKTHBHOCTH KOOPIMHKCAH Yy HaIpe[ npeneuHICaHuM akijama u qorahajuma.
Takohe, mnpencraB/bajy KOJEKIU]y BUCOKO CO(UCTULIUPAHUX (DU3MUKH Pa3/ABOJEHUX
cepBepckux ypehaja (MammHa), Ka0 M KOJICKIH]Y 3a CKJIQJIHUINTEHe moaaraka (enri. Storage
server). CepBepu 3a CKJIaJUIITEHE N0JJaTaKa MPeACTaB/bajy MPEXHY JIOKAIU]y ca OTPOMHUM
MOTEHIMjaJIoOM 32 YyBame pPA3JIMUYUTOr TUTHUTAIHOr caapkaja (JOKYMEHTH, ayauo/BHJIEO
caJipkaj, copTBepH UTH.) jeaHe opranuzanuje. CepBeprMa 3a CKIQIUILTEHE MOJaTaka MOXe
ce NPUCTYNATH JIOKATHO WIM IyTeM jaBHe Mpexe (uHTepHera). Takohe, Mmoxe ce
UMIUIEMEHTHPATH TakBa KOHUrypalyja J1a UM ce MOXe NMPUCTYyHaTH UCKJbYUYHMBO M3 jJaCHO
ypehenor, T1j. nedunucanor UII omcera (Hmp. U3 cemuiTa opraHuzaiuje) kKopucrehu
onrosapajyhe codtBepe myreM KOjux ce MOke 00€30€IUTH CUTYpHUja KOHEKIH]a, a Y IHJbY
MOCTU3amkba OUyBamkby HHTETPUTETA TI0JaTaKa.

W3a cnoxeHor auctpuOyupaHOr CHCTEMa, Kao TaKBOI, MOXe cTajaTh usrpaheHa (uiau
M3HajMJBEHA) CIIOKEHAa MH(PACTPyKTypa Koja je, 3alpaBo, OJrOBOpHA 32 UMILIEMEHTAIH]y
pemema. Cxiag u3mel)y KoMmoHeHTH AucTpuOyupaHor cucremMa u mparehe codTBepcke
UMIUIEMEHTAIUj€ Y TUPEKTHO] je Kopenaluju, Kako O ce MpUIMKOoM Mel)yCOOHMX MHTepaKIHja
CTBOPHMO pENieBaHTaH PEXHUM Y KOJEM C€ MOXKE OJTrOBOPHUTH 3ajelHUYKOM aKIHjOM, Tj.
MOCTU3akEM JETUHCTBEHOT HCXoja (HIp. OCTBApWBAIKE IPHUCTYIIA MPEKHOM pPECypcy,
copTBepy uTH.). DaKkTOp CBEYKYITHOT MOOOJbIIakhba MEXaHW3Ma JETEKIHje yrajga y jeaaH
CIIOXKEH JUCTPUOYHpPAHH CHCTEM MOXKE C€ TMOOO0JBINATH ONTHMHU3AIM]OM XHOPUIHUX
airopurama, moMohy HeypOHCKHX MpeKa.

Obnact pauyyHapcKMX Hayka JAMCTpUOyHMpaHE CHCTEMe TMpero3Haje Kao MeXaHu3aMm
pauyHapctBa y o6Onaky (enri. Cloud computing). ¥ caBpeMEHOM JMTHTATHOM CBETY
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padyHapcTBO y 00J1aKy MPEICTaBsba IEHTPATN30BaH CUCTEM; KOPHCTE CE Pa3IMUUTE TEXHHUKE
3a TPHUCTYIAalkEe JIeJbEHOM pecypey (caapikajy, AJOKYMEHTY, MEIU]y WTI.) IMyTeM Iio0aiHe
MpEeXe, CTora c€ y IUCTPpUOYHUpaHE CHUCTEME MOXKE YBPCTUTH HaBeleHW cucteM. [Ipema
opranu3saiuju HanmoHaaHor MHCTUTYTA 3a cTanaapiae u texuonorujy - NIST (errn. National
Institute of Standards and Technology) u crienijanHoj myOaMKaKju U31aTOj Y TE CBpXE (MO
opojem 800-145), pauyHapcTBO y 00Jaky NpeaCTaB/ba MOJENI 3a KOJjU C€ Kake Ja je
CBENPHUCYTaH, MPaKTU4YaH M JOCTYNaH Ha 3axTeB; omMoryhaBa Op3 NPUCTYN M MHTEPAKIH]Y
pecypcuMa, ca MHHMMAJIHHM YIIpaB/balkbeM IIpeMa cTpaHu mpyxkaora yciyre [1]. Owo
MPEJCTaBIba UCIOPYKY PA3IMYUTUX THIIOBA yCIyra IyTeM jaBHE IJI00aiHe Mpexe. Yciyre
padyHapcTBa y 00JIaky MOTY OUTH yCiIyre Kopulihema pa3aInduTor copTBEpa, CKIAIUIITSHA
noJaTaka, yclyre HW3HAjMJbHBaWka CEPBEpa, PAIMUUTUX MPEKHUX pecypca U Apyro.
['enepanno, TakaB AEJbEHU PECYPC C€ MOXKE KPajlbMM KOPHCHUIIMMA UCTIOPYYHNBATH HA 3aXTEB
(errn. On-demand). JlesbeHn pecypcu MOTy OMTH JOCTYIHH IIyTeM CO(PTBEPCKOI pelIcHha
(amp. BeO arumMKanmje), y BUAY MPEXKHHX JeJbeHHX (ommepa u aApyro. Y IUCTpHOyHpaHOM
pauynapctBy (enri. Distributed Computing), mMHOroOpojHE yCiayre MOTry HCIOPYYHBATH
callp)kaj mpemMa pazMuUTHM CHenu(PUIHUM yciaoBHMA. Y KOHTEKCTY 3Ha4YCHa NpYyKama
yciyra, MPBEHCTBEHO C€ CMarpa HCIOPYYHMBAaKE 3aXTEBAHOT cajlipikaja TpemMa 3aaToM
KPUTEPHUjYMy O]l CTpaHe Tpaxuolna oarosapajyhe ycimyre. To Moke OUTH 3aXTEB 3a MPHUCTYII
onrosapajyhem mupekropujymy, ynyhuBama pa3iM4MTUX 3aXTeBa Ka TUCTPUOYHpPAHOM
cucTeMy W Jpyro. YmyheHu 3aXTeBH MOTY OWTH CTaHAAP/AHU, Tj. 3aXTEBH 3a MpPEy3MMabe
(GET), ymucusame (POST), 6pucame (DELETE), 3atuMm, 3a u3amMenom mocrojeher pecypca
(PUT) wurn.

Kako ce ycnmem rmoGamHuMX W CaBpeMEHHX TpPEHIOBa jaBjba MoTpeda 3a cBe Behom
WHTETPAILNjOM JTUCTPUOYUPAHUX CHCTEMA, MHOTE CBETCKE OpTaHM3alllje U3MECTHIIE Cy CBOje
MOCJIOBamke y 0071aK, Tj. y TUCTpUOyHpaHe cuctemMe. THMe je OCTUTHYTO 3HauajHO YMambemhe
TPOIIKOBA Yy TOIJIEAYy MHTErpaluje COINCTBEHUX pEelIeHa, Y BHUIY OlpeMama OpraHu3aluje
¢u3MYKUM cepBepUMa M JApPYroM mnparehoM CIOKEHOM MpEKHOM orpeMoM. Du3nukum
U3MEIITAalkEeM CepBepcKke MH(MPACTPyKType, YCie[ H3MellTama MOoCIoBamba M3 (U3NYKHX
MIPOCTOpHja OpraHu3alyje, jaBWIM Cy ce NpoOJeMH pPambUBOCTH U YyBamka WHTErpuTeTa
M3MENITEHUX T0/IaTaka Ha yaajbeHe cepBepe. Mory ce JeQuHuCaTH Pa3TUYnTe MPETHE 3a
CBaKW CHUCTeM, Kao eHTHTeT. CBaKa HECTaOMIIHOCT y paay HETaTHBHO CE MOXE O/pPa3uTH Ha
nocyoBame opranusanuje. Hexe mobpo mo3nare 6e30emanocHe pamuBoctH [81] jecy Hamamn
DDoS (enrn. Distributed Denial of service) [58][92] - yckpahuBame yciyre u omerame
HOpMAJTHOT (D)YHKIIMOHHCAa CUCTEMA, 3aTUM, HAla/l Ha YCIIOCTaBY Be3e€, JIMHKOBE PyTHpamba
u cecuje, SQL uHjekmje, Hamaau ymerama CKpunT kooBa - XSS (enrin. Cross-Site Scripting),
HamaJu Ha MEXaHM3ME W CHCTeMHU ayTeHTHKaluje u ayTtopusanuje. OJ BaXKHOCTU je
HaIlOMEHYTH Jla HaBEJICHU HaIlaJ Iy MPEACTaBbajy caMO HajOCHOBHH]E 10OpO MO3HATE HArae.
Takohe, HUBOM TIPETHU O MAIHUIMO3HOT cO(TBEpPa M pamHBHX KOJOBA MOXE 3HAYAjHO
pa3IMKOBAaTH Yy 3aBHCHOCTH O]l THIA IUCTPUOYyHpaHOT cucTeMa Koju Tprmu Hamaa. [lopen
WHTETpaluje caBpeMeHe (U3MUKe ONpeMe, BaXHO j€ MCIPABHO M3BPIIUTU KOH(PHUTYpaIujy
IUCTpUOYyHpaHOT CHUCTEMa, MCIpPaBHA HUMIUIEMEHTanuja 0e30elHOCHUX MeXaHu3ama H
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MPOTOKOJIA 3alITHTE, KA0 W PEIOBHOCT Yy TMOMNIEAYy axypHupama cucTteMa U codrBepa.
JluctpuOyrupaHu CHCTEMH c€ MOTY IIITUTH Ha Pa3IMYuTe HAYMHE, a TO je:

e lIMmmemMeHTaIMja CI0KEHUX MeXaHH3aMa ayTeHTHKAIWje H ayTopu3amuje y3 (akrop
JIBOCTPYKE TPOBEpE,

e [lludpoBameM momataka, MpeKHOT caoOpahaja u KopuIIheme CI0KEHUX aIropuTama
KOjH MOT'Y OUTH 0J1 KOPUCTH TPUIIMKOM TPHUCTYIAkha YIaJbeHOM pecypcy,

e [Ipaheme sorosa, aHanmsza MpUKyIJbeHOr caoOpahaja u mereknuja 0e30€THOCHUX
HHIMEHATa, HWHTErpandja ciaoxeHux cucrema momyt IDS/IPS (ewra. Intrusion
Detection System/Intrusion Prevention System) [90],

e [logu3ame CBEYKyIIHE CBECTH M €IyKallMja 3arloCIiCHUX O HWMIUIEMEHTHPAHUM
MOCJIOBHUM MPUHIMITUMA 0€30€THOCHUX MEXaHu3ama.

Wurepuer crBapu (enri. Internet of Things) npema HanMoHaTHOM WHCTUTYTY 3a CTaHIAPIC U
TexHonorujy, npema myonukamujama NIST SP 800-172 u NIST SP 800-172A, npencrassba
pauyHapcKy Mpexy ypehaja koja y ceOu campxu cKyn xapiasepa, coprBepa, pupmBepa u
akTyatopa, koju omoryhaBajy melycOOHy HMHTEpaKTHBHOCT M TIOBE3HMBAIBE Ca JPYyTUM
ypehajuma, Te ce Ha Taj HAYMH MOTY pa3MEmHBATH MOjalM yTeM nHTepHeTa [2]. Ypehaju
MHTEPHET CTBapy MOTY OUTH pa3IMuUTHX HaMeHa, Te ce Mory Hahu y kyhHuMM amapartmma,
ayTomobouickoj uaayctpuju [70][84], y pasnuuntim MeauiiHCKUM ypehajuma u apyro. Uaeja
JeXH y ToMe Ja ce omoryhaBa mehympexxHa KOMYHHKAIH]y, Tj. pa3MeHa Mojaaraka umely
pazmuunTux (pu3nukux ypehaja, Te ce TaKBOM HWHTETPalldjoM MOCTHKE HMILIEMEHTAIH]ja
nameTHuX ypehaja. MHOroOpojHH M3a30BH Cy MOCTaBJbEHU MPE]] OBA] TUP padyHapCKe Mpexe
y TIOTJIeZly CBEOOYXBaTHE CHUTYPHOCTH, C OO3MPOM Ha TO Ja C€ MOXKE yNpaBJbaTH H3Yy3E€THO
BEJIMKOM KOJIMYMHOM Tnojataka. OJ BaXKHOCTHU je HMIUIEMEHTAallMja JaKUX, CIOKEHUX U
aJIeKBaTHUX 0€30€JHOCHUX Mepa, Kako OU ce yMamno PU3UK O] yyperpa moaTaka. PamuBocT
MHTEpPHET CTBapu CYIHITUHCKU OJroBapa pamUBOCTUMA TUCTPUOYMpPAHUX CHCTEMA, C TUM Ja
nocroje cnenuduune pasnuke. Haume, paznuunti pusnuku ypehaju umajy paznuuure HUBoe
3alITUTe; HEKOMIATUOMIHOCT JOBOAM JI0 MHpobiema ciabux CUTYPHOCHHX MeXaHHU3ama.
Taxohe jaBsba ce mpoOieM HepelnoOBHOCTH axypHpama ypehaja MHTEpHET CTBapu, Te HOBE
BEp3Hje HaraJia MOT'y 3HauajHO YIpO3UTH cTapuje Bep3uje pusnukux ypehaja. Moxe ce jaButu
pamUBOCT y morjieny Hebe30eqHuX OeXHUHUX Mpexa, ¢ 003UpOM Ha TO Ja MHOTH ypehaju
KOpUCTE MeXaHu3Me 3a OeXHYHO ToBe3uBame ypehaja, ca cimabom 0Oe3benHouthy (HIp.
KOHeKIMja koja kopuctu bluetooth Besy, 1j. cranmapna). HekoMmaTHOMIHOCT M HEIOCTAaTaK
CTaHJapAa 3HAuYajHO JOTIPUHOCH CBEONINTO] PAamHBOCTH ypehaja MHTEpHET CTBapu KOjU
NpUIAAajy jeHOj TucTpuOynpanoj Mpexxu. M3a3oB y norneny 6e30enHoCcTH qucTpuOynpane
Mpexe, TJle paBHOIIpaBHE 4YJaHOBE Mpexe uumHe ypehaju MHTepHEeT CTBapH, MpeaCTaBba
yjelHauaBame cTaHjgapaa u kKommarubunmHoct wu3mely ypehaja. Takobhe, jauame u
UMIUIEMEHTHPAakhe CHAKHIX MEXaHH3aMa ayTeHTHKAIHje M CIOXKECHE ayTOpH3allfje MOXKe ce
cMaTpaTH JeIHUM O] HajBaXXHUjUX (pakTopa y gonpuHocy 6e36eanoct. Ctora, HEOMXOIHO je
yTBp)UBATH UIEHTUTET CBAKOT KOPUCHUKA KOJU MMa TEHICHIIN]Y IPHUjaBe U C€ Mpe/ICTaBba
PaBHOMPABHUM WIAHOM MpEXe, T/I€ je MPUIMKOM CBaKe ayTEHTHKAIIM]€ HEOIXOIHO U3BPIIUTH
oarosapajyhe nonemuBame mpaBa mpucTymna. VCToBpeMeHO, O BaXHOCTH je 0e30eqHO
ynpaBsbame ypehajuma (kopumrhemeM CIOKEHHX JO3WHKU 32 MPUCTYII), UMIUIEMEHTAlN]ja
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co()TBEPCKHX U XapABEPCKUX pellierba 3amtuTHor 3uaa (euri. Firewall), kao umriemenTanmja
cHcTeMa 3a JCTEKIIM]y M IIPEeBEHIH]y yrnaaa y Mpexy - IDS/IPS.

Bemrauka unrenurennuja (eari. Artificial Intelligence) npeacrasiba rimobGanHu TpEeHI KOjU
3HAa4YajHO JONPHUHOCHU YHampehemy mocTtojehnx APYITBEHHX W WHAYCTPHjCKUX peIleHha,
omoryhaBajyhu Behy mnoapmiky ayronomuju ypehaja (y CBHUM TrpaHamMa WHAYCTpH]E),
Pa3HOJMKOM CIEKTPy MHOBanuja, moBe3yjyhu ypehaje uHTepHET cTBapu y opraHusanyvjama,
UHIyCTpUjHU, TaMeTHUM Kyhama u npyro [3]. 3HavajaH cy ¢akTop, rOTOBO, CBAKOM aCIHEKTY
JaHAIIBer APYHMITBEHOT M IOCIOBHOT CBeTa. McToBpeMeHo, jaBiba ce MpoOJieM pambHBOCTH
OBaKBHX CHCTEMa y IOTJIEAY HENPABHIHOT TPEHUPama HaJl BEJIMKUM CKYIIOBHMA ITO/AINMA,
rJie TPelKe, YCJIeA TOTPENIHe JTOHECEHE OJUTyKe, MOTY HpPOY3POKOBATH HMIUIEMEHTAIH]y
nommx pesynrara. CaMuM THM, jaBjba C€ PABLMBOCT KOja c€ MOXKE OTJIeAaTH Y MaHHITyJIAlHjU
Ha/I CKyNOBHMMa IOJlaTaKa, T€ C€ jeJaH ayTOHOMHU WM TUCTPHOYHpPaHH CHUCTEM MOXKE
oOmamuBaTu. VMIuleMeHTalMja BEIITaYKe WHTEIUTEHIM]je Ce MOTY KOPHUCTUTH Ha HUBOY
opraHu3aije, rie TaKBHM CUCTEMH I0CTajy IMJbaHa MeTa Hamajgada Koju ymehy 3nonamepan
ko [94]. Kao ucxo/ TakBHX Clly4yajeBa, MAJTMIIMO3HH KOJI CE& MOXKE IPESHOCUTH 10 OYOuHU, KPO3
LEeNOKyIaH TUCTpUOyHpaHH CUCTeM Ka ypehajuma Koju Cy IMPEKTHO TIOBE3aHM Ha
UMIUIEMEHTHPAaH CHUCTEM BEITauke WHTEJIHWIeHLHje. Bemrauka MHTENUIeHIMja MOXe OUTH
BEeOMa CJIO)KEHA 3a 3allTUTY, TE C€ MOpa BOAWTH padyHa O mH(poBamy CKyNOBa MOJATAKa,
BUXOBOM 3aiITHheHOM IpeHocy u KopuirhemeM 0e30eIHOCHUX MPOTOKOJa TOKOM HHUXOBOT
npeHoca. HeonmxoHo je Ha yMy MMaTd MHTETpalHjy CIOKEHUX MeXaHH3aMma 3aIlTHUTE HaJ
MOJIEeNIUMA, a Cca IUJbeM 3alTHTE HHTETPUTEeTa TPEHHpPAHHX CKYIOBa MojaTaka. Takohe,
pearoBamy Ha WHIMJIEHTE yCJel OTKPUBEHHX aHOMallMja, IMOTCHIHWjATHUX W €BEHTYaTHUX
HEMPAaBWIIHOCTH Yy paay, BeIITayka WHTEIUTCHIMja MOXe 3HA4ajHO JIOTPUHETH
Mo00JbIIIaBak-EM MEXaHM3aMa 3a JICTEKIM]y U TIPEBEHIU]Y YIIaja.

Kao rpana BemiTauke WHTEIUIEHIMje MamMHCKO yuere (enri. Machine learning) [65]
aKIIeHAT CTaBJba Ha KopHIIheme mojaraka u ynorpeoy anropurama [4]. Dokyc u b jecte
JbYJ/ICKO OIOHAIIAkE YUeHa, IOCTENeHo ocTBapyjyhu 60Jbe, TauHK]je U NTPELU3HUje pe3yiTaTe
y OJIHOCY Ha MPETXOJHO OCTBAPEHO MCKYCTBO, Tj. IPETXOJHO MOCTUTHYTE PE3yiTaTe yuema.
TpamuuuoHaTHU MEXaHU3MH 3a JIETEKIH]y YyIajga, 4ecto ce (okycupajy U H30Iyjy Y
MOjeIMHAYHOM, Tj. 3ac€OHOM cerMeHTy opranuzanuje. CkamaOMIHOCT U TPOUITUPHBOCT
MPEJCTaBIbajy HW3Y3€THO CIOXEH MpOoIeC MPHUIMKOM HMIIEMEHTAIMje HOBUX DPa3BOjHUX
TPEeHI0Ba y MOTJIey MU(pOBama nojaaTaka, KOHeKImje, mpoTokoa [57], kao u camor crucrema
no Oybounu. Yciej TojaBe CaBpEMEHMX MeToJla yHampehema HCXoaa TpeHHpama Mojiena
MAIIMHCKUM YyYemeM, KOpuIIhemeM CaBpeMEHUX aliropuTaMa MAIIWHCKOT Yy4ema, Ol
BaXHOCTH j€ YHANpeIuTH MOcTojehn OKBUp 3a AETEKIHUjy U MPEBEHLH]Y ynana, KOju MOXe
UACHTU(DUKOBATH TOBe3aHe IMpeTme. JloOpo Mo3HaTH M aKTyeldHH NpolieMu Koju
MIPEJICTaBIbajy BHCOKE M CJOXEHE DPAHUBOCTH CHCTEMY jeCy YICHHBAYKH 3JIOHAMEPHU
cobTBepr (eHri. Ransomware), kao ¥ Hamaau HampeaHe TpajHe mperwe (eHri. Advanced
Persistent Threat - APT) xoju ce MOT'y KapakTepucaTH Kao IIMHjyHa)Xa Win caboTaxa jeaHe
Mpeke IucTpuOynpanux cucrema [5]. MalIMHCKUM ydYermheM, OJHOCHO, MOOOJbIIAkEM U
ONTUMH3AIMJOM QJITOpUTaMa 3a JETeKIHjy M MPEeBeHLH]y yhajga ce Moxe mocTuhu
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CBCOOYXBAaTHO yHampeheme 3aIITUTe MHTErpureTra HHpacTpykType opranm3anuje [103].
Takohe, onTUMHU3aIKjOM airopuTaMa MAIIMHCKOT Y4Y€Hkha MOXE CE€ OCTBApUTH BHIIIA
MPELU3HOCT y MOy ACTEKIUje yIaua y jeJiaH TUCTPUOYUPaHU CUCTEM.

ANTOPUTMH MalIMHCKOT YY€Hha MPEJICTaBIbajy MaTeMaTH4Ke MOJeNie MyTeM KOjux je Mmoryhe
HaNpaBUTH clies norahaja Koju cy COCOOHM /a2 Ha OCHOBY INPETXOJHO CTEUEHOI MCKYCTBA
(3Hama) pgoHecy ojaropapajyhy ommyky. Ypehaju Koju KOpHCTE OBaKBE WHTEIpUCAHE
AITOPUTME Y CBOJUM JIOTHYKUM OIepalijama, MOTy KOPUCTUTH KOJOBE MAITUHCKOT YUeHa 3a
Mpeno3HaBame narepHa (obpasara), 3aTuM, MOMONy UCTUX je Moryhe TOHOIICHE Pa3InIUTHX
OJIITyKa Y 3aBUCHOCTH O] THIIA T0JIaTaka KOju Cy 100MjeHHr Ha ynasy (eHri. Input), kao u Tokom
nporieca y4uema.

OnTuMu3anujoM anropuraMma MallMHCKOT Y4eha MOXE Ce OKapaKTepucaTH Kao MOCTyHaK
MpoHaJIacKa IITO WACATHHUJUX IapaMeTapa WU HajaJeKBaTHUJUX KapaKTEepUCTHKA MOJENA.
[Iponanackom oxaroBapajyhux BpeJHOCTH MOCTHXKY ce 00Jbe mepdopMaHce y OKBHPY JaToT
CIIeHapHja, Tj. 3aaaTka. Kao ucxo onTuMm3anyje Moxe ce cMaTpaTH yHarpelheme anropurma
y Toryeay nobosbliama CIIOCOOHOCTH MOJIENa, T C€ Ha OCHOBY YJIa3HUX IMOJaTaka TadHU)e
npenBubajy win knacudukyjy uznasu. JJooujameM 00JbUX U TAYHUJUX pe3yJITaTa MOCTHKE CE
epUKacCHOCT y TOrjeqy NPUMEHE MAIIMHCKOr y4Yema. JemaH off HauyMHAa ONTHMH3AINje
anropuTaMa MAIIMHCKOT Yy4Yemha jecTe ONTHMM3alMja XHUIeplnapaMerapa, WITO YjeIHO
NpEACTaBba W KJbYYHH METOJ KOjU C€ TMPHUMEYje Y OBOj JOKTOPCKO] AHMCEPTaIUjH.
XunepnapaMeTpy MOTY UMaTH W3Yy3€THO BHCOK HUBOY yTHIIaja Ha TiepdopMaHce Moiena, Te
ce CBeYKyIHa ynoTpeOJFUBOCT MOJIeNa Y MTPAKTUYHO] MPHUMEHU MOJKE 3HA4ajHO YHAIPEIHUTH.
Takohe, y eKCIepUMEHTATHOM JIey JIOKTOPCKE JucepTamuje, KopuiiheHe Cy
METaxeypHCTUYKE ONTUMH3AIIH]je 3a MPOHANIa3aK J0OPOT peliema y IMOCMaTPaHoOM MPOCTOPY
nojaraka, Kao TOJAPIIKA ONTHMHU3AIMjA XHIlepHapaMeTpuMa; BpPEMEHCKH (HaKTop je
MO/Ipa3yMeBaHO NMPUXBATIFUB MIPUIMKOM IIpeTpare.

AJITOPUTMH MAIIMHCKOT yuekha HUCY UMYHH Ha PAlbUBOCTH PA3IMYMTOT THIIA KOj€ MOTY OMTH
TPaJMIIMOHATHY HAMaAd WM MaHUIIYJIAIKjOM [oaTaka, HapyIiaBajyhu TauHOCT MoJesa, Kao
W YTHIA] MPUIMKOM JIOHOIIEHma OJTyKa. JIoOpOo MO3HATH Halla] Ha ajJrOpUTME MAIIHHCKOT
yuema TMpeacTaBbajy npesapanmcku nanaou (enrn. Adversarial attacks), rme namamau
JTUPEKTHO MOXKE YTHIIATH Ha yJa3He MojaaTke, Tj. mHpopmaruje moaena. TuMme ce Moxke y
MOTIYHOCTH HAPYIINTH WHTEPUTET MOJENA, Ka0 W FHEroBa HEMOPEHBOCT Yy IOTIIEMY
reHepucama n3jasa mojaraka, 0IHOCHO, TOHOIICHka O/TyKa MOJIEIA.

HeypoHcke Mpeske MpeJIcTaB/bajy TUI BEHITAYKUX HEYPOHCKHX MPEKa 3a PEIIaBabe U3Y3€THO
CIIOKEHUX M KOMIUIEKCHUX rpobiema [66]. OBa obnacT 3acHOBaHa je Ha MPUHIMITUMA U UICjU
JbYJICKOT MO3ra, IJie BHILIE BEIITAYKMX HEYpPOHA 3ajeJHO H3BpIIaBajy CIIOKEHE 3a/JaTKe
(kmacudukanyja ckymoa mogataka [67], pasmuumra npensubama [59], mpemo3HaBame
o0jekata ut.). JlomprHOC HEYPOHCKHUX MpeXka y MpoIechuMa JOHOIIeHha OJTyKa IIpeIBuhama
UMa 3a Wb MUHHMMH3alMje Tpemke. TakBa MUHHMMHU3AlMja MOXE ce MOCTHMhH Ha OCHOBY
OalaHcupama TeXHHa Be3a u3Mely melyycoOHO moBe3aHux HeypoHa. Y TOTJIeAy PambHBOCTH,
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HEYPOHCKE MpEKe IMOJUIOKHE Cy oApeeHMM Hamaamuma, KOju MOTY YIPO3UTH IPEHU3HOCT
Mmozena. Takohe, ycienq HENpeHM3HOCTH MOAEIM MOTY TPETPIETH 3Ha4ajHy KOJIUYUHY
MOTPEIIHO YHECEHHX BPEAHOCTH, T€ Ce MOTY Te€HepHcaTH HeTauHa npeaBubama. BaxHo je
uctahu J1a Hamaau OBAKBOT THIA 32 JbYACKE MOCMAaTpade M3IJIeAajy TOTOBO MACHTUYHO U
HernpoMmerweHo [6]. Kako Ou mozen y moTmyHOCTH OMO pamuB, Hamajgad Mopa MO3HaBaTH
YHYTPAIIBOCT U CTPYKTYPY CKYIOBa yHyTap MoOJelia WM HamaJad Mopa MMaTd Ca3Hama y
BE3M ca TpeHupaHu nojanuma [6]. Moryhe je ummiemenTuparu Behy CUIypHOCT HEYPOHCKUX
Mpeka pa3InIuTHM CTpaTerrjama oIy T peryiapu3aliyje, pa3BijambeM peayAaHTHUX MOJea,
BUILIECTPYKE MPOBEPE YIa3HUX MojaTaka (Ipe MoyeTka TpeHUpama MOJIENIa) U IPyTO.

Jlyboko yueme mpeicTaBjba Clelu(UYHy TpaHy MAIIMHCKOI YYemha ca akKIeHTOM Ha
oOyd4aBame (BEIITAYKMX) HEYPOHCKUX Mpeka [68]. Dokyc ayOokor yuema YCMEpeH je Ha
cnenupuuny odmnact [60] - nydoke HeypoHcke mpexe (enri. Deep neural networks - DNNS).
JlyOoke HEypOHCKE MpEKe HMMajy BHCOK cTerneH edukacHoctu [95] y mupokom 3amaTtom
CIIEKTPY MOCTaBJBEHHUX 3a/IaTaKka MAalIMHCKOT yuerha, 3aCHOBAaHE Cy Ha KOHIENTY Y4Yema
JbyACKOT Mo3ra. JlyOoke HeypOHCKE MPEKe Y CBOjOj HMIUIEMEHTAIMH MOTY UMAaTH HajMambe
jelaH CKpHMBEHM CJOj, KOjU ce, 3alpaBo, cMmelTa u3Mel)y ylma3sHMX M H3JIa3HHX CJIOjeBa.
CKpHBEHH CII0j, CACTaBJbEH O/1 CKPUBEHHUX HEYPOHA, NMa (DYHIIKH]y CIIOKEHUX Olepalyja Haj
yJIa3HUM MOJaluMa y IHJbY TOCTHU3ama HOBHX M alpCTPaKHUjUX HW3JIAa3HUX pe3ynrara, a
NPUWINKOM pa3peliaBamba KOMIUIEKCHUX Tpooniema. [IpumapHo ce omoryhasa npezacraBibame
nojiataka Kpo3 BHIIE HUBOA, T€ CE THME IOCTHXKE pelllaBame KOMIUIEKCHUX mpobiema [7].
Kako HeypoHCKe Mpeke MpelCcTaBibajy HM3y3€THO CHa)KaH MeXaHW3aM W MohaH anar 3a
paspelraBame KOMILIEKCHUX Tpo0iieMa, OHE Cy MOTIIOMOTHYTE AYyOOKHM YYEHEM KOje MOTY
3HAYajHO JIOMIPUHETH Y pPa3IUYUTUM cdepama; TO MOXKE OUTH TMOJpPIIKAa ayTOHOMHHM
ypehajuma, Mory 3HauajHO JONPUHETH OOJACTH Iperno3HaBamy TpapUUKUX WIyCTpaluja,
obnuka, Busyanuzanuja uta. Kao u apyre oOnactu OBOr MoJba, AYOOKO Y4ewme HUje Y
MOTITYHOCTH HEMPOOOjHO U HUje HeMoryhe M3BpIIMTH HapyllaBambe CBEYKYIHE 0e30eJHOCTH
nojataka. [Toctoje pa3muunuTH TUIIOBH PalUBOCTH KOj€ MOT'Y YTULIATH HA MHTETPUTET yJIa3HUX
U M3N1a3HUX nojaraka. Kao u kol anropurama MalIMHCKOT yuema, CBE ce yelrhe ykasyje Ha
pooIIeM npesapanmcKkux Hanaoa TIe Haraaad MOXe M3BPUINTH W3MEHE Y BUIY MOTpPEIIHE
KJacuukaiuje y3 yiaazHe moaarke.

[Toctoje MexaHU3MU 3aIUTUTE AYOOKOT yuera Koje 3a Wb UMa]y YMabEHhe IITETE Y3POKOBaHE
yCIle/l Hammajga Ha MHTETPUTET W HEMOPEIWBOCT YJIa3HHX IojaTaka. Pa3muunTte pamHUBOCTH
MOTy OWTH pa3pelleHe WM NaK yMmMameHe Kopuctehu ce pelieBaHTHMM TEXHHMKama 3a Jare
CIIeHapHje, T€ C€ MOTy KOPUCTHUTH TEXHHKEe peryjapu3aiyje, 3aTuM, YyHoTpeOoM
BAJIMJAIIMOHUX CYKOIOBa, aJeKBaTHUM TOJalMMa TpeHuHra u japyro. OpOpamOGeHum
MeXaHU3MHUMa MOTY € CTBOPUTH 3HAUajHO MOY3aHUjU MOENH TyOOKOT yuema, Te Ce yjeTHO
1 cB€OOYXBAaTHU MHTETPUTET JUCTPUOYHPAHOT CHCTEMA MOYKE MOOO0JbIIIATH.

CXomHO TPETXOJHO HAaBEICHWM TIpeTrHocTaBKkama, crpera u MehycoOHa Besa wu3mel)y
MalIMHCKOT y4Yemwa, JyOOKOr yuyema U HEYPOHCKHX Mpeka €BHJICHTHO yKa3yje Ja ce MOXKe
HampaBUTH Kopenanuja usmely matux rpana u obnactu. bynyhu na ce HaBeneHe TEXHHMKE
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KOPHUCTE HAM3MEYHO, Y JIaTOM TPEHYTKY, MOXe ce pehH M J]a 1oCTOjeé OCHOBHE pasjiMKe U
Hujance usmehy wux. Hamme, oOnacT Bemrauke WHTEIUTCHIM]E, KA0 JUCIMIUIMHA, Y ceOH
Callp>Ku CBOje MOJ-00JIACTH, Tj. MALIMHCKO U JyOOKO y4Yeme, Kao U HeypoHCKke mpexe. Ho,
HEYPOHCKE MpeXe NPEeACTaB/bajy MOA-00JIACT MAIIMHCKOT Yy4yema, a JIyO0OKO Yyyeme
MPEICTaBIba MOA-00aCT HEYPOHCKUX Mpexa [4].

VY ekcrepuMEeHTATHOM JIeNly JOKTOPCKE JIucCepTaluje JI0Ka3zyje ce M MOCTHXKE Ce HAaydHU
JIONPUHOC Yy TMOOOJBIIAY 3aIITHTE IUCTPUOYyHpaHOr cucrteMma. [IpuMemyjy ce TexXHUKe
ONTHUMHU3AIMj€ MAIIMHCKOT y4YeHha METaXxeypHCTUKOM M XHIIepliapaMeTpuMma, Kako Ou ce
MOCTHTa0 BUINM CTENCH 3allTUTE MHTETPUTETA MoJaraka M IEJIOKYIHOT AUCTPHOyHpaHOT
crcTeMa Kao BUTAJHOT Jejia jeJJHe OpraHu3alyje, yHanpehuBameM TeXHUKa JIeTeKIHje yaaa
y Mpexy. Ilpeanoxenn anropuram xomOunyje XGBO0OSt ca MoanduKOoBaHUM anrOpUTMOM
ceurania (XG-MFA) kako Ou ce moOoJbliana Ta4HOCT M MOY3AaHOCT MoJeNa y 3aaanuma
BUILICKJIaCHE M OWHapHe Kiacudukanuje. AHanu3a je crpoereHa kopuinhewem l0T-Flock
TeHepUCAHOTr CKyma mojartaka u3 3napaBcTBeHHX |0T ypehaja, ca ¢pokycoM Ha OTKpHBaAEmE
MaJMIMO3HUX U HOpMaJHUX caoOpahajHux martepHa, Tj. oOpa3ana. OBaj paa uma 3a Wb Ja
MOoKaxke cynepuopHocT npemioxenor XG-MFA anroputma y onHocy Ha moctojehe metoe,
UCTOBPEMEHO TpyXajyhn KOHIM3aH, AeTa/baH U jacaH OKBHP 3a pa3yMeBambe M M000JbIIAke
CBEYKyNHe 0e30eqHOCTH y AUCTPHUOYHUpaHUM CUCTEMHMa KOju Kopucre ypehaje MHTEpHET
crBapu. [Ipunukom n3Bohema ekcriepuMenara 1001jeHn pe3ynTary, ynopehyjy ce ca apyrum
WHOBATUBHUM ¥  HAJHOBHJUM  METaxE€ypUCTHYKUM  METOAMMA y  HJICHTHYHOM
EKCTIEpUMEHTATHOM OKPY)KEHY; [O0Ka3yjy CyNEepHOpHY IMPENU3HOCT W Ta4HOCT Hajl
MOCMaTpaHUM CKYIIOM TofaTaka. Tume ce Moke pehum ma mpeuioskeHH MOJEN TOCTHXKE
nH(pEepHOpHY TaYHOCT y nopehemy ca JpyruM BHCOKOIPELM3HUM J00HjeHUM pe3ysTaTuMa.
Pesynratu ykasyjy Ha 3HayajHe MPEIHOCTH y MPELU3HOCTH U CTAOMIIHOCTH MOJIENa, YUME Ce
oTBapa myT 3a Oyayha ucTpakuBamba U IMPUMEHE Y MHOTOOPOjHUM JIOMEHHMMa CaBpeMeHe
JUTUTAITHE epe.

TokoM eKkcnepuMEeHTaIHMX MOCTYNaka Yy OBOj JOKTOPCKO] IHMCEPTaLUjU IpeICTaBiba ce
aHaNM3a, eBallyallyja ¥ KOMIIApaTUBHA aHAIN3a BHIIE aJrOpUTaMa 3a KIacupHKanujy cKyrna
3[IpaBCTBEHUX MOJIaTaka. Y cJie/l pacta 00MMa M KOMIUIEKCHOCTH 3/[paBCTBeHUX mojaraka [102]
y epu Healthcare 4.0 [107] [108], om BaXHOCTH Cy QITOPUTMH KOjU MOTY e(pHKACHO
oOpahuBaTu 1 Ki1acuduKoBaTH CKYNOBE MoJaTaka, JOK c€ HUCTOBpEeMEHO 00e30elyje Bucok
HUBO 3alITUTE MOJAaTaka ycjel NOTEHIMjaJHUX Hamaaa. Y JaTOM KOHTEKCTY, MPEeAIOKEeHH
XG-MFA anroputam mnokasyje mnpenHoctd y mnopehewmy ca moctojehum mnopeadeHUM
METOAMMA.

ExcniepuMeHTH Cy M3Be/IcHU Ha OMHAPHUM U BUIICKJIACHUM CKYIIOBHMA TOJaTaKa, IPH Y4eMy
cy KopuiheHe MeTpuke kao 1mro ¢y Koenos koedunujent karme [105], PR kpuse [106], u ROC
kpuBe [104] 3a mporeny mepdopmancu. Pesyaratu mokasyjy ga amroputam XG-MFA
OCTBapyje U TIOCTHXE Haj0osse mnepdopMance y BehwHH ciydajeBa, ca MPOCECYHOM
npernusHonihy o 0.993 na Gunapuum u 0.997 Ha BUIIEKIIACHUM CKyNOBHUMA mojaTtaka. PR u
ROC kpuBe mokasyjy na mpemioxkenu anroputam XG-MFA moctuke HajBHIlle BPEIHOCTU
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MPELU3HOCTH U OJ3UBa y nopehemwy ca JpyruM allfOPUTMUMA, IMTO T'a YUHH CYIIEPHOPHUM
n300poM 3a Kiacu(pUKanujy nojaraka. AIropuTaM JOCTHKE HajBUIIC PE3ysITaTe y METPHIIH
KoenoBor koedwuijeHta karme, ykasyjyhum Ha BHCOKY CTONYy MPHJIMKOM TNpenBuhama u
MOCTHXKYyhH CTaOMIIHOCT OCTBapEHUX pe3yJiTaTa.

[lopen TOCTUTHYTMX BHUCOKHMX MeppopMaHCH MPHIMKOM Kilacu(uKanyje IMojaTaka,
npennoxeHu monen XG-MFA anroputam MHTErpHIlie HAPETHE METOIE 3aIITUTE MTOIaTaka y
CBOJy apXUTEKTYypy, YyKkJbyuyjyhum HampenHe wmeroae mum@poBamka M ayTEHTUKALH]E.
3axBasbyjyhn MexaHH3My 3a paHO OTKPHBame aHOMandja (aerekija ynana) [77], aaropuram
omoryhapa Op30 pearoBame Ha OTCHIIM]aJIHE MTPETHE, 2 CAMUM TUM 3HA4ajHO CMambyje PU3UK
O]l ynajaa y AMcTpuOyupane cucremMe. Y eKCIepUMEHTaTHUM MOCTYIIIMMA I10Ka3a0 j€ BUCOKY
OTIIOPHOCT Ha pa3jMyYUTe TUIIOBE Hanaaa, ykbydyjyhu DoS u DDoS nanaze, ca cnocobHorhy
na uneHtTudukyje u cnpean 99.9% cumynupaHux Hamazaa.

CucreMu KOju KOPUCTE MPEAJIOKEeHN onTuMu3oBanu ainroputraM XG-MFA npuka3syjy cMameH
0poj TaKHUX MO3UTHBHUX M JIAXKHUX HETaTUBHUX JETEKIIH]a, IITO MOOO0IbIIaBA MTOY3/1aHOCT U
Ta4HOCT CHCTeMa 3a JerTeknujy ymana. EdukacHa kinacudukanuja mojaTaka ITOCTHKE
CUTYPHOCT TMOJIaTaka OJf CBUX CaBPEMEHHMX IOTCHIMjaTHUX Oe30€THOCHUX TMpEeTHH Ha
TUCTPUOYHpaH cHUCTeM. YBOheme MPEeAIoKEHOr aIrOpUTMa Yy 3[APaBCTBEHE CHUCTEME MOXKE
3HA4YajHO JIOMPHUHETH MOOOJBIIAKY 3aAIITUTH OCETJHUBHX IMO/aTaka nmanujenara. [Ipengoxenu
Mozen Takole oMoryhaBa ckanaOUIHOCT U MPHJIATOJbUBOCT PA3TUUYUTUM OKPYKEHHUMA, IITO
ra MOK€ YMHHUTH O] 3HaYajHE KOPUCTH y PEATHUM CHUTyaIlfjama y Ipakcu. ¥Y3umajyhu y o03up
CBE TIIOCTHTHYTe pe3yinrare, Moxe ce 3akpyuntd na XG-MFA anroputam vy
CKCIIEPUMEHTAIHUM TIOCTyNIMMa TIOCTHXKE OmiauuHe mnepdopmance [78] mnpumrkom
KJacuUKalyje W 3alITUTe Mojaraka y JUCTpUOynpaHuMm cucremrumMa Konienrta Healthcare
4.0.
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1.1. 3Hayaj TemMe U IpeaIMET UCTPAKUBAHA

Ycnen BenMKe pa3HOIUKOCTH U CIOKEHOCTH TUCTPUOYUPAHUX CUCTEMa, HU 3a jellaH CUCTEM
ce He MoXe euHICcaTH YHU(OPMHO pelliemhe KOje MOXKE MPEICTaBIbaTH MOJIa3Hy TauKy MU
OWUTH TIOJIa3HM MOJEJ, HA OCHOBY KOT' C€ MOTY TPaJHMTH pEIICHa 3a Ma KOju crenuduyan
crieHapuo. YeTBpTa AUTHTAIHA MHIYCTPUjCKA PEBOJIYLIN]ja, TIO3HATA MO Ha3UBOM MHOycmpuja
4.0, moHena je AUTUTAIHOM JAPYIITBY W TII00ATHO] HHIyCTPUjU MHOTOOPOjHE TTOTOJTHOCTH Y
moriueny ayroMaruzanuje mocia. KomOuHyjyhu pasnuumre XapaBepcke TEXHOJIOTH]e,
omoryhaBajyhu coTBepcKy MOJPIIKY 3a TIOCTaBJ/bakE aipeca HHTEPHET MPOTOKOJIa (Bep3uje
4 u Bep3uje 6) Ha nare ypehaje, omoryheHa je cuHTe3a pa3auuuTHX THIoBa ypehaja. OBakBU
ypehaju nmotnaaajy moxa omnmre AeUHUCAHMA W ycaryamieHu mojam - uatepHer ctBapu (loT).
Cx0IlHO BUXOBO] XapJBEPCKO] PA3HOIMKOCTH, jaBHUIIE CY C€ MHOTOOpOjHE pamuBOCTH ypehaja
WHTEPHET CTBapW, T€ je HEONMXO/JHa W mHXoBa Oojka M edukacHuja 3amruta. Ilpeamer
HCTPaXMBamba TOKTOPCKE TUCEPTAlMje TeXH yHanpehemy Moena IeTeKIuje yraaa y Mpexy.
Hauwme, jaBibajy ce 3HauajHu MpoOJIEeMH MPHIMKOM (IITPUPama U aHATH3UPAkha MPEKHOT
caoOpahaja, a KOju MPUCTIKE ca ynajbeHe JIokaruje 1o pusudkor ypehaja (MHTEpHET CTBapH).

Crora, akueHaT ce cTaB/ba Ha yHampeheme JeTeKToBama CTBApHUX Hamazia, y OJHOCY Ha
NOTEHIMjaJTHO pamMBE WJIM Ha ojArorapajyhe cymmuBe akTHBHOCTHU. Kako ce LenokymnaH
MPUCTUIIIM MpEeXHH caoOpahaj He Ou 3aceOHO aHANMM3UpPao U (UITPUPAO, AITOPUTMHU
MAalIMHCKOT y4ela 3Hau4ajHO MOTY JONpPUHETH e(UKACHU]O] TPOBEPH, yMamwyjyhu cTome T3B.
naxHuX no3uTuBHUX (eHri. False positive) crama. [laro crame mnpencraBiba pe3ynTar
yTBphHBama Ja je, 3ampaBo, jeHO cTambe TauHo (trUe) OoHJa Kaaa je TO CTame CYIITHHCKH
HerauHo (false). OBakaB mpexxHu caoOpahaj ce cmaTpa MCIpPaBHHM, ajHd y BEIHMKOM Opojy
MexaHu3MH 3a jaerekuyjy ynazaa (IDS) o3HauaBajy ra moTeHIMjaHO pambHBHM IO CHUCTEM,
Onokupajyhu BanuzaH ymuT, Tj. 3aXTeB NpeMa JeJbeHO] MPEKHO] JOKalUju (HIOp. cepBep,
MpPEXHH Pecypc, MPEeKHHU cOPTBEP UTI.). AJlapMU KOjH C€ OrJialiaBajy MpUIMKOM aKTHUBAIHje
JETEeKIMje TpPeCTaB/bajy yjenHo u naxHe aimapme [8]. Takole, yjenHadeHO je HEOMXOIHO
BOJIUTH padyHa M O CYIPOTHOM CTamy KOje MOKe OUTH JIaxkHO HeratuBHO (eHr. False negative)
KOj€ c€ cMaTpa HajollacHUJUM U HAjIITeTHUJUM IO jedaH TUCTpUOyHpaHU CHCTEM, TIe Ce
CTBapHU HamajJ (WIM pambUBOCT) CMaTpa MCIPABHUM MpPEKHUM caoOpahajem, Tj. BaJIUTHUM
YIUTOM.

Han cuctemuma gerekuuje ynaaa y JUcTpuOyupaH CUCTEM, Y OBOj JOKTOPCKO] IUCEPTaIH]jH,
nocrojeha pemiema ce ONTUMHU3Y]y MMOMONY HEYPOHCKHX Mpexka, IJe C€ BUIIECTPYKHUM
MOHABJbAKEM EKCIIepUMeHaTa MoJMke Oosba KiIacuduKaiuja MpexHor caoOpahaja. 3a
ONTHMU3AIM]y MeTaxeypucTukama KopumheH je aneopumam cunyc kocunyc (eHri. — Sine
Cosine Algorithm - SCA). Jlobujenu pe3yaTaTd W3BpIICHUX eKCIIepUMeHaTa mopehenu cy ca
peleBaHTHUM pe3yiTaThuMa JaTte oO0JacTH. Y CBpXe eKCIiepuMeHaTa KopuimheHu cy Ja00po
MMO3HATH CKYTIOBH MojaTaka (eHri. Datasets) 3a netexiujy u mpeBeHIjy ynasa.
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1.2. Ilusb ucTpaxkxrBama U MOJIA3HE XUIIOTE3E

NMrrkanuje ocTBapeHUX pesyiTaTa y 3Ha4yajHO] MEpH JI0Ka3yjy TOCTaBJbEHE TEOPH)CKE
TBP/E MPUIMKOM OMNIITUX pa3MaTpama OBOT HAYYHOT UCTPaKMBama. EXCIiepuMEeHTaTHUM
UCTPAKUBAKEM H JOKA3WBAKEM C€ TPOICHYje KiIacuuKanyja MPEKHHX I[OaTaka, Tj.
MpeXHOT caoOpahaja. Ha ocHOBY u3BpIiieHe Kilacu(ukaiyje neppopmance U ehuKacHOCT ce
no0oJblIaBajy XUOPUAHUM alNTOPUTMOM HEYPOHCKHX Mpexa. PoOycHUM anroputMom
MamMHCKOr yuema XGbhoost Bpum ce kinacudukaiuja MpeKHUX Hamaga. EKcriepuMeHT ce
BPIIK HaJ CKYIOBMMa MojaTtaka renepucanux momohy loT-Flock amara [36], xoju moxe
CHMYJIMPATH 3JJpaBCTBEHE CIICHAPH]jE ca HOPMAIHUM M MaJIHWIIMO3HUM ypehajuma.

KomnapatuBHUM MeTOaMa ca pajJioBUMa pelIeBaHTHE 00JIaCTH PE3yNITaTH ce Mopeje, Te ce
yCIIOCTaBJba HOBU MOJICJI BUCOKHUX U cymnepropHux nepdopmancu. [usb uctpaxuBama, Ha
OCHOBY HH3a 00aBJbEHUX EKCIIepUMeHaTa, MaHU(eCcTyje ce Kao YTBphHUBame U MOOOJBIIAKE
e(UKACHOCTH CHCTEMA 32 OTKPUBAKE YIaJia y JUCTPUOYHUPAHH CUCTEM.

CaBpeMeHU TUCTPUOYUPAHU CHCTEMH HEMajy YHUBEP3AJIHO U ONITUMAITHO PEIICH-E Y TMOTIIeTy
3amTuTe UHOpacTpykType. CBaka opraHu3alnmja Koja KOPHUCTH YCIyre ITUCTPUOYyHpaHHX
CHCTeMa MOK€ MHTErpHCaTH M UMIUIEMEHTHPATH CBOja COICTBEHA pELIeHa, T€ je YyClen
BUXOBUX CIIEHU(PUYHOCTH HEOIIXOIHO aHAIN3UPATH ¥ YTBPIUTH EKCIIEPUMEHTHMA KOja BpcTa
ONITHMU3AIMje HajBUILE OJroBapa JaToM cieHapujy. Haume, y Te cBpxe ce MOTy KOPUCTUTH
XUOPUAHU aNTOPUTMHU Y IMJbY ONTHMH3AIMje M MmoOoJblamka nocrojehux mojena, a Koju
3HATHO MOTY JAONPUHETH OYYBaly WHTETPUTETA jETHOT TUCTPHOYHPAHOT CUCTEMA.

JlokTopcka aucepranuja Tpenaaxe epUKaCHUjU MOJCN MOCTOjehnX cucremMa 3alTHTe
JUCTPUOYHpAHOI CUCTEMa, 3aCHOBAaHO Ha ONTHMHU30BAHOM aJrOpPUTMY, Ca aKIIEHTOM Ha
yHanpehewme MexaHu3Mma JAETeKIMje yhajJa y TakaB CIOXKEHHM W H3MEIITEHH CHUCTEM
opranuzanuje. Mneja HaydyHOr HCTpakuBama y JIOKTOPCKO] JTUCEpTallMju Oclama Cce Ha
U3BOhEmE Pa3INUUTUX EKCIIEPUMEHTAIHUX [TOCTYTaKa, Kako OU ce 010 10 OanaHca usmely
LITO MPELUU3HUjer MOJielia U ILITO ONTHUMATIHH]ET pelekha. Y el eKCIIepUMEHTATHUX aHajIu3a,
YTBphyjy ce U HeAOCTAll OBaKBUX CUCTEMA, KaKO BbUXOBUX MEXaHU3MHUMA 3a ICTEKIU]y yraaa
TaKO M y MMIUIEMEHTHPAaHUM TOocTojehuM pememrMa. Ha OCHOBY MpHKYIIJBEHOT KOpITyca
MpexHOr caoOpahaja moOoJspllaBa ce JAETEKIMja MOTEHIMjaIHO pamUBOr caobOpahaja y
MpPEKHO] HTHPPACTPYKTYPH TUCTPUOYHPAHOT CHCTEMA.

[Tona3zHe u nojeMHAaYHE XUIOTE3€ OBOT HAYYHOT MCTPakKUBamha MOTY C€ MPEACTaBUTH Kao:

® ANanTHBHUM METOAMMA yTBplyje ce CTeNeH pambUBOCTH AUCTPUOYUPAHOT CUCTEMA.

e MamMHCKO yuerwe JONPUHOCH ToBehamwy nepdopmaHcu y norieny eukacHe pasmeHe
nojaTaka nu3Mely Benukor 6poja cepBepa (M cepBHCa) U KOPUCHHKA.

e Meroau MAIIMHCKOT yuema MOry moOoJblIaTH 1mocrojehe anropurMe JeTekuuje u
MIPEBEHIIHj€ yaaa; CBEyKYyITHO, MOXke oBehaTtu epuKacHOCT ¥ MPEU3HOCT MPUIUKOM
JIOHOIIIEHAa OJITyKa 32 YMamkEeHhe CYMIbUBUX aKTUBHOCTH Y TUCTPUOYHPAHOM CUCTEMY.

e OnTuMuzanmyjoM  XHIlEprapaMeTpuMa HW  METaXeypUCTHKOM  BpIIM  ce
BHUCOKONPELN3HN]ja [TpeTpara 3a MTO ONTUMATHUJUM PEIICHEM.
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e HeypoHCke Mpeke IONPUHOCE IMOY3MAHOCTH MOJeNa 3a JCTEKIUjy W IPEBEHIIN]Y
ynana. EMIOMpUjcKkuM HCTpaKMBambeM YCTAaHOBJBEH je cien (aza eKCliepuMeHaTa, Ha
OCHOBY KopItyca uHpopmMaruja.

e Ha 0a3u u3BpIIEHUX €KCIIepUMeHaTa yTBplyjy ce KOHauHe pa3luKe MOoCMaTpaHHX
CKYTIOBa IT0JIaTaKa ca yIOpeIuBUM HAyYHHM JONPUHOCHMA U3 00JIacTH, Te ce mokpehe
npoIiec AeyKIHje 0 YIOTPeObUBOCTH MPEIOKEHOT MOETIA.

e KomOuHOBameM XMOPUIHUX aJropuTaMa MAIIMHCKOT Yy4ema, Kao W MoOOoJbIIameM
UCTHX, MOXE ce mocTuhu ce yHanpeheme neTeknuje ynaaa y TMCTpuOyupaHu CHCTEM
0e3 3HaYajHOT yTHIIaja Ha nepdopMaHCe CUCTEMA.
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1.3. CtpyKTypa JOKTOPCKE JHCEpTaIIHje

YBoAHM [€0 CaApX U TEOpHUjCKEe TMPETIOCTaBKe, IMJbEBE, HCXOAE, Kao M CIpery ca
pEJIeBaHTHUM HAYyYHUM JIONPUHOCHMA U3 00JIaCTH.

Jlpyro moriaBjbe CaApKd JETaJbHUJU ONKHC TEOPUJCKUX OCHOBA M3 00JACTH HAYyYHOT
UCTPAKUBAKA.

Tpehe noryasbe Te3e MmpeiacTaBiba MpErie]] HAYYHUX PaioBa, UCTPaKMBamba M 3HAYajHUX
JOIPUHOCA Y MOTJIEAY XHUOPHIHE 3aIITUTE TUCTPUOYHUPAaHKX CUCTEMA. Y OBOM JIeITy MOTJIaBJba
NpUKa3yjy ce J0Cajallibi OCTBAPCHHU PE3yNTaTd yHanpeleHHUX 3alITUTHUX MEXaHu3ama y
JTUCTPUOYMPAHUM CHCTEMHMa, Ka0 U y BUXOBOj HH(pacTpykTypu. AKieHat Tpeher nena
[pe/ICTaB/ba aHAN3Y YHanpeheHuX U MpeIoKEHUX HOBUX MOjIeNa XUOPUIHUX aJlrOpuTaMa
JIETEKIIM]e U MPEBEHIIM]e yaia y MpexHy uHdpacTpykrypy. OcTBapeHHU pe3yiaTaTu U3 Hay4qHe
obrmactu MaHUQECTYjy C€ Kao OKBHUP M OCHOB 3a TECOPH]CKO IOTKPCILUBCHE TBPIBU U
SKCIIEPUMEHTAIHUX OKBHPA OBE JAMCEPTAIIH]C.

YeTBpTH [1€0 CaApKM JI€TaJbaH MpPETIIeA apXUTEKType padyHapcTBa y o0jaKy, crnenuduyHe
cepBuce U mnporokone. Jedunuine ce mpersies; 00JaCTH MALIMHCKOT Y4y€Hmha U BEIITAYKE
uHTenurenuuje. Takohe, neduHuiie ce OokBUp 3a OmUITa pa3MaTpama U HAYMH IPUMEHE
HaBe/IEHUX TEXHOJIOTHja Haja Je(UHHUCAHOM ekclepTtu3oM. HaBeneHu okBup moapasymeBa
nepuHucame MnpobiieMa pambUBOCTH JETEKUMje M IMpPEeBeHLMje ymnaga Yy MpPExKHY
UHOPACTPYKTYpY OpraHuszaiuje. Y OKBUPY MCTOT Jiella ONUCYje Ce YTHULA] METaXeypUCTHKE.
[TocebHa maxkmwa ycMepaBa ce Ha Kopemanujy u3Mel)y MalImHCKOT ydera U IMperno3HaBamba
Pa3IMYUTUX AKTUBHOCTH KOj€ C€ 0/IBHja]y Y KIIM]JEHT-CEPBEP apXUTEKTYpH.

[Tetu neo mucepTamuje caapKd TEOPUJCKE OCHOBE MpoOJeMa ONTUMHU3AIM]E aJIropuTama
MAIlTMHCKOT y4Y€lha W BEIITAYKe WHTEIUTEHIIM]e, Ka0 W TPENIOKEHE METOJE pa3peliemha
MOCTaBJHEHHUX MPOOIIeMa MPETXOTHOT JIeTa.

[Hlectn geo cactoju ce o]l TEOPUJCKUX MPETIOCTaBKH MpolieMa ONTUMH3AIHje MAIIHHCKOT
yuema, Kao M JAe(uHHUCaka PambHBOCTH HHPPACTPYKTYpe AUCTpUOYUpaHUX cucTema. Y
HaBE/IEHOM IOIJIaBJbY JAETAJbHO CE OINHUCY]y MPOOJIEMH, PAlUBOCTH Y CABPEMEHOM IOCIOBHOM
OKpYXelhYy OpraHusanuja, a Koje KOpUCTE JaTy HUMIUIEMEHTAlU]y MpPEXKHOI MpHUCTyma
pecypcuma MPUMEHOM aIropruTaMa MalliHCKOT yUea.

CenMo morIaB/be JTIOKTOPCKE AMCEpTaIlje CaApKU Mperiea y objacTu JyO0OKOT yuema, ca
MOCEOHNM aKIIEHTOM Ha ajlrOpuTME MAIIMHCKOT YyuYerha, HEYPOHCKHX MpeXa, Kao M
pa3MaTpama MOTYhHOCTH BUXOBE XUOpUIHE ONITUMHU3ALIM]e, KOpUCcTehH N MeTaxeypuCTHKE.

Y ocMoM TIOTIIaBJbY OIHKCYjE Ce IIITa, 3aMpaBo, MPEACTaBba CYIITUHY pa3peliemna npobdiema
MPUIMKOM YHampehema onmTuMm3alyje ajaropurama MaIIUHCKOT yuema. [locebaH ocBpT
CTaBJba CE€ Ha BAXHOCT OallaHCa METaxeypuCTHKa, Tep(opMaHCcH U TAUHOCTH MOAATaKa, Kao U
Ha TIOCTUTHYTOM BpPEMEHY U3BpIIlaBama 33/IaTUX Olepallija y OKBUPY MEXaHH3aMma 3allTUTe
JETEKIIH]e YIaa y TUCTPUOYyHpaHe CUCTEME.
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Y oneBeToM Jeny IUCEpTalMje HCTHYE C€ MPEIJIOKCHU EKCIEPUMEHTAIHH IOCTYIIaK,
KJIacuuKkamnmja aHaJIu3UupaHOT MPEXKHOr caoOpahaja, ca CBUM aHOMayMjama, KOjH C€ MOXKeE
KapakTepucaTtu Kao ymaj y auctpuOyupan cuctem. M3 cBera tora naje ce okBup ofabupa
PEJIEBAaHTHOT pelieHka, KOpUCTehH anropuTMe MAIIMHCKOT YYeHa.

Hecetu neo aucepranuje cagpku OINUC eKCIEPUMEHTA, IIe CE HaJl CBUM 00aB/bEHUM CETOBUMA
noJiaTaka mpuMemyje 1 UMIUIEMEHTHpa 01a0paHy yHarpeleHu, Tj. ONTUMHU30BaHU aJTOpUTaM
MAaIIMHCKOT Y4ea, y HOrJeny JAeTeKIuje ynaaa y auctpulOyupan cucteM. [loceOHa maxma
CTaBJba Ce Ha Mpolec 00aBJFEHUX EKCIIEPUMEHATa, Ca INJbeM ITIOCTU3akha TAYHOCTH PE3YIITaTa,
MOCTH3amy BUCOKE CTOIIE 3aIITUTE HHTETPUTETA MT01aTaKa.

JenanaecTo MmorjaBibe CacTOjU Ce OJ] NMpHKa3a U €Bajyaldje pe3ysiraTta eKCIepUMEHTATHOT
nena obOpaheHor ckyma mogaraka. IlocebGaH OCBPT je Ha HEYpaBHOTEKEHOCTH MOJAaTaKa,
BUX0BA HOPMAJIN3allKja, Tj. OACTPambUBabe HETAUHUX ITO/IaTaKa U3 CKyIOBa MO/JaTaKa.

JIBaHaeCTO TOTJIaBJbE MPECTaB/ba aHAIN3Y OOABJBEHHX EKCIIEpUMEHAaTa HaJl CKyIOBHUMa
nmojaTaka, Kao W 3akjbydyHa pasMmarpama. JlepuHHUIIEe ce KOHAaYaH HUCXOA Yy TOTIIeAy
MOCTUTHYTHUX pe3yJiTaTa, ca MOCEOHMM aKIICHTOM Ha TO Jia JIW Cy OCTBapeHU pe3yJITaTu
SKCIICPUMEHTA 3aKCTa YHAIPEAUIN 3allTUTy JUCTPUOYUpaHux cucrema. Mcxon u musb pana
MPEeJICTaBIba HAYYHHU JONPUHOC Y TIOTJIEAY YHanpelema MexaHn3aMa JICTeKIUje U TIPEBEHIIN]e
ymajga, a caMHM THM 3allITUTE OJ HapyllaBamkba WHTErpUTeTa MH()OpPMAIMOHUX TNOjaTaKa
TUCTPUOYHpaHUX cHCTeMa. Y HaBEJEHOM IIOTJIaBJby Jaje ce Mpeyior 3a HacTaBak Oymyha
HCTPAKUBAbA.

VY TpuHaecTOM IOIJIaB/by OBE JUCEpTalMje MpeICcTaB/ba Ce CIMCAK LIEJOKYIHE JUTepaType,
Hay4YHUX U JPYTUX U3BOpa KOPUIINEHHUX Y CBPXE JOCTU3akha HOBUX HAyUHUX OCTBApEHA.
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2. Teopujcke oCHOBE

Excnan3ujoM IUTHTATHOT 1003, KOHCTAHTHUM €KCIIOHEHIIMjaTHUM PAacTOM 3aXTeBa MPUBPEC
3a Op3uM U epUKacHUM J0OUjambeM yCayra Wi MpyKameM HHpopMaIiuja, of KOPUCTH je
KpajibHM KOPUCHHUIIMMA Te AUCTPUOYyHPaHU CHCTEMH MOTY MPECTaBJbajy 3HaYajaH OCJIOHAIl.
KoxepeHnTan cucreM KOju je cacTaBJbeH O] Kojekiuje mehycoOHo moBe3anux ypehaja
(pu3mukKx MamMHa) IpeACTaBlba jeJaH AMCTpUOyrpan cucreM. PU3MUKe MAITHE, KOj& MOTY
OWUTH pa3IMYUTH CEPBEPH, PAUYyHAPH U IPYTO, MOTY KOMyHHIIUpaTH MehycoOHo. OHe ce Mory
Hahu Ha KCTO] GU3UYKO] JIOKAIU]H, T€ CE UCTO TAKO MOTY PACIIOPEANTH U Ha BUIIE (PU3NUIKH
MelycoOHO moBe3aHuX (AMPEKTHO WJIM TOCPEIHO) JIOKAlMja WJIM PErvuoHa. Y TOoriesy
nephOpMaHCH, a TaKO y TOTJIey JOCTYITHOCTH U NOy31aHOCTH [87], nucTpuOyupanu cucTeMu
3HAa4YajHO MpeBa3mja3e acrekre nepPopMaHcH 3aceOHOT padyHapckor cucrtema. Ilopen
JIeJbeha pecypca HEKOT CHCTeMa, JUCTPHOYyHpaHH CUCTEM MOXKE ACTUTH MPOLECOPCKY MOoh
BUIIECTPYKOr Opoja paauux cranuna (edrn.  Workstations) mnyrem MexaHu3zama
JUCTpUOYHpaHOT padyHapCTBa.

2.1. KapakTtepuctuke qucTpuOyrupaHor cucrema

Moe ce IOCTaBUTH OCHOBHA IPETIIOCTABKA J1a c€ jellaH JUCTpUOyHpaH CUCTEM CacTOju O]l
JCIIEHTPATN30BAaHUX KOMIIOHEHTH CHCTeMa. TakBe [EHEHTPAIM30BaHE KOMIIOHEHTE
NpeJCTaBibajy (U3NUYKE MalvHe (WM BUPTYalHE), T C€ MOTY Je(QHHHUCATH M Kao Mpexa
yBopoBa. PacropeljuBame OBaKBHX KOMIIOHEHTH MOXE OWTH TeOCTallMpaHO Ha HCTHUM,
pa3TMuUTUM (PU3UUKUM WM HAa BUPTYaIHUM JoKanujama. Ha nujarpaMckoM npukasy Moxe ce
YOUUTH Ja MyTeM MpexHe HUHOpacTpykType ypehaju Mory octBapuBaTH MelycoOHY
KOHEKIM]y Yy ULWJbY IIOCTH3ama W3BpLIaBalkba KOPUCHUYKUX 3ajaraka. Pa3HOBpCHOCT
IUCTpUOYyHpaHUX CHCTEMa CaMUM THUM YKJbyUyje U KJbyYHE KapaKTepUCTUKE KOje OHU CaJpiKe.
Haume, Moxe ce uctahy HEKOJMKO KIbYYHUX KapaKTepUCTHKA:

e TpaHcmapeHTHOCT,
XeTeporeHocr,
OTBOpEHOCT,
CxanaOuiIHOCT,
OTnopHOCT Ha rpeuike,
KonkypeHTtHOCT,
EduxacHocr.

TpancnapentHoct  (eHrs.  Transparency) nmpeacraB/ba  OCHOBHY — KapaKTEpUCTHKY
muctpuOyupanor cucrema. llpencraBiba cucteM Yy ULenMHH KopucHUKY. Owmoryhasa
MeXaHM3aM IJie KOPUCHUIIM MOTY OCTBAapUBATH UHTEPAKIU]Y LIETOKYITHUM CaApkKajeM U CBUM
NoJalMa crucTeMa.

Xeteporenoct (enri. Heterogeneity) mpeacraB/ba KapaKTEPHCTHKY paja ca Pa3sHOIUKHM
XapJIBEpCKUM M CO(PTBEPCKUM KOMIIOHEHTaMa JUCTPUOYMpPAHOT CHUCTeMa. YHyTap
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XEeTepOreHOCTH CUCTeMa, Moryhe je HHTepIpeTupame pa3InuuTUX MPOrPaMCKIX MO3UBA KaKO
0U ce MOKPEHYTO MPOLECUPaAbE JUCTPUOYHUPAHOT CUCTEMA YCIIEITHO U3BPIIIIO.

OtBopenoct (enri. Openness) aucTpuOyupaHOT CHCTEMa je O]l BaXKHOCTH 33 HHETOBO
¢dbyHkmonncame. Hamme, TumMe ce mocTmke MOryhHOCT mpomupema win yHanpeheme
nocrojeher cucrema. OJ BAXKHOCTH je MPEIU3HO M UCIIPaBHO neduHucatu uarepdejce, Te je
HEOMXOJHO BOJWTH padyyHa O CTaHIApAu3anuju HHTEepdejca KOMIIOHEHTH, OJHOCHO, O
UXOBO] KOMIATHOMIHOCTH. THMeE ce MOCTHXKE jeHOCTaBHHUja MHTETpalja u yckiahupame
HOBHX ca I0CTOjehrM KOMITOHEHTaMa CUCTEMA.

Ckanabunnoct (enri.  Scalability) 3nauajuo gompuHOCH —MMOaW3amky CBEOOYXBaTHE
e(UKAaCHOCTH CHCTEMA, T€ 3HATHO MOKE JONPUHETH PAIMIHOM OpOjy KOPHCHHKA CHCTEMA.
Veien octBapuBama KOMyHHUKaIHje Mel)y 4BOpOBHMA THCTPUOYHPAHOT CHCTEMA, YKOJIHMKO Ce
UMIUIEMEHTHPA [IEHTPAIN30BaHU CHCTEM, MOXKE CE U3a3BaTH YCKO IPIIO, TE CE TO MOXKE jaBUTH
Kao Mpo0JIeM HEHTPATN30BAHOT CHCTEMA.

Otmopuoct Ha rpemke (enrn. Fault  Tolerance), xao Hocehm cTym apXuTeKkType
TUCTPUOYHpPAHUX CHCTEMa MOKE 3HAYajHO JONMPUHETH MOY3JaHOCTH pajia CBUX alljIMKallyja,
CepBHCAa U IPYTUX aKTUBHOCTU Y OKBHUPY caMor cucteMa. CHara jeJJHOr CUCTeMa OrJieqa ce y
BEHO] MOTyhHOCTH Ja ce MO)Ke HOCHUTH ca MHOTroOpojHUM wu3a3oBuMa. HapyiiaBame
neppopMaHCH cHCTeMa yclie[ Maja jeHOT WU BUIIE YBOPOBAa CHUCTEMa HE CME YTHULATH
HeratuBHO. Takohe, MOCTYIHOCT IojaTaka ce yclie]] CIMYHUX aKTHBHOCTU HE CME JISCHUTH
yHyTap JEeIHOT TakBor cuctema. IIpoGiem ce Moke TmpeBasuhu peayHJAaHTHOIINY,
onroBapajyhum mapTHIIMOHUCAFEM, CBCHTYAIHHM peIUIMKaIjaMa CHUCTeMa ca IHJbeM
Mo/IM3aka OTIOPHOCTH Ha Tpemke. MexaHnW3aMm KOjU 3HATHO MOXKe yTHIath W Tnosehatu
OTIIOPHOCT Ha T'PeIIKe jeCy 0OHOBA CHCTEMa M peIyHAAHTHOCT OATrOBapajyhe KOMIIOHEHTE.

Konkypentroct (enri. Concurrency) tuctpubyupaHor cuctemMa MnpeicTaB/ba MEXaHu3aM I71e
je oaropapajyhu cucteM MoxXe MPUCTYHNATH U KOPUCTUTH Je€JbeHEe pecypce. Y MpaKkcH OBaj
MIPUHIUII CE MOKE IPUMEHUBATH Y CUCTEMUMA U HA MECTHMa I'JI€ j€ 0J1 BAKHOCTH M3BPIIABabE
BUIIECTPYKUX oOIepalnuja HUCTOBpeMeHo. KOHKYpeHTHO HW3BpIIaBame omepangja y
IUCTpUOYHpPAaHOM CHUCTEMY IpE/CTaB/ba MEXaHM3aM KOJU C€ M3BpIIaBa y 3aCeOHUM
KOMITOHEHTaMa, a Koje ce (M3NYKU Haja3e Ha 0/IBOjeHUM (QU3NYKUM MalIMHAMA.

Eduxacuoct (enrn. Efficiency) 3navajHo mompuHOCH MeXaHHM3My U CIOCOOHOMmINY cucTeMa
MPUJIMKOM KOopHIThema CONCTBEHHX pecypca y IHJbY H3BpIICHA TMOKPEHYTHX 3alaTaka.
Apxutektypa, au3ajH MU ontepeheme cucrema, Tako W XapaBepcka M co(TBepcka
UMIUIEMEHTAallja TpeACTaBbaj)y KibydyaH (PakTop €(PUKACHOCTH jETHOT TUCTPHUOyHpaHOT
cucrema. OnTUMu3anyja y By AU3ajHUpamba CUCTEMa MOXKE 3Ha4ajHO CMambUTH Opoj Kopaka
KOjU je MOTpeOHO OCTBapuUTH Mel)y KOMIIOHEHTaMa jeIHOT CUCTeMa; TUME C€ MOKe mocTuhu
CBEYKYITHO yMamelke IMOTPOIIkhe CHepruje. bamaHcupame NPHIMKOM —TIOCTH3amkha
YpaBHOTEXKEHOT paja y morieday onrtepehema cucTeMa MOXKE IMO3WTHBHO YTHIIATH Ha
cBeoOyXBaTHY onTepeheHOCT aKTUBHUX KOMIIOHEHTU. YPaBHOTEKEH paj y 3HauajHOj MepH
JTOTIPUHOCH e(hUKACHOM KOpHIINEHY CONCTBEHUX pecypca.
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2.2. CaBpeMeHHU U3a30BU Y JUCTPUOYUPAHUM CUCTEMHUMA

KomyHnukaruja usmel)y KOMIIOHEHTH AMCTPpUOYMpPAHOT CHCTEMa 3acHMBAa ce Ha MOTryhoj
MelycoOHOj] KOMYHHKAIU]H, ITyTeM MPEXHHUX MPOTOKoJ1a. CTaHIapIHU MPOTOKOJIH CE KOPUCTE
y cBpxe pazmene nopyka, nonyt HTTP, TCP/IP u npyro. Kopumrhemem oBakBIX MPOTOKOJIA
omoryhaBa ce KOMIIOHEHTaMa AUCTPUOYHUPAHOT CUCTEMA pa3MeHa (ClIamke U MIPUMAambhE) IopyKa
U TofIaTaKa.

VYcnen nosehama Opoja 3axTeBa npemMa jeTHOM CUCTEMY OpraHU3aIlHje, YjeIHO, U3MEIITakbeM
JEHOT WEJOKYIHOT CHCTeMa OpraHM3aldje y AUCTpHOyupaH CHCTEM, jeHOCTaBHHU]E Ce
M3BpIIIaBa XapABEPCKa HAIOTPaliba IEJIOKYITHOT CHCTEMa KOjJH €€ MOKE HAJIA3UTH Yy PYHKITUjH.
Tokom cBor paja, yciiea To0Opor Ju3ajHupama CUCTeMa U YINPKOC OTKA3MBamy JETHOT WU
HEKOJIMKO YBOpOBa CHCTeMa, 03 3HauajHoj yTulaja Ha mnepdopMmMaHCce CHCTEMa,
IUCTpUOYHPAHU CHUCTEM MOXKE OIICIY)KHUTH CBE 3aXTeBe, 0€3 OCETHOI YTHIaja y MOTJIEHY
nepdopmaHcu cucreMa. Y CynpOTHOM CIIy4ajy, Y MOHOJIUTHUM CHUCTEMHMa IpecTaHaK paja
jemHor (WJIM BHUIIE) YBOPOBA Y3pOKYje HapyllaBame, OJHOCHO, IaJ] IEOKYIMHOT CHCTEMA.
JluctpuOyrpaHu CHCTEMH MOTY TPUXBATaTH BEJIIMKH OpOj KOHEKIIHja, ajl CBaKako Taj Opoj
MOJKe IMPEJICTaBJbaTh 3HAUajHO onTepeheme Ha nepdopMaHce crUcTeMa y MOTJely UCIIOPYKe
nojaTaka. ¥ CBpXe IMOCTH3alka BUCOKUX Nep(OPMAHCH Y TIOTJIEAY UCIOPYKE YCIIe BETHKOT
Opoja 3axTeBa (KOHEKIMja) OJ M3y3€THO BEJMKOI 3HAuaja MOXE OWUTH CKaIaOMIHOCT
nucTpuOyrpanux 0Oaza mojaTaka. [eonmokamuja je BakaH (hakTop, T€ ce IUCTpUOyupaHa
UCIIOpYKa Ha OCHOBY reorpadcke AucTpuOyluje mojaTaka MoXe CMaTpaTd HHTYUTUBHUM 32
KOPHCHUKA, a T/Ie TUCTPUOYUPAaHU CUCTEMHU MOTY e(hUKaCHHje OICIYKHBATH Y TOM TOTJICAY
KOPHCHHUKE.

Kao rmaBHM HemocTaTak AMCTpHOYHpaHOT CHUCTeMa MoXke ce ucTtahm, 3ampaBo, M30CTaHAK
JEIUHCTBEHOT CO(TBEPCKOT pelieha KOje MOKe OUTH YHUBEP3AIHO 32 Pa3lIMYUTE 3aXTEBE
opranmuzanuja. [lucbamanc y morjieny CHUTYpHOCTH W OMINTO] 0e30€AHOCTH TMojaTaka,
Mpe/iCTaBJba je/laH O] OCHOBHUX IMOJIA3HUX Tayaka ycarjallaBama 3allTUTe MojaTaka; ycles
XETEePOreHOCTH OBUX CHCTeMa, moaai mMory yypemu (euri. Leak), e um ce HeoBnamheHo
MOKe TpucTynat. byayhu na muctpuOynpaHu CHCTEMH MOTY CapXKaTH W3Y3€THO OOMMHE,
CIIO’KEHE M KOMITIEKCHE 0a3e ToJjaTaka, a Koje ce KOPUCTE 3a OICITY)KUBAHE N3Y3€THO BEITUKOT
Opoja KOPUCHUKA, JaBJha]y CE€ U3a30BH Y TIOTJIEAY BbUXOBOT OJIp)KaBamkba yIpPaBJbamba

2.2. ApxuTtexkTypa TUCTpUOyupaHuX cUcTeMa

JuctpuOyrupaHu CHUCTEMHM HMMajy HEKOJHMKO Ba)KHUX CErMEHaTra, T€ C€ MOCeOHO HCTUUY
BUIIECTPYKH uBOpoBU (eHrn. NOdes) eHTuTeTa, 3aTWM, MEXaHM3MH KOMYHHKAIMOHUX
JUHKOBA, oaroBapajyhu mocpeanu codpreep (euri. Middleware) 3agyxen 3a oapkaBarmbe TOKa
U KOHTpOJe KOMYHHKalMje u3Mel)y 4BopoBa AMCTPUOYHMPAHOI CHCTEMA; MOXe OUTHU Of
KOPHCTH CII0jy Ha KOM c€ KopucTe copTBEpH pajH MOCTH3amka XETEPOreHOCTH. UBOpOBH Y
IUCTPUOYHPAHOM CHCTEMY IPEJCTAaBIbajy Mamke WM BHIIE CIOKEHE pauyHApCKE CHTHTETE.
Onu mory octBapuBatu MehycoOHy wmehympexxHo mnoBesuBame. llocpennu codTBepu
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cMemTajy ce kKao crpera m3mel)y copTBEpCKHMX aIUIMKalHja IUCTPUOYHPAHOT CHUCTEMa W
MpPEXKECHE apXHUTEKTYpE; 3a{y)KCHH Cy 32 KOOPAHMHAIN]Y M YIIPaBJbake PECYPCUMA, a Y LIUIbY
noctu3ama e(pUKaCHOCTH W TOY3JaHOCTH. MMIuieMeHTanuja BHIIECTPYKUX YBOPOBA MOXKE
YTHIIATY HA 3HAYAjHO YMAKCHE WIH TCHEPAITHY OTIIOPHOCT y TIOTJIely Tpeliaka CHCTeMa, T¢ je
CaMHM TUM PacIOJIOKKBa U 00Jba CKaTaOUITHOCT, KA0 U IOCTYITHOCT MPEXHOT pecypca. Ycien
ynyhuBama 3axTeBa 3a M3BPIICHEM 3aqTaka OJi CTpaHEe KJIMjeHTa, Y OBAaKBUM CHCTEMHUMA
3aXTEBU C€ JeJie Ha Mame 3aaarke. [lyrem mpexHe MH(pACTpyKType BpIIU CE HHXOBA
pacriozena Ha 4YBopoBe. [Ipwimkom o0aBibama 3amaTaka 4BOpoBH MelycoOHO Mmory
pa3MemHUBaTH HEONXOaHE MH(opManyje y nuiby 3aBpIIeTKa 3aaarka. Takohe, yKoIuko je
3aJaTaK CI0XKEHHU]e MPUPOJIe, YBOPOBH MOTY MelyCOOHO capahuBaTH y IUJbY MOCTHU3ama IITO
ONTUMAITHUjer pemema. JlujarpaMcKku TpHuKa3 JAUCTPUOYMPAHOT CUCTEMa Ce€ MOXKE
MIPEJICTAaBUTH KA0 HA CITHIIA UCIIO]I.
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KnujeHTcke anaukaumje / KAMJEHTCKM KOPUCHUYKKM MHTepde]jc

g . Tun kKopmcHu4kor ypehaja

. Be6 cepBep

AncTpubympaHm cuctem:

AnankKaunjckm cepsep AnauKaunjcku cepsep AnamKaumjcku cepsep

baza nopaTtaka baza nopaTtaka

Cruxa 1 Jlujaepamcku npuxaz oucmpubyupanoz cucmema

2.3. TurnoBu apxXuTeKType

Aruukanyje U coTBEpCcKa UMIUIEMEHTAlMja AUCTPUOYUPaHUX CUCTeMa Hajuerthe KOpUCTH
HEKy OJf CTaHJApAW30BAaHMUX THIIOBA apXHUTEKType. Y]jeAHO, THIIOBH apXHUTEKType
TUCTPUOYHUpaHUX CHCTEMa MOTY OUTH:

o KimjeHT-cepBep apXUTEKTypa,

® ApXHUTEKTypa CHCTEMa PaBHOIIPABHUX YBOPOBA/UJIAHOBA,

® ApXHTEKTypa TPOCIOjHOT CUCTEMA,
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e Apxwutekrypa BumieciojHor (N-ciojHor) cucrema.

Cucremu kiujeHT-cepBep apxurektype (enrn. Client/Server) npeacraBibajy CTaHIApIHH U
HAjOCHOBHHMJU THUI KOJH C€ MOXKE KOPUCTHTU TMPHIMKOM HMMIUIEMEHTAIHje CEPBEPCKUX
pemewa. Kimujent ynyhyje oaroBapajyhu 3axTeB cepBepy; cepBep oAroBapa oaroapajyhom
MOPYKOM (HIp. HCIOpYy4yyje 3aXTEeBaHU pecypc WM ra Moxe onoutu). KnmjeHt moxe
WHUIUPATH M3BPIIABAKe HEKOT 3aJaTKa Ha CEPBEPCKOj CTpaHH; cepBep Moke oOpahuBaTw
3axXTeB, T€ U3BPIIUTH OJroBapajyhe anokaiuje ka pecypcuma U KOHYaHO Ta MOXKE U3BPIIUTH.
Kimujent nobuja oarosapajyhu pesynarar y BHIY pelIeBaHTHOT M3ia3a cepBepa. OBakaB THII
crcTema, 3arpaBo, Moryhe je UMIUIEeMEHTHpATH U Y Apyrauuje apXUTeKType U CHCTEME.

KnujeuT KnnjeHT

Be6 cepsep

Cnuka 2 I'pagpuuxa unycmpayuja kiujenm-cepeep apxumexkmype

ApxuTeKkTypa cucTeMa paBHOIpaBHUX 4BOpoBa (eHri. Peer-to-Peer) omoryhasa cucremy na
CBaKM YBOp 3ace0HO W3BpINAaBa COTCTBEHHU 3aJaTaKk y CBOJO] MHTEpHO] memopuju. [lytem
onrosapajyhux nuHkoBa Moxe npociehusaru oOpalene nogarke. JIMHK niamn Meauj 3a NpeHoC
nojilaTaka Moke OMTH OMJIO KOT' THINAa, a OJ BaXXHOCTH j€ J1a 3a MCTH IOCTOjH MOApPIIKA y
peleBaHTHOM cucTeMy. PauyHapcke Mpexke MOTry KOPUCTUTH OBakaB BUJA MehyMpexHOT
MOBE3MBama, TJI€ Cy padyHapH, Tj. XOCTOBHU PaBHOIPABHHU YJIAHOBU Mpexe U Koju MelhycoOHO
MOTY OCTBapMBaTH KOMYHHUKAIHjy, a Jla MPA TOME CBAaKHU XOCT 3a cebe MMa COICTBEHY U
He3aBUCHY 0a3y momaraka. OBakBa apXHTEKTypa HE CalpXH y ceOM LEHTPaIH30BaH, HUTH
MOHOJIMTHM CHUCTeM, a HHM 3ace0aH ypehaj Koju Moxke H3BpIIABAaTH 3aXTEBHMjE IpOLECE.
OnnyunBame, TPUINKOM JOHOIICHA PA3IMIUTHX OJUTYKa, OCTaj)y Ha (GU3NYKUM MallMHAMa
KOja Cy JIe0 apXUTEKType paBHOIPABHHUX YBOPOBA, a TZI€ Y CBAKOM TPEHYTKY CBaKa MaIlllWHA
MOKE MPEY3€eTH YJIOTY WU KJIMjeHTa WK CepBepa.
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JlereHaa

g - KnujeHnt / 4Bop / 4naH

- Cepsep

Cnuxa 3 I'pagpuuxa unycmpayuja cucmema pasHoONpagHUx 460posa

ApXHTEKTypa TpociojHOr cucTema (eHr1. Three-tier) mpencrasiba crieupUYHY CTPYKTYPY
rIe c€ MOTYy KOPHUCTHTH Pa3IMYUTH CIIOjeBH 32 CBaKy (YHKIHMOHAIHOCT (WM 3aceOHy
¢byskuujy) nporpama. CiojeBu cuctemMa Mory OHUTH:

e (Coj armukanuje,

e (Croj mogaraka,

e (Croj mpe3eHTaIyje.

VY cuctemy TpOCIojHE apXUTEKType MOIalU KIMjEeHTa Ce UyBajy Y OKBUPY CpEIber cloja, Tj.
y cnojy nojataka. OBakaB MexaHH3aM Ce JJaHAC MOXKE CYCpecTH Hajuelnrhe y caBpeMEeHUM BeO
arutikanujama. KimjeHTcke arinkaiuje y TPOCIOjHOM CHCTeMY MOTY C€ OClIamaTd Ha
(YHKITMOHAITHOCTH CJIOja IMojjaTaka, Te OH MOKe HAaKOH OiroBapajyhux 3axteBa oopahuBaru u
W3BpIIABaTH 3aXTEBE, a HAa Kpajy uX mpociehuBatu oAroBapajyhuM ceppepuma.
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Annukauunja

OyHkumja / Nporpam MpeseHTauuja

Cnuka 4 . I'paghuuxa unycmpayuja cucmema mpociojue apxumexkmype

Bumrecnojua apxutekrypa (enrit. N-tier) mosHara moa TEPMHHOM Kao BHIIECIOJHU
nucTpuOyrpan cucteMm. CIHMYHO TPOCIOjHOM CHCTEMY, OBaKBa apXUTEKTypa TEXHUYKU MOXKE
y cebu umaTu U caapxatu HeorpanuueHe 6poj ¢pynkuuja. [To Tom norneny je Beoma ciuyaH
TPOCIJIOJHOM CUCTEMY, C PA3JIMKOM Y IPUMEHH, I/Ie CE OBAKBA apXUTEKTypa yemihe KOpUCTH y
MOCJIOBHUM pENICHUMa OpraHu3allyje, Ijae je Kpo3 BeO aruIMKaliuje HEONXOAHO YIPaBJbaTH
nojalMa arimkaiyje (Wid copTBEPCKOT peliemha). Y e/l OBaKBe MPUMEHE, CEPBEPH KOJH Ce
MOTY CMaTpaTH alUTMKAIWjCKUM M KOjH Y CeOHM caJp)kKe MMIJIEMEHTHPAHY TTOCIOBHY JIOTHKY,
MOT'Y KOMYHHUIIUPATH ca 00a ImpeocTana cjioja - ca CJI0jeM MojaTaka v ClI0jeM Mpe3eHTaIuje.

2.4. luctpuOyupaHo pauyHapCTBO

Oxpyxeme muctpuOynpaHor pauyHapctBa (enrn. Distributed Computing) mnpencrasiba
cienu(UYHy KaTeropHjy AUCTpUOyHMpaHuX cucteMa. [IpeBacxoqHO KOPHUCTH MEXaHHW3ME U
pecypce ITUCTpUOYMpaHUX CHUCTEMa 3a HM3BpIIaBame oarorapajyhux 3agartaka. Ilorpeba 3a
TUCTPpUOYHpaHUM padyyHapCTBOM JaBJba C€ yCJ€J MHOTOOpOjHHX HeJocTaTaka, Hekaja
O/UTMYHUX, LEHTpaan30BaHuX cucrema, nonytr UBM wmejudpejm (enrn. IBM Mainframe)
pemema. LIeHTpaan30BaHu CUCTEMH CY CBPCHCXOJIHU YKOJIUKO MOTY 00aBJbaTh M PAIUTH Ca
MaJioM KOJMYMHOM II0JIaTaka M MajJuM OpojeM KOpPHCHHUKA, alli ycie] BEeIUKOr pacra
KOPHUCHUKAa Ha HWHTEPHETY, KOje je MOTPeOHO OICIYKUTH HCTOBPEMEHO, OHHM TOCTajy
HeeukacHUu. OBaj mpobJIeM je IMOCTao OCHOB M OKBUP 3a Ipesa3ak y 00JacT JUcTpruOyrpaHor
padyHapcTBa M CIMYHUX TEXHOJIOTHja.

Toxom kopumthewma TUCTpUOYUPAHUX CUCTEMA, A TJI€ MOXKE MTOCTOJaTH MHOIITBO Pa3TNIUTHX
CUCTeMa, TUCTPUOYHPAHO pauyHApCTBO MPENICTaB/ba BAXKHY CIIPEry y BUXOBOM MelycoOHOM
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noBe3uBamy. OBUM ce IMOCTHXKE pacriojieia U3BpIlaBama oAroBapajyhux mnemosa mporpama
MOKPEHYTUX y TUCTPHUOYyHpPAaHOM padyHapCTBY, a KOjU C€ W3BpIIABAjy Ha pa3IMYUTUM
CHCTEeMHMa KOjU Cy CACTaBHHM JI€0 jeJHE padyHapcke Mpexke. [IpmimkoMm moBe3nBamba
ayTOHOMHHX Yypehaja mpeko LeHTpalu30BaHE padyHapCKe MpExe, y LUJby IOCTU3amba
JEIUHCTBEHOT IHJba, JUCTPUOYHUPAHUM PAdyHAPCTBOM CE€ MOCTHKE T0jeTHOCTABJLCHHU]H BH/T
uHTepakiyje ypehaja myrem mpeske. CaMuM TUM, OCTHXKE ce Mel)ycoOHO MHTeppearoBame y
MOTJIe/Ty peanu3alyje aaTor mpoodiieMa (3a1aTka), ajii Ha BUIIEC pa3auauTux ypehaja.

Y muiby moctusama OOJBHMX pe3ylsiTaTa y MOMIe[y W3BpIlaBamba KOMIUIGKCHUX 3aJaTaka,
yBOoh)eHeM pa3HOBPCHHX padyyHApCKUX cHUCTeMma TmocTike ce Beha cHara. Kao u kox
aucTpuOyrpanux cucrema [56], aucTpruOynpaHno pauyHapCcTBO CYIITHHCKA HMa HCTa OCHOBHA
CBOjCTBA, a KoOja Cy CKaJaOWJIHOCT, OTIOPHOCT Ha TpelIKe, JAeJbeHhe pecypca U
tpancnapeHTHOCT [9]. ¥V mornmeay npeaHoctu kopuiihema TUCTPUOYUPAHO pauyyHAPCTBO CE
cMarpa BUCOKO MOY3/1aHuM, Takole, y (GPMHAHCH]CKO]j MPOjEKIIHjH OBAKBO OKPYKEHE j& 3HATHO
jedbTuHMje on meHTpayM30BaHUX cucTeMa. Kao caBpeMeHM M3a30B cMaTpa ce HM3BPINABAC
3a/laTaKka mapajellHo, TAe Cy 3aJaly pa3BpCTaHW Ha 3aceOHE JenoBe, a Koje je moTpeOHO
W3BPIIATH HA PA3IIMYUTHM CUCTEMHUMA.

JluctpuOynpaHo pavyyHApCTBO je MPOHAIIO INMUPOKY MPUMEHY y CBAaKOJIHEBHOM JKHUBOTY.
Moske ce KOPUCTUTH y pa3NuIUTUM MOOUIHUM ypehajuma (CUcTeMHrMa), UCTO TaKo, MOXKeE Ce
npoHahu y arumkanujama 3a npahelmbe BPEeMEHCKE MPOTHO3€, Y CUCTEMUMa EIIEKTPOHCKHX
npojgaBHUIAa U npyro. [Ipumep amata ca JOCTYIMHHM HW3BOPHHM KOJOM IIPEJCTaBJba ajaT
Apache Hadoop [10] koju ce kopHcTH 3a TUCTPHOYHpPAHO padyHAPCTBO U 00pay.

2.4. PauyHapcTBO y 00/1aKy U Yy JIUCTPUOYUPAHUM CUCTEMHUMA

[IperxoaHux rogauHa (M JeLEeHHja) JOLUIO je JI0 3HA4ajHOr yHamnpehema TeXOHOIOTHja, Kako
caMux TeppopMaHCH pauyHapa, TaKO M CBEYKYIHOI MOOOJbIaka paduyHapCKUX Mpexa.
WHTepHeT, Kao aHalllkba HEM30CTaBHA KapHKa CBAKOT MOCIOBakha, JOKUBJbaBa CBAKOJHEBHU
HaIpeaaK, Te Cy Ce y3 pauyyHapcKe MpeKe IMojaBuiie HOBE MOTYNHOCTH MOy T AUCTPHOYHPAHOT
padyHapcTBa W padyyHapcTBa y o0naky. TeXHWYKHM TJeJaHO, HaBEIEHH II0JMOBH C€ Y
MOTIIYHOCTH OJHOCE Ha paziM4MuTe CyOjeKTe, C TUM Jla j€é aKCHOM HHXOBOI MelycoOHOr
MOBE3WBama, 3alpaBo, WJACHTHYaAH. [Ipumepu Koju HaAJOOBE WIYCTPY]y KOpHUIITNEHE
pauyHapcTBa y oONyKy INpencTaBibajy yciayre kommanuja ['yrn (enrn. Google) m Amazona
(enrn. Amazon) [11]. ApymrBeHe Mpexe Mory Takohe OMTH MpHMep TaKBOT Kopuinhema, ¢
0031pOM Ha TO J1a c€ TeKCTyaJlHe TOPYKe, Pa3INUUTH ayAU0-BU3YaTHU Ca/Ip)Kaj CKIATUILTE Y
o0uaky.

VY padyHapcTBY y 00JIaKy IOCTOj€ OCHOBHE KapaKTEPUCTHKE KOJH CY O] BAXXHOCTH a TO ¢y [1]:
VYciyra Ha 3aXTeB,

e [Ilupoku MpeXHH NPUCTYTI,
o Jlememe (yIpyKuBame) pecypca,
e bp3a enactuuHoct (MoryhHocr),
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e lI3mepena yciyra.

Ycnyra na 3axteB (enrin. On-demand self-service) mpencraBiba MexaHuszaM T¢ KOPHCHHK
CaMOCTaJIHO MOY€ IPUCTYNaTH ayTOMAarTCKH OjAroBapajyhuM yciayrama Ha cepsepy, 0e3
MPETXOJIHE TMOTBPJE OJf CTpaHe JbyJAcKor (hakTopa, a y MelycoOHOj cripe3u ca mpyKaolemM
ycayra (eHri. Service provider).

[Mupoku mpuctyn mpexu (enri. Broad network access) mpencraBiba MOryhHOCTH Koje Cy
JIOCTYIIHE IIyTeM Mpexke, a Koje omoryhaBajy kopumiheme paznuuuTux ypehaja Ha
XETepOreHNM CUCTEMHMA (HIp. pajHe CTaHUIIE, JIATOIIOBH, padyHapy, MOOMITHH TelepOHH U

TPYTO).

Jememe (yapyxuBame) pecypca (enri. Resource pooling) mpencraBiba KapaKTepUCTUKY TI€
paduyHapcKUM pecypcuMa MOKe TMPUCTYNaTH BHILECTpykKH Opoj KopucHuka. OBa
KapaKTEepHUCTHKA ce orjyiefia y MOryhHOCTH 3a CKIIaJUIITEHEM N0JaTaKa, pa3InuuToM o0pasiom
noJlaTaka, KopuimhemeM MEMOPHje U MPEXKHOT MPOITyCHOT orcera. Pecypceu ce mory aenutu
npeMa TeoJIOKAlMju. Y TpaKkcH, KOPUCHHK Hajuemhe HeMa ca3Hame O JIOKAIUjH JaTHX
MoJlaTaka HATH UCTY MOXe KOHTposmcatd. KOpUCHHKY ce MOTEHIMjaaTHO MoXe oMoryhuTu
JOJATHU BUJ TOCTaBJbamha JIOKAlLlMje HAa BUIIEM HUBOY, T€ MOXE OJIPEIUTH JIPXKaBY,
MOKpajuHy, Tpaj, AaTa HEeHTap WK HeKH IPYTH JOCTYyMaH OICer.

Bbp3a enactuunoct (enri. Rapid elasticity) omoryhasa kopucHHIIIMa Kako OH ce y CKiaay ca
PETCBAHTHOM TOTPAKILOM yCIyre Op30 MpOIIMpHBAje, OMHOCHO, cMambuBaie. KOpucHUK y
TaKBOM OKpPYXemYy Moke uMatu ocehaj o6e30ehen Heorpannuenu 6poj MoryhHocTH y OmII0
KOM TPEHYTKY HOTPAKIHE.

W3mepena ycnyra (enrin. Measured service) mpeiacrtaBiba CHCTEM y 00JaKy Tje c€ MOTyY
ayTOMAaTH30BAaHO TPATHTH M KOHTpoOJMcAaTh pecypcu. OBakBa yciayra OJHOCH C€ Ha MEPEHe
JIeJbeHUX pecypca y TOoTJIeay MPOIMYCHOT OTICera, CKIIaIUINTeHha MoAaTaka, 00paia mojaraka u
npyro. KonmenT usMepeHne ycinyre 0oHOCH C€ Ha TO Jla ce cBaka ynorpeba JieJbeHOT pecypca
MOJK€ MPUKA3UBATH, IPATUTH HIIM KOHTPOJIUCATH.

2.5. IuctpuOyrpaHu CUCTEMH Y MPAKCH U BbUXOBE PABLUBOCTU

CPS (enrn. Cyber Physical System) cajoep-bu3nuku cucTeMu MpeacTaBbajy WHTETPAIH]y
pauyHapckux M (U3MUKMX MHTEpakiyja M Tpoleca IJleé XOCTOBU (paduyHapu) BplIe
MOHUTOPUHI M KOHTPOJMIIY (U3UUKE Mpollece Kpo3 MeTbe JaTe NmoBpaTHe HHpopMmaryje.
TakBu cucremu Mory OWUTH O] 3Hauaja YHyTap KpPUTHUYHUX HH(QpACTpyKTypa Kao IITO CY
namMeTHe Mpexe, MEUIMHCKY ypehaju u uHAyCcTpHjcka ayToMaTu3anuja. Takole, moamoxHu
CY Pa3HOJMKHM BpCTaMa Hamaza 300T CBOje KOMIUIEKCHOCTH M XeTeporeHocTH. OBU CUCTEMHU
omoryhaBajy edukacHO ynpaBjbalbe U pa3MeHy IojaTaka Mehy pa3nuuutuMm ypehajuma u
CepBUCHMA, ajJil Takolhe MOTry IpeIcTaB/hbaTH 3HadajHe O0e30emHOCHEe n3a3oBe. PamuBOCTH y
TUCTPUOYHpPAaHUM CHCTEMHUMa MOTY JOBECTH JI0 O30MJBHUX TOCIEIUIA, YKIbY4Iyjyhu ryOuTak
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OCETJbMBHUX I10/1aTaKa, HaApyIllaBare MPUBATHOCTH MHTETPUTETA MOAaTaKa U KOMIIPOMUTOBAHE
GyHKIIMOHNCAaka KPUTHUHUX UHPPACTPYKTYpa.

I'enepatuBHe cynapuuuke Mpexe (enrn. Generative Adversarial Network — GAN) kopucrte
JBa KOHKYypEHTHa MoOjeia: reHeparop W auckpumuHartop [86]. duckpumunarop vy
TCHEPATUBHO] CYMapHUYKO] MPEXHU je Kiacudukarop. I'eHepaTop mpaBH JaKHE IOAATKE
yKJbydyjyhin W moBpatHy uHGpOpMAaIjy oX cTpaHe muckpumuHaTtopa [12]. Camum THM
(bYHKIIMOHHIIIE TIPEMa MIPUHIMITY Kao KJIacH()PUKAaTOp KOjH MOKYIIaBa Ja pa3jIuKyje CTBapHE O]
TeHepUCAaHUX T0/aTaKa, YuMe ce mo0oJbIIaBa crocoOHOCT 00e cTpaHe KPo3 MPOoLece yueHha.

Haman yckpahuBamem yciyre (enri. Denial-of-service - Do0S) mpencrasiba Haman Ha
padyHapCKU CUCTEM HIIM MPEKY KOjU MOKE Y3pOKOBATH KpaTak WM TpajaH MPEeKHI, a HeKasa
MOKE TIPOM3BECTH 3HAYAjHO CMAbEHE JOCTYIMHOCTH CEpPBHCA CBUM KOPHUCHHIMMA. TakBH
Hamajd MOTy 030MJbHO HAPYIIUTH (YHKIIMOHHCAE AUCTPHOYHUpAHUX CHCTeMa, omerajyhu
HOpMaJTHE omepalyje U u3a3uBajyhu OpojHe MOCIOBHE U ONlepaTHBHE T'YOHUTKE.

HuctpuoOyupanu DoS (enrn. Distributed denial-of-service — DdoS) wamax npencraBiba
ciokeHujy Bapujanty DoS Hanaia. YV cBOj Hana 1 MOXKe yKJbYYHBATH BUIIIE KOMITPOMHUTOBAHUX
ypehaja. TakBu ypehaju cy decto pacnopelhenu mupoM riodaiHe pauyHapcKe Mpexe, a Koju
MOTY MCTOBPEMEHO HaIaJaTd UCTH Iib. OBH Hamagy MOTry Op30 MPEONTEPETUTH MPEKHE
pecypce u cepBepe, a TUME MOCTIKYhH J1a yeiryre ocTaHy HeOCTYITHH KOPUCHUITUMA.

Hanan connupamem (enri. Probe Attack — PA) nipecraBiba METOIMYKO CKEHUPAE MPEKE Ca
HWbeM UACHTHU(UKAIM]E DPAmUBUX Tadaka W MPUKYyIUbaka HWH(QOpMaIMja O MpPEKHO]
uHppactpyktypu. OBaj TUn Hamaga omoryhaBa HamajgauuMa jaa npoHal)y ciabe Tauke y
CUCTEMY KOj€ MOT'Y KaCHH]€ UCKOPHUCTUTH 3a CII0’KEHHU]€ U IITETHUj€ Haraje.

U2R (enrn. User to Root) u R2L (enrs. Root to Local) nananu omoryhasajy kopucHUKY ca
OTpaHUYEHUM MPUBHUIIETHjaMa MPHUOaBIbakhe aIMUHUCTPATOPCKUX (rO0t) YUME Hamaaady cTuye
MOTIYHY HaJ HAMaJHYTUM XOCTOM (WK cucTeMoM). R2L Hamaau MOTy YKJbyYHUBaTH U3Y3€THO
BHUCOKY 3JI0yHOTpeOy MpPEXHUX CEepBHCA, a ca IIMJbeM MPUOaBJbarba JTOKATHUX MPUBUIIETHja
MpexxkHe uHppacTpykType. Tume ce omMoryhaBajy HapeIHW Hamajiu WU OCETJbUBHM WIU
3aTBOPEHUM JICJIOBUMA JE€THOT AuCTpuOyupaHor cucrema. Oba Tuma Hamajga y TMpPaKCH
MPEACTaBIba]y 3HAUAJHY IPETHY M0 0€30€AHOCT TUCTPUOYHPAHUX CHCTEMA.

2.6. InTepHeT CTBapu y AUCTPUOYUPAHUM CUCTEMHUMA

Wureprer crapu (enra. Internet of Things - 10T) ykibyuyje Mpexy ¢usnukux ypehaja xoju
MOTY OCTBapMBaTH KOHEKIM]y IpeMa Iio0allHOj MPEeXH, KOjU MOTY Pa3MEHUBATH MOJaTKe
MehycoOHO, Kao U ca IeHTpaIu30BaHUM (AUCTpUOyHpaHuM) cucTeMuma. Mory yKJbydnBaTu
pasznmuuuTa XapJaBepcKa peniema nomyT ypehaja nameTHux Kyha, 3aTum, ypehaje 3a paznuunre
UHIYCTpPHjCKE TpaHe, Kao M MHOre Jpyre KOMIIOHEHTe Koje omoryhaBajy OpojHe
ayToMaru3aiyje jeaHe opranmszainuje. Takohe, mHUXOBUM Mel)yCOOHMM TOBE3MBambHEM
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ocTBapyje ce epuKacHHje HaArIeIame, OJHOCHO, MOHUTOPHHT PAa3JIMYUTUX HHTEPPEAroBama
Mely HaBeneHUM ypehajuma.

0T ypehaju ce kopucrte y pa3IMUUTUM HHAYCTPHJCKMM OpaHIllamMa TIOMyT 3ApaBCTBA,
aMeTHUM MHPPACTPYKTypaMma rpajoBa, Kao U y OpOjHUM MOCIOBHUM ayToMaru3andjama. Y
3npaBcTBy, Ha mpumep, loT ypehaju Mory BpmuTH ynajbeHO HaArjename MallijeHara,
ayTOMAaTH30BaHy KOMYHHKAalMjy ca Mel)ycOOHO TMOBe3aHHM 3paBCTBEHHM CIIykOama,
KOHTPOJy MEIUIIMHCKUX TpernapaTa 1 JIEKOBa U JAPyTo.

Benuke npenpeke y caBpeMeHOj TUTHTAIHO] €pu IocioBama 10T TexHoJoruja mpeacTaBiba
HEJIOCTaTaK YHHUBEP3AJIHUX CTaHIapja M MPOTOKoia. To MoXe IoBeCTH 10 3Ha4ajHUX
npobiieMa MHTEpOoIepadMiTHOCTH n3Mel)y pasnuuutux ypehaja, mro mpencraBiba IUPEKTaH
(dhakTop MHTETpaIje U KOHTPOJIE IIEJIOKYTHUX crcTeMa noapkanux oj crpane l0T ypehaja Ha
IJI00aJTHOM HUBOY.

Ogwu ypehaju cy BpIio 4ecTo MeTa 3JI0HaMEepHHUX Haraja, yInpaBo 300r HeocTaTka CTaHaapaa,
gyuMe ce rmnoBehaBa mwHuXoBa pamuBOCT. Takohe, jaB/ba ce W oOrpoMaH HeEAOCTaTaK
onropapajyhux mpotokona 6e36eqHocTy TakBux cuctema. Ctora, oBu ypehaju mpencraBibajy
MOTEHIMjaJTHE TauyKe YyJlacka 3a 3JI0HAMEpPHE TIPHUCTYIE KOjU MOTYy KOMIPOMHTOBATH
LEJIOKYITHE PAaYyyHapCKe MpPEKE, KOjH MOTY HEOBJAmNeHO NPUCTYNAaTH W MPUKYIUbATH
ocersbrBe mogarke. CaMMM THM, Halajadyd MOTY H3a3BaTH NPEKU Y (QYHKIHMOHHUCAHY
KPUTHYHHUX HHPPACTPYKTYpa ¥ TUCTPUOYHPAHUX CUCTEMA.

2.8. [Ipumep kopunthewa ypehaja UHTEpHET CTBAPU Y KOHLIETITY
Healthcare 4.0

Konnent Healthcare 4.0 npencrapiba HampeAHN CUCTEM OpUTe U HETe O KOPUCHUIMMA YCITyTe,
Tj. MaujeHTUMa y3 Kopuiiheme copucTUIIMpaHUX TEXHOJIOTH]a, TOMOhYy MHTEPHET CTBapu. Y
CBOjOj OCHOBM OBaj KOHLENT IMpHIajga 4YeTBPTOj HHIYCTPUJCKO] peBoayuuju. Moxke
UMIUIEMEHTAPATH Pa3IMUUTe TEXHOJIOTHjE TIONMYT BEINITAYKEe WHTEIUTEHIM]e, WHTEPHET
CTBapH, CJI0KEHH]€ TEXHOJIOTHj€ 3a aHAJIUTUKY U Ipahemwe nojgaTaka u Ipyro.
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Cnuka 5 HUnycmpayuja nogezusara KOpUCHUKA Ha OUCMPUOYUPAnU cucmem y3 Kopuuiherse
mexnonoecuje Healthcare 4.0

HaBeneHu KOHIIENIT MOXKE YHanpeAuTU CBCYKYIIaH CUCTEM 3JpaBCTBCHC I/IHIIYCTpI/IjC y norijeay
OCTBapuBama NJOCTYIIHOCTH, no0oJbIIamka KBaAJIUTETA, TC MOXKC OMOFyrlI/ITI/I 6p)I(I/I O043HUB, Tj.
BUITY e(bPIKaCHOCT Yy norjieny yHar[pebe}La 3ApaBCTBCHOI' TPE€TMaHa KOPHUCHUKA YCIIYTC.

Ilomohy HaBeneHoOr KoOHLENTa MOXe c€ MOCTHNM MMILJIEMEHTAlMja IEepCOHATN30BaHe
MeaunuHe. Takohe, KOHIENT ce MOXKe HWMIUIEMEHTHUpATH Yy IaMeTHe ypehaje 3a Hery
TMaIyjeHara, TJe ce MOYKe U3BPIIMTH OroBapajyha HHTErpaimja OBOr pememna, IyTeM Kojer ce
KOPHUCHUKY yCIIyre MOXe OMOryhHTH 3paBCTBeHa Hera ca yaajbeHe Jokanuje. Kao u 'y cBakoj
TEXHOJIOTHJU KOja je€ Y CBOM TEXHOJIOUIKOM HAIpPETKy, TOKOM CBOT' pa3B0ja W CBAKOJHEBHOT
yHarnpehema konuent Healthcare 4.0 moxxe umatu oapelere npodieme. OHu ce orienajy y
norseny 0e30e1HOCTH, CUTYPHOCTH M PUBAaTHOCTH MOJAaTakKa, ITO 3HA4YajHO MOXE YTUIATH
Ha neppopmaHce caMor cucTeMa, Tj. Ha Op3uHy ajganrtauuje. Hamme, mpumapHu mnpoGiem
KOHIIENTa jecTe 3allTUTa IOJaTaka KOPUCHHMKA YyCIyre, yclleAd IOCTYNHHX I0jaTaka o
KOpHUCHUKY yciyre. [lomamu Mory OWTH HM3Yy3€THO OCETJBHBE TPHUPOJE, TE€ CE€ HUCTH MOTY
OJIHOCHUTH Ha JIMYHE HH(pOpMaILKje O Pa3IMYUTUM Ba)KHUM MH(POpMaIijama, onyT FeHETCKOT
KO/1a KOPUCHHUKA, MHOTOOPOjHY NMPUBATHY MTOJIAIN KOPUCHUKA, UCTOPHjaT 00JIECTH KOPHCHUKA
KOHIIETITA U JIPYTO.
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Cnuxa 6 Unycmpayuja sawumume ocemwugux nooamaxa y Healthcare 4.0 konyenmy

VYenen Henocrataka cranmapaa Healthcare 4.0 konmenTa Mory ce jaBUTH MHOTOOpPOjJHH
MpoOJIeMH TIPUJIMKOM HWHTETpaIfje ca pa3IuduTUM cucTeMuMa. [lepcriekThBa KOHIENTa
orjiena ce y ypohemy u nedUHHCAbY CTaHAAp[Aa, TE ce TUME MOXKE 3HAYajHO yHAINPEIUTH
MexaHH3aM pa3MeHe nojaraka usMel)y ypehaja paznuuntux HuBoa. Takohe, 3Ha4ajHO ce MOXKE
nobosblIaTl pa3MeHa WHMoOpMalMja H pecypca H3Mely pasIHYMTHX M PeIeBaHTHHX
3[IPaBCTBEHUX YCTAHOBA KOj€ MOTY MPYKaTH HETY ca y/aJbeHe JOKallHje.
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Cnuka 1 Unycmpayuja nogezusarna mexunonozuja unmepuem cmeapu ca Healthcare 4.0
KOHYenmom

Hcrnue ce 3Hauyajan unHmian Healthcare 4.0 konuenra, Koju, 3apaBo, MOKe EMHUTOBATU U
NPEHOCHTH HH(OpMalMje y peaqHoM BpemeHy (enri. real-time). Tume ce octBapyje
UMIIEpaTHB y MOTJIeqy Op)kKer W euKacHUjer pearoBama aHTaKOBAHOT OCO0Jba MPUITMKOM
npyxama oaroapajyhe Here npema kopucHuuMa yciryre. OcuMm OpiKer pearoBama MOXKE ce
MOCTU3aTH e(hUKACHUja TUjarHOCTUKA KOPUCHUKA, Tj. TIAIMjeHATA.

[IpuinkoM AMjarHOCTUKOBaWka CTaka KOPUCHUKA YCIIyTe, BUTAIHM MapamMeTpud U (QakTopu
KOjU c€ MOTY MPATUTH YKMBO, y PEATHOM BpeMeHy. Y cie]l youaBama I0CTOjamba aHOMalllja
KOJI KOPHCHHUKA YCIIyTe, Tj. OACTYNamke 0]l OKBUPA KOJU Cy MPETXOHO MMOCTABJbEHH, MOXE Ce
MIPUCTYIIATH HEOMXOJHUM Kopaluma 3a u3MeHoM Tekyhe tepamuje. Hakon Tora, ogaOpanu
JIeKap U pelIeBaHTHO METUIIMHCKO 0CO0JbE Haj€THOM MOTY U3BPILUTH HOTPEOHY I1jarHOCTUKY
Ha/1 HOBUM MEIHMIIMHCKAM TPETMAHOM, T€ C€ MOTY MPHUKYITUTH HOBE aHanu3e Tekyhe Tepamnmje.
OBaj koHment omoryhaBa BHCOKM HHMBO €(HKACHOCTM Y TOTJIEAy NETEKIHje XHUTHHX
WHTEPBEHIIMja KOJ KOPHUCHHKA YCIIyTe, Kao IITO je HIp. CPUYaHU yAap KOPHCHHUKA YCIyTe.
PeneBarHe ycTaHOBE KOje MOTY IPATUTH 3IPAaBCTBEHO CTambe KOPUCHUKA MOTY TIPETy3ETH CBE
oarosapajyhe mepe y norsieny cracaBama KMBOTa KOPHCHUKA ca y/1aJbeHe JOKaluje.




JlokTopcka qucepraiiyja Hukomna CaBanoBuh

KoHuenTt
Healthcare 4.0

Cnuxa 8 8 I'pachuuxa unycmpayuja peacosarsa konyenma Healthcare 4.0 na peresanmmue
anapme

Konmnent texuonoruje Healthcare 4.0 moxe 3Ha4ajHO JTOMPUHETH y TOTJEAY CPUKACHOCTH
KOHCYJITOBambha ca MEIUIIMHCKUM 0CO0JbEM PEICBAHTHUX 00J1aCTH MEIUIIMHCKE CTPYKE, TC Ce
MOTy MHOTO Opke M edHuKacHUje pa3MEHUTHU MOTpeOHe HH(pOpMalMje ca pelIeBaHTHUM
MEUIIMHCKUM yCTaHOBaMa. TakBUM Kopanuma Moxe ce nopehatu u mo6oJpmaru euKacHOCT
MPUIMKOM JIOHOIICHa OJJTyKa, a JOOMjeHUX Ha OCHOBY JIMjarHOCTUKE KOPHCHHUKA yCIyre y
peasHOM BpEMEHY.

2.8.1 PamuBoctu xkonuenra Healthcare 4.0

[FoperoMeHyTa TEXHOJOTWja HMMa CBOjUX HEJIOCTATaka Yy BHIY pPAambHBOCTH. YCle[q
KOMOWHOBama TEXHOJIOTHja HHTepHeT cTBapu ca Healthcare 4.0 koHenTom Mory ce jaBUTH
npoOsieMH y BHIY 3allITHTE, HHTETPUTETa U HEMOPEIUBOCTH Mojataka. CBEOMIITe MPUCYTHA
TeXHHKa Hanaja Ha KoHenT Healthcare 4.0 jecre nanan wogex y cpedunu (enrn. Man-in-the-
middle), rae ce Mory mpecpeTaTtu pa3jIMYUTH OCETJHUBH JIMYHHU MOJAIM O KOPHCHUKY YCIyTe

[13].

Hanan vosgek y cpeounu npencraBiba MEXaHU3aM TJ€ CE€ HaMaj a4 cMelTa u3Mely aBe crpaHe
KOj€ MOKYIIaBajy OCTBApUBATH MHTEPAKLHU]y WIN NPUIUKOM HHXOBE pa3MEHE peleBaHTHHUX
nojataka. CymTHHa Hamajga ce orjiefa y ToMe rie o0e cTpaHe MOry CTHYy yTHCAaK Jia ce
KOMYHUKaIlFja 0/1BUja AUPEKTHO, TE J1a IIeJIOKYITHAa KOMYHHUKAIMja CUTYpHA.
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Cnuxa 9 9 Ilpunyun nanaoa wosex y cpeouru

[Tpob6nem HeorantheHOT MPUCTYIIA OCETJEUBUM U JIMYHUM WH(pOpMaIIHjaMa TalnjeHTa MOXe
ce jaBuTu ycien kopuiihema crabujux TexHuka mmdposama (enria. Encryption) momaraka.
[TprmkoM ocTBapHBamka HHTEPAKIM]E ca PEIEBAHTHUM yCTaHOBaMa, y3 Kopuinheme ypehaja
WHTEPHET CTBapH, a ycjel 3Ha4ajHOT HelocTaTaka MEXaHHW3aMa 3a JETEKIHU]y 3JIOHaMEpHUX
ynaja, Moxe JIOhH 10 BUCOKE PAmHBOCTH KOPHUCHUYIKUX ITOIaTaKa.

PamuBOCT ce MOXKE jaBUTH y CHCTEMHMA U pPadyHapCKUM Mpekama TJie Cy moBe3anu ypehaju
UHTEPHET CTBapH, a Tie, 3alpaBo, Moxke Outu uHTerpucan konuent Healthcare 4.0. Haunwme,
HaraJy MOTY yCII€IUTH Ha LIEJIOKYITHY MpEeKHY MH(QpacTpyKTypy IJie Hallagauyl MOI'y HaMEpHO
OMETaTH WM OHecrocoOJpaBaTH (KOPUCHUIMMA) JJOCTYIIHE U aKTUBHE CEpBUCE, a KOJU Cy OJ1
3Hayaja 3a pajJ ca KOpuCHMIMMa yciyre. Takole, OBakBM Hamagy MOTY Y MOTIIYHOCTH
3ayCTaBUTH HOpMaJlaH M HEOMETaH TOK PaJia, Tj. MOTy ra y MOTIIYHOCTH OHECIIOCOOUTH.

HakoHn u3BpuieHOr Hamaja HaBeJEHUX TUIOBAa, MOryhe je y Tpary OCTaBUTH M yOpu3ratu
3JI0HaMepaH U HeKeJbeH coTBep, ca OIPETUIIHUM UJBbEM Ka ypehajuma WHTepHET CTBapH.
[Tocnenuia Moxxe OuTH BenmuKa, ¢ 003MpOM Ha TO na ypehaju Koju ocCTBapyjy pa3iuduTe
MHTEpaKIje ca KpajibuM KOPHUCHMLIMMA HMAjy MPHUCTYNl OCET/BHMBUM HH(poOpMalujaMa
KopucHUKa (Tj. manujeHata). CaMuM THM, MOXe JOhM 10 3HAYaAJHOT yyperba TOBEPJbUBUX
1oJlaTaKa, Te ¢ MOKE HapyIIUTH UHTETPUTET.

Jbyncku (axkrop Moxe 3Ha4ajHO JONPHHETH MHOTOOPOJHUM MPOMYCTHMA, MOpEeH 3HadajHe
Pa3HOJIMKOCTH Yy CTaHJapauMa ypehaja MHTEpHET CTBapu, MHTErpalrja U WMILJIEMEHTalll]a
KaKo XapJBEPCKUX, Tako U coPpTBepckux pemema nereknuje (IDS) u npesennuje (IPS) ynaga
y AucTpuOyupaHe cucTeMe MO)Ke OUTH O]l M3y3€THE BakKHOCTHU. Takohe, xapaBepcka H
coTBEpCcKa MMILICMEHTAIMja peliema 3amTuTHor 3uaa (enrt. Firewall) moke 3HauajHO
JOTIPUHETH CBEYKYITHO] 3alITHTH HMHTETPUTETa IojaaTaka. MHTerpanmujoM OBHX peliema
3Ha4YajHO JTOTIPUHOCH 0JIATOBPEMEHOM pearoBamy Ha (IIOTEHIIMjaTHO) CYyMIbUBE aKTUBHOCTH Yy
IUCTpUOYyHpaHUM CHUCTEMHMA, a KOja Ha OWJIO KOjU HAUMH MOKE HApyIIUTH CTaOMIIHOCT
JIUCTPUOYHPAHOT CUCTEMA, a KOju y cebu canpxu konuent Healthcare 4.0.
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Ycmen mMOMEHYTHX PamHMBOCTH W IOTEHIHWjalHuX mpobsiema, konuenty Healthcare 4.0
noTpeOHO je YHANpeJAUTH MEXaHW3ME 3allTUTE, TE CE Y TaKBE CBpXE, a MOpEJ] HaBEeICHUX
cucTeMa 3a JeTeKnujy u npeseHnnjy ynazaa (IDS/IPS), Mory ce KOpUCTUTH U CUCTEMHU 3a:
e Ayromaru3anujy oaroopa Ha wuHiupeHre (enri. Automated Incident Response
Systems),
be3bennocHa ananu3a cucrema (eHrii. Security Analytics Systems),
Wnentutet u ynpasibame npuctymnom (enri. Access Management Systems — IAM).

Hopez[ HaBCICHHUX CUCTEMA, 3Ha‘lajHO MOKEC JOIIPUHETH CUCTEM 3a YIIpaBJbalkbe PalbUBOCTUMA
(errm. Vulnerability Management Systems).

3HavajHa U BEJIMKA MOPIIKA, 2 CAMUM THM ¥ OTPOMaH MOTEHIIH]aJl JISKHU Y 00J1aCTH BEIITAuKe
WHTEJNUTeHIINje, KOja MOke OUTH (aKTOp pellaBamy CIOKEHUX U MHOTOOpOjHHUX IMpoliema
pamHUBOCTH ca KojoM ce cycpehe xonment Healthcare 4.0 y okBupy CBOTI' OKpyXkemba, Tj.
IUCTPUOYHUPAHOT CHCTEMa. Y CIIell H3y3€THO BEIUKOT CKOKa y 00JIaCTH UHMeNUCHEMHO2 Yierd
CHCIM(PUIHAX AITOpUTaMa, H3y3eTHO CIOXKEHU M HAIPETHU AJITOPUTMH MAIIUHCKOT Y4eHha
MOTY OMTH O] B&XKHOCTH IIPHIIUKOM IIPHUKYILJbakha U aHATM3UPaha BEIMKUX CKYIIOBA MOJJaTaKa.
Ha ocHOBY 100MjeHUX pe3yJiTaTta, MOTY CE€ aHAJTM3UPATH U U3BOJUTH MHOTOOPOjHU 3aKJbYYIIH;
yKa3yje ce Ha TO KO, 3alpaBo, MOTEHIMjaJHO TpecTaB/ba (PaKTOp MPETHE HIU KO MOXKE
MIPOU3BECTH HATaJl Ha JUCTPUOYHUPAHU CHCTEM.

Bemrtauka mHTENWreHNyja mpyka OrpoMaH IMOTEHILMjall MPHIMKOM yHampehema pamuBUX
nenoBa cucrema konuenty Healthcare 4.0. Takohe, 3Ha4ajHO MOXE JONPUHETH OTKIIAKAbY
MPETXOJHO HAay4YeHHUX Mpoljema. Y OKBHpPY HaBeJeHE 00JIacTH, MHOTOOPOJHH HAaINpeaHU U
I00pO TO3HATH AITOPUTMU MAIIMHCKOT Y4eHha MOTY C€ KOPUCTHTH Kao HWHCTPYMEHT, Tj.
MeXaHW3aM aHaJIM3Upama CKyNoBa MojaTaka. Yciea MOOWjeHHX pe3ynraTa, y 3aBHCHOCTH
npeMa moTpedu, MOXKe c€ JOBECTH J0 3aKJbydaKa KOJH CETMEHT HEXEJhEHOT MPEKHOT
caoOpahaja MoXke yKa3MBaTH Ha MOTEHLMjAIHU Hamaj, OJHOCHO, Ha MPETHhY. Y CBEMY TOME,
BElITayKa WHTEIUTeHIMja UMa 3a Wb Ja MOTIOMOTHE y BHIIEM CTENeHy e(QUKACHOCTU
MPUIIMKOM JeTeKIMje HOBUX Hajona3ehux pambuBOCTH IpeMa TUCTPUOYHUPaHOM CUCTEMY, TIe
MO/IENIM MAIIMHCKOT Y4ekha Ha OCHOBY yJia3a MOTY Jia IpOu3Bely HeTadaH u3na3 [88]. Tume ce
CTBapa TaKBa pPAamHUBOCT Ja Hamaaad MOKe OOYYHTH COICTBEHH MOJEN W H3BPIIUTH
anBepcapujamHe Hamazge. OBakaB HMCXOJ €€ MOXKE MOCTHNH, OTHOCHO, MOKE C€ Haraj
MIPEIBUICTH Ha OCHOBY IIPETXOIHO HAYYSHHX (MM JOOPO MO3HATHX) HAIaja, Tj. CTama.

[Ipunukom yHampehema cBeoOyXBaTHE 3allITUTE TUCTPUOYHpPAHOT CHUCTEMA, AITOPUTMHU
MAIlIMHCKOT Yy4YeHha HMajy H3Y3eTHY CIOCOOHOCT Jia MOMOTHY NpPUJIMKOM mpeiBubama u
npeay3uMama 3Ha4ajHUX U KOPUCHHUX MPEBEHTUBHUX MEpa, Ipe HEro IITO ce, 3alpaBo, AeCcU
HOBM MHIMJICHT Y MPEKHO] HHPPACTPYKTYPH j€JIHE OpraHu3alIyje.

VYcenen ¢yHKIMOHATHE ayTOMaTH3alldje Mpoleca ca IIMJbEM IOCTH3amkha BUCOKE U CIIOXKEHE
e(pUKACHOCTH Y TOTJIey 3allITUTHUX Mepa, MOTY C€ 3Ha4ajHO YHANpeIUTH M OJTrOBOPH Ha
youeHe, 0OJIHOCHO, JIETEKTOBaHE MHIIMJIEHTE Y MpeXHO] HHppacTpykTypu. O0nact Bemrayke
WHTETUTCHIMjE y 3HA4ajHO] MEPH MOKE IOTPHUHETH IMPUIMKOM IpEerno3HaBama IIadiIoHa
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Haraza, Kako HENO3HATUX, TAKO W IMO3HATHX, T€ CAMHM TUM MOXE M OJIpearoBaTH Ha UCTE.
Hagenena o6yiactT yMHOTrOME YeMy paIuaHO JOIPUHOCH HAPEIHUM U CII0)KEHUM MEXaHH3MHMa
mudpoBama, a KOju Ce MOTy MPUMEHHUTH Ha 1ocTojehe anroputMme.

[IporpecuBHuM mobospimameM noctojehnx mudapckux cucreMa KBAaJUTATUBHO CE MOTY
YHAIPEIUTH MEXaHU3MHU M CJIO0KEHHM CHCTEMH 3a JETEKIH]y pPAambHBOCTH, a y3 IOAPIIKY
nyOoKor yuema. Tume ce MOXKe MPOM3BECTH CBEYKYIMHO OOJBM U MOJECPHHJU CHCTEMHU KOjU
UMIUIEMEHTHPA]y CIIOKEHH]e MEXaHu3Me MU poBamba Mo1aTaKa.

3. Hayka u nipersie nureparype

JuctpuOyrupaHnu CHUCTEMH YECTO Cy HW3JIOKEHH CJIOXEHHM MpeTHhaMa CHoJba ycien
3JIOHaMEPHUX Halajgayda Ha cepBepe jeJHe OpraHu3alije, paay HeoBIamheHor MprudaBibamka U
MPUKYIUbakha WH(OpMAIMja WM TOTIIYHOT OMeTama (DyHKIMOHHCAama JOCTYITHUX YCIIyra
cepBepa. 3alITHTH OBAKBUX CHCTEMa 3HA4YajHO JIOTIPUHOCE CUCTEMH 32 JIETEKIIH]Y (OTKPHBAHHE)
yImaja, a yjeHO U CUCTEMH 3a IPEBEHIIH]Y yrnaja. YecTo y nmpakcu HHje TOBOJbHO KOPHCTUTH
ocHOBHU 3amtutHu 3uj (firewall) unu ocHoBHe yrpahenHe mexaHu3Me 3a JETEKLU]Y H
MPEBEHIUjY yraja. Beoma 4ecTo je CBpCUCXOIHO YHANIPEIUTH BUXOBE MOTYhHOCTH.

AyTtopu pazna [14] ycraHOBIIM Cy [a je HEOMXOAHOCT CUCTEMA 3a ACTCKIHUjY yIIaaa y MaMeTHE
MpEXEe EJIEKTPOEHEPreTCKOI CHUCTEMa, MOTIIOMOTHYTO OJi CTpaHE MAIMHCKOI YY€a, Of
KpylLHjajiHe BXKHOCTH 3a pa3pellaBamke leHE MPEXKHE pambUBOCTH. DaKTOPU KOJU Cy Y3€TH Y
o03up jecy NpHMEHa MAIIMHCKOT Yyemha Ha CHUCTEME 3a JeTeKUHW]y Yynaaa, IpoLecu
reHepucama CKyIoBa MojaTaka, pa3HOJIMKOCT CHCTEMa 3a JETEKIM]y ylaaa 3aCHOBaHMX Ha
MO/IeJIMMa MAIIMHCKOT Y4€Ha, pa3InduTe METPUKE, CIIeLIU(pHUHE CI0KEHOCTH CUCTEMA, Kao U
Hay4yeHHU (TpEeHUpPaHM) MOJAETH TOKOM CBEOOYXBAaTHUX (a3a HCIUTHBAKA.

Pesynraru ananu3a HaydHOT McTpakuBama [14] orsienajy ce y Tome na JeTeKnuja ymnaaa y
JjeaH cucTeM MoXKe OMTH BHCOKO e(pHUKacaH caMO YKOJUKO CHUCTEM pajad y MOTIYHOCTH Y
CKJIaJy, OTHOCHO, CHHXPOHH30BaHO U yjenHadeHo. [Ipeamer ucrpaxuBama OBOT paja je 6uo
CPS (enrn. Cyber Physical System) koju, 3ampaBo, mpejacTaB/ba BHCOKO COMUCTHIIMPAHU
WHTEITUTEHTHH TUTUTAIHU CUCTEM HOBE reHepallyje, KOju ¢€ MOXe Yy IMOTITYHOCTH TPaTHTH U
KOHTPOJIUCATH MOMONyY penieBaHTHUX anropuTama. Cucrem omoryhaBa mormyHo mipaheme u
KOHTPOJTy padyHapcKe Mpexke, Te oMoryhaBa M arcojyTHO KOHTPOJY Haj CBHM yrpaheHum
¢u3nuku mporecuma [15]. ¥V pesynratmMa pana HaBOOM c€ Ja MUHHMMAIlHA, Tj. CBaKOjaka
CMETHa Ha TaKaB CHUCTEM MOXe€ y3pOKOBAaTH AMCOaNaHC paja CUCTEMa M MOXKE M3a3UBaTU
onropapajyha omrehema. I[lpumapam ocnonar; 6e30eqHOCTH AUCTPHUOYHPAHOT CHUCTEMa
3aCHOBAH je Ha Op30M pearoBamy cHCTEMa 3a JETEeKIN]y yIa/a, I71€ MalllMHCKO YYeHhe CBOJUM
METOJIMMa Mpolewyje (pakTope pa3nuuuTHX yTHulaja. Kako mamerHa enekTpoeHepreTcka
Mpexa odekyje edukacaH U Op3 OJ3MB y pelllaBalkby YOUCHHX aHOMalldja, HCTPAXKUBAUU CY
JIOLIUTA 10 HEKOJHMKO BaKHUX 3aKJbydaka. 3a CTaOWIHM]U U e(UKACHUJU pajl HEONXOJHU CYy
HampeIHUju CUCTEMH 3a JEeTeKIUjy yMajga KOju C€ 3aCHHBAjJy Ha MPETXOJHO HayyeHUM
aHomanyjama. Takohe, MIPHUIMKOM UMIUIEMEHTALMje aIropuTaMa MAaIMHCKOT y4Yerha y TaKaB
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CHCTEM, IIJb yHarpehema cucTeMa 3a AeTeKIHUjy yaaa orjiesia ce y TOMe Jia Ce UCTH CUCTEM
YHaIpeIu HayuYeHUM KapaKTepUCTUKaMa PamHBOCTH. AyTOpH HaBOJE HEOIXOAHOCT pa3Boja
crenndpuuHe W 3aceOHE METPUKE CBAaKOI IaMETHOT JUCTPUOYHPAaHOI CHCTeMa, paju
OTKpHBama NOTCHUWjATHUX W CTBapHUX ymaaa y wucth. Takohe, y paay ce HaBoau
HEOIXOTHOCT HCIIMUTUBAbA y IPYTUM CMEPOBUMA, KaKO j& YCTaHOBJbEHO JIa Cy OSKUUHE MPEKE
(earnm. WMN - Wireless Mesh Network, AMI - Advanced Metering Infrastructure, WSN -
Wireless Sensor Network) yBenrko HHXEpEHTHE y OBAKBUM ITAMETHUM CUCTEMHMA.

HctpakuBame ayropa y HaydyHoM paay [16] ©6aBu ce ciaumunum mnpobOiaeMuMa Kao M
HCTpakKMBamwa JOKTOPCKE AucepTanuje. AyTopy HAaBOAE J1a CUCTEMH 3a JETEeKLH]y ynaaa y
pauyHapcKy Mpexy U JAUCTpUOYHpaHU CHCTEM KOpHCTe IIabJioHEe U CTaHAapjAHe oOpacie.
Hananaun, npuiavkoM NOTEHUMjaJHMX Hamajla IOKYIIaBajy HPUKPUTH CBOje Tparose,
3aobunazehu ctangapaHe odpacie. Yciea Tora, ayTopy pajia MCTHYY 1 j€ TO TOBEJIO 10 HOBOT
pa3Boja cCUCTeMa 3a JICTEKIIH]y yraaa y JUCTPUOYUPAHH CUCTEM, T€ JIa j€ Ka0o TaKaB 3aCHOBaH
Ha aJITOPUTMHMA MAIIMHCKOT Y4ea. AyTOPH Cy pa3BUJIM FeHEPATUBHY CYyMIAPHUYKY MPEXKY -
GAN (eurn. Generative Adversarial Network). ITomenyra mpeka mnpejactaB/ba MOJICI
MAIlIMHCKOT y4eHa, IJIe Ce 1B HEYPOHCKE MpEKe TaKMHUUE jeHa ca JIpyroM, nomohy Merozaa
AyOOKOT yuema, Kako OU MOCTale 3HAYajHO MPEeUU3HUje Y BUXOBUM npeapubhambuma [17]. Y
HaBE/IEHOM UCTPaXXHBakby ayTOpU Cy ToMohy OBe Mpeske CTBapay reHepaTUBHE MOJIENE, KaKo
O MOTEHIMjaJIHO 3a00WIIM MEXaHW3ME 3a JETEKIHUjy yhajaa y AUCTPUOYUpPaH CUCTEM, a
caMHM THME M ToOoJbIany mepdopmance ucTor. PesynraTu uCTpakuBama JI0Ka3yjy na
MPUWJINKOM T€HEPHCAHOT MpPEXHOr caoOpahaja o cTpaHe I'€HepaTHBHE CyNapHUYKE MpEexke
MO€ 3Ha4ajHO JOMPUHETH MOOOJbIIaKY NnepdopMaHCH cUcTeMa JeTeKiHje ymana. Takole,
ayTOpH JI0Ka3yjy y paay BUCOKY YCIEIIHOCT y TIOTJIeAy N30eraBarmba JICTEKIHje YIaaa y CUCTEM
nomohy ucte mMpexke (GAN). Pesynraru paga [16] ornenajy ce y MMIUIEMEHTAIIU]U KPajibeT
pelema 3a TeHepUCamke CyapHUUKOT MpeKHOT caoOpahaja, Te 1 3a TECTUPAE 3JI0HAMEPHUX
noTeHIujana nomMohy ucre Mpexe. L{usb 1 Mcxoll Hay4dHOT paja CBOJU ce Ha CBEOOYXBaTHO
n3beraBame CUCTEMa 3a JIETEKIUjy 3I0HaMEPHOT MPUCTYIIA JETHOM CUCTeMY. Y pe3yiTaThMa
ce HaBOAM Jia cy CBEe (DYHKIMOHAJIHE KapaKTEPUCTHKE PEIEeBAHTHUX Hamaja y MOTIYHOCTH
3ajpkaHe. 3a o0yuyaBame M IeHepucame Mojena reHepaTuBHe cynapHuuke mpexe (GAN)
OCMUIIJBEHO j€ BHUIIIE MOJIEJIa MAIIMHCKOT y4era, MOMyT ajJropuTMa CiIy4ajHe Iryme (€HTJI.
RFA - Random Forest Algorithm) u anroputma Bemrauke HeypoHcke Mpexe (eHria. ANN -
Artificial Neural Network). Ayropu HaBome jaa ce THME MOTY JOOHTH CTAOHMIHH
KJ1acu(pUKaToOpu KOjU Ce KOpPUCTE NMPHIUKOM Ipolieca o0ydaBama ajlropuTMa, 3ajeJHO ca
MoOJIeJIiMa TeHEpaTUBHUX CYMApHUYKHX Mpexa. VcTpaxkuBame Mokasyje na nepdopmaHce
crcTeMa 3a JIeTeKIHjy ynajia y MpeKy BUCOKO e(pUKaCHO IeTeKTY]y Hama/l HAMEpPHOT OMETama
noctymHoctH (enra. DoS - Denial of Service). [Topen oBor Hanaa UCTpaKMBa4YH 32 TECTHPAHE
CIIOCOOHOCTH JIETEKITH]€ yIaja YjeTHO KOPUCTE U Hallaje MUCIUTHBame caoOpahaja PA (enrm.
Probe attack), U2R (enr. User to Root) u R2L (enri. Root to Local). McrpakuBaum TBpe 1a
cy DoS um PA moxka3zamum BHCOKY YCHIEITHOCT y W30eraBamy JeTeKIUje ymaga (y3 cBe
(GyHKIIMOHATTHE KapaKTepUCTUKE HamaAa). 3aHUMJbUB MOAAaTaK OBOT HCTpakKUBamba MOTBphyje
Jla ce MOMOhy reHepaTopa KOMIIOHEHTE apXUTEKType reHepaTiBHe cynapHuke mpexe (GAN)
U TMCKPUMUHATOP 33j€JHO MOTY KOPHUCTUTH y LHJbY MOAM3ama NepopMaHCH 3a IETEKIH]y
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ynaaa. [IpeuusHuje, ayTopu yka3yjy Ha TO Ja KOMOWHOBAmEM HAaBEIECHUX CHCTEMA,
MOTIIOMOTHYTH MAIIMHCKUM YUY€H-EM, YHOCOM H3Jlla3a W3 IeHeparopa y AUCKPUMHUHATOP,
3anpaBo ce eUKaCcHU]j€ Ce IETEKTYje 3JI0HAMEPHO MOHAIIAkhe Y TUCTPUOYHUPAHOM CUCTEMY.

WuTtepecantan IONPHUHOC M Hay4yHE pe3yiraTe JoHOoce ayTopu y pany [18] y Bumy HoBe
xubOpuaHe MeToe [72] 3a meTeKIujy ymnajaa y pauyHapcKy Mpexy. Y paay ce KiIacH(pHKYyje
MpexxHU caoOpahaj, Te ce mpuKasyjy y ABa pa3induTa CTama, Tj. CACTEMH 3a JICTEKIN]y yaaa
ce moMohy anropuTamMa MaIIMHCKOT y4ema yHanpelyjy GpyHKInOHaTHOCTHMA TAaKO J1a MOTY
na kiacuukyjy 1a Ju je MpexHU caoOpahaj HopManaH WM HEHOpPMallaH. AyTOpH Cy
MpHUKa3ald HOBY XHOpPHIHY METOLy KOjOM C€ MOXE JIETCKTOBATH YHal y MPEKHY
nHppacTpyKTypy Te ce ob6aBibajy nBe ¢ase. [Ipa ¢aza je okapakTepucaHa Kao CEJICKIHja
KapaKTepUCTHKA, JIOK je apyra (asza mpelncraB/beHa Kao JETEKIMja Hamaga Ha MPEKHY
uHbpactpykTypy. IIpBa (asza (cenexmnmja KapakTepucTUKa) KOPUCTH TEXHUKY OOMOTaBama
(enrn. Wrapper technique) koja Hocu HazuB MGA-SVM. Kao TakBa, oBa MMILIEMEHTAIUja
cacTaBjbeHa je O KOMOWHAIMje PA3IMYUTHX KApaKTEPHCTHKA; jeIHA KapaKTEpPHCTHKA je
MeToza 3a nmojpiika Bekropy (enrii. SVM - Support Vector Machines), nok ce apyra oxHocu
Ha METOJY F€HETCKOT aJiTOPUTMa, KOJH MMa YKJbYYEHO BHUILIECTPYKO POJUTEIHCKO YKPIITAHE
ca poauTesbckoM myTtanujom (enri. MGA - Multi-parent Mutation). Takole, aytopu cy ce
OTIpENIeNIAIIN JIa 3a JIETCKIHU]y Hamaja, Tj. yrajaa y pauyHapcKy MpPexy KOpUCTe (BEIITAauKy)
HEYPOHCKY Mpexy. McTpaxkuBauu cy MOAUTIN MeppopMaHCe CBOM CHUCTEMY XHOPHIHOM
KOMOWHAIIM]OM J[Ba aJiTOPUTMa MAIIUHCKOT y4yema. CyMITHHCKH, KOMOMHY]Y C€ alrOpUTMHU
rpaBurtaiimone nperpare (ernin. HGS - Gravitational Search Algorithm) u Beoma uecto
kopwuinheH - onTuMusanyja pojem dectuna (enrn. PSO - Particle Swarm Optimization), Te je
nobujena xubOpumHa wmeroma MGA-SVM-HGS-PSO-ANN 3acHoBaHa Ha €BOJIYTUBHUM
TOPUTMHUMA.

HcTpaxxnBame OBe TOKTOPCKE JucepTalrje 00yxBaTa 1 aHaJIM3€e palbUBOCTH U Hall ypehajuma
UHTEpHET CTBapH, Kao JAeo AucTpuOyupaHor cucrtema. VHTepecaHTaH MAONPUHOC U
CBPCHCXOJIaH Pe3yJITaT JOHOCE ayTopH HayuHOT pana [19] y koM ce GaBe pamusoiihy ypehaja
MHTEpHET CTBapH, Kao M MPEBEHLIMjOM Hala/la Ha luX. AYTOpH Cy YCTaHOBWIIU J1a j€ HECKJIa
Mehy craHgapauMma, Kao M HECcUrypaH HpucTyn ypehajuma HHTEpHET CTBapu, 3ampaso,
KpylLujaaHu npoOjieM BbUXoBe pamwuBOocTH. HaBoau ce y pany na je KibyyHa KOMIIOHEHTa,
TEXHUYKH TJIEAHO, CHCTEM 32 JICTEKIN]y yIaaa y IUCTpUOYUpaHu CUCTEM, Kao | 3a cBaky 10T
mwiaropmy. Mcrtruye ce 1a KOMIIOHEHTA CUCTEMa 3a JIETEKLH]y yhaaa y Mo4eTKy Moxe OUTH
M3y3€THO jaka, ajlM Ja TOKOM BpeMeHa ciabu M TUME I0CTaje crnada Kapuka jeTHOT
aucTpuOynpasor cucrema. JlonpruHoc MeXaHM3MHUMa 3alTUTE OBOT HCTPAKUBaha 3aCHUBA CE
Ha JTyOOKOM ydYemy, ca IIMJbEM 3alUTUTE payyHapcKe Mpexe O] MOTEHIMjaJHOI Hamaza
auctpudyupanor yckpahmBamwa ycmyre (enrin. DDoS - Distributed Denial of Service).
HctpaxuBame ce 3aCHUBA Ha NPEBEHIWjU Hamana Ha obonmy (enrsi. Edge) unrenurenTHe
MpeXxHe HHPpacTPyKType, a 3aCHOBAHO je Ha MPUHIIAITY O] Tauke 10 Tauke (enrit. End-to-end).
TBopu¥ oBOT pemnierwa CBoje CUCTEMe Cy ITOCTAaBJbaNIM Ha passinuuTe €dge JoKaiuja, Te ce HUCY
OJUTYUIJIN JIa TPEHUPAjy MOJIENe 3aCHOBAaHE Ha XOCTy. Y pagy ce Pa3siuuUTH MOAETH TyOOKOT
yuema, 3arnpaBo, KOPUCTE Yy JAaTOM MOMEHTY Cllydaja, OAHOCHO, MPHJIMKOM cCrenu(uyHor
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ciieHapuja. AyTopu Cy, TeXHHUYKH, HApaBWIK crienuruHe npodusie 3a MpeBeHIH]jy yaaa, a
KOjH Cy 3aCHOBAaHHM Ha BEJIMKO] Mol ajmropurama ITyOOKOT yuerha BEIITAYKUX HEYPOHCKHX
Mpexa, Te Jayre Kparkopoune memopuje (erri. Long short-term memory) [69] [100], 3atum,
nomohy anropurama GRU-D u ucror anroputma (GRU-D) 3ajenno ca anroputMom obuyHe
Heypoucke audepennujanne jennadnne (erri. Neural ODE - Neural Ordinary Differential
Equation).

I/ICTpa)KI/IBa‘-H/I Cy TUMC INOCTUTJIN:

Knacudukanmjy kapakTepucTuka,

JleTek1njy CBUX YOUCHHUX aHOMaJIMja y pauyHapCKOj MPEXH U

['eHepucame KapaKTEPUCTUYHUX M CHENUDUIHUX Tpoduiia 3a NETeKIHjy yrmaga y
MPEXKY.

OHO mTO pe3yiTaT YMHU KOPUCHHM, HOBH TPEIJIONKECHH MOJEN Ce MOKe oOydaBaTH W Y
pexumy Offline na cakoj edge nokauuju. JloOujeHn pe3ynTaTu JIOKAJHOT 00y4aBamba MOTY
YHAIPEIUTH U JOIPUHETH epUKacHOCTH IepdopMancama riiodaHor Mozena. Tume cy ayropu
Pa3BWIIM COTICTBEHH AUCTPUOYUpPAHU CHCTEM 3a JCTEKIHWjy yIaza, 3ajeHO ca MPEBEHINjOM
ymajia KOju MOXKe W3BpLIABATH 3aJaTKe YCHEIIHO y paHuM (azama Hamajga, y peaiHoM
BpEMEHY.

Hapenna ucrpakruBauka ctyauja 6aBu ce, Kao U lbeHU MIPETXOIHUIIU, CHCTEMHUMA 32 JIETEKIIU]y
Y [IPEBEHIIN]Y yIaaa y MpekHEe HHPPACTPYKType Koje kopucte ypehaje unrepuet creapu [20].
Pan ce 6aBu ananuzom melyycoOHO moBe3anux ypehaja MHTEPHET cTBapH, TJI€ C€ MOAAIN MOTY
pa3MemHUBATH ¥ MPHUKYIJBATH MyTEM pPa3IMYUTHX CEH30pa, Te€ je Mcre Moryhe NMpeHOCHTH
MyTEM jaBHUX JIMHKOBA 0€3 OMJI0 KakBe MOJPIIKE OF CTpaHe JbYACKOT (hakTopa. Y HaAydYHOM
HCTpaXXUBaKy CE€ HABOAM Jla YCIe ] pacTa norpede 3a ypehajuma HHTEpHET CTBApH, jaBJba CE€
cBe Behu TpeH1 BUXOBE MPUMEHE y TAMETHUM OpraHu3aiyjama, kyhama, 3rpagama, yiaumama
U JIpyro, ynHehy uX HaNpeaHUjuM, Tj. namemHujum. AyTopu HaydHOT pajaa ce 6aBe MHOTUM
OTBOPEHHM MHUTakUMa PAalbUBOCTU OBUX ypehaja, a 3a Koje je 0] u3y3eTHE BaKHOCTHU, KaKo U
300r MOY37aHOCTH, yCaBplllaBambe CUCTeMa 3a JAeTeKuujy W npeBeHuujy ynazna (IDS/IPS).
HctpaxkuBamkeM HajJ T[OCMAaTpaHUM CKyNOBMMa ToJlaTaka, ayTopu Ccy 0OaBUIU
eKCTIEpUMEHTATHE aHaJIN3e, T€ j€ YCTAHOBJHEHO /1 j€ 3a CBaKy MHTETPAIlHjy HHTEPHET CTBApH
y IUCTpUOYHMpaHU CHCTEM HEONXOJHAa CTpora eBayiyaldja, ca I[MJbeM MOIU3amba
nephopMaHCH CHCTeMa 3a JETeKIM]y ymana. EBanyanuja u cBe nmotpedbHe (ase TecTtoBa HaX
MMOCMaTpaHUM CKYIOBHUMa TojaTaka (datasets) HOMXOAHH Cy Ja OyaIy, Kako HaBOJE ayTOpPH,
CTPUKTHO BE€3aHU 3a ypehaje HHTEpHET CTBapH.

AyTopH Hay4HO-MCTpaXMBaukor paaa [21] majy 3HayajaH eKCIEPHMEHTAIHU JONMPUHOC
NPUINKOM ITOBE3MBamka KOHBOMyIHjcke HeypoHcke Mpexke (eHra. CNN - Convolutional Neural
Network) [71][73] u mpukymbama TpOCTOPHUX KapakTepucTtuka (eHri. spatial features).
Takohe, ucTpaxkuBaun momohy HCTE€ KOHBOJIYIIHM]CKE HEYPOHCKE MpEXKEe MPUKYIIhAJy W3
JIyropoyHe © KpaTkopouHe wmemopwuje (eHrin. Long Short-Term Memory) BpemeHcke
KapaKkTEepUCTUKE, Ca IUJbEM CTBaparma MOJeNa XHOPHIHOT CHCTeMa 3a JICTeKIHjy yhaaa y
cucreM. Pagu mosehaBama nephopmMaHcH IPeATIOKEHOT MOJIEINa, ayTOPH CY JI0IaIH MOJIEITY U
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onroapajyhe crojeBe (enry. Layers) HopManu3amuje M CJIOjeéBE HCK/by4HMBama (CHIJI.
Dropout). Mozen je o0y4yeH Ha OCHOBY OMHapHE M BUIIIEKJIACHE KIacuuKaIje, a kopumrheHna
cy tpu ckyna nogaraka (CIC-1DS 2017, UNSW-NB15 u WSN-DS). Marpuna koudy3uje (SHIJI.
Confusion Matrix) y oBoM Hay4HOM pajy 3aay’KeHa je Ja OIpeaud KOHauHy e(HUKacHOCT
cucrema.
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[TocmarpaHna orpannyema U KpUTEPUjyMU eBallyallije UCTpakuBaya jecy:

Taunocr,

[Ipeunsnocr,

Cromna nerexuyje,

Mertpuky 3a npenu3HocT Mojena, Tj. @1-pesynrar (enrn. F1-score) u
Croma naxuux anapma (enri. FAR - False Alarm Rate).

AyTtopu HaBoJe Ja ce y pe3yJTaTHMa paja U eKCIepHUMEHTATHUM ucxomuma [21] Ha oBaj
HAYMH OCTBapyje U3y3eTHO BHCOKA CTOIA JIETCKIMja yIaja, BUCOKA TAYHOCT U BeOMa HUCKA
cTona JaXHUX anapma. Pe3ynratm cy ca 5 emoxa NMOCTHTHYTH Cy pe3yiTaTd OWHaHpHE
knacudukanuje og 99,64%, 94,53% u 99,67%, 3a mocMaTpaHe CKyIOBE IojAaTaka (peaom)
CIC-IDS2017, UNSW-NB u WSN-DS. Aytopu uctuuy na 3a Hanazae upsa (enrii. Worms) u
Harajie Ha BeOy - JIeTeKIMje HICY Omiie BUCOKO epHKACHE 3a HEKe O] IOCMAaTpaHuX CKYIOBa
nmomaraka. Takohe, HCTpakMBauum Cy YCTAaHOBWIM HWCIUTHBABEM YTHUIAja YHAKpPCHE
Banaanuje (enri. K-Fold Cross Validation) u ykynaum mosehamem Opoja emoxa jaa ce
MPEBACXOIHO neppopMaHce MoO0JbIIaBajy, IPe HeTo ITO 3aiCTa IOCTaHy CTaOMITHE.

VcTtpaxxuBauku paj Ha TeMy Mojena JeTeKlMje YIaja y CHUCTEM, 3acCHOBAaHOI Ha
KOHBOJIYIIMjCKO] HEYPOHCKOj MPEXH C MEXaHH3MHUMa NMaxibe (eHri. Attention Mechanisms)
[22]. Pag moHocu 3HauajHe pe3yirare y MOIJELy CHCTEMa 3a JETEKIHjy yraaa momohy
KOHBOJIYLIMJCKUX HEYPOHCKHUX Mpexka, I/le je KJbYYHM IocMaTpaHu (akrop, 3ampaso,
YCIOCTaB/balb€ MEXaHM3Ma 3a MOTHyHO mpahewme MpexHoOr caobpahaja jemHor
TUCTPUOYHpaHOT CUCTEMA. AKIIEHAT OBOT UCTPAKHUBAKA J€ HEIITO Apyrauvje mpupojae, e y
cebu caJp ki U METOJie TeHepHcama cliuka. Meja nexu y Tome Ja ce modoJbliia CBEyKyIHa
padyHapcka e(HUKacHOCT JTaTOT MOZENa OPTaHMU30BAEM PEJICBAHTHE CTPYKTYpPE CIIHKE, TIe
MEXaHU3aM MMaXbe, 3aMpaBo, YTUUe Ha CBEOOYXBAaTHO MOOOJBIIAKE CUCTEMA 3a JIETEKIH]y
ynajay jelaH CUCTEM.

VY eKkcriepuMEeHTAITHOM JIelly ayTOpH Cy C€ OCJIakalld Ha CTPYKTYPHY OpraHU3allujy CIIMKa Koje
MOTYy cadyBaTH BeoMa KOpHCHY WMH(pOpMaIlMjy, a y3 BaXXHY HallOMEHY Jla C€ UCTE 4yBajy y
OpPUTMHAJIIHOM CKymly mnojaTaka. Ilpuiankom obOpazne cinuka, Behu Opoj mukcena je 100HO
BpeaHocT () TOKOM Mpolieca u3padyHaBama, TO TUPEKTHO yTHYe Ha epUKaCHOCT oOpahuBama
ciuka. Tume ce Ommke mojamrmaBa Beha Op3nHa M3BpIIaBama KOjy MOJEIH MOTY 3aMCTa
MPHUKA3aTy MPHIUKOM TPOIECYHpama MojaTaka. 3a NMpeyio’KeHH MOJEN ayTOpH HaBOJE J1a
paau Beoma T00po M3 acneKTa MPEIM3HOCTH Kiacudukaije u Op3uHe u3BpIIaBama. TauHOCT
kinacudukanuje BehuHckor O6poja Mojena gocexxe BpeaHocT usHana 0,96; Tume cy ayropu
yKa3yjy Ja je J0BOJbHA KOJMYWHA WH(pOpMaIlja JaTOT OPUTHHAIHOT CKYTIa MojIaTaka 3aucTa
cayyBaHO y ciukama. ['eHepaiHo, cBU MOJIeNIU Cy ycnenu j1a oopaze Buie o1 350 y3opaka mo
CeKyHIH, Te je Behu Opoj yak npemaiuno 500 y3opaka o ceKyHAu. AyTOpH HaBOJE J1a Cy J1Ba
Mojiesia ToMohy XapABepcKe Moapinke rpaduuke kapTuile ycrena ga oopaae 2500 y3opaka y
CEKYH/IH.
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Pesynraru oBor excriepuMeHTa, Kako HaBoJIe ayTOPH, OIJIe/Iajy Ce y TOME Ja Cy MPUKYIJbCHU
pe3yNTaTH BeoMa I0/ICCHH 3a Pa3IniuTe BPCTE MoJielia 3a 00pajy CIIMKa, Kako OU y HaCTaBKY
MOIJIM Jla W3BpIIE pEJeBaHTHE MpopadyHe. EBanmyarmja MeTpuka 3a NPEJIOKEHH MOJIEI
JOKa3yje la ce BHCOKAa TayHOCT BeoMa I00po TOHAma Yy KiIacH(pUKanWju CiIuKa, Te
NPEIUIOKEHN MOZeNT epUKacHO MOXKe OOpaJuTH Pa3INYUTe Y30pKe I0/aTaka, a IpH TOM, HEe
yMamyjyhu BUCOKY TaUHOCT KJIacu(UKaIHje.

HayuHo-ucTpaKMBauku paj 3aCHOBAaH HAa HOBOM MOJENy OyOOKOT y4yema JIOHOCH HEITO
Apyrauju MPHUCTYI 3a JACTEKIMjy MpexHuX ymana y cucreMm [23]. Kako uctuuy ayropw,
MHOTOOpOjJHH METO/IM MAIIMHCKOT U yOOKOT yuYeHa YBEIHKO Cy pacIpOCTPabeH! IPUITUKOM
MpoIIeHa CUCTeMa 3a JEeTEKIH]y ynaaa. TakBu cucteMu Ou Tpebaso 1a uMajy CriocoOHOCTH 3a
eduKacHO pero3HaBame cajoep Harma/ia Ha CUCTEM padyHapcke Mpexe (Kao U Ha XocT ypehaje
YHyTap 1era), Te ra Mory M KJIacU(UKOBATH U ayTOMATCKHU MPETO3HATH Ka0 BAIHUIAH HAIaj.
VY pamy ce ucmmTyje MHTEpecaHTaH CErMEHT TIJie ayTOpH yKa3yjy Ha TO Ja ce MpeTXoJHa
HCTPaXMBama HUCY Y BEIIMKOM Opojy GOoKycHpaia Ha HCTIMTHBakE ephOpMaHCH MOJIela Hal
pa3IMYATHM jaBHUM JIOCTYITHUM CKyIOBHMMa mojaraka (datasets). Takohe, ayropu HaBoze na
ycnen Op30 MPOMEHJPMBUX TEXHHMKA yHaaa y AUCTPUOyUpaHE CHCTeMe, jaBHH CKYIIOBU
rojiaTaka Mopajy OMTH BeOMa 4eCTO TECTHUPAHU U YECTO CE€ aKypUPaTH Yy LIUJbY OCTBApHBaha
IITO BAIMTHUJUX pe3ydrara. McTpakuBame HaBEACHOT pajla c€ CBOJIM Ha MIPOydaBamby
TyOOKHX U ¥ KOHBOJIYIIMJCKUX HEYPOHCKHUX Mpexka, Kao BpcTe Mojiena JyOOKOor yuerma Koje ce
MOTY KOPUCTHTH 3a CTBAapame BHUCOKO €(PHUKACHOT, a yjeIHO W (IIEKCHOMIHOT CHUCTeMa 3a
nerexkuujy mana. [uss TakBOr Mojena 3a JETEKIHWjy ymajga jecte 0ojbe M ePUuKacHH]e
Mpeno3HaBame cajoep Hamajga, Te W BbUXOoBa Kilacudukanuja. Y paay je mpeaiokeHa HoBa
JIBOCTETIEHA TEXHUKA TyOOKOT YUeHa, KOja, 3aIpaBo, BPIIU XUOPUIU3ALIN]Y Oyee KPAMKOPOUHe
memopuje (LTSM) u aymorooosamwa (eurn. Autoencoders - AE) 3a netexiujy Hamaaa. Aytopu
Cy 3a aHanu3y U oapehuBame ONTHUMATHUX MPEKHUX MapaMerapa KOPHUCTUIM CKYIOBE
nonataka CICIDS2017 u CSE-CICDIS2018, Te u3 ekcriepuMeHTaTHUX pe3yiTara Ipou3uiIa3u
LSTM-AE wmopen. Ayropu OBOI HCTpaXHBama HaBOJAEC Ja je IMPEIOKEHH XUOPHIHH MOJIEN
MPUMEHJBUB Ha peaiiHe ciieHapuje. Takolhe, mpeiokeHo peliemhe HOBUM MPEIJIOKEHUM XUOPUIHUM
MOJIEJIOM, KaKo ayTOpU HAaBOJI€, MOXKE€ C€ KOPUCTUTHU y JPYIUM AUCHUIIMHAMA, MOMYT MEIUIIMHE,
MOJHOIIPUBpEIE M TIpeBohema je3nka. PesynraTe y THM o0llacTMa TOKa3yjy Ja je cToma ryOuTaka
3Ha4ajHO Mo0oJbIIaHa TOKOM 00yKe, ycien uniihema nojgaraka. AyTopy Cy MPUIHKOM OlCHHBamba
nepopMaHCcH MPEIIOKEHOT XUOPUITHOT MOJIeNIa, 3aIpaBo, MOPEIUIH JBe GYHKIIUje TpelIke - CPEIba
kBazparHa rpemka (earsi. MSE - Mean Squared Error) u cpeama ancomyTHa rpemka (€Hr.
MAE - Mean Absolute Error), rae je nepuon oOy4yaBama nedunucan y ner enoxa. [Ipuimkom
excriepuMmenTanHux recroBa MAE ¢dyHKkIMja je mokazana 60Jbe pe3ynraTe y JOMeHY TaYHOCTH
nepdopMaHCcH MPEATOKEHOT Mojena. AyTOopH HaBoje, Mmopea NoOpHux pesyirara Aa HHUje
HajmoiecHuje KopucTuTH yBek MSE 3a cBe Mojene (Wi CKyITOBe Imojaraka), ¢ 003upoM Ha
HETOBY BHCOKY OCETJPMBOCT Ha 3HauyajHAa OJCTYyINama, Tj. Ha Beluke rpemke. Cucrem 3a
JeTeKnjy ynaga 0oJee mporemyje rpemky nomohy ¢ynkiuje MAE. UctpaxuBauu cy 3a
MIPEUIOKEHU XHUOPHUIHE MOJIeNT 00aBUIM TPUAECET eroxa, Te je Kao TakaB IMOCTUTA0 U3Y3ETO
BHCOKY Ta9HOCT TIPHJIMKOM JICTEKIIHj€ yIaja y Mpexy, HeOBIanrheHOM MPHUCTYamky MoaTaka
u apyro. Pe3ynratu ekcnepuMeHTa yka3yjy Ha TO Jia je NMPEeAsokKeHO XHUOPUIHO pelleHne
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npwinkoM ¢aza gereknuje Beher Opoja kiaca mocturao aetekuujy oa 99,99% wag
nocmatpanuMm ckynom nonaraka CICIDS2017. V pany ce HaBoau 1ga IpemyioKEHH MOJIET
LSTM-AE uma u3y3eTHo cBeTiy OyayhHOCT M 3Ha4ajaH MOTEHIMjal KOjU MOXKE JTONPUHETH
Pa3IMYUTUM TOCTOjehrM M aNTepHATHBHUM apXUTEKTypama. EKCIEpUMEHTH Cy OCTaBHIIU
Oynyhum ayropuma mpoctop 3a Oyayhe mompuwHOce y morieay ymnoTpede, OIHOCHO,
KOMOMHOBama MPEJIOKEHOT MOJIENa 3ajeIHO ca TpaHchepHuM yuemeM. Takohe, mpemiaxy
Ja Ce W3BpIIE HOBU TECTOBH HAJ HOBHjHM CKYIOBHMA TOJaTaka y OOJIACTH CUTYPHOCTH
pauyyHapCcKMX MpeXa, TJe C€ CBAKOJHEBHO II0jaBJbyjy HOBHM THIIOBH W MEXaHH3MHU
BHUCOKOTEXHOJIOIIKMX Halaaa, a ca IUbEM CEKCIICPHUMEHTAHOT TECTUpama JCTEKIIH]je
3JI0HAMEPHUX aKTUBHOCTH IMOMONY MPEII0RKESHOT MOIeNa.

4. uctpubynpaHu CUCTEMHU U MAIIMHCKO YUYCHE

Ycnen HeonxoaHOCTH (YjeTHO U yCIie]] CBe Behe moTpakibe) BHCOKO COPUCTUITUPAHUX METO 1a
cucreMa 3a JeTeKnujy Oe30eHOCHHUX MpoldiieMa W pPambHBOCTH, JOINPHHOCH OBOT paja
3aCHUBAjy C€ W OMNIe[ajy Ha MpeUIo3uMa HOBUX pEIlCHha, MPUIMKOM JICTEKIUje yraaa U
010paMOeHNX MeXaHu3ama y poOyCHUM CHCTEMHUMA.

JluctpuOyrupaHu CUCTEMH MPEICTaBIbajy KOJCKIH]Y HE3aBUCHUX PAYYHAPCKUX XOCT MAIIMHA
(pauynapa) mehycoOHO MMOBe3aHMX, KOJU 3ajeHUYKHM JCIOBAEM Yy MPEKHU IMOCTHKY
3ajeIHUYKU [HJb. TakBU cucTeMH MOry omoryhaBaTH CBEyKyIHO ToBehame epUKacHOCTH,
MOY3/IaHOCTH W CKaJTaOWMIITHOCTH, a CaMHUM THM MOTY Ha CBPCHCXOJIaH HaduH oOpahuBatu
CKyTIOBE ToJlaTaka. MalIMHCKO Y4YeHhe y OKBUPY NUCTPHOYHUPAHUX CUCTEMA MOXKE WUTPATH
yJIOTY TPWINKOM o00pajae MacHUBHHMX KOJWYMHA mojaraka [61], yjemHo Mmoske momohun
MIPUJIMKOM ayTOMaTHU3allkje CIOKEHUX 3aJjaTaka, Kao IITO Cy JASTEeKIMja U MpeBeHIMja ynaaa
y IUCTpUOYHpPAHU CHCTEM OJ1 CBUX 0€30€JHOCHUX MPETHH MO UCTH.

JuctpuOyrpaHu CUCTEMH MOTY UMaTH HEKOJMKO THIIOBA, KAo IITO CY XETepOTreHH CHCTEMH,
CHCTEMH 3aCHOBAHHU Ha KJIACTepUMa, Kao M BapHjaHTa cucTeMa Oa3upaHa Ha MUKPOCEpBHUCHMA.
XeTeporeHn CHUCTEMH MOTY YKJbYYMBATH pa3MyMTe THIOBE ypehaja, BUIIE pa3InIUTHX
MehycoOHO TIOBe3aHMX pauyHapckux Mpexa. CHUCTeMU 3aCHOBAaHM Ha KJAcTepy OOWYHO
caapke ckyn Mel)ycoOHO MmoBe3aHuX padyHapa KOju MOTY PaJITH, 3alPaBo, KAo je/IlaH CUCTEM.
CucTtemn 3aCHOBaHM HA MUKPOCEPBHACHUMA MOTY KOPUCTHTH HE3aBHCHE KOMIIOHEHTE KOj€ MOTY
MehycoOHO koMyHULIMpaTu nomohy npenepuHucaHux uHTepdejca.

Jeman on HajBehmx M3a30Ba MUCTPUOYHpAHMX CHCTEMa CaBPEMEHE JWTUTANHE epe jecTe
OuyBam€ HMHTETPUTETA IMOJAATaKa, a KOjU C€ MOTYy KOMIIPOMHUTOBATH MPUIMKOM HHXOBOT
MpeHoca Kpo3 Mpexy. JuctpubyupaHu CHCTEMH YECTO Cy MOAJOKHU PamHUBOCTHMA U
HaraJauMa KOoju HapyIaBajy crabmiHocT cuctema (Hamaguma DoS u DDoS).

Hanpenne TexHuKe MallMHCKOT yu€Ha MOTY 3Ha4ajHO JIOIPUHETH CBEYKYITHO] 0€30€THOCTH 1
epukacHOCTH TucTpubOynpanux cuctema. CaMuM TUM, yKa3yje ce Ha MoTpedy 3a yBohemeM U
MPUMEHOM XHUOPUIHUX alTOpHTaMa W HEYPOHCKHX Mpeka. TakBU aJrOPUTMH CE MOTY
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KOPHUCTUTH Kako OM ce ycTaHOBWIa W oMmoryhuna epukacHMja neTekiuja yrajaa y CHCTEM.
Takohe, moxe moctuhu u 6osbe mpeaBuhame 0€30€THOCHUX H3a30Ba W MPETHHU 10 jeaaH
muctpudyupan cucteM. Crora, OpojHa yHanpehema OnTHMHU3AINM]OM aJITOpUTaMa MallTuHCKOT
ydema H HWHTETpaldjoM ca moctojehuM cucreMuMa MOTY YHANPEAUTH UEIOKYIHY
CKaJaOUITHOCT U MOY3/aHOCT NUCTPHOYHPAHUX CHCTEMA, IITO MOXKE MPEACTABIhATH (PAKTOP
IUXO0BE MIPUMEHE Y KPUTUYHUM OKPYKEHHUMa TOIYT 37paBCTBA.

4.1. M3azoBu AUCTpUOYHpAHUX CHCTEMa, IPOOJIEMH U ILHIBEBU
HUCTPaXKUBaba

Y 0BOj JOKTOPCKO] TUCEPTAIIjU UCTPAXKY]Y CE PA3TUIUTH KOHIIEITH, TJIe CE U J1ajy MPEITI03U
Mo HUKOBaHE METaXeypUCTHKE, KOja je pa3BUjeHa 3a moTtpebe ucrtpaxupama [24] rae ce
aKIIeHAT CTaBJba Ha CBEYKYITHO T00OJbINAKke Oe30eqHocTr ypehaja naTepHeT crBapu. Takole,
MOpeJ] Tora UCTPaxyjy ce M Jajy Ce HOBE CTpaTerdje Koje MOry JONPHHETH 3alITUTHUM
cUcTeMUMa M 0J0paMOeHUM MEXaHH3MHMa O] BHCOKO-TEXHOJIOIIKMX Harajga Ha MPEXHY
unppactpykTypy. Takohe, akieHaT ce cTaB/ba W Ha ogOpamOeHe MexaHu3Me (U3UUKUX
ypehaja unTepHer cTtBapu Mel)ycoOHO moBe3aHuX ca yJIa/beHUM JUCTPUOYHPAHUM CHCTEMOM.
Y 1atuMm HCTpaKUBambKMMa, ca IMJbEM JOCTH3ama BUCOKHX TAaYHOCTH METO/Ia KOPUCTE Ce
pa3MuUTH THIIOBH TOJAATaKa, Tj. PEATHM U CHMYJIHpPAHU. TaKBUM HPUCTYIIOM MOXKE Ce
noctuhy Tpenn3Huja U ePUKacHHWja MPOIEHAa MPHUMEHE Pa3BHjEHOT pelieha y pPeaTHOM
OKPYXEHY.

VYcnen MHOroOpojHUX pamUBOCTH, MpodieMa y KOHQUTypaluju y pa3HOIMKUM CUCTEMHMA
MHTEpHET CTBapH, a MpHJIE Ce MOTY MI0jaBUTHU U TpelIKe. Y ciae] TaKBOT ClieHapHja KOPUCTE ce
HamnpeAHU aJrOpPUTMM KOJU 3HAYAJHO JONpPHUHOCE YHampehemy M KOju MOTY AONPUHETH
CBEYKYIHOM TN00OJbIIalby HAKOH IITO ce 00aBu eBallyalldja NpoleHe 0e30eqHOCHUX
PambUBOCTH y PEATHOM OKpYKEHbY, MPUIMKOM MHTEPAKIIKje ca KOPUCHUIIMMA.

VY ¢dokyc Benukux aUCTpuOyHpaHuX cucremMa y OyayhHocTH MoOxe OUTH HMIEpaTUB y
nocTu3amy Oananca uzMel)y BUCOKUX mepdopMaHcy U 0e30€JTHOCHIX MEXaHU3ama, a yCie/
cBe Beher Opoja kopumhewma ypehaja wHTEpHET CTBapH, rae je TpUMapaH MpodiieM
HEeyCcarlameHocT craHjaapaa. MHOroOpojHH AMCTPUOYHMpAHU CHCTEMU HMajy 3HA4ajHUX
noTtemkoha MPUJIMKOM OICIYKHBamba 3HAYajHOr Opoja pas3iiMyUTHX JOCTYIHHX CEpBHCA,
MOTYT PAa3HOJIMKOCTHU T0/IaTaKa, BIACHUIITBO U OOMM IOJaTaka, Te MOTEHIUjaJIHE MIPETHE U
apyro [24]. CBeykynmHHM MOOOJbIIAKEM M TOAPIIKOM aITOPUTMHUMA MAIIMHCKOT yueHa,
6e30eAHOCT IUCTPUOYUpAHUX cUCTeMa U 0e30eTHOCHM MOJIENU 3ajeJHO Ipe/ICTaBibajy
noteHIujan 3a OyxyhHocT. Yenen BUCOKOT MPOTOKa HH(OpMaIija Kpo3 pa3inyuTe GU3nyuKe
ypehaje, moceban MpUOPHUTET ce CTaBJbha Ha:

WNHTterpuret nogaraka,
TajHocT nonataxa,
AyTeHTUKalH1]y KOPUCHUKA U

["apanToBaHux oBianIhema KOPUCHULIUMA.
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Ycnen rope HaBeeHUX Mpo0ieMa, Tj. palbHBOCTH, @ HA OCHOBY BEOMa BEJIMKE Pa3HOBPCHOCTH
¢busmukux ypehaja mHTEpHET cTBapu, TOMyJapHa TEXHHKA 3a IMpecpeTame HH(popMaiuja
n3Melyy Kpajmer KOpUCHUKA M JUCTPHOYHPAHOT CHCTEMa jecTe vogex y cpeounu. Ilomanm ce
MOry THM HamajoMm mnpecperatd [13], Te ce kao TakBW MOTY 3JIOYHNOTPEOMTH Ca IHJbEM
npubaBibakba OCET/HUBUX M JTUYHHX WH(POpMaIlMja KpajibUX KOPUCHUKA yciyra. JemHo of
HCTPaKUBamba OBOT pajia MPEACTaBJha UCIUTUBAKE 0€30CTHOCHUX MEXaHHW3aMa y KOHIICTITY
Healthcare 4.0, rae ce Mory mpecperat BUCOKO OCET/bUBH MOJAIM O HalKjeHTy (Kao mITo je
rcropuja 00JIeCTH MaIMjeHTa) KOjJH je aKTHBaH KOPUCHUK OBE YCIyre, Tj. KoHIenTa. Takole,
110 Iypema MmojaTaka Moke JJOhH ¥ MPUIMKOM pa3MeHe WHpopMaliyja, Tj. pa3MeHe 1moaaTaka
n3Mely marujeHTta (Kao KOpuCHUKa ypehaja mHTEpHET cTBapu) M OATroBapajyhmx ycTaHOBa
MyTeM KOMYHHKAIMOHKX JIHHKOBA [13].

Opranuzanyje Koje KOPHCTe y CBOjUM JUCTPUOYHUPAHUM CHCTEMHUMa OBAaKBE TEXHOJIOTH)E Y
CBOM pauyHapCTBY ) 061aKy, Y€CTO Cy U3JI0KeHH Hamaauma [83] Ha MpexxkHy nHpacTpyKTypy.
Takohe, Hamagad Mo)ke HAMEPHO OMETaTH KOMYHHMKAIIMOHE JIMHKOBE, aKTHBHE CEPBHCE U
yciyre, T€ 3a MOCIEeNWIly Hamajaa jedaH CUCTEM MOXKe MMAaTd MOTIYHO O0YCTaBJbame, Tj.
MPEKH]I CepBUCAa HAa HUBOY HUXOBE JIOCTYIMHOCTH, & CAMHUM THM M TOCJICIUIYy HAPYIIECHOT
WHTETPUTETA.

4.2. PamuBoCTH HHDPpACTPYKTYypE AUCTPUOYHPAHUX CUCTEMA

PamuBocT MHPpPACTPYKTYpe TUCTPUOYHPAHUX CHUCTEMA JIEKH Y HUXOBO] KOMIUIEKCHOCTH W
BEJIMKOM Op0jy KOMIIOHEHTH Koje MOTry OuTH MeTa Hamaja. OBakBU CUCTEMH 4ecTo oopalyjy
3Ha4yajHe KOJIMYMHE NOoJaTaka y peallHoM BPEMEHY, IITO UX YMHHU MOJIOKHUM pa3IMuUTUM
6e30eAHOCHUM IpeTHkama 1 u3azoBuMa. Hamaau Ha quctpuOynpaHe cucTeMe MOTy YyIpO3UTH
UHTETPUTET, MOBEPJHUBOCT U JOCTYNHOCT I0/aTaka, INTO MOXE JOBECTH 10 3HAYajHUX
ryOuTaka u npekuaa y pyHkuuoHucamy yciayra. Y konuenry Healthcare 4.0, unterpanuja 10T
ypehaja noehaBa pu3MK 011 Hamajaa, ¢ 003UPOM Ha TO J1a CBaku ypehaj Moxe mpeacTaBbaTu
MOTEHIIMjalTHy TauKy yJIacka 3a Harajaue, yciel HeycarjalleHoCTH y cTanaapauma. Crora je
BXHO TPUMEHHUBATH HANpeIHE TEXHHUKE [ETeKIHje ymaaa W ONTHUMHU30BaHE MOJIENe
MAaIITMHCKOT yuera Kako Ou ce 1modosbiana 6e30eJHOCT U OTIOPHOCT OBUX CUCTEMA.

5. MammHCKO yY€me U aNrOPUTMHU HEYPOHCKHUX MpExKa

KomOuHOBameM J1Be CHaJKHE U CaBpEeMEHE TpaHe, I1e Ipyra CBOjUM MaTeMaTHUYKUM MOJETIHMA
Y OTIOHAIIIAF-EM IIPUPOIHUX CTakha MOTIIOMAaXe TIPBY, 3ajeIHO MOTY 3Ha4ajHO MOTY JIOTIPUHETH
MpoHATAXKEWY U mpensuhamy morahaja. 3amamu KOju C€ MOTY TIOCTaBUTH HCIPE] HUX
3aCHHBAjy CE€ Ha KOHIENTY yuera Ha OCHOBY IPEIOUYEHUX MojaTaka, Te ce (MOTeHLH]aTHO) U3
TOra MOKe JTJOHETH OJJTyKa - HOBa, ONTUMAaIHHUja, Op>ka U yHarpehena. MammHCKO y4emhe y
CBOjOj HMMIUJIEMEHTAllMjU MOXKE€ KOPHCTUTH pa3IM4YUTe CJIOXKEHE HampenHe M XuOpuaHe
aNTopuUTME; TpUMEpH Mory OuTh Kiacudukatopu, perpecuja [85], HeypoHcke Mpexe,
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IpaujeHTCKO CIyIITalke WIM IojayaBame U MHOre Jpyre. Tume ce Moxke moctuhu HOBO
MO/IeJIOBam-€ 1a0JI0Ha MOHAIIAka HAJl ToJaluMa.

JIluneapHa perpecwja y MAaIIMHCKOM Y4Y€lby MOXE HMMaTH CKyn HpoMeHsbuBux. OHeE ce
O3HayaBajy cloBOM X. Ha OCHOBY yla3HUX IpPOMEHJBUBUX MOXE CE€ OIPEIUTU H3JIa3Ha
npoMmeHsbrBa Y. KBaHTH(]UKOBame jecTe b MAIIMHCKOT Y4era, Te Ce YJIa3HE U W3JIa3He
IPOMEHJBHBE MOTY TOBECTH Y BE3Y.

HaBenena Besa [25] u3mel)y ynasHuUX W HM3JIa3HUX NPOMEHJBUBUX Yy JIMHEAPHO] Perpecuju
[26][27] moxe ce u3pazuTu nomohy jenHaunne [28]:

y = a + bx,

r7ie a U b mpencTaBibajy BpeqHocH KoeduijeHaTa Koje je morpedbHno nponahwu.

Jlerenna:

b - Wnyerpyje narn® nunuje / TAHH]Y perpecHje

JIuHuja npecraBiba WIYCTPAIH]Y YIA/bEHOCTH 0L b /10 Ta4yKe rojarka
['pemka u3mel)y nunyje u y BpeIHOCTH

ﬂpe,«]CTaBJ’baﬁ:C nmogarka

Cnuxa 10 Unycmpayuja nuneaphe peepecuje npedcmasbena IuHujom Hazuoa

Jloructuuka perpecuja y MalIMHCKOM Y4ely MOXE C€ OClamaTd Ha MPOTHO3€ JMHEapHe
perpecuje Koje ce oryeiajy y cneuupuuHuM KOHTHHYUpaHUM BpeHocTuMa. [lopen nporuose
TUHEapHe, Koja 3a CBOj pe3yiTaT MMa KOHTHHYUPAaHE BPEAHOCTH, OYEKHUBAHU MCXO]
JIOTHCTUYKE PerpecHje jecy MUcKpeTHe BpeaHocTH. OHe ce MOry NpUKa3aTh W JOOUTH TEK
HaKOH IIITO ce MpuMeHe Tpanchopmarmone ¢pynkuuje. Mneanna je 3a kopumheme OMHApHE
Kiacudukanmje, Tj. 3a CKynose nojaraka (datasets) trne ce y = 0 unu y = [. YKOJIUKO je
BPEIHOCT 1, y TOM Cclly4ajy OHa ce OHOCH Ha MoJipa3yMeBaHy KJlacy y mocMaTpaHoM Jorahajy
npeapubhama. Cirydaj ce MOXe JI0OBeCTH y Be3dy ca konnentoM Healthcare 4.0 myrem xor ce
MOJKe MPATUTH CTakE MaIfjeHTa, Ie MoCToje, 3anpaso, Ase MoryhHoctu. [1pBa moryhHocr je
J1a je ManujeHT y T00poM 3paBCTBEHOM cTamy (BpemHocT (), T0K ce Apyra BPEAHOCT MOXKE
MOBE3aTH ca HEeKUM jorahajem (BpeIHOCT ce mocTaBiba Ha 1), Te ce mpeaBHuhame crama
TaljeHTa MOKE O3HAYaBaTH y TOCMAaTPaHOM CKYIy MmojiaTaka ca Bpeanomhy 1. M3 mpeTxoaHo
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HaBEeJICHOT, JIOTUCTUYKA perpecuja, Koja Hacraje ycien Tpanchopmarnmone QpyHKIMje, HOCH
Ha3uB nocucmuyuxa ¢ynxyuja [29]:

h(x)=1/(1 + e" —x).

OyuKIMja neUHAIIE CUTMOUIHY KPUBY (Tj. S KpUBY).

1,0
0,8
06 Jocucmuyka ¢ynxyuja
1
h(x I

0,4

02

0.0 - L ! ! ! !

-8 6 42 0 2 4 6 8

Cnuka 11 HUnycmpayuja nocucmuuxe peepecuje u ¢hopmupane cuemouone Kpuse

Pesynrar noructuuke perpecuje orjiena ce y ¢gopMary BepoBaTHOhe nMpeTxoaHO nedhUHUCAHE
noJpasyMeBane kiace. Pa3znuka n3Mel)y JTIOTUCTHYKE W JIMHEAPHE PErpecHje yIpaBo JEKH Y
u3na3y (QyHKLHje, TJle HacylmpoT OBOj, Yy JMHEApPHO] perpecuju pe3yarar (uzia3) jecte
aupekTaH ucxon pynkmuje. C 0603upoM Ha TO 1a pe3ysiTaT MOXKe OUTH Y pactoHy (OTIcery) o
0 mo 1, BepoBaTHOha Mcxoia ce Moxke mpoHahu camo u3Mel)y HaBeleHUX MOCMaTpaHHUX
BpenHocTH. Tako ce, Ha mpUMep, MOKE HAJ0BE3aTH MPETXOAHO HaBeIeHH NMpUMeEp KOHIENTa
Healthcare 4.0. Hanme, ykomuko pe3yarar BepoBaTHohe (Tj. oriene) usnocu 0,97, anropuram
MOX€E 3a CBOj MCXOJ] IIPUKA3aTH Ja je TaIllMjeHT BPJIO BEPOBATHO Y JIOIIM]EM 3/IPaBCTBEHOM
CTamy.

Crora, BpemIHOCT Y MOXKE Ce TE€HEepHCaTH JIOTapUTMOBAEmEM X BPETHOCTH, momohy rope
HaBeseHe (opmyne soructuuke ¢yHkuuje. [Torom ce mpumemyje mpar U3 KO ce MOXe
¢bopcupaTtu 100MjeHa BpeJHOCT BepoBaTHONE y pesieBaHTHY OMHApHY KJIaCH(PHUKAIIH]y.

Knacudukannona perpecnona crabna (enri. Classification and Regression Trees - CART)
MOJKe Ce TIPEJCTaBUTH Kao jeJiHa MMIUIeMeHTanuja oanyke apseha (enrm. Decision Trees) [30],
T€ ce MOXE KOPHCTUTHU Yy cBpxe npenBubama aorahaja. Kopenu u yHyTpamu YBOPOBH jecy
HETEepMaJHU YBOPOBH Kako KIAacM(pUKALMOHMX, TaKO M perpecuoHux crabama. Crora,
TEpPMUHAIIHU YBOPOBH C€ MPEJICTaBIbajy Kao JIUCTOBU. Tako ce Moxe JeUuHUCATH CTPYKTYpa
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na (CBakM) HETEPMHHAIHU YBOP MOXKE MPEJCTaB/baTH IMOjeJUHAUHY YJa3HY IPOMEHIbUBY

(o3Ha4aBa ce ca X), a yjeITHO MOXKe IIPE/ICTaBJhbaTH U TAUKY pa3/iBajama Ha JaToj IPOMEHJBHBO].

Camum TuM, JINCTOBU MOTY MpPEACTaB/baTh MPOMEHJbUBY H3Jia3a (03HayaBa ce ca y). Jloruka

Mojiesia MOXKeE C€ OTJIe/IaTh y MOCTYIIKY IpeaBulama:

1. TIpona3u ce kpo3 cBa paszBajama cTabia (ca mubeM Jocera J0 JUCTOBA),

2. Hcnucyje ce BpeIHOCT AaTOT JINCTA

Kopenu usop

Wutepuu uop [-—--- "

HuTepun uBop

______ R Jluct (4BOP)

HutepHu uBop

Jluer (uBop)

HuTepuu usop

Jluct (uBop) Jhuct (uBop) JIucr (uBop) Jlucr (uBop)
Jlerenna:
1 Knacal
N Kaca 2

Cnuxa 12 Unycmpayuja knacugpuxayuonoe pecpecuoroe cmaoia

Haunu bajecoB knacudukarop (enrn. Nalve Bayes) ummiementupa u kopuctu bajecoBy

TeopeMy MPUINKOM MpopadyHa BepoBaTHohe 1a he ce jenan gorahaj 1OroauTH, y3 NPETXOIHU

YCJIOB J1a c€ IPETXOHO JIECHO jeaan norahaj. Y HacTaB ce, MPUIMKOM MPOpavyyHa, KOPUCTE:

e TauHa BepoBaTHOha xunorese, AepUHUILE CE Kao A,

e [lperxonHo 3Hame (0 norahajy) , nepunuie ce kao d.

6. [IpobiemMu onTUMH3alIje AITOpUTaMa MAITUHCKOT yuema

Kako je MalmHCKO yueme HEOMXOAHO y CaBpeMEHO) epH o0yyaBama MOACPHHUX ajIropuTama
MAIIMHCKOT Y4eHa, UCTPaXUBayl ce cycpehy ca MHOroOpojHUM moTenikohama MpUIMKOM

I/IMHJ'ICMCHTaI_[I/IjC OBAaKBHUX CJIOXKCHUX aJIlOpUTaAMaA.

TokoM wucIUTHBamba CKylla mnoJaTraka MOXKE CC JCCUTHU l’lp06ﬂ€M npenpoydasdroa (CHFH.

Overfitting). Anropuram Moke pa3BUTH crienudUYaH MOJEN KOjU je MCyBHIE ycKiaheH ca

ImocMaTpaHuM CKYIIOM IIoJaTaka, TC UCXOJ MOXKE IIPOU3BECTHU JIOII KAMalIUTET IMOJaTakKa, Tj.

npereHeprcane mnojgarke. TakBo MOHAIIAKkE OTJIE/Ia Ce y Pe3yaTary rlie TOKOM o0ydaBama

nojaTaka qo0ujajy Ta4HH TMOJIalld, a ©30CTajy pe3yTaTH 32 HOBE MOIaTKe.
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[Topen mpereHepucaHmx mojaTaKa, MOXe Ce€ JICCUTH, a YCIIe jeJHOCTABHOCTH MPEII0KECHOT
MoOJIeNIa, 3ampaBo, IpobjaeM HeaoBo/bHOr yuerma (enri. Underfitting). Mcxon oBakBux
npobiieMa orjiefia ce y ToMe Ja oOy4eHH Mojiel HUje y MoryhHOCTH 1a jacHO neduHuIe u
onpenu crpery uzMely NeUHUCAHHMX YJIA3HUX W MOCMATPAHUX H3JIA3HUX MPOMEHJbUBHX.
Enwusor TakBor crieHapuja MOKe Ce OrJIe[]aTH y TeHEepHCamby BEIUKOT Opoja rpemaka.

ANTOpUTMH C€ 3HA4YajHO MOTY YHAIPEOUTH ONTUMH3AIMjOM XHIIepliapaMmerapa, IITO
MPEJICTaBba YjeTHO U CPXK MCTPAKHBama y MTOKTOPCKOj auceptranuju. Takohe, ox Bemuke je
B)XHOCTH 0/1a0Mp UCIIPAaBHHUX XHIeprapamerapa. Ha KoHauHU MCXO/1 MPEIOKEHOT Pelliekha,
OJTHOCHO, Ha TIPEIJIOKEHH MOJIC] 3HAa4ajHO MOXKE YTHIATH M OJa0up XHIeprnapamerapa.
HeanexBaran u30op xumeprnapamerapa, 3anpaBo, MOKe TeHEpUCaTH U MPOU3BOIAUTH JIOIIH]E,
OJTHOCHO, CJlabuje pe3ysITaTe 0/1 OUCKUBAHHX.

OdyHKIHje aIropuTamMa MaIIMHCKOT yUeha CYIITHHCKHA OU Tpebaso Ja mpeacTaBibajy OamaHc
u kousucteHTHOCT cuctema [89]. C tum y Besm, kopuinheme Hemoaynapajyhux ¢QyHkimja
yemepenoctu (enri. Mismatched Objective Function) decto qoBoau 10 pe3yaTara KOju HECY
OYCKUBAHH (M yjeHO MOTy OWTH JIOUIMjH, Tj. ClIadMjux OX odekuBaHuX). Takohe, ycien
HECKJIaJla MOTY C€ NPOM3BECTH W TE€HEpalIM30BaHa pEIlieka, IITO CBAKAKO HE IpPEACTaBlba
MO3UTHUBAH MCXO].

Toxom oOpahuBama mocMaTpaHux nojaTaka, MOXKe Ce jaBUTH HECKJIAJ Pe3yJiTara, Te Ce TaKaB
MCXOJ1 OTJIe]1a Ha/l KBAJIMTETOM MPEI0AKEHOT MOJIeNa. Y3pOK TOME MOXKe OMTH y HEITPaBUIIHOM
npeTnpouecyupamwy nojaataka. [IpobieMm ce Moxke jaBUTH yciea HMCYBHUIIE BEIHUKOr Opoja
YMETHUX TIOJaTaka, HETA4HO WM HeoAroBapajyhe mpaheme wmonena, ykiIamame
Heo/roBapajyher myma u CiamyHo.

[Toceban OCBPT ce MOXKe yKa3aTH Ha HEJIOBOJHHO BEIIMKO] KOJIMYMHM CKyTIa Imojaraka (€HTIL.
Small Training Set). Kako je nmperxoaHo neduHUCAH npobiem npenpoyuasarsd, a MPUIAKOM
kopumrhema cinadujer ckyma IojaTraka, MOXeE ce JIECUTH Jla MOJENl MOXE BeoMa JIaKo
3aMaMTUTH LENOKyNaH CKyH MmojaTaka (TOKOM cBoje 00yke), Te caMHM THM MOXeE JO0hH 10
MPETXO0IHO JIehUHUCAHOT TpodiIema.

VYcnen 3HauajHO BENMKE pasiivKe y nmorieny Opoja mojaaTtaka mel)y kinacama koje ce mocmarpajy
HaJ TaTHM MOJIEJIOM, MOKE Ce JICCHTH HeCHMETpHUHOCT mojaTaka (enrit. Imbalanced Data).
VY TakBOM cleHapujy mpoOsieM ce orjiea y TOME Ja MOJAEN MOXKE H3BpPHIMTH O0Jby
KiIacuuKkanmjy oHy Kiacy Koja je, 3ampaBo, Beha. Hecumerpuunu mogaru ce mory Hahu y
TATIOBMMA CKYyNoOBa TIoJaTaka TJjie IIOcMaTpaHa Kjaca mo0uja aucOamaHcHUpaHy, TJ.
HEpaBHOMEPHY IUCTPUOYIH]Yy OmNaxkama. TeXHUYKH MMOCMAaTpaHO, O3HAKa jeJHE Kilace MMa
M3Y3€THO BHCOK CTeleH Opoja onaxkama, JOK Jpyra uMa u3y3eTHO HU3ak 0poj.

KomOnHOBameM MalMHCKOT U TyOOKOT yuema 3a I[HJb UMa MOCTU3amke 00JbUX pe3yiTara y
CBaKOM CEIrMEHTYy o0yuaBama alropurama, lBbUXOBE ONTHMHU3ALMjE, KAa0 M TOCTH3amba 00IbIX
pe3ynTata y CBaKOM CErMEHTY nojaTka. Yectu mpobieMu KOoju ce MOTy CYCpeTH HMPUIIUKOM
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IyOOKOI' ydema jecTe, 3alpaBo, IpeAyrauyko Ay0oKo mperpenupame (enria. Deep Learning
Pitfalls), rime mpemyradak Tok u mporec 00yKe MOKe IPEACTaB/baTH BEHKH MPOOIIEM.

6.1. [Ipumena anropuTaMa MalIMHCKOT YUY€Hha Y €KCIIEPUMEHTATHUM
OKpYXE€HUMa

Kako ce ajropuTMu MAalIMHCKOT y4Y€Hha MOTY HMHTETPHCATH y CBAaKy IIOCIOBHY JIOTHKY
CaBpEMEHOTI' JPYIITBA, OHO, 3alPpaBO, UMa OKBHP H CJIEJ CTBAPH KOjU CE MOXKE Yy OCHOBHU
NPUMEHUTH Ha TaKBy WHTErpanujy. Hamme, y eKCriepiMEHTAIHUM OKPYKSHHUMa MAITHHCKO
yYelhe 3HA4YajHO MOXE JIONPUHETH mpenBubamy pesyniraTa 00aB/BEHOT EKCIIEPHMEHTA.
HoBomoOujern pesyiataTd ce MOry JIOOMTH caMO YKOJIMKO TocToje mocrojehu momaru
Pa3IMYMTUX AKTUBHOCTH Y OKpYXewy. [IpuarkoM 00aBibarba W BpIICHA EKCIIEpUMEHATa
QITOPUTMH MAIIMHCKOT YY€lha MOTY 3HA4YajHO IONPHHETH ONTHMH3ALHUjU EKCIIEPUMEHTA,
OJTHOCHO, Fb€TOBOM CTPYKTYPHOM JH3ajHUparmy. Y KOHTEKCTY HaBEIACHOT, HCXO/ MOXKE JaTH
MPETIOCTAaBKE WJIM OKBUP Y IOy ONTHMAIHUX MPEAIora 3a MUHHUMHU3AIU]y WM TaK 3a
MaKCUMH3AIMjy pejeBaHTHOr ucxona. Kiacugukanuja mojaraka BakaH je IOCTYIaK 3a
onrosapajyhy waeHTH(HKAIM]y pa3IMYUTOCTH WM CIMYHOCTH, a 3aCHOBaHUM Ha
KapaKTepUTHKaMa rmocMarpasor norahaja. 13 HaBeneHOT, MOXKE CE€ U3BECTH ayTOMAaTHU30BaHO
yueHhe Ha OCHOBY CIpPOBEJCHHUX CKCIIEPUMEHATa, T€ CE€ MPETXOJHO CTCYCHO 3HAHE
(mpuKyMJbeHe HHPOPMALIKje) MOTY OTKPUTH Pa3IUUuTOCTH. Tako, Ha puUMep, y Ciaydajy rie
j€ moTpeOdHO MOOOJBIIIATH ONTUMHU3AIIN]Y J€IHOT AUCTPUOYHUPAHOT CUCTEMA, OJHOCHO, FheTOBUX
JIe7I0Ba YOIIITEe, Ha OCHOBY IPETXOMHO O0aBJbEHHX EKCIepHMEHAaTa MOTY C€ OTKPHTH
3aKOHUTOCTH JIOOMjEHMX MPOMEHJBMBHX BPEIHOCTH TPWIMKOM 00aBJbama CII0KEHUX
MaTeMaTHYKHUX OTepalyja.

6.2. ATropuTMHU MaIlIMHCKOT y4eHha

ANTOPUTMH MaNIMHCKOT y4Y€Ha MpPEICTaBJbajy MPETHOCTaBKY M CacTaBHY KOMIIOHEHTY
caBpeMEHUX IUcTpuOynpanux cucrema. C 003upoM Ha BUXOBE CTOCOOHOCTH, OBU &JITOPUTMHU
CIOCOOHM Cy 3a M3BpIIaBambe KOMIJICKCHUX 3a/1aTaka. To MoXe YKJbYUMBAaTH U OTIEPaTUBHOCT
HaJl CUCTEMHMMa Koju 1oBe3yjy ypehaje untepuert ctBapu (IoT), omoryhasajyhu Tume crnoxeny
aHAJMTHUKY U ayTOMaTH3allMjy KOMIUIEKCHHUX 3ajlaTaka Koje OHU MOTy 00aBJbaTH. AJITOPUTMHU
MOTY KOPUCTUTH pa3InduTe MEXaHU3Me MPHUCTYTa, Kao IITO Cy HaArJIeAaH0, HEHAArTIeAaHo U
[0jayaHo yuyeme, ca LUJbEM MOJIeNIOBamka U IMpe/Bubama cTamba TUCTPUOYHpPAHOT CHCTEMA.
Haarnenano ydeme MoOke yKJbyduHMBAaTH KOpHUIIhEeHe O3HAUEHUX IOJaTaka 3a o0ydyaBame
Mojena. HeHaaregano ydeme crocoOHO je a paau ca HEO3HAYEHUM IOJIAIMa, Ca IHJbEM
OTKpUBama CKPUBEHUX CTpPyKTypa. I[lojadaHo yueme omoryhaBa ydeme ocTBapyjyhn
UHTEPAKIUjY ca OKpyxemeMm [82].

Heyponcke wmpexe, a camMuM TUM YKJbydyjyhu nyboke HeypoHcke Mpexe (DNN),
KoHBoOTyIHjcke HeypoHcke Mpexke (CNN) u pekypeHTHe HeypoHcke Mpexe (RNN), o 3Hadaja
Cy MPUIIMKOM pelllaBama OpojHUX MpobiieMa MallMHCKOT y4yewma, oMoryhasajyhu aa 3amrure
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pauyHapcke pecypce ona crnosbHuX Hamama — [91][93]. IlomenyTe IUCIHHILIMHE, MOPE.
mo0oJbIlIaBakba TAYHOCTH M €PUKACHOCT CHCTEMa, MOTY JOIPUHETH 30HPHOM IMOOOJBIIAY
CBEYKYITHE 0€30€THOCTH U pOOYCHOCTH AUCTPUOYHPAHUX CUCTEMA.

6.3. Anropuram XGBoost

MHOTo0pOojHH aJrOPUTMHU MAITUHCKOT YU€ha y ceOu capike criennpruHe CaBpeMEHEe METO e
KOje ce MOy HMIUICMEHTHpATH, OJHOCHO, MyTE€M KOjUX C€ MOXE MOCTUNM ONTUMATHHjU
pesynrar Haj TpeHHpaHuM MmojenoMm. CaMuM THM, HABEJCHU alrOpUTaM HMMa COICTBEHE
crieuyHe MapaMeTpe KOju Ce MOTY OINTHMH30BATH y 3aBHCHOCTH OJ] CHEHU(PUYHHX
clIy4ajeBa.

OBakBM aJTOPUTMHU 3aCHHMBAjy CE€ HA IOCTABIM W MPETHOCTABIM JATOT MpoOJieMa KOju je
noTpeOHo paspemmnTd. Takohe, MOJEepHMM MeTOAaMa KOjuMa CE€ MOTY OINTHMHU30BaTH U
npuiarohaBaTu mapaMmeTpu IOCMaTpaHOT MOJIENa, PE3YITAT CE MOXKE OTJICIaTH Y CII0KEHO] U
MPELU3HO] KOHTPOJIM MPUIMKOM IPOIleca MAIIMHCKOT yuerha, Kao U HaJl o0pagoM CKyIoBa
nonaraka. CaMiUM TUM, CBaKa KapaKTepUCTUKA MOJIENIa ce MOJIellaBa U ONTUMHU3Yje 3aceOHO,
TE Ce€ 3a MOCEPAHY M HEMOCPEIHY TOCICIUIy PE3YyJITaT OCIUKaBa y BUAY Pa3HOJUKOCTH
ontumuzanuje y XGBoost anropurmy.

JloOujare KoxepeHTHOCTH Mely pa3nmuuuTuM (hakToprMa IpPeICTaBIba CPXK OBOT AITOPUTMA.
[Mocmarpanu paznuunth hakTopu jecy [24]:

e [lpenmsHocr,
e Dbp3uHam
e [‘eHepanu3anuja Mozena.

Kako 6u ce octBapwiu 0o0JbU pe3yiTaTy, a CaMUM THM C€ TOCTHXKY PEATUCTHUYHHU U
aJIeKBaTHUJU PE3YJITaTH, MOXE CE CIIPOBOAUTH cHelM(UUaH UTEPAaTUBHU MPOIEC Y KOM ce
napaMeTpu ajJropuTMa MTepaTMBHO mNojemanajy. L{usb TakBor mojemaBama jecte 0oJba
eBajlyalldja MoJaTaka, KOjU €€ MOTYy IOpEAWTH ca CBOJUM IPETXOJHUM CTamuMa, Tj.
00aBJbEHUM IIPETXOHUM aHAIHU3aMA.

[Moxymapuoct usmehy XGBoost anropurma u konnenta Healthcare 4.0 moxe ce niayctpoBatu
Kao MpoIiec NMPUKYIJbamkha, aHAIIM3E U NpeaBulama gorahaja. PesynaraT oBe kopemamuje Moxe
Ce OCITMKATH y BHJY IMOOOJbIIaba MEXaHW3aMa OJUTyYHBama y TpoIecuMa KOje KOPUCTH
Healthcare 4.0 xonuenr.

7. lyOoKko yuyeme

[MpencraBiba rpaHy MaIIMHCKOT y4eHa KOja ce MPUMAapHO OCliakha Ha HeypoHCKe Mpexe [97]
[98] ca Bume crojeBa (IyOOKHMM HEYPOHCKHMM MpeKama), a ca IUJbeM aHajau3e |
UHTEpIIpeTalrje KOMIUIEKCHIX nojaaraka [96]. OMoryhaBa u3y3eTtHo BuCOKe mepdhopMaHce y
pa3IMYUTIM UMILUIEMEHTAIjaMa Kao MITO Cy Mpeno3HaBamke roBopa, oopaja mojaraka, Kao u
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neteknuja 6e30eaHocHux npeTkhu y 10T cucremuma. dopmysie Koje ce KOpUCTE y TyOOKOM
ydemy YIiIaBHOM 00yXBarTajy pa3inuuTe (QyHKIMje aKTUBaNHje, GyHKIHje TyOuTaka (SHIJL
Loss functions) u anropurama ontumuzanuje. C 003UpPOM Ha TO Ja CE HEYPOHCKE MPEXKE
cacToje oJ BUIIECTPYKHUX CII0jeBa, KaKo OW ce OCTBApHO PE3yJITaT BPIIH ce TpaHchopmaimja
M0JIaTaKka; y OBE CBPXE KOPUCTE CE€ yJIa3HW, CKPUBEHHM M W3Ja3HH ciojeBd. OHM 00aBibajy
mporec Tpanchopmaryje mogaraka. Gopmysa Koja OHKe ONMKUCYje OBaj TOK TJIaCH:

y = f(W3 - f(W; - f(W; - x + by) + by) + bs), rme je

e W - Texune,
e D o6ajac, a
o f dynkumja akTuBayje.

7.1. Jlyboke HeypOHCKE Mpexe

Jyooke neyponcke mpexe (enri. Deep Neural Network - DNN) cactoje ce onm Buiie
CKpUBEHHX ClI0jeBa M3Mel)y ynasHOTr M m3nasHor cioja. OBH MOJENN Cy CIOCOOHHM J1a Hayye
ciokeHe (QyHKIMje W obpaclie y mojanuma 3axBajbyjyhul cB0joj QyOOKO] apXUTEKTYpH.
Ocuosna (opmyia [31] koja onucyje DNN ykibyuyje:

[y =fWy  f(Wyeq - . f(Wy - x + by) .4 bpy) + by)], Trie je

e X — mpejcTaBiba yla3HU BEKTOp (€HII. iNput vector) y mpexy. HaBenenu mapamerap
IIPEJCTaBJba MOJATKe KOJU C€ YHOCE Y HEYPOHCKY MPEXKY 3a Jlajby 00paay UCTHX.

o W;- Texuncka marpuna (eurn. Weight matrix) 3a gatu cioj i. 3amyxkene cy 3a
onpehuBame cHare u3Mel)y mocMaTpaHUX HeypoHa y ciojy i—1 u HeypoHa y ciojy i,
mare Bese.

e b;: Ilpuctpacuoct (eur:. Bias) 3a cinoj i. KopucTu ce kao go1aTHU mapaMeTrap MOy
omoryhasajyhu 60Jby M ONTUMAJIHU]y MPUIAr0IJbUBOCT.

o f: AxrtuBanmona ¢ynkuuja (enrsi. Activation function). IlpeacraBba HenuHeapHy
¢GyHKIMJy KOja cé MOXKE NPHUMEHHUTH Ha HM3Ja3 CBAaKOI mocMaTpaHor cioja. Hakon
HETOBE IPUMEHE MOJIETTy C€ TUME OMOTyhaBa yeme CIIOKEHUX o0pa3alia.

e y: M3nazuu BekTop (enrs. Output vector) mpexe mpencraBiba npeaBuhame UM
KkJacuuKalnjy Kojy Mpeka MoKe aBaTH yclle]] yJIa3HUX MojaTaka y UCTy.

7.2. KOHBOTYIIMjCKE HEYPOHCKE MPEXKE

Konponynujcke Heyponcke mpexe (enri. Convolutional neural network - CNN) npencrasibajy
nocebaH mpoiiec Koje uMajy HameHy oOpajae noaaraka [75] [101] ca MpekHOM CTPYKTYpOM.
CrnoxeHa cTpykType Mpexke Moxe outn ciuka. OcHoBHHU eeMeHT CNN je KOHBOyIHjCKU
CJI0] KOjU MOXKE MPUMEHHBATH (PruITepe Hall yJIa3HUM ToIaluMa Kako OM MCXOJT pe3yJTOBAO
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kapakTepuctukama. Ommra Gopmyia [31] 3a KOHBOIYIIHjCKHU CII0j MOKE OUTH MpeICTaB/bCHA
Kao:

Yij = Zm,n Xitm,j+n " Wmn + b, rne

® X [IPE/CTaBJba yJIa3HE MOJaTKe,
e W npeacraBiba GuiTepe u
e D Gajac.

7.3. Bemtauke HeypoHcke mpesxke - ANN

Bemrauke neyponcke mpexe (enri. Artificial Neural Network ANN) mpencraBsbajy Kako
OIIIIITH, TAKO ¥ OCHOBHU THUII HEYPOHCKUX MpeXka KOje Ce€ MOTY CacTOjaTH OJ1 BUIIIC CII0jeBa U
TO: YJIA3HOT, jeJTHOT WJIM BHIIIE CKPUBEHUX M M3JIA3HOT cJioja. Y Mpakcu Kopucre (pyHKIHje
aKTHBAIIHM]j€ yCJIe]l TeHEpUCamha U MOJICIIOBaba CIIOKEHUX 00pa3alia; Te ce MOYKE KOPUCTUTH U
3a aHAIM3y CUPOBHX MUKcesna [76], omHOCHO, ciokeHuX 3amaraka. Ommra ¢popmyina [31] 3a
jeIaH HEYPOH Y BEIITAa4YKOj HEYPOHCKO] MPEIKH TJIaCH:

y=f(W-x+b), raecy

e W npencraBsba TEXKUHE,

e X IpejacTaBa yJla3He MOJaTKe,

e Db mpencrasiba Oajac u

e frmpencrarsba QyHKIHN)Y aKTHBAIH]C.

Aytoenkonepu (enri. Autoencoders AE) npencraBibajy BpCTy HEYPOHCKUX BEIITAYKAX MPEXKa
ANN koja nMa ciocoGHOCT J1a Hayuu epUKacHO MPeJICTaBIbabe MoJaTaka. Y MPaKCcH ce YeCTO
MO’KE€ KOPHCTUTH 32 MPOHATIAKEHE U OTKPUBAHE aHOMAJIH]ja, Ka0 U 32 JUMEH3HOHO CMaEHhE.

8. MeTaXeypI/ICTI/IKC — IOCTYIIIIX BUCOKOI' HUBOA

IIpencrasiba u 00yxBaTa Mpolec BUCOKOT HUBOA pauyHapCKe ONTUMH3AIIH]e allropuTama, Koje
uMajy 3a IIWJb J1a YHANpee U MoOoJbIlajy pe3ysiTaT alropuTMa, Tj. Ja MOoKymajy 1a npoHaly
Hajoosbe Moryhe pememe mnpobiema jgare onTUMH3anuje. MeTaxeypucTUKe KOpHUCTe
cienn(uYHe Ki1ace Koje y ceOu cajpie MeXaHU3Me 3a NMPOHAIAKEHE ONTUMATHUX pellemha
JIOTUYKOT TIpodema.
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MeTaxeypucTuka
v v v '
UHcnupucaHo
3acHOBaHO Ha 3acoBaHoO Ha UHcnupucaHo
eBOoNyuMju TpajekTopuju npupogom APeBHUM
porahajuma

A A v y

e [loxnenHn HaCyMU4HO ® HcnupucaHo pojeBnma
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e XapmoHwujcka npeTpara e TepaTuBHa /IOKaNHa e 3acHOBaHO Ha Bu/bKama
npetpara

Cauxa 13 Knacugurxayuja memaxeypucmuuxux areopumama [32]

3acHUBajy ce Ha MPHUPOJHUM IpollecuMa U I0jaBaMa, KOjU y CBOjOj OCHOBH MOTy OWUTH
IPEACTaBbEHN KOp3 MmpupoaHe GenomeHe. [1o3HaTH MeTaxeypuCTUYKH AITOPUTMU MOTY Ce
NPEICTaBUTH Kao:

I'eneTcku anroputmy,
ANTOpPUTMH pOjeBa,
PojeBu nuena,

U IpyIU.

O6umact Teopuje KOMIIEKCHOCTH j€ OJ] BEJIMKOT 3Hadaja 3a paj ca Meraxeypuctukama. OHe
(MeTaxeypUCTHKE) Kao TakBe MOJAECHE Cy pelIaBame KOMIUIEKCHHX U KOMIUIMKOBAaHHX
npobnema. Bpeme npoHanacka periema MOXe ce Je(pUHUCATH MOJUHOMHUJjaTHUM BPEMEHOM,
peMa TeOpUju KOMIUIEKCHOCTH; OHO C€ OJHOCH Ha YKYIHO BpeMe NpepadyHaBama JaTor
npobnema. Ycieq OBakBOI MPUCTyNa, MOJIMHOMMjaHM BPEMEHCKU aJrOPUTMH MOTY ce
MIPEJICTaBUTH M3y3eTHO edrkacHuM. HammMe, y TakBOM MOCTYIIKY BpeMe HE MOKe OUTH Buhe
noJMHOMHUjaniHe (QyHKIMje BenuduHe npobiema [33]. dopmyna ce MoXKe MPENCTABUTH Y
MaTeMaTH4YKOj HOTaluju Beaukor O:

m(n) - mpescTaBJba BpeMe U3padyHaBamba JaToOT JIOTHYKOI/aIrOpUTaMCKOT Ipodiiema,
N - IpeaCcTaBJba MOIMHOMMIIA)IHY (PYHKIH]Y BEJIMYMHE IOCMATPaHOT Mpobiema,
K - mpeacraBiba KOHCTaHTY KOja MOXe OUTH y TUPEKTHO] 3aBUCHOCTH Ca IATHM IPOOJIEMOM.

C TuM y Be3Hu, MeTaxeypuCTHKE MOTY 3Ha4ajHO TONpHHETH pemaBamy HII-remkux npobiema
[13]. TlomecHe cy 3a HUXOBO pellaBambe y NPUXBATIBHBOM W Pa3yMHOM BpPEMEHCKOM
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untepBaity. 3a HIl-temiku mpobiemu (HEACTCPMHUHUCTUYKH y TOJHHOMUjATTHOM BPEMEHY)
MPEACTaBIbajy MPOOJIeM KOjU MOXKE OMTH pelieH y TMOJIMHOMHUJaTHOM BPEMEHY M aKO U CaMo
ako mocroju HII-kommuieran npobiem [34]. MeraxeypucTuke ca CBOjuM MoryhHocTHMa He
MOTY CUTYPHO 00e30eqUTH yCIeX pellaBama JaTUX Mpobiema, alnd MOTy NPEACTaBUTH U
NPY>XUTH 00JbE WK JOBOJHHO TOOPO peIleHhe.

HIM Tewkn npdonemun

HI - 3aBpLueHn

HM

Cnuxa 14 I'paguuxa unycmpayuja HIT-mewxux npooiema

W3 npeTxoaHOT ce MOXe 3aKJbYUUTH Ja He MOCTOjU JEAMHCTBEH, Ka0 HU U3Yy3€THO eukacaH
aJIrOpUTaM KOjU MMa CITIOCOOHOCT pelaBama CBUX Ipobiema. Kao nojpiika u npeBasuiaxemy
npobiiema moske ce yBect NFL (enrs. No Free Lunch) teopema, riae ce aeduHuiie npaBuio
TaKBO J1a YKOJIMKO CY, 3alpaBo, (PyHKIIMj€ ONTUMM3AlIM]j€ jeIHAKO BEpOBAaTHE, CAMUM TUM CY U
CBH QJITOPUTMH ONITHMHU3AIH]jE jeHAKO epUKacHH, OHOCHO, HeehukacHu [35].

KoMOuHOBameM HaBeJeHOTr J0Ka3yje ce Teopema Ja yHarpehemeMm Win MOTEHLUjaTHUM
MOOOJBINIAkEM aJTOPUTMa 3a pa3pelllaBamke aTor MnpodiieMa, U3 TOora MPOU3HIAa3u (BPIIO
BEPOBATHO) MOTOPIIIAH UCXOJl MPUIMKOM pelllaBarmba HEKOr JIpyror mpoodiema. CaMuM THM,
MOX€E C€ M3BECTH JEIMHCTBEH 3aKJby4aK Jla METaXEeypPUCTHKE HEMA]y MOTYNHOCT MmpoHaiacka
JEIMHCTBEHOT pellera 3a CBaku Mpobiem; oHe omoryhaBajy J1a ce UTepaTUBHUM IMPOLIECHMA
MIOCTUTHY U OCTBape 3a70BOJbaBajyha WM MPUXBAT/bUBA PEIICHa Y Pa3yMHOM BPEMEHCKOM
nepuony. O6jenumasameM ca NFL Teopemom ocTBapyje ce, 3ampaBo, Mo3uTHBaH KOMIPOMHUC
TOKOM TIpolieca TpaXema IITO ONTUMAIIHUJET pellera. Y OBOM Cllyuyajy eBailyaluje je o
BHCOKE BXXHOCTH OpOj M3BPIICHUX €KCIIEpUMEHAaTa ca IMHJbeM Jo0Hjama 3a0BOJhaBajyhux
(MM TPUXBATJ/PUBHUX) UCXOA pelIeHA.

8.1. Mexanu3mu 3amrure UJC UIIC

MexaHu3MHU 3alTUTEe Yy AUCTpHOyHMpaHUM cucTeMuMa 3a nerekuujy ynaga (IDS) [62] u
cucremMuma 3a mnpeseHuujy ymaaa (IPS), y caBpemeHoj epu MOry WUrpaTH KJbY4HY YJIOTY
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NPUJIMKOM UWHTETpalje W UMIUIEMCHTaluje 0e30€qHOCHMX MeXaHu3ama yHyTap
TUCTpuOyrupaHux cucrema, a camuM TuM U 10T ypehaja. Cuctemu 3a AeTekujy ymaaa Mory
HaJrJIeIaTd MPEKHE aKTUBHOCTH, aHaNMM3upajyhu Mpexxau caobpahaj ca 1nuibeM OTKpHUBamba
MOTEHIMjalTHUX TMPETHU U eBeHTyalnHuxX Hamanga. C Jpyre cTpaHe, CUCTEMH 3a MPEBEHIH]Y
ymaja Jienyjy NpoakTUBHO, OJ10Kupajyhu CyMIBbUBE aKTUBHOCTH, 4 CBE TO Y PEATHOM BPEMEHY.
Hanpennu anropuTMu MAaIIMHCKOT yuyema oMoryhaBajy HaBeIEHUM MEXaHM3MHMa Ja
UACHTU(UKY]Y CaBpeMEHE CIIOKEHE, YKIbYUyjyhu 1 HOBE MpeTHe, a KOje je CHCTEM Hayyuo Ha
OCHOBY TIPETXOJHO cTeueHHX mgorahaja. VIMIIEeMEHTAIjoM OBHUX peIleHkha, KOPUCTE Ce
TEXHHKE Kao IITO Cy KiacupuKaIyja, KaacTepoBame U 1y0oKko yueme [63][64].

VY oBoM paay komOuHyje ce XGB0OSt anropuram, onTUHMHU30BaH MO (DUKOBAHUM aJITOPUTMOM
ceutara (XG-MFA), nokasyje BUCOKY epHKACHOCT MPUIMKOM JeTeKinje 0e30eTHOCHUX U
CUTypHOCHUX Ipobnema npuiukoM koputnhema 10T ypehaja y nuctpuOynpanum cucreMuma.
Anammza SHAP kopumhena je 3a CBPCHUCXOAHHjE pa3yMeBame YTHIAja Pa3IMYUTHX
KapaKTepUCTHKA HaJl IOHECEHUM OJTyKama MOJIelia, ITO OMOoryhasa mo6oJbIiame TaYHOCTH U
noysganoctu IDS u IPS cucrema. OBakaB mpuctyn 30upHO yHampehyje nerekuujy u
NPEBEHIUjy ymnajxa W JONpuHOCH yHampehewy IenokynHe O0e30eIHOCHE apXUTEKType
IUCTPUOYHPAHHUX CUCTEMA.

8.2. Iloctuzame nepPopMaHcH, MPEUU3HOCTH U TAYHOCTH MPUMEHOM
UMILJIEMEHTUPAHUX aJropruTaMa

Ha ocHoBy cBe0oOyxBaTHE aHAIM3€ U CBUX CIPOBEJICHHUX EKCIIEPUMEHATa, Y OBOj JTIOKTOPCKO]
JAMCEpTalMj1, @ HA OCHOBY 00jaBJbEHOI HAy4YHOT MCTpaxkuBawa [13] mpemnaxe ce ymorpeda
xubpugHor anroputma XG-MFA 3a ynanpeheme nocrojehux okBupa 3a feTekuujy ynajaa y
muctpuOyupane cucrteme. OBaj anropuraM, koju koMmOuHyje XGBoost ca moandukoBaHUM
QITOPUTMOM CBETJIOCHUX MYIIHUIA, TOKa3a0 j€ H3y3eTHY IMpeUnu3HOCT U PpoOyCHOCT Yy
pa3IMYUTUM CIIeHapujuMa Kilacudukamuje.

Ca npoceunom Taunorthy ox 99.99% y 3amanuma BumiekinacHe kinacudukamnuje, XG-MFA je
MO0Ka3a0 CIIOCOOHOCT Jia MPEIM3HO JIETeKTYje clokeHe 0e30ennocHe npetme y 10T ypehajuma
y 3IpaBCTBEHOM cekTopy. JlomatHo, ymorpedba SHAP ananm3e omoryhasa ny0Jbe v moy3aaHuje
pasyMeBame J0AaTHUX (PaKTOpa KOju MOTY JONPHUHETH MpeTHkama, ITo oMoryhaBa 3HaTHO
00Jby IPEBEHIN]Y U TU3ajH CUTYPHUJUX U O€30€HUjUX TUCTPHUOYyHPAHUX CUCTEMA.

VY nopehewy ca npyrum metogama, XG-MFA je nmocturao Hajoosbe pe3ysiraTe y TOTOBO CBUM
KJbYYHUM METpUKaMma; HajBHMIIM PE3yJTaT HHje MMOCTUTAa0 caMO MPUIIMKOM OJ3MBa, a TJE je
MOCTUTHYTO M3Y3€THO BHCOKO Apyro mecto. OBU pe3yiTaTH MOTY yKa3uBaTH Ha To 1a je XG-
MFA ne camo npenm3an, Beh nqocienan u mohan y cBojuM nepdopmancama. [Ipumenom oBor
anroputMa y moctojehe OKBHpe 3a JETEKIM]y yIaja y JUCTPHOyHpaHE CHUCTEME MOTY Ce
3Ha4ajHO ToBehatn epuKacHOCT U cUTypHOCT cuctema. Ctora, mpernopydyje ce WHTerpaimja
XG-MFA y nocrojehe mHpacTpykType 3a modospiame 0e30€THOCTH U CMamkheHhe PU3UKa OJ1
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ynaaa y ucre. OBaj mpUCTyll MOXe oMOryhutu 0oJbe yIpaBibambe M 3aIUTHUTY IOJaTaka y
pealHOM BpEeMEHY, YUME C€ JOIPUHOCH OMILTO] 0e30€AHOCTH AUCTPUOYyHpPAaHUX CUCTEMA.

9. [IpenyiokeHn eKCIIEPUMEHTAIIHUA aJITOPUTAM

[IpencraBba ce MPEeNNIOKEHW EKCICPUMEHTAHU aIropuTaM, Ha OCHOBY HAay4YHO-
ucTpakuBadkor paaa [13], koju je pasBujeH ma aHamusupa Oe30€qHOCHE IMPETIE Y
TUCTpUOyHpaHuM cucteMuMa Kpo3 ymorpedy l0T ypehaja y 3mpaBcTBy. 3a morpebde
excriepuMenTa, Kopuctu ce XG-MFA - xubpunau anroputam XGBoost-a u monudukoanor
anmroputma csurtana (eura. Frefly algorithm), xao ocHoBHM MeTox 3a JIETEKIH]y yIaja.
ExcrieppMeHTaTHU OCTYIIaK 00yXBaTa aHAIN3y U MPEACTABIbAkE CKYIla T0JaTaKa, ITOCTaBKY
cepBepcke MH(MpaACTpyKType, Kopuiiheme crelu@UIHuX MPOTOKOIA KOjH C€ KOPHUCTE 3a
CHMYJIalMj€ W TOHABJbAhE EKCIIEPUMEHATa, Kao U JIeTaJbHY IIOCTaBKYy €KCIIEPUMEHTA.

Ckyn nozgaraka je renepucan nomohy loT-Flock amara [36], xoju cumynupa 31paBcTBEHE
CIIEHapHWje ca HOPMAJIHUM U MaJuIMo3HUM ypehajuma. /[Ba Haj3HauajHUja CKymna mojaTaka,
CICIDS2017 u CSE-CICIDS2018, xopucte ce 3a TpeHUpame U TecTupame mojena. CBaku
CKyHn TojaTaka CcaApku JeTajbHe uHpopMamuje O MpexHOM caoOpahajy w
UICHTU(PHUKAIIMOHUM MTapaMeTpuMa KOju Cy OUTHH 32 OTKpUBame 0€30€THOCHUX MPETHH.

[TocTaBKy eKcliepUMeHTa YWHE AUCTPUOYHMpPAaHU CepBepU Ha Kojuma cy moctaBibeHu MQTT
opokepu 1 COAP cepBepu, koju cumyiupajy peanne ycioe paaa l0T ypehaja. Toxom
eKCIIEpUMEHTa, OBU cepBepu o00pal)yjy W aHamuM3upajy MOJATKE Y pPEaTHOM BpPEMEHY,
omoryhaBajyhu anroputMmy na UAeHTHQUKYje U KiIacu(UKyje pa3udyuTe TUIIOBE HAraja.
OCHOBHH TPOTOKOJIU KOjU ce KopHcTe 3a KomyHuKaiujy cy MQTT (enri. Message Queuing
Telemetry Transport) u COAP (eurn. Constrained Application Protocol), koju, TeXHUYKH
rienaHo, omoryhasajy pasmeHy nogaraka uzMel)y mehyco6Ho nmoBezanux ypehaja.

ExcnepumeHTanHa noctaBka 00yxBaTa HEKOJIMKO KOpaka:
® UHHUIMjAIHY NPHUIPEMY NOAATaKa,
® TPEHUPABE MOJIENA,
® TECTHpPAWBE U

® cBalyalH]y pe3yirTara.

3a cBaky (pa3y crmpoBejieHa je AeTalbHAa aHalM3a Kako OM ce OCUrypaja BHUCOKA Ta4HOCT U
noysnaHoct pesynrata. [loceban ocBpT mocBeheH je onTUMHU3ANM]H XUIIEpIapaMeTapa, Kako
OM ce MOCTHUIJIE IITO BUIIE U 00Jhe IepdopMaHCce MOIena.

PesynraTu ekcniepuMeHTa cy OIeHhEeHHU, OJTHOCHO, EBATyHPAHH TOMONY CTaHIapTHIX METPHKA
Kao IITO Cy Hperu3HocT, oa3uB, ®1-pesynrar u KoeHos koedpunmjent kane (enrsi. Cohen's
kappa coefficient). Pesynratu ce, 3atum, mopene ca JApyruM Hajuemrhe KopuirheHUM
TEXHUKaMa MallIMHCKOT yuera, a ca IIUJbeM MOTBpie €PUKACHOCTH MPEIOKEHOT allrOpUTMa.
[Ipeuios)keH  eKCMEpUMEHTAJIHW  alropuTaM  IpyXa  cBeoOyXBaTHO  yHampeheme
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0e30eJHOCHIX OKBHpPA y 3JpaBCTBEHUM CHCTEMHMa KOjuU Kopucte TexHosiorujy 10T, unme ce
MOJKE JTIOTIPUHOCUTH 00JH0] 3aITHTH TOJaTaKa U CUTYPHOCTH JUCTPHOYHPAHOT CUCTEMA.

10. ExcriepuMeHTalIHU CKYT MOJlaTaKka

TokOM UCTpa)XMBA4KOT TOCTYNKAa, & Ha OCHOBY MNPUKYIUBEHUX HAYyYHUX pe3yliTarta, 3a
pedepenTu okBUp oapeheH je cKym mojaTaka 3a aHaJu3y CUTYPHOCTH ypehaja y 31paBCTBY
[37] 3acHoBanmx Ha npuHiunuMa 10T. BakHO je moOMeHyTH MMoJaTak Ja y BpeMe IHCama OBE
JIOKTOPCKE JUCEpTalfje HEe IMOCTOjU MHOTO ajlaTa KOju NpYXKajy WM HWMajy MoryhHoCT
cCHMyJIallija Hala/ia Ha jeJJaH JUCTPUOyHpaHH CUCTEM, Y OBAKBOM OKBHPY U OKPYXKCHY.

[IpumapHO, OBaj EKCIIEPUMEHTATHU TIOCTYNAaK Kao HCXOJ KMa TIIOHOBHO KpEHpame
SKCIIEPUMEHTA 3aCHOBAHOT Ha pe3yJiTaTuMa Hay4qHor pe3ynTara [36], a ca nubeM mocTH3ama
MoJla3He TayKe 32 HOBO MJICHTH(PHUKOBAKE, OJTHOCHO, IIOHOBHO yropehuBame. CKyIl mmoaTaka
KOJU CaJip>Ku HOpPMaJIaH U Maluiuo3an caoOpahaj moxe ce mponahm Ha cneaehoj mokaruju:
https://www.kaggle.com/datasets/faisalmalik/iot-healthcare-security-dataset. Caobpahaj je
3aCHOBAH IpeMa MPUHIIMITY - [BA MEIUIIMHCKA KPEBEeTa KOja MMajy IMOJPIIKY Y BUAY JCBET
ypehaja 3a npahemwe nanujenta. Cu ypehaju cy 6a3upaHu Ha TEXHOJIOTHjU HHTEPHET CTBAPH.
[Moapiky ypehajuma npyxa jeaad KOHTpoJIHH ypehaj koju Hocu Hazus Bedx-Control-Unit, rae

CYy CBH MPETXOJHO IMMOMEHYTH CHMYJIAIMOHHU ypehaju Kpenpanu momohy anaTta moJ Ha3MBOM
loT-Flock [37]. Kako 6u uctpaxkuBauu [36] nocturiu TectHu norahaj, momohy OTBOPEHOT
¢uexcubmmHor anata l0T-Flock 3a renepucame cumynanmja, KpeHpaHO je OKPYKCHE
HOpMaJHUX U 3JI0HaMepHuX ypehaja, kome cy nepunucane UII anpece. Tume ce moctuxke aa
cUMyJIHMpaHu caoOpahaj MOXKe OCTBapUBaTH KOHCTaHTHY MehymMpexHy KomyHukaiujy ca IDS
u IPS [74] cuctemuma aucTpuOyHpaHOr CHCTEMa, a CaAMHM THM MOXE CE aHaIU3UpATH
caobpahaj Koju Moke OMTH OJ1 M3y3€THOTI 3Hayaja 3a MOOOJbIIAKE MPEBEHIINjEe U JAETEKIUje
ynajga y Mpexy. BaxkHo je ucrahu aa cy JocTymHa ABa MPOTOKOJIA aluIMKaIfje Koja ce MOry
KOPUCTHUTH 3a T€HEpUcame MopykKa U To:

e MQTT - Message Queuing Telemetry Transport,
e COAP - Constrained Application Protocol.

MQTT mpezacraBiba IOCPEAHH CEPBEP IyTeM KOT je Moryhe 00aBUTH KOMYHHKAIH]y U3Mehy
Kpajiux ypehaja koju kopucte Message Queuing Telemetry Transport mpotoxo.

3a HaBEJCHU IOCPEIHU CEPBEP Y 3BAHUYHO] TEPMHUHOJOTHMJU CE€ YECTO MOXKE CYCpecTd U
tepmuH U MQTT 6pokep. [Tpuniun paga MQTT Opokepa je jearHOCTaBaH; MpUXBaTa MOPYKe
on ctpane knujeHTckux 10T ypehaja koju KopucTe HaBeJEHH NMPOTOKOJ, a MOTOM UX MOXE
npocinehuBat apyrum ypehajuma |0T mpema kojumMa je ycMepeHa NOpyKa WM CeT
HHCTPYKIIH]ja, a Koju umajy npemniaamy (euri. Subscribe) 3a npaheme oarosapajyhe teme, Tj.
KoMmyHuKarmonor nuHka. [logpasymeBano je ma 0T ypehaju Ha npyroj crpanu Kopucte
UACHTUYAH TIPOTOKOJ 32 Me)yMpeKHY KOMyHHKAIIH]Y.
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COAP mpencrama crnenuduyaH MPOTOKOJ 4YMja j€ ONTHMH3alMja NpuiaroheHa camo
ypehajuma MHTEpHET CTBapW KOjU MMajy orpaHmdeHe pecypce. [loa orpaHuuemeM pecypca
MIPBEHCTBEHO C€ MUCIIM Ha ypehaje ca ceH3opuMa, 3aTHM, pa3IMuiTe BapujaHTe aKTyaTopa u
apyro. tberosa npeaHoCT oryesa ce y ToMe IITO ¢€ MPUMApHO KOPUCTH Y KOMYHHKAIIMOHUM
MpexxkamMa Trje je MHomTBO MehycoOHo moBe3anux ypehaja. Edukacan je u u3y3eTHo
jeIHOCTaBaH 3a UMIUIEMEHTAIHN]Y Y jeIHOM TUCTpuOyupaHoM cuctemy. Omoryhasa noysnan
U HETOY3JlaH MpeHoc nojaraka, ogHocHo, TCP u UDP npotokoin. ima moryhHoCT ynTama,
nucama U Opucama pecypca Ha ypehajuma koju uMajy MOAPIIKY 3a KOpUIINEHE OBOT
MPOTOKOJIA.

3a moTpebe nmpubdaBibama nHPopMalja o camom ypehajy, MQTT mpoTokon je cBpcucxoaH;
MOX€ IPUKYIIUTH MHOT0OpOjHe nHpopmarmje nonyT MIT anpece, 3aTHM KOPUCHUYKOT UMEHA
U JIO3MHKE, DPa3UYUTe HHIMKATOpPE KOjU MOTY YKa3HBATH Ha pPAa3JIMYATE KOPUCHHYKE
aKTUBHOCTH. Jpyru mpoTokon Koju ce mMoxe Kopuctutd, Tj. COAP eKCIUIMIMTHO MOXe
3axteBatu UII aapecy ymasbeHOT cepBepa, a 3a HEroBO (DYHKIIMOHUCAKE OBaj MPOTOKOI
npocielyje csoje T3B. COAP komane. Ammkanuja nMa rpaduuki KOPUCHUYIKH HHTEpdeE]C,
Kao ¥ KOH30JIHU pexuM, a omoryhasajyhu Tume npukas pesynrata y XML dopmary.

Kako cy ayropu uctpakuadkor panga [37] obGaBuim cumynaiujy ABa MEAUIMHCKA KPEBETa y
unTeH3uBHoj He3u (ICU). Cumynauuja oOyxBaTa, TEXHMYKH IJI€JaHO, JIEBET CEH30pa U
KOHTPOJIHOM jeluMHHMIIOM; O3Ha4yaBa ce ca Bedx-Control-Unit, roe X mnpeacraBba Opoj
JjeIuHUIE, OJTHOCHO, MEIMIIMHCKOT KpeBeTa. Jeaunnia (X) 3aayKeHa je 3a KOHPUTrypucame
BpeMeHa npoduia KOpUCHUKA, Kako OM ce MOIECHITN OATroBapajyhu u peneBaHTHH BPEMEHCKU
WHTEPBAJIH, 3aTUM, CaJIPKH Y ceOU CUMYITAIljy MyMIIe 3a JJ03Upame HHPY3Hje malijeHTa, Kao
U CUMYyJAIM]y aJlapMHOT CHCTEMa 3ay’KEHOT 3a XWTHA jaBJbama y CIIy4yajy Ja MaiujeHT He
o0aBsba MHTEPAKIIM]y ca ceH3opuMa. Takohe, y maTom CKyIy IojaTaka Hajla3W ce J0JlaTHa
(YHKIMOHATHOCT y BUly OAroBapajyhe jeiMHUIE 3a KOHTPOIY OKpYyXerwa. OBUM ce MOCTHXKE
KOHTpOJIa CUMYJIAIMj€ eKCIIEpUMEHTa y BUTy BIa)KHOCTH M TeMIIepaType WK MOTEHIIH]aTHOT
JMMa KOjU ce, yClIe pa3IuunuTHX HenpeaulheHux norahaja, Moke UCIYIITaTH y IPOCTOPH]H.
Ha cBe oBe HemnpeBuleHe mojase MOXe pearoBaTH anapMmHa jenununa. Takohe, oHo mITo je cy
ayTOpU UCTPAKUBAYKOT PaJia YKIbYUMIH TO CY, 3alpaBo, KAPaKTEPUCTHKE KOje UMajy mpodui
BpeMeHa M Tpodui NPHUKYIUbEHUX TMojaTaka. MexaHH3aM HMIUIEMEHTanuje mpoduia
nmojaTaka y JUPEKTHO] je€ KOpelamuju ca peleBaHTHOM crenudukanyijoM oarosapajyher
CEH30pa, a CAaMHM THM TEHEpHIIIe ce pe3yNTaT y TakBoM ¢opmary. Hacympot Tome, mpodut
BpeMeHa MOXe OMTH O]l KOPUCTH JaToj CUMYJAIMjH y Morjieny AeGuHuLMje oaropapajyher
MHTEpBaJla Y KOM ce MoXke 00aBJbaTH pa3MeHa mojaraka u3Mmel)y mocmarpaHor ceHsopa u
KOHTPOJTHE jJeIMHHULIE.

PesynraT y BUIy reHepucama nojgaTaka y CUMyJIMpaHOj HHTEH3UBHO) HE3U PE3yITyje Y BUIY
JBe y TIOTIIYHOCTH OJiIBOjeHe Mpexe. [IpBa TeHepucaHa Mpexa TNpHKazyje pesyaTraTe
onroapajyhe jequHuIe cuMmyalyje HHTeH3UBHE Here. [lpyra reneprcana Mpexxa npeacTaBiba
MpeXy Hamanada Ha ucty. Onpenuniaa Mpexka cactaBibeHa je ox MQTT ypehaja xoju mory
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npeHoCcUTH U mpumaTu nogarke og MQTT Opokepa. Buiie o memokynmHoM CKyIly mojaTaka
MOJKe ce BUeTH y pedepeniupanom pary [36].

V natom ekcriepumeHTanHoM moctynky 10T-Flock renepuiiie ce o jenan BUpTyaiHH MPEKHU
uHTepdejc Ha ¢u3MukoM pauyHapy. OmepaTuBHM cHCTeM 3acHOBaH je Ha JluHykc
muctpudynuju. bpokep MQTT u COAP cepBep u3MemiTeHu cy Ha Apyrd (GU3WYKU padyHap.
W3 acmekra ucnutuBama 0€30€THOCTH, padyHapcKa Mpeka Harajadya CaapXHu y ceOu Jecer
ypebaja koju MOTy U3BOJIUTH YETHPH TUIIA HAIAAa U TO:

o MQTT mucrpubyupanu DoS Hanan,

e MQTT nperuaBibuBame (eari. publish flood),

e Brute force nanag n

e SlowlITE [38].

Han ckymom moparaka mpuMemyje ce alTOpUTaM 3a perpecHjy U KiacuuKanujy ca K-
Hajommkux cycena, ogHocHo, KNN - K-Nearest-Neighbors amropruam [79]. Anropuram
GYHKIMOHMINIE TPeMa MPHHIUIY opehuBama Kilace 3a CBE IbEMy HEMO3HATe HWHCTaHIIC.
Onpelyjy ce Ha OCHOBY 03HaKa K-Hajommkux cycena. Hax ckymom nogataka K je mocraBibeH
Ha 5, ogHOCHO, K = 5, rjie opuruHAIHKM CKYI TOjAaTaka caipku yKymHo 50 neduHHCcaHHX
Kapaktepuctuka. Omabup KapakTepUCTHKA je CyKeH Ha yKymad Opoj 10, pamu mocTtusama
nepppomMaHCH, YUME CE yjeTHO MOCTHIKE MaKCHMH3aIlija MOMONy pelieBaHTHHX MPEITOKESHUX
Mmetoza. Kapakrepuctuke cy ogbapane Ha 6a3u pedepeHnipanor paaa [36] uume ce 1oaatHO
MOTKPEIUbYje OBa TBP/ma. JleceT kapakTepucTuka je ogadpano u to [13]:

frame.time_delta,
tcp.time_delta,
tcp.flags.ack,
tcp.flags.push,
tcp.flags.reset,
mgqtt.hdrflags,
mqtt.msgtype,

mqtt.qos,

mqtt.retain u kao mocieama
mqtt.ver.

[Tpunukom ananuse MpexHor caoOpahaja m oxrorapajyhux mopyka KOpPHUCTE C€ MPETXOTHO
neuHuCcaHe KapaKTepUCTUKE; ONUC KapaKTePUCTHKA U aTpuOyTa JaT je y HaCTaBKY:

e frame.time_delta: M3mepeno Bpeme n3mel)y aBa y3acTonmHa MpeXHaA OKBHpa y AaTOM
MpEXKHOM caoOpahajy.

e tcp.time_delta: Mzmepeno Bpeme u3mel)y nBa y3acromna mpeskaa TCP makera y jatom
MpeXHOM caobpahajy.

e tcp.flags.ack: bur koju ce ykasyje na notepay; TCP flag npencrasiba ACK 6uT, a Tume
Ce yKa3yje Ha MOTBP/AY IpHjeMa TOCMaTPaHOT CETMEHTA.

e tcp.flags.push: KonTponHa 3actaBuiia ciayu Kao WHAMKATOP Ja j€ HEOMXOHO
MIPUMAOILY IITO TPE UCIIOPYUYUTH MOJATAK.
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tcp.flags.reset: TCP xontposna 3actaBuia 3axteBa npekus rekyhe TCP cecuje.
mqtt.hdrflags: Konrtponna 3acraBuiia 3arnassba (euri. Header) y MQTT mporokoiy
npenusarje oxapehyje wmHbopMalje O CHenuPUIHOCTH TOPYKEe M EBEHTYATHOM
KBQJIUTETY.

mqtt.msgtype: IIpeacraBiba mopyky 3a MQTT mporokour.

mqtt.gos: MQTT kapakrepucTtuka npejicraBba kBanuteT yciyre (enri. Quality of
Service); Moxke ce KOPHUCTUTH Ja OJIPEId HUBO TOY3AaHOCTH MPHIMKOM IPEHOCA
oarosapajyhe mopyke.

e mqtt.retain: Konrtponmna 3acraBuma retain MQTT mporokona ykasyje ga Jd je
nocMmatpasa (00u4Ha) mopyka 3aapkana (eHrii. Retain) Ha ogrosapajyhem cepsepy, Tj.
nocraBjbeHa Ha {rue. WM je ToTpeOHO YIMYyTUTH HOBUM KIIMjEHTHMA, OJHOCHO,
MpETIUIATHUIIMMA WJTM OH/Ia Kajla Ce MPEeTIiaTe Ha UCTYy.

e mqtt.ver: Kapakrepuctuka MQTT mpoTokona yka3yje Ha CTaTyc Bep3Huje Koja ce
KOPHUCTH MPHIIMKOM KOMYHHUKAIIH]E Y MPEXKH.

Ycnen xopumihema KoHTposdHe 3actaBuiie MmAtt.hdrflags u ¢dopmara wucror, 3ammc ce
NpeJCTaBlba y XeKcaaenumainoMm ¢opmary. Bpennoctu ce, Hajupe, MOpajy NPETBOPUTH Y
JEIUMAITHU 00JIMK, KaKO OM peJieBaHTHA METO/1a MAIIMHCKOT y4eHa Ouiia CriocoOHa 1a oopaau
Ty uHdopmanujy, 1j. mogatak. [lopendenu pan [36], kao ociioOHAI] OBOM EKCIIEPUMEHTATHOM
UCTPAXXKHUBAKY, Y CBOJUM TIOCTYIIIUMA KOPUCTH UCKJbYUYNBO OMHAPHY KIIacU(UKAIH]y HaJl 1Ba
TUNa noaaraka. [IpBu THI mojaTka WIIycTpyje ce Kao y MOTIYHOCTH peryiapHa MehympexHa
KOMYyHHKaIyja (0e3 Hamajaua); NpeCcTaBJbeH je KjacoM Hyna. [Ipyru Tun npejacrapiba Hanasi,
a TpeJICTaBJbha Ce KIIACOM jeIaH.

Y 0BOM Hay4YHOM HCTpaXMBamy MPOIIUPY]Y CE€ EKCIIEPUMEHTH y OJHOCY Ha IMPETXOJHO
nocMaTpany cryaujy [36], koja mpeacraBiba ocioHarr 3a Oyayha uctpakuBama. M3BpiieHu cy
U CITPOBEJICHU SKCIIEPUMEHTH y BUIY TpH Kiace [13]:

e Kiaca 0 - Hema Hanaia; BpIIM ce€ MOHUTOPUHT OKPYKEHA,
e Kiaca 1 - Hema nanasa; Bpiy ce MOHUTOPHHT TAIMjeHTa U
e Kiraca 2 - Haman.

Hapengna cnuka mpukasyje aujarpam OuHapHe kiacudukamuje, rae je 57.5% mnonmaraka
03HAUYEHO Kao MO3UTHUBHO, AOK 42.5% mnopartaka yuHU HeratuBHy kiacy. [latu rpadukoH
WITyCTpYje pacmojeny noaaraka mehy aBe kiace y OMHapHOM €KCIIEpUMEHTY JICTEKIIH]E.
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NHTepHeT cTBapmM
Be3benHocHM 6BUHapHW cKyn nopaTtaka
Anctprbyymnja nabena (o3Haka)

bes3 Hanaga —\

\— Hanag

Cnuxa 15 I'paguuxa unycmpayuja 6unaproe ckyna nooamaxa 3a oucmpuoyyujy osnarka [13]

I'padukon kpyroBa npeacraBiba BULICKIAcHY Kiacudukaimjy, rae 42.5% nojaraka npumaaa
npBoj kiacu, 40.7% npyroj knacu, a 16.8% tpehoj knacu. 'paduka nomaxe y jelHOCTaBHUjEM
pasyMeBamy MpPOIMOpIHja PA3IUYUTUX Klaca Yy BHIICKIACHOM CEKCIIEPUMEHTY Y JIOMEHY

Healthcare 4.0.

NHTepHeT cTBapwn
BesbefHOCHM BULLEKNACHW CKYM NMojaTtaka

Auctpurbyywnja nabena (o3Haka)

Mpahete oKpyxetba
env. mon.

MNpahere NnaumjeHTa _/

pat. mon.

Cnuxa 16 I'paguuxa unycmpayuja euwekiacnux 6e3beonocuux ckyna nooamaxa [13]

VY HacTaBKy ce MOXX€ BHJAETH IpaUKOH KOJU MPHKa3yje pacmojeny rnojaTaka y OWHapHO]
knacudukauuju. Ipukaszano je na 57.54% nonaraka npunajaa no3uTUBHO] Ki1acH, 1ok 42.46%
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MpHMaza HEeraTMBHOj Kiacu. J[aTu BHU3yenHM NpUKa3 jeJHOCTABHHUjE MPHUKa3yje pacrojele

noaaraka usmely nBe kiace.
5@36G,EI,HOCHI/I BULUEKSTAaCHW CKYN NnofdaTtaka

Onctpubyunja nabena (o3Haka)

| 57,54%
10000 ‘

8000
42,46%
Bpoj nHcTaHum 6000 | '

4000 |

2000 |

0

Hanan —/ Knace }p bes Hanapa

Cnuxa 17 I'paguuxa unycmpayuja 6e36eonocnoe bunaproz ckyna nooamaxa [13]

CamyHO MPEeTXOIHUM, HapeIHU IpaMKOH WITyCTpYje BUIIEKIacHy Kiacupukanujy. ['papukon
npukasyje uHpopmanuje tako na 42.46% mnonataka npunaaa npsoj kiacu, 40.71% napyroj
kiacu, a 16.83% tpehoj knacu. Ha oBaj HaumH MoXe ce BUJETH jeJHOCTaBHM]a paclojese
nojiaTaka Mehy paziaMuuTHM KiacaMa Hajl 6e30€JHOCHUM BUIIEKJIACHUM CKYIIOM IoJjaTaka 3a
ypehaje uHTEepHET CTBapH.
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5836EHHOCHM BULIEKNaCHW CKYMN NofaTaka

Ouctpubyunja knaca

10000 —
8000 —
42,46%
6000 i 40,71%
Bpoj nHctaHyn . j
4000 — .
: 16,83%

2000 — :

0 : .

Hanag / pat. mon. \— MNpahete okpy:xerba

Mpahere nayumjeHTa env. mon.
Knace

\ A

Cnuxa 18 I'paguuxa unyempayuja oucmpudbyyuja knaca [13]

Toruorna mana (enrin. Heatmap) npukasyje kopenaiiujy u3mel)y pa3induTuX KapakKTepUCTHKA
y Kymy mnopaaraka. lIpencraBibeHe BPEIHOCTH O3HAYCHE Cy pa3IMIUTHM OojaMa, Koje
omoryhasajy Op30 HIeHTH(HUKOBakEe CHAXHUX U CIa0MX Kopesanuja u3mel)y kapakTepucTuka.
AHanu3a 1ojeIHOCTaBJbyj€ pa3yMeBambe OCTBAPECHUX MHTEPAKIIM]ja U MOTEHIMjAIHUX yTUIIaja
Pa3IMYUTHX KapaKTepHCTHKa Ha MoJen y kKoHTekety Healthcare 4.0.
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fame.time_delta -0,018 -0,0042 -0,0031
tep.time_delta 015 -0027 036 0,36
tcp.flags.ack -0, 017 016 0063 0,0035
tcp.flags.push - 0,47 047  -0,095 -0,0076
tep.flags.reset - -0, 011 -011 -0043 -0,0024
matt.hdrflags . -0,0056  -0,0017

matt.msgtype ) -0, 0,035 -0,0019

mgqtt.qos -0,095 -0,043 - -0,035 - -0,012
mgtt.retain -0,0076 -0,0024 - -0,0019 -0,012 -

matt.ver 0,053 -0,009% - 0,084 -0,047 -0,0026
§| % é g g g’ g 8 5 5
: 3 b % & § § & & 2
5 £ ¢ £ & § § ® § ¢
g 5 & § 3 F E

Cnuxa 19 I'paguuxa urycmpayuja xopenayuja kapaxmepucmuka npuKazano Kpo3 monjiomHy
many [13]

10.1. TlocTaBka ekcriepruMeHTa 1 OYCKUBAHHN UCXO/IH

Kako Ou ce mocTurao BHIM CTEIICH ONTHMH3AIHje Xumepmapamerapa anroputma XGBoost,
UCTa CE Y CKCIIEPUMEHTAIIHOM OKPYKEHY cIipoBesa moMohy npesioskeHor anroputma MFA
(eurn. Modified Firefly Algorithm) [13]. Kopumihen je Intensive Care Unit - ICU ckyn
nonmataka (dataset) 3a moTpeOe EKCIEPUMEHTATHOT TOCTYNKa. Y Hay4YHO-UCTPaKHBAYKOM
EKCTIICPUMEHTY W3BpIIICHA je ONTUMU3aIfja XUIIep mapaMerapa; Y HaCTaBKy Ce MOXE BUJICTH
BHUXOBA ONTHMHU3AIMja Ca CBOJUM TPaHHIIaMa U TUIIOBUMA MPOMEHIBHBHX:

learning rate (1), rpanune nperpare: [0,1, 0,9], KOHTHHYaIHa TIPOMEHJBUBA,
min_child_weight, rpanune nperpare: [1, 10], koHTHUHYyaJTHa TPOMEHIBUBA,
subsample, rpaunuie npetpare: [0,01, 1], KOHTHHYaIHA IPOMEHIBHBA,
collsample_bytree, rpanurie nmperpare: [0,01, 1], KOHTHHYaTHA TPOMEHIBHBA,
max_depth, rpanume npetpare: [3, 10], neaobpojua (enri. Integer) mpomeHsbuBa,
gamma, rpanutie nperpare: [0, 0,8], KOHTHHYaTHa TPOMEHJHPHUBA BPEIHOCT.

Onpehene rpanuiie y O0BOM eKCIIEpUMEHTY Jo0ujeHe cy emnupujcku. Kopumthenu cy meronu
nokymaja (eurn. Trial) m meromu rpemke (enrt. Error method). 3a morpebe oBor
€KCIIEpMMEHTA Ha KOJH C€ OCJIaha TOKTOPCKa AUCEPTaIlH]ja, MPEUI0KEHA METO 1A j€ U3BPIICHA
nomohy mporpamckor jesuka Ilajron (enrn. Python). Takohe, BaxHO je mctahu y oBom
Hay4YHOM HCTpaXuBamwy Jaa cy kopuimiheHe cienehe (cranmapaHe) OmOIMoOTeKe 3a moTpede
nobujama rpanuna [13]:
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® SCipy - OubimmoTeKa 3a HyMEpHYKY oOpaay Iojaraka, yjeIHO M 3a CTaTHCTHKY,
MaTeMaTHYKe omepanuje (IuHeapHy anrebpy, audepeHIujaaHe jeIHadynHe),
MIPOLIECYHPAEE CUTHANA U APYTO.
numpy - 6ubMoTeKa 3a paj] ca BUIISANMEH3NOHUM HU30BUMA WJIA MaTPUIIaMa.
pandas - OuOaMOTEeKa 3a MaHHUIyJAlM]y Haa T[OJaluMa, Kao M 3a aHaIU3y
CTPYKTYyHpaHUX [M0/IaTaKa, ca MOCCOHNM aKIICHTOM Ha paj ca TabeIapHUM MoaruMa.

Kako 6u ce nobmo oaroBapajyhu pesynrart, 3a morpede reHepucama Mojiena kKopuinheHa je
ITajron Gubamoreka Scikit-learn [39]. bubamoreka je oTBOpeHOr Kojaa Koja omoryhasa

MHOT'OOpOjHE OIlepalidje MAIIMHCKOT Y4ema, a ca IWJbeM J00Hjarka Mojena aJropuTMa
XGBoost.

VY HacTaBKy ce MOXXE BUJICTH TEXHUYKHU MPHKA3 M BPEIHOCTH KOje CE KOPUCTE MPHUIMKOM
ONTUMHU3AIIH]C:

e | - xopuctu ce xako O ce meduHUCaNa Ty>KWHA HU3A; AY)KMHA HHU3a IMPEICTABIbaA
KOJIOBAHO pelICHE,
e | - ny>)xuHa HU3a HOCU BPEIHOCT 6.

Hanx nopgammMa ckyma mojaTaka HUje M3BpIICHA HOpPMalH3alldja; M3BPIICHA je HACYMHUYHA
pacnojena ckymna nojaartaka. [Ipunnkom oOydaBama xopuurheno je 70% moaaraka, JOK je 3a
notpebde Tectupama kopuiihero 30% moaaraka [13].

[{usb oBOT Hay4HO-UCTpakuBauKor paja [13], Ha Koju ce ociama 1 cama JOKTOPCKa Te3a, jecTe
MOCTU3alkEe ONTUMM3AIMje TepdopMaHCH xubpugaor XGBoost MFA  anroputma.
Ontumuzanuja neppopmancu 06aBba ce MOPEIOEHOM METOJIOM Ca JPYTUM ONTHUMH3ATOpa
KOJUX jJ€ Y OBOM Cly4ajy YKymHO 8. ONTUMHU3ATOPHU MPEACTaBIbajy aJropuTaM WU METOIHN
KOJU MOTY HpPaTUTH U MPOHATA3UTH ONTHMAJIHE BPEIHOCTU PEJIEBAHTHUX M MOCMATPaHUX
napameTapa JIaTor Mojiesia Win oJroBapajyher aaroputMa MalIMHCKOT y4emwa. 3a HuJb UMajy
JIOTHUKE Ollepalirje MOMyT MaKCUMHM3allkje WM MUHUMH3aIHje MocMaTpaHe pyHKILHUje; Y TOM
KOHTEKCTY, (yHKLHje MOry OUTH HIp. (YyHKIMje Tpeuike, 3aTUM, (YHKLHja MOTPOLIHE
eIIEKTPUYHE SHEePTHje U CBaKa JIpyra K0ja MOXe TEXHHYKA MEPUTH KBAIUTET ATOT pelIeHa.
Y TOMEHYTOM €KCIIepHMEHTY, Topex 8§ TOCMAaTpaHWX ONTHMH3AaTopa YKJbYYeH je H
opuruHainHu FA anroputam y okBupy ucror npoodiema. Takole, BaxxHo je uctahu 1a cy y OBOM
JIeTy eKCIIepUMEHTa YKJbYYEeHU HapeIHU aaroputMu 3a nopeheme [13]:

FA [40],

GA - T'enercku anropuram [41] [42],

PSO [43],

Anroputam Berraukor poja muena (ABC) [44],
Anroputam onrtumu3aiyje mumnansu (ChOA) [45],

COLSHADE - Anropuram audepeHIHjaTHe CBOJYIHje Ca CMAmCHEM BEINIHHE
MOMyJIaldje U OrpaHnYeHUM JieToBuMa [46],
e SASS - Camononemaajyha chepna nperpara [47].
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Hay cBakuM ainropuTMOM HU3BPIICH je UCTOBETAH TECT Ca CBAKUM WHIMBHY ] THUM IPETXOJTHO
HABE/JICHUM aJrOPUTMOM. Y TMHTamby jeé HCTH TECT ca MPENopyYeHHM BPEIHOCTHUMA 32
KOHTpOJTHE Tapamerpe. TecToBU Cy 00aBJbEHUW WHIAMBHIYaTHO W HE3aBUCHO Cy jEIHU OI
npyrux tectupanu. Takole, HIEHTHYHA TOCTABKA EKCIIEPUMEHTATHOT TIOCTYTKA je 00aBJbeHa
3a TeCTUpaHa peliema U To ca nomyianujom on 10 pemema ca mpeko 10 uteparnuja 1mo
MOKpeTamy TecTa, ca ykynHo 30 u3BpiraBama [13].

10.2. MeTpuka nephopMaHCH €KCIEPUMEHTAITHOT pellicHha

3a morpebe HAy4YHOI HCTpakMBama Ha KOJH C€ MPHUMAPHO OC/amba HCTPAKHBALE OBE
JTOKTOpCKe nucepraimje [13], u3BpiieHa je uaeHTHYHA eBalyannja kao y paay [36]. HaBenenu
nopedeHu paj je OJPEIU0 MW JI0Cerao YBPCTE TEMEJbE Y CBOJUM PE3yITaTHMa y TOTJICIY
BAJIMIHOCTH pe3yintara. [locMaTpaHo je HEKOJIHMKO mapameTapa:

Taunocr,
IIpenusHoCT,
On3uB u
@1-pesynrar.

q)l'pGSYJ'ITaT MpeacTaBjba MCPYy TAYHOCTHU U ,Z[e(l)I/IHI/II_He C€ Kao:

mayHocm * 003ug

@] — pesyarar = 2 - rae

5
npeyusnocm + 003ué

e [lpenusHoct - aeduHuiIe ce kKao BepoBaTHoha TauHe Kiacu(UKalUje MO3UTHBHE
KJ1ace,
e On3uB - nedunuIe BepoBaTHONY CBUX CTBAPHUX IMO3UTHUBHUX CIIy4ajeBa.

OBuM ce MOXe MPeACTaBUTH XapMOHM]CKa CpelHa, KOja IPECTaB/ba PEUUIIPOYHY BPEIHOCT
apUTMETUYKE CpeAMHE OJroBapajyhux peuumnpouyHux BpEAHOCTH [aTor CcKyma, usmely
nper3HocTy (eHri. Precision) u oa3uBa (enrn. Recall). TTomohy HaBeneHe Mepe TaYHOCTH
OmmKe ce MoXKe NpolemUBaTH nepdopMaHca KIACU(PUKAMOHUX MOjeNa, ca MOCeOHUM
OCBPTOM Ha HEYpaBHOTEKEHOCT Mel)y Kiaca y mocMaTpaHUM MOJalMa.

PesynTatu mocmaTpaHux mapaMeTapa MOXe ce M3BECTH M3 MaTpuila 3a0yHe (4ecTo Ha3uBaHa
U mMampuya KoH@y3uje), Koja TIpeACcTaB/ba CHAXKaH ajlaT 3a aHAIM3y y BUAY IpenBuhama, Tj.
MPEIUKTHBHY aHanu3y. M3BpmaBa ce mpema mabjoHy Tako IITO C€ OpPUTHHAHA Tadena
pesynaTaTa rnopeau ca 1o00ujeHuM pe3yaTaToM peaBuhanor Mojena. 3a UJb UMa Jia TCHEpHUIIe
jacHHWjy CIIMKy O TOME KaKO Ce IOCMAaTpaHW MOeN 3aucra moHamao. CaMUM THM, CBH
pE3yNITaTH U3BENIEHH Cy O] CBAKOT MOPeI0EHOT peliemka moMohy MaTpuiie koHdysuje. TagnocT
MOKe OMTH BapujaOWIIHA, MITO TEXHWYKU TIEJAHO 3HAYU Ja MOXKE OUTH MPOMEHJBHBA O]
ciydaja o cimydaja. [IpoMEeH/BMBOCT ce MOKe jaBJbaTh yclel HeOalaHCHpaHOT CKyma
nonaraka. HapenHe o3Hake ce KopucTe y CTaHAapAHO] TEPMUHOIOTH]H U3MEPEHHUX BPEAHOCTH:

e TP - kopuctu ce BpexHoct true positive 3a mpasa u jgakHa rpeasularmba,
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e FP - kopuctu ce Bpeanoct false positive 3a mosutuBHa npeasulama,
e FN - xopuctu ce Bpeanocr false negative 3a neratusna npensulhama,
e TN - kopucTH ce BpeaHOCT true negative takole 3a HeraruBHa npeaBulama.

OpHOC TayHOT MpeABulama y 0JTHOCY Ha MPOITyIITeHa MpeABrhama Moxe ce fepuHncaTy Kao
tadHocT (eHria. Accurracy) Llusb oBakBoOr nmpopadyHa orjiefia ce y TOMe /1a je€ HeOIXO0HO J1a ce
YTBPJIY KOJIMKA j€, 3alpaBo, TAYHOCT MpeABrhama y 0JTHOCY ca MPOIYIITCHUM NpeABruhamuma.
Tume ce omoryhaBa, TEeXHHYKH TJI€JaHO, MpoleHa TayHOcTH Mozena. Cuemu dopmyna
tagnoctu [49]:

TP + TN
TP + TN + FP + FN

Taunocm =

VY HacTaBKy ce Je(UHHUIIe NPELU3HOCT; CYIITUHCKU Ce Iopejie TauHa npeaBuhama y oaHoCy
Ha cBe npenBuhane ciaydajese. Takole, n3padyHaBa ce IPEIM3HOCT KOja c€ MOXKe JIe(HHUCATH
Ka0 OJIHOC TaUuHUX IpeBuhama u yKyImHOT Opoja MO3UTUBHUX MpenBUl)eHuX cirydajeBa. Tume
ce MOXe MOCTHhY MpOIeHA TAYHOCTH IMpelBulama, a 3a /b UMa MPOPadyH MOY3/1aHOCTH
Mo/Iela IPHUIIMNKOM HICHTU(UKAIN]E KEJHeHUX HHCTAHIIM UCTOT. Y HACTaBKY C€ MOXE BUJCTH

dopmya [49]:
TP

1, = —
'peYUIHOCN FP + TP

V HactaBky ciean popmysta momohy koje je Moryhe u3padyHaTH YCIEUIHOCT KOJIHKO, 3aIpaBo,
MOJIeST MOXe MICHTH(HUKOBATH CBE CTBapHE ciiydajeBe. M3padyHaBa ce Kao OJHOC TauHHX
npeaBuljama 1 MO3UTUBHUX CyvajeBa; nedunuiie ce kao oa3us (enri. Recall) [49]:

VY mnacraBky ce aepunuire Gopmyna koja oapehyje @l-pezyamam. Omzus (eurn. Recall) u
npenu3HocT (eHr. ACCUracy) ce KOMOMHYjy y Wby A00u]jama pesynrata [49]:

(2 - npeyusnocm - 0[13UB)

FI— =
pesyrman (npeyusnocm + oJ3UB)

TokoMm mporeca HCTpakWBama OJa0paHU Cy pa3IHYUTH METOAM 32 Mepeme CKYyIoBa
knacudukanuja. Y3 momoh mopembennx pamoBa [50] omabpana je meroma KoenoBor
koepunmjeHta karme. OHa, y MareMaTHYKOM CMHCIY, TPEACTaB/ba CTATUCTHUKY MeEpy
carJacHOCTH KBaHTH(UKalMje u3Mmel)y Ba mocMaTpaHa CKyna KiIacupHUKaluja y JaToM
npumMepy. Y ciydajy CyOjeKTUBHMX OJJIyKa M HOMHHAJTHHX KaTeropuja, Tj. TamoO I/ie He
MIOCTOjH MPUPOJIAH PEOCie], 0Baj METOI MOXke OMTH o1 3Hadaja. OHa ce JeHuHHUIIIE Kao:

_ (po-pe)
kappa = T v’ rae

® po - NIpCACTaBJba NPOUCHAT CTBAPHEC CArJIaCHOCTH,
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® pe - IPCACTaBJba MIPOLCHAT cnyqajHe CarjiaCHOCTH.

Marematuuku TiefaHo, BepoBaTHoha morahaja ycien HEKOr KOHKpPETHOT (pakTopa Koju ce
MOXE MOpPeIUTH ca HCTHM jorahajeMm 0Oe3 KOHKpeTHOr (akropa MpeacTaB/ba OIHOC
BepoBaTHoha [50]:

(7o)
)

Kako ce ekcriepuMeHTaIHH MOCTYIAaK Jajbe pa3Buja, MOPEAOCHH Pe3yiITaTH APYTH HAYYHHX
nocturayha omoryhapajy qo0ujame HOBUX pe3yiTara. Y ciell KOHKPETHOT (akTopa ce MOXKe
peanu3zoBatu BepoBatHoha gorahaja [50] mpusirkom mopenOeHOr MOCTynKa ca BepoBaTHohoM
uctor norahaja. anu 0e3 1aTor KOHKpETHOT (akTopa. Pe3ynrar ce Moke ce IpeACTaBUTH Kao
OJTHOC OJroBapajyhux IIaHCH, a KOjH jecTe, 3alpaBo, pe3yiTar y BULy Koe]HIlMjeHTa Kare
[51].ITpopauyH ce MOke PEICTABUTH KAO:

Pabs — Pexp
1—Pexp

K = , T7Ie je

e Pobs - npescTaBiba MOCMATPaHE CArJaCHOCTH U 3aIMCYje Ce Ka0 M MOXKE Ce 3aIlucaTh
kao uzpas (TP + TN),

® Pexp - mpejcTaBiba OYCKMBAHE CArJIACHOCTH M MOJXE C€ 3amucaTd kao mu3pas [52]:
[(TP+FN)X (TP+FP)+ (FP+TN) X (FN +TN)

[Topenbenu ekcriepuMeHT caapu oAroBapajyha orpanudema; Haume, BpegHocT K onpehena
je y omcery [0, 1]. CBe HIKe BpEeIHOCTH MPEJCTABIbA]Y, OJJHOCHO, MOTY YKa3UBaTH Ha Mamby
carnacHocT. Takohe, Moke ce uctahu Aa MOCTOjU Pa3TUUUTH HUBO CarjlaCHOCTU M BHCHHE
koeduIrjenTa kopenamuje u To [52]:

Carnacnocr (enrii. No agreement) e nocroju ykonuko je K < 0.
besnavajua carnacHoct (enri. Slight agreement) 3a Bpensoctu y omncery 0,01 — 0,02.
Munumanna carmacHocT (enri. fair agreement) 3a BpeaHoctu koje ce kpehy y
oncery(0,21 — 0,40.

e VYwmepena carmacHocT (eHri. moderate agreement) 3a BpeaHocTu koje ce kpehy y
oncery0,41 — 0,60.

e 3nauajHa cariacHocT (enri. Substantial agreement) 3a BpemHocTH KOje HMajy
oncer0,6/ — 0,80.

e Cxopo caBpieHa carimacHOCT (eHrit. near to perfect agreement) 3a BpenHocTH Koje ce
kpehy y oncery ox 0,81 — 1,00.

Koedurmjentnma carmacHOCTH KOpeaiuje MOXe ce MPOIEHUBATH HUBO CarjiacHOCTH u3Melhy
ABa MpoucmuBada, a CXOAHO BbUXOBUM KJ'IaCI/I(l)I/IKaHI/IjaMa. Camum TUM, MOTY C€ TOHOCHUTH
onromapajyhu 3akspydiin 0 MOy3/IaHOCTH TporieHe. Takohe, Moxke ce Kao pe3yaraT Jo0uTH
3aKJbyuYaK HEOMXOJHUM JOJAaTHUM KopalrMa Kako Ou ce moOoJblaia caraacHoCT.
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11. Pe3ynTtatu eBallyalje €KCIEPUMEHTa M KOMITApATUBHA aHAJIN3a
pe3yaTaTa

ExcriepuMeHTamHu pe3yiTaTtd MOKasyjy Ja TpeiokeHn mozaen 3acHoBaH Ha XG-MFA
QITOPUTMY OCTBapyje 0osbe mephopmance y nopehemy ca apyrum merogama. Pesynraru ce
Mepe y HOIJIeAy Ta4HOCTH, MPEUU3HOCTH, oa3uBa u @l-pesynrara. Mozen je TecTupan Ha
BUIIIE CKYTOBA MOJaTaka, ykibyuyjyhu ypehaje nuntepuer ctapu y 31paBcTBeHOM cekTopy. C
THUM y B€3W, MOJEN JOKa3zyje CBOje CIIOCOOHOCTH 3a e(HUKAcHy IETEKIH]y O0e30eIHOCHHMX
npeTy. Y nopehemy ca TpaauIMOHATHUM alrOpUTMUMa, Kao mrto cy HausHu bajec (eHri.
Naive Bayes) u crabio omryunBama (enri. Decision Trees), XG-MFA nmoctuxe uadepropHuje
pesyinrate, moceOHO y ciyyajeBuMa IJie cy rmoaanu HeypaBHoTexenu. Ananuza SHAP nonatHo
npy)Xa yBHJ y BaXXHOCT Pa3IMYUTHX KapaKTEPUCTHKA, IITO MOXKe OMOryhuTH jacHHje
pasyMeBame yTHIlaja CBake O] lbUX Ha JIOHOMICHE oTyKa Mojiena. KommaparuBHa ananmsa ca
APYrMM TEXHUKaMa ONTHMH3allMje, Kao INTO Cy TeHeTcku anroputam (eHri. Genetic
Algorithm) u ontummsanuja poja yectuua (enri. Particle Swarm Optimization), taxohe
MOKasyje Ja je MpeagoKeHu Mojell poOyCHUJU U KOH3UCTEHTHHU]U y CBOJUM INpeaBuhamuma.
Pesynratu mpezncraBibajy 3Ha4aj M NpPaKTHYHE NPUMEHE HANPEIHUX METOAAa MAIIMHCKOT
yderma U BUXOBE ONTHMH3AIM]jE y CBEYKYITHOM MOOOJbIIAY 0e30eHOCTH AUCTPHUOYHpaHuX
cucTeMa.

11.1. Pe3ynratu ekcriepuMeHTa U HCXOAU

JlokTopcka Te3a ce 0aBH HMIMPOKUM CIEKTPOM W aHAJIM30M MHOTOOPOJHHX pe3yJiTaTa, Kako
NOOHjeHUX EKCIIEPUMEHTATHUM TOCTYNKOM, TaKO KOMIIAPaTMBHOM METOJOM Ca JIPYTUM
HAyYHO-UCTPAKMBAYKUM pe3ylNTaTUMa. Y HACTaBKy ce IMpHKasyje Tabena y K0joj ce Mory
BUJIETH CyMHPAHU pe3yiTaTu OnHapHe KiacupuKaiyje eKCriepuMeHTa MUHUMU3AIIH]je TPEeIIKe

[13].
Tabena campixu pesynrare 3a [Ba IpuMapHa MEpUIIa u TO:

e ['pemiky kiacuukanuje u
o Koedunujent Koenose kare (3a pa3Iu4uTOCT Y METOUMA).
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3a cBaKy JaTy METOy [1OCMaTpajy ce pe3yJiTaTH 3a 00e Mepe:

Haj6osmu,

Hajropu

Cpenmu,

Menujanu

CrannapaHa neBujanuja u
Bapwujanca.

MeTone Koje ce KOpucTe Cy:

XG-MFA,

XG-FA,

XG-GA,

XG-PSO,
XG-ABC,

XG-SSA,
XG-ChOA,
XG-COLSHADE u
XG-S

VY Ttabenn BPOJ mory ce Bugetn ogaOpaHu MeTOM, Ipelika Kiacudukanuje u KoepuIyjeHT
Koenose kare.

HaBenenn Meronu KoOju ce KOpPUCTE MPEACTaBJbajy METOJ ONTHUMHU3AllMje; CBAKM HMa
COTICTBEHE KapaKTEPHCTUKE, KA0 U CONICTBEHN MEXaHHM3aM pellaBama mpooieMa. Y KOHTEKCTY
3Ha4YeHa, peIIaBame MpoOJieMa OJHOCH C€ Ha ONTUMH3AIM]y XHIIeprapaMerapa aaTor
aropuTMa MammHCKOT yuema XGBOoost. I pewra kracugurayuje y Tabenu npeacTaBba MECTO
rIe ce MOXK€ BHJIETH TadyHOCT Kiacudukanuje. HaBemeHa KomoHa caapku cIeKTap
CTaTUCTMYKUX METPUKAa KOje MOTy OJpPEAUTH pe3yiaTar y BHIy TadyHocTu. KoioHa
Koeguyujenm Koenose xane cacTaBibeHa je€ O]l pPa3IMUYUTHX CTaTUCTUYKUX MeTpuka. OHe
IIPEJICTaBIbajy METPUKE 3a MEPEH-E CTEINEHA CarllaCHOCTH U3Mel)y JBa parepa; y mpakcH, paTep
MO’Ke OUTH alNropuTaM Wi ocoda Koja MpoLewyje W/Win Kinacupukyje oarosapajyhe craBke
npema ojaronapajyhumM kareropujama. Y KOHKPETHOM Ciyd4ajy, Bpiuu ce kiacudukanuja N
craBkn y C MeljyycoOHO nCKIbyunBUX KaTeropuja. OBuM ce mocTmke Mel)ycoOHo yrnopehuBame
nephopMaHCH CBake jare Merojae kimacudukamnuje. BaxHo je mcrahm ga HIKE BPEIHOCTH
KiIacudukaimje Tperike, 3amnpaBo, ykasyje Ha Oosbe mepdopmance. Takohe, xkoeguyujenm
Koenose kane yxasyje Ha TO 1a cBe BPEIHOCTHU KOje Cy OJImkKe BpeAHOCTH 1 3a pe3ynraTr uma
00Jby carylacHOCT, KaJia ce Mepe pa3InuuTe MeToJie. Y HACTaBKY C€ MOTY BUJETH pe3yJTaTh
eKcriepuMeHTa OuHapHe Kiacudukanuje. AKIEHAT je CTaB/beH Ha MHUHHMMHU3ALU]y TperIKe.
Moxe ce BUAETH 3aKjbyyHa eBalyaluja ekcrepumenta. Knacudukammja je ¢dokxycupana
MoJIaTKe KOjU Cy TOJICJbeHH Yy NBe KaTeropHje. [loceban akieHaT je CTaBJbeH MUCTPAKUBAHE
CMameHa Irpelke y Kiacuukaimju.




Huxomna Casanosuh

JIoKTOpCKa aucepTanyja

- eKcnepumenni Muﬂummauuje

epewke [13]

Tabena 1 36upnu peynmamu dunapue kiacuguxayuje
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VY HacTaBKy ce mpukasyje tabena 6poj 2 rie ce MOTy BUJETH JIeTaJbHO JTOOMJEHU Pe3yJITaTH.
Onu cy npuKaszaHu npema kiacama. Takole, mprkasyje ce pe3ynrar 3a pe3yirar ca HajooJbuM
YYUHKOM Yy Torjeny OuHapHe kiacudukanuje. ExcriepuMeHT ce CBOJAM Ha MUHHMH3ALU]Y
rpemike. OnuCyjy ce T0OHjeHH pe3ynTaT eKCIIePUMEHTAITHE aHAlIM3e. ca MOCEOHUM OCBPTOM
Ha meppopmaHce Mojena OuHapHe Kiacudukamuje, Mo Kiacama. Y eKCIEPUMEHTY
MUHHMH3ALIM]e TPEIIKe HCTUYY Ce HajOObH MOJIEIIH.

Tabena npuka3syje pa3IHYuTe METPUKE 33 CBAKy O] KJlaca U TO:

e IlIpernusuoct - precision,
e Onzus - recall,
e @l-pesynrart - F1-score.

HOCManaHe KJIace Cy:

0,

1,

Makpo cpenmwa BpeanocT - Macro Avg,
IMounepucana cpeama Bpeanoct - Weighted Avg.

Kiace 0 u 1 9ecTo ce Mory cycpecTH y OKBUPY M KOHTEKCTY KJIacH(pUKAIMOHUX podIiemMa, rie
ce Mojauy Mory KiacupukoBaTH y aBe pasnuuure kareropuje. Oe BpegHoctu (0 u 1) moxy
ce IOJENUTH yNpaBO THM Kareropujama. Ilpumep w3 mpakce jecTe HeTEKIHja HEKeJbeHe
nomrte. Hanme, kiaca 0 Moxe OMTH 3a HEXeJbeHy MOIUTY (€HrJ1. Spam), ok kiaca 1 Moxe
OWTH peryiapHa NoIITa, Te Ce JAKIIe MOXe N3BPIINTH KCIIEPIMEHTAIIHA aHAIN3a U TIPo0IeM
nerekyje kiace 0 (HexesbeHe MomITe).

Maxkpo npocedHa BpeTHOCT OJTHOCH C€ Ha U3padyHaTy IPOCEYHY BPEIHOCT U TO HE3aBHCHO 32
CBAKy KJIacy. 3aTHM ce TPaXku Cpe/iibha BpeTHOCT 00e Kirace. MaTeMaTH4KH IOCMaTpaHo, CBaKa
3acebHa Kjlaca MOKE€ MMaTH 3HauyajaH yTUIA) Ha KOHa4daH ucXoi. Moke ce KOPUCTHTH 3a
Mepeme CBEYKYMHUX MeppopMaHCH MOIeNa.

[Tonnepucana npocedHa BpeIHOCT, 3alIPaBo, MOXKe JaTH Behy TexkuHy 1aTuM kiacama. Haume,
KJlace koje umajy Behu Opoj MHCTaHLM, MOTY MMaTu Behu yTuiaj Ha ucxoi. Ycieq mojase
HeOaJaHCUpaHUX Kiaca, OBa BPEAHOCT MOke OuTH on KopucTH. Kao m Makpo mpocedna
BPEIHOCT, Y MOAETy KIacu(uKanuje MOKe ce KOPHCTH 3a MEPeme MPEHU3HOCTH, OJ31Ba U
@1-pe3ynrar gaTux Kjiaca.

Caaxku pen mpecTaBibeHe Ta0ese 03HauaBa jeny Metoy kinacudukanuje. Konona mpukasyje
MeTpuKy nepdopMaHCH 3a JaTy Kiacy WIH HhEeHy MpocedHy BpemaHocT. Kako Om ce
JEeIHOCTaBHM]j€ CXBAaTHO MPUHIIMII IpUKa3a JaTe Tabene, y HaCTaBKy ce Jlaje Omuc mabioHa.
IIpBu pen tabene mpukasyje peszynrare meroge XG-MFA; kopucti BpeJHOCTH MPELHU3HOCT
(precision), ox3us (recall) u @1-pesynrar, 3aTiM, Makpo ¥ IOHIEPUCAHY ITPOCEUHA BPEIHOCT.
OBakaB npuCTyT 3a b UMa nopeheme neppopmManc pazmUIUTUX METO/Ia KilacupUKaluje y
pas3nuuuTuM aorahajuma, Tj. ceHapujuMa.
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VY Tabenu ce kopucte cienehu MeToIu:

XG-MFA (Modified Firefly Algorithm),

XG-FA (Firefly Algorithm),

XG-GA (Genetic Algorithm),

XG-PSO (Particle Swarm Optimization),

XG-ABC (Artificial Bee Colony Algorithm),

XG-SSA (Self-adapting Spherical Search),

XG-ChOA (Chimp Optimization Algorithm),

XG-COLSHADE (Constrained Optimization with Levy Flights and Linear Population
Size Reduction),

e XG-SASS (Self-adapting Spherical Search).

VY HacTaBKy ce MOXXE€ BHJCTH Tabena JeTaJbHHUX pe3yliTara eKCIIepUMEHTa MUHUMH3AIH]je
TpEIIIKE.
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Tabena 2 Jlobujenu pesynmamu excnepumenma Munumuzayuje npema oegpunucanum kiacama [13]

MeTopn MeTpuka 0 1 Makpo cpeaHsa BpegHocT [MoHOepucaHa cpeaHsa BpeaocT
npeyu3Hocm 0.996567 = 0.997582 0.997074 0.996998
XG-MFA 0d3ue 0.998219 = 0.995341 0.99678 0.996997
F1-pesynmanm 0.997392  0.99646 0.996926 0.996996
npeyusHocm 0.996628  0.997416 0.997022 0.996962
XG-FA 003u8 0.998096  0.995424 0.99676 0.996962
H1-pesynmanm 0.997362  0.996419 0.99689 0.996961
npeyu3sHocm 0.99678 = 0.997208 0.996994 0.996962
XG-GA 0d3u8 0.997943 = 0.995632 0.996787 0.996962
F1-pesynmanm 0.997361 = 0.99642 0.99689 0.996961
npeyu3sHocm 0.996536  0.997457 0.996997 0.996927
XG-PSO 0d3u8 0.998127  0.995299 0.996713 0.996926
H1-pesynmanm 0.997331  0.996377 0.996854 0.996927
npeyu3Hocm 0.996506 = 0.997415 0.99696 0.996892
XG-ABC 0d3u8 0.998096 = 0.995258 0.996677 0.996891
F1-peaynmanm 0.9973  0.996335 0.996818 0.996891
MPeYU3HOCM 0.996841  0.997125 0.996983 0.996962
XG-SSA 0d3ue 0.997882  0.995715 0.996798 0.996962
F1-pesynmann 0.997361  0.99642 0.99689 0.996961
npeyusHocm 0.996293 = 0.997872 0.997083 0.996964
XG-ChOA 0d3u8 0.998434 = 0.994966 0.9967 0.996962
F1-pesynmanm 0.997362 = 0.996417 0.99689 0.996961
e — 0.996719  0.997333 0.997026 0.99698
XG-COLSHADE

003us 0.998035  0.995549 0.996792 0.996979
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VY HacTaBKy ce moJieliaBajy XureprapaMeTpy 3a oJropapajyhy OuHapHy kiacudukanujy, ca
IWJbEM TOCTU3aka MUHMMH3aNMje rpemke. Hapenna Tabena npukasyje Hajoosbe a00ujeHe
XUneprnapaMmerpe 3a 1aty OMHapHy Kiaacu(UKaIujy, Tj. MUHIMH3AIIH]y TPEIIKe.

V Tabenu ce MOTY BHICTH MOCTABKE XUIEpIapamerapa 3a AehUHUCaHEe METO/IE; KOPUCTE Ce
UCTH  METOAM T[OMEHYTH Yy MPETXOJHOM EKCIEPHMMEHTAIHOM Jeiny. IlocraBke
XUmeprapamerapa, mope/ npse Beh moMeHyTe KOJIOHE CY:
e (roma yyewa (enru. Learning Rate),
MununmManna Tesxkuna aerera (eara. Min Child Weight),
ITomxy3opak (enra. Subsample),
bpoj y3opaka o apsery (euri. Colsample by Tree),
Makcumanna ayouna (earin. Max Depth),
I'ama (enrn. Gamma).
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JlokTopcka aucepranmja

Tabena 3 Hajoomu dobujenu xunepnapamempu 00 cmpame mooena nomohy burnapre

kracugpuxayuje [13]
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VY HactaBKy ce naje rpaduykd MpUKa3 y BHIY TpadUKOHA TJI€ ce MOXe BUACTH JaTu
excriepuMmenT. llpukazyje ce aHanmmza pesyiTara J00HjeHa MPHIMKOM E€KCHEPUMEHTATHOT
nocrynka [13] GuHapHe MUHUMH3AIH]jE, TOKOM EKCIIEPUMEHTAIHOT rnocTynka. OBUM ce 1aje
BU3yaJIM3allija pa3IMuuTHX acnekaTa neppopmMancu Monena. Pa3HOBPCHOCT ce mpukasyje y3
IUjarpaM pojeBa 3a [WJb KOHBEPIeHIIM]e W JjarpaM Iujba momMoh, Koju Ha jaCHHjH HA4WH
npuKasyje rpaguuky pacrojeny Ha KBapTHIIE, MEAHjaHe U Ipyre BPeJHOCTH CKyTa Mo1aTaKa.
KBaHTuIM mpencTaBibajy y CTATUCTULM 33jeJHUYKH HA3UB 3a MEPLEHTHIIE, ACUWIe U
KBapTHJIE, T€ CE€ MOXE KOPUCTUTH Kao Mepa Koja MOXKE TOJCIUTH jelHaKa IEepICHTUIIHA
pacTojama ojrosapajyher ckyrmna nojaraka.

MHHHMH3allHja [Pelllke - BHHApHH CKYII [ToAaTaka - JHjarpam masba (box plot)
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Cnuxa 20 I'paguron oujacpama yumsa 3a bunapnu ckyn nooamaxa [13]

Ha HapenHoj cnumm ce npukasyje rpaduKoH usba KOHBEPreHIHje 32 OMHApHU CKYT MT0/1aTaka,
TJie ce MOTY BHIETH nep(opMaHce pa3IuIUTHX allTOpUTaMa TOKOM BpemeHa. Anroputmu XG-
MFA, XG-FA, XG-GA, XG-PSO, XG-ABC, XG-SSA, XG-ChOA, XG-COLSHADE u XG-SASS
ce TMopeJie y CMHUCIY CMamema rpelke kiacudukanuje. Bpennoctu nmo X ocu npencraBsbajy
Opoj uTepanuja, 10K ¥ oca mpeacTaBiba TPeUIKy Kiacudukaiuje, Ipu yeMy HIKa BPEIHOCT
rpelke ykasyje Ha 60Jbe nephopmaHce aropuTMa.
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Cnuka 21 I'paghuxon yuwa xoneepeenyuje 3a bunapnu ckyn nooamaxa [13]

Cmuka 22 npukasyje PR kpuy mnpemmoxkeHor XG-MFA anroputma 3a OMHApHU CKyIl
nogataka. Bunu ce ga cy mpoceune BpeaHoctu rnpernusHoctu (AP) 3a kiace 6e3 Hamana, ca
HarajaoM U MUKpo mpocek jeanake 1.000, mTo Moxke ykasyje Ha BUCOKY TaYHOCT alropuTMa
npunrkoM nopehema usmely natux kimaca. Pesynrar gaje OCHOB Aa ajlropuraMm OCTBapyje
u3y3eTHe nepdopMaHce MPUIMKOM JETEKIMje Hallaaa y 1aTOM KOHTEKCTY.
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Munnmusannja rpemwke - [peanoxenn anropuram XG-MFA 6unapuun cxyn nogaraxa - kpruea PR
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Cnuxa 22 I'paguron kpuse PR npeonoocenoe XG-MFA aneopumma [13]

Hapenna cnuka 23 npukasyje Makpo 1 Mukpo npocek ROC kpuBe 3a OuHapHU CKyT [TO1aTaKa.
Buau ce na cy cee ROC kpuse, ykibydyjyhu v KpuBe 3a Kj1ace ca HamajaoM u 6e3 Hamaja, Kao
U MUKpPO M MaKpo Npoceke, caBpiiere ca nospuuHoM o 1.000. ExcriepuMenTanHu pe3ynrar
yKazyje U3pa3uTo BUCOKY TauyHOCT npeioxeHor XG-MFA anroputma npuinkoM AeTEKIHje U
KiIacu(ukanyje Hamaja, NMokasyjyhn HeroBy BHCOKY CIIOCOOHOCT TayHOI pPa3jIMKOBamba
Pa3IMYUTHX KJlaca.
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MuHMMH3a1]ja TPELIKe
XG-MFA - bunapHu ckyn nojparaxka
Makpo-MuKpo npocek ROC
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Cnuxa 23 I'paguxon maxpo u muxpo npoceka ROC kpuse 3a bunapru ckyn nooamaxa [13]

Cnuka 24 I'padukon makpo u mukpo npoceka ROC kpuBe 3a Ounapuu ckyn nojaraka [13]

Hapenna rpaduyka wiycTpanyja pacrofeny pasIdduTOCTH pojeBa Yy OWMHAPHOM CKYITY
nomaraka. OHa, Kao TakKBa, MPHUKa3yje pasIUYWTe BapHjalldje alTOpUTaMa ONTHMHU3AIH]E,
ykibyuyjyhu XG-MFA, XG-FA, XG-GA u npyre. PaznuuuTtocTH y pacnojenu ykasyjy Ha
BEJIMKE Pa3lIUKe y HAYMHY Ha KOjU CBaKH aJlTOPUTaM UCTPaXKyje MPOCTOp pelieha, TOCTHKyhn
pa3IuuuTe HUBOE €(PUKACHOCTH MPHIMKOM ONITUMH3ALIH]E.
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Huxomna Casanosuh
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Cnuka 24 I'pagpuura unycmpayuja pacnooene paziuyumocmu pojesa y OUHapHom cKyny

nooamaxa [13]

Hapenna rpaduka npukasyje mMaTpuily KoH}y3uje rae ce mMoxe Buaetd tauHoct XG-MFA
aJlropuTMa y 1atoj OuHapHoj knacudukanuju. boje u 6pojeu y henujama MaTpuie wiycTpyjy
0poj TauHO KJIacH(PUKOBAHMX M MOTPELIHO KIACU(PUKOBAHUX MPUMEPA 3a CBAKy KaTeropujy.

Bpeanoctu y henmjama o3HayaBajy BUCOK HUBO TaYHOCTH MOJEJa, IITO MpeAcTaBiba 06asy u

YBPCT OKBHUP 3a MOYy3/JaHy ACTEKIN]y Hanaaa y TUCTpUuOyrpaHUM CUCTEMHUMA.
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MuHHMH3aLHja TPpellke
XG-MFA bunapHu ckyn nojaraka - Marpuua koHdy3uje

bes nanana

True 11oJpe

Hanan,

bes nanana Hamap

[Toswa npeapubama

Cruxa 25 I'paguuxa unyempayuja 6unapnoe cxyna nooamaxa XG-MFA ancopumma u
mampuya xougysuje [13]

VYcnen HEYpaBHOTEKEHOCTH CKyla IOJaTaka MPHIMKOM EKCHEPUMEHTATHOT MOCTYIIKa,
HEOINXOJIHO j€ JOJATHO TecTUpaTu npobiieM OuWHapHe KiacuuKaluje 3a MaKCUMH3alujy
koepuuujenta Koenose kamne. TokoM mpolieca eKCriepuMeHTa 1001jeHH ¢y pe3yaTaTu y BULY
ommte merpuke [13]. Anropurtam XG-MFA mnpukasyje Hajoosbu pesyntat. [lopemnbeHom
aHAJIM30M IOCTOj€ OJICTyHama Yy JAeBHjanuju 3a kiaacy 0. Y OBOM NOCTYyNKy MOCMaTpaHU
(momunanTHM) anroputaM XG-MFA uma oarosapajyhe nenocratke y nopehemy ca XG-ABC
anroputMoM. 3a ki1acy 0 mocmarpajy ce cieachu pesynratu [13]:

Haj0ospux neBmjanuja,
Hajropux nesujanyja,
[Ipoceunux aesujanuja,
JleBujanuje Meaujana,
CrangapaHe neBujaiuje.

VY Hapennoj TaGenu 4 mMory ce BUIETH OCTBAPEHU PE3yNITaTH JaTe OMHapHE KiacH(HKaluje
[13], roe ce mepuiia MmakcuMu3anmja koeduijenta KoeHose kare. Y Tabemnu ce npeacTaBibajy
neppopmMaHce pa3IMUUTUX METOJa y KOHTEKCTy rpemke kiacudukanuje u KoeHoBor
koeduijenTa kane. Tabema ykjbydyje BHUIIIE METPUKA Kao INTO Cy BapHjaHCa, CTaHIapAHA
JIeBUja1lvja, MeIUjaH, MIPOCEK, HAJTOPH U HaJOOJbU PE3YJITAT 32 CBAKY METOY, KaKO 3a TPEIIKY
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kinacudukanuje Tako u 3a KoeHoB koedunmjeHT kane. [{yb u ucxo nmpukasuBama pe3yJirara
OBe TabeJIe jecTe Ja ce uaeHTU(PHKYje Koja METO/1a OCTBapyje HajOosbe TephopMaHCe y CMUCTY
MUHHMAaJHE TpemKke Kiacudukanuje W MakcuManHor KoeHoBor koeduiujeHTa Karme.
Pesynrat cy 07 KOPUCTH MPHIUKOM pa3yMeBama €PEKTHBHOCTH CBAKE METOJE MPUIMKOM
JeTeKM]je U Kiacu(HKanrje y IpaKTUIHUM CIIeHapUjuMa.

Tabemna cagpxu:

e Meroau; HaBeneHe cy pasnuuute meronae kao mro cy SASS-XG, COLSHADE-XG,
ChOA-XG, SSA-XG, ABC-XG, PSO-XG, GA-XG, FA-XG, u MFA-XG.

e [pemka kiacupukanyje; MoAalM YKJbYdyjy BapujaHCy, CTaHAApAHY [EBHjalHjy,
MeIHjaH, MPOCEYHY BPEIHOCT, HAJTOPH U HAJOOJbH PE3yJITaT 3a CBAKY METOJY.

o KoeHOB KoeUIMjEHT Karle; CIIMYHO Kao M 3a TPelKy Kiacu(uKamnmje, yKJbydeHH Cy
MoJaly O BapWjaHCH, CTaHAApAHO)] JEBUjalldju, MEIHjaHy, MPOCEKY, HajropeM u
Haj00JbEM pe3yIITaTy 3a CBaKy METOY.




Huxomna Casanosuh

JlokTopcka aucepranmja

Tabena 4 Pesynmamu excnepumenma makcumusayuje koepuyujenma Koenose xane dame
ounapne kracugpuxayuje [13]
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VY HacTaBKy ce Mepe nepdopMaHce MeTpuKkaMa MakcuMu3aiuje koepurmjenta KoeHose karne.
JloOujeHu pe3ynTaTH Cy CIMYHU IPETXOAHO OCTBAPEHHUM, KOJH C€ MOTY MpoHahu y Tabemnu riae
Cy n0OHjeHH pe3yiTaTh eKCIIEpUMEHTa MUHUMH3AIMje nmpema aehuHucanuM Kiacama [13].
[IpemioskeHa MeTola Ha KOj€ ce OClIaba OBO HAYYHO MCTPAXHBAKE OCTBApyje pesyirare ca
HAjBUILIKUM YCIIEXOM Y OJHOCY Ha jpyre. Takole, BaxHo je uctahu na pesynratu 3a kiacy 0 u
1, ka0 ¥ MaKpOMPOCEYHO HE OCTBApYje HajBUIIN MOTyhu ycrex.

[Tpukasyjy ce netajbHU pe3yiaTaTd ImpeMa Kilacama, a 3a BUXOBE Haj0oJbe Mojene OuHapHe
kinacudukanuje. M3BpiieH je ekcnepuMeHT Makcumusanuje koedunujeHta KoeHose kare.
Mertpuke Koje cy y3ere y 003up 3a kiace 0 u 1 jecy:

IIpenusHoCT,

On3us,

®1-pesynrar (F1-score),
Makpo npocedHa BpeaHOCT,

[Monpepucana cpesiba BPEIHOCT.

Makporpocedna BpEIHOCT IMpPEICTaB/ba IMPOCEUHY BPEAHOCT METpUKE. Y 1aToM Clydajy
MPEJICTaBIba MPOCEYHY BPEIHOCT MPEIM3HOCTH, o13uBa u d1-pe3ynrar cBux kiiaca. Merpuka,
3aIpaBo, J1aje HCTOBETaH 3Ha4yaj CBAaKOj Kiiack. Moxe ce KOPHUCTUTH OHJIA KaJia Cy IO/IjeTHAKO
Ba)KHE CBE IIOCMATpaHe Kiiace.

[Tonnepucana mpocedyHa BPETHOCT MPEACTaBJba MPOCEUYHY BPEAHOCT HUCTUX METpPHUKA, allu
MIPEBACXO/IHO Cca MOCEOHNUM OCBPTOM Ha YKyIaH Op0j MHCTAHIM Y CBaKO] Kjiacu. MeTpuka /aje
BHIIIe 3Hayaja BehuM kiacama. Moke ce KOPUCTUTH OHJA Kaja KJace HHCY JeIHaKO
3aCTYIJbEHE Y IaTOM CKYITy IO/IaTaKa.

Takohe, y Tabenu je neguuucan Opoj MHCTaHIM (y30paKa) U O3HAYEH je Ha3MBOM SUPPOrt.
WHcTaHie mpunanajy cBakoj K1acu y CKyIy nmojaraka. Y pes3ysiTaTuMa ce MO)Ke BUICTH Ja je
3a knacy 0 pesynrar 32 571, nok je 3a kinacy 1 pesynrar 124 038 [13]. Ykynan Opoj HHCTaHIH
KopulheHUX MPUIMKOM IpOopayyHa METPUKa OJAHOCH C€ Ha MaKpONPOCEYHY BPEIHOCT U
MOH/IEpUCaHy CPE/ibYy BPEIHOCT.

VY Tabenu ce MOTY BUJIETH pa3IMuUTE METPUKE 3a pa3IMuUTE METO/IE KOje ce Jielie Ha JIBE Kilace,
a y KoHTekcty kiacupukamnuje. EBanyarnuja je obaBibena Hax 56 609 wucranmm. Kimacu 0
npunaga 32 571 wncrannm, nok Knacu 1 mpumaga 24 038 mHcTraHimm. OBUM ce MOCTHXKE
eBallyalldja MPWJIMKOM IOCTH3ama HACHTH(UKalMje HajOOJbUX MOJElla MOJU MOTY JaTh
Haj00JBU pe3yaTaT 3a JaTh KpuTepujym. Takohe, MOKe c€ YCTAaHOBHUTH U MPOIICHUTH KOJUKH
HUBO YCIIEIIHOCTH OCTBApyjy MOJIENIN MPUIIMKOM NpeiBulama.

Cneneha Tabena npukasyje pesynrar OmHapHe kinacudukamnmje moaena [13].
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Tabena 5 Pezynmamu excnepumenma maxkcumuzayuje koegpuyujenma Koenose npema
xnacama 0 u 1

MeTton MeTtpuka Knaca 0 Knaca1 Makpo npoceyHa BpegHocT [loHaepucaHa cpeaHa BpegHoOCT
npeyusHocm 0.996811 0.997208 0.99701 0.99698
XG-MFA 003ue 0.997943 0.995674 0.996808 0.996979
f1-pesynmam 0.997376 0.99644 0.996908 0.996979
npeyusHocm 0.99678 0.997167 0.996973 0.996944
XG-FA 003u8 0.997912 0.995632 0.996772 0.996944
f1-pesynmam 0.997346 0.996399 0.996872 0.996944
npeyusHocm 0.99608 0.99808 0.99708 0.996929
XG-GA 003u8 0.998588 0.994675 0.996631 0.996926
f1-pe3ynmam 0.997332 0.996376 0.996853 0.996926
npeyusHocm 0.996475 0.997581 0.997028 0.996945
XG-PSO 003us 0.998219 0.995216 0.996718 0.996944
f1-pe3ynmam 0.997347 0.996397 0.996872 0.996943
npeyusHocm 0.996262 0.99783 0.997046 0.996928
XG-ABC 003ue 0.998403 0.994925 0.996664 0.996926
f1-pe3ynmam 0.997332 0.996375 0.996854 0.996926
npeyusHocm 0.99678 0.997167 0.996973 0.996944
XG-SSA 003u8 0.997912 0.995632 0.996772 0.996944
f1-pesynmam 0.997346 0.996399 0.996872 0.996944
npeyusHocm 0.996597 0.997415 0.997006 0.996945
XG-ChOA 003u8 0.998096 0.995382 0.996739 0.996944
f1-pesynmam 0.997346 0.996398 0.996872 0.996944
npeyusHocm 0.996323 0.997831 0.997077 0.996963
XG-COLSHADE  0d3ue 0.998403 0.995008 0.996706 0.996962
f1-pe3ynmam 0.997362 0.996417 0.99689 0.996961
npeyusHocm 0.996719 0.997291 0.997005 0.996962
XG-SASS 003us 0.998004 0.995549 0.996777 0.996962
f1-pe3ynmam 0.997361 0.996419 0.99689 0.996961

lNodpuwka (support) 32571 24038 56609 56609
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JlebrHKCame TIOCTaBKU XHUIIEpIIapameTapa 3a JaTy OMHapHy KiacupUKanujy AePUHUITY Ce
Kako OM ce M3BpIIWIA MakcuMmm3anuja koedunujeHta KoeHoBe kame. [Ipema octBapeHHM
pesyirtaTiMa Hay4qHOT UCTpaxkuBamba [13] pesynratu ciiefa mpeTxoaHO MOMEHYTHX MTOCTaBKU
Ce MOT'Y BUJICTH Y HACTABKY.

Tabena mpukasyje HajOOJbe NOOMjeHE XHUIIEpHapaMeTpe JOOHMjeHHX MOelia KOju CE MOTY
KOPUCTUTH Yy excriepuMeHTy. CBaku pej nate Tabene oJHOCH ce Ha jenaH mojen. Komone
[PUKa3yjy pa3inurTe XUIeprnapaMeTpe 1 To:

e Croma yuema (enr Learning Rate),

e Munumanna Texxuna aerera (earia. Min Child Weight),
e [lomxy3opak (enra. Subsample),

e bBpoj kosona npema craday (euri. Colsample by Tree),
e Makcumanna nyouna cradna (euri. Max Depth),

e T[ama napamertap (enrii. Gamma).

Crona yuema (enr Learning Rate) mpencraBiba mapamerap KOjH MOYKE OJPEIMTH KOJIHKO
Mozen Moxe yuuTu 6p30 miu cropo. [Ipouec ce mocmaTpa Ha HUBOY OoOyuyaBama. YKOJIUKO
nohe 10 u3y3eTHO BHCOKE CTOIE yUeHa JOBOIM C€ MOTCHIIM]ATHO 10 Opike KOHBEPreHIIH]e.
Taxole, NCTUM IMOCTYIIKOM C€ MOXKE JICCUTH U BeOMa Op30 MpeCKaKame ONTHMATHUX PEIICha.
CamMuM THM, OBO MOXE Yy3POKOBATH JuCOaJIaHC, OJHOCHO, pAa3HOJIMKE OCIHJIAIN]je
nepdopmaHcu Mozena. YKOIMKO Aohe 10 HUKE CTOIE yuerha, O0BO MOXKE PE3yJITOBATH BEOMa
CTaOWITHUJUM MPOIIECOM YUEHa, ajlH ra KCTO TAKO YUHU U 3HAYAJHO CIIOPUJUM.

Munumanna texuHa aerera (eursm. Min Child Weight) jecte mapamerap koju Moske
KOHTPOJINCATH MHHUMAJIHY CyMy TEeKHHAa natux uHcTtaHnd. OHa omoryhaBa HacTaBak
MapTUIMOHUCAA YBOpA y CTabJy TIe ce MPHIMKOM Ipolleca yduerha BPIIH OTy4HBarbe.
HeypaBHOTEKEHOCT Ce MOXKE JIECHTH yCiIe 3HaYajHor oBehama HaBeIeHOT mapameTpa, Te ce
MO’KE TOBECTH MOCTYIIAK JI0 CMAbCHha MPEHAYYCHOCTH MOJIENA.

[Tomy3opak (enrit. Subsample) mpeacraBiba mapaMeTap KOjuM ce MOXKE OAPEAUTH OJIMKE 10
y30paka KOjU Ce€ MOTYy KOPUCTHTH NPHIUKOM oOy4aBama Mojena. Moxke omoryhutn
oOydaBame Mojela HaJl MOJACKYNOM IMofaTaka, yMEcTO Ha IeNOKymHOM cKymy. OBo
Mpe/iCTaB/ba KOPHUCTAH TOCTYMaK MPUJIMKOM CIIpeuaBama MPEeHaydeHOCTH. Takohe, Moxe
JIOBECTH U /10 YOp3aHOT mpoIrieca yuera Ha/l BETMKUM CKYOBHMA MOAaTaKa.

bpoj kosona npema cradny (enri. Colsample by Tree) ykasyje u oapehyje mapamerap koju
nepuHUIIe KOoIMKa je ayOuHa cTabia oAMydrMBama MPWIMKOM TIpolleca ydema. Yclen
MocTU3ama Behe MakcuMaiHe JyOuHe cTtabiia MOTy ce JOOUTH CI0KeHUju Mojieinu. OHU MOoTy
MPEBACXOTHO 00Jb€ HAYYUTH CJIOKECHHM]E€ W KOMIUICKCHH]je oOpacie y JaThM IojaIuMa.
Taxole, nctum moctynkom je Moryhe JOBeCTH U A0 IPEHAYUYEHOCTH.

I'ama mapameTap (enrir. Gamma) 3a/1y>KeH 3a peryJIincame peryjiapusaimje y OKBUP alropuTMa
IpaJiijeHTHOr IMojayama ctabana - XGBoost. Moxe KOHTpOIMCATH KOJUKO j€ HEOMXOJHO
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yMambUTH TYOUTaK Kako OW ce MOrJia HallpaBUTH HOBA, J10/1aTHA, MApTULIMja HA CAMOM YBOPY
ctabna. [Ipunukom nmoBehaBamwa BpeAHOCTH MOMEHYTOT MapamMeTpa MoOXe ce MmocTuhu Buiia
perynapusaliyja, ITo pe3yJTyje cpedyaBamby IPeHayueHOCTH MOeNa.

[Tomohy HaBeneHHMX Xumeprapamerapa, a Ha OCHOBY HHXOBHX BpEIHOCTH, onpelyjy ce
HaYMHU IIyTCM KOjI/IX AITOPUTMU MOTY YUUTHU WIIM CC MOr'Yy IpUJIaroavuTy mnojanuma, a ca
[IUJbEM TIOCTH3akha HAjOOJbHUX MCXO0/Ia U pe3yiTara MPHIMKOM OHHApHE Kiacu(puKammje.
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Tabena 6 [locmaske xunepnapamemapa 3a mooeie buHapue Kiacugpukayuje excnepumenma

[13]

Fama napameTtap
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Ha ocHOBy 00aBJbeHHX €KCIIEpUMEHTATHUX aHanmu3a [13] y HacTaBKy ce MpuKazyjy
rpadpukonud. OHuU cy onpel)eHH Ha MCTH HAYMH KA0 M y MPETXOJHOM CIIy4ajy - MPHIMKOM
rpaduuke WIycTpaluje pe3yirara eKCIepuMeHTa MUHUMM3allMje Tpelike. 3a pasiuky O
IIPETXOAHUX, Y HACTABKY C€ MPEJICTABIbA]y MAKCUMAIIHE 32 J1aTe E€KCIIEPUMEHTE.
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Crnuka 26 nmpukasyje aujarpame Hujba 3a MakcuMaiHe BpeaHocTu KoeHoBor koeduiyjeHTa
Kare 3a pasnuuute anroputMme. CBaka BpeaHOCT (TpadUuKH WIYCTPOBaHA Yy BHIY
MpaBOYraoHUKa, OJHOCHO, KyTHj€) MpeICTaB/ba PACIOH BPEIHOCTH KOje je alropuTam
MMOCTUTA0 TOKOM BajHaanuje mojaraka. Jlata wiyctpanuja omoryhaBa Bu3yenHo nopeheme
CTaGI/IJIHOCTI/I N KOH3UCTCHTHOCTH PA3JIMUUTHUX AJITOpHUTaMa y IOCTHU3alhby BUCOKUX BPCAHOCTU
KoenoBor koedummjeHTa Kame, INTO MOXKE TMPEACTABbATH MEPWIO TOY3JaHOCTH
knacudukanyje.

Bunaphu cxyn nonaraka - MakcumyMm Koenosor xoeduimjen Ta xane - Jujarpam msba (box plot)
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0.9936
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0.9935
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Ilocmarpanu anropurmu

Cruxa 26 I'paguuxa unycempayuja oujacpama yuma 3a makcumaitne speonocmu Koernosoz
Koeguyujenma xkane [13]

Hapenna ciuka minyctpyje pesynrare momohy rpadkoH KOHBEPTEHITH]E KOJU MOKa3yje Kako
Pa3NMYNTH AITOPHUTMH MOTY TIOCTH3aTH MakcuMmaliHe BpeaHocTH KoeHoBor koedwuimjeHTa
Kare, TOKOM BpeMeHa. CBaka JTWHHU]ja MPeCTaBIba MOHAIIAKE JeTHOT AITOPUTMA, & CKOKOBU U
MajoBH BPEIHOCTH YKa3yjy Ha HHUXOBY CTA0WJIHOCT U €(UKACHOCT MPHJIMKOM IpoIlieca
ontumu3anuje. Cinuka jeIHOCTaBHHje TpeACTaB/ba Mopeheme Op3uHE KOHBEpreHIUje U
KOHAYHHMX MOCTUTHYTHX BPEIHOCTH, IITO OJIAKIaBa IMPOILEHY MeppopMaHCH airopurama y
OUHApHO] KJIaCU(PHUKAIIH]H.
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BHHApHH CKYTI Ilofaraka - MakcHMyM KoeHoBor koeHIIHjeHTa Kane - I'pad KoHBepreHITHje

B — - XG-MFA
: - —— XG-FA
| ~ —— XG-GA
: — —— XG-PSO

A XG-ABC

0.99325 _// —— XG-SSA
XG-ChOA
XG-COLSHADE
XG-SASS

0.98375

0.98300

0.99275

e

0.98250
0.99225

0,99200

Hrepammje

Cnuxa 27 I'paghuxon xonsepeenyuje, 20e ce npuxasyjy makcumaiue gpeonocmu Koernogoe
Koeguyujenma xkane [13]

Cnuka 28 npukasyje PR kpuBy (Precision-Recall) 3a 6unapuu ckyn momataka xopucrehun
MakcuMaiHe BpeaHoctu KoenoBor koeduiujenta karne. Ha rpagukoHy ce Mory BUIETH Ja Cy
cee BpenHoctu AP (Average Precision) jennake 1.000, mrTo, 3ampaBo, yka3yje Ha, TOTOBO,
caBplLIEHY NMPEIU3HOCT U OMO3MB 3a Kjace 0e3 HamajJa U ca HamaJoM, Kao U yKYyMHO, TJ.
kymysnaTuBHO (Mukpo AP). IlocTHrHYTH eKCHEepHMEHTATHU pe3yiaTaT 3a MPeIOKCHU
anroputam XG-MFA npuka3syje nsBanpenaHe nepopmance IPHIUKOM JIETSKIMje Hamaga y
OMHApHUM CKYTOBHMMA TOJIaTaKa.
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Maxcummzarmja - XG-MF4 bHHApHHE CKYTI ofaTaka - KoeHoB koe(HIHjeHT Kare - PR KpHBa
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HeMa Hamama AP: 1.000
— wmamag AP: 1.000
mukpo AP: 1.000
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Cnuxa 28 I'paguuxa unycmpayuja PR kpuse nao bunaprum ckynom nooamaxa, nomohy
maxcumanuux epeonocmu Koenogoz koepuyujenma xane [13]

Y HacTaBKy ce mpukasyje ciauka 29, Koja WIyCcTpyje eKCIIepUMEHTATHE Pe3yiITaTe 3a Makpo U
mukpo npocek ROC kpuBe, 3a OuHapHHU CKyn nojaTtaka, kopucrehu npemioxenn XG-MFA
anroputam. Bpennoctu nospuae ucnon kpuse (AUC) 3a cBe kiace cy 1.000, mTo ykasyje
Ha CaBpIIEHY TUCKPUMHUHAIIMOHY CIOCOOHOCT Mojeia u3Mel)y mocMaTpaHUX MO3UTUBHUX U
HeraTuBHUX Kiaca. [locturnytu pesynrar wiyctpyje usBaHpenHe nepdopmance XG-MFA
aJITOpUTMA MPUWIMKOM KJIacCU(pHUKAIMj1 OMHAPHUX 10/1aTaKa ca MaKCUMAJIHUM BPEIHOCTUMA.
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Bunapuu cxyn nomaraka - XG-MFA - Makcummsanuja KoeHoBoOT KoeduIMjeH Ta Kame - MaKpo-MHKPO IIPOCEK
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Cnuxa 29 I'paguuxa unycmpayuja makpo-mukpo npocexa 3a ounapuu ckyn nooamaxa XG-
MFA ancopumma [13]

Hapenna cnuka wmiycTpanuje pacrnofenie pa3lIMYUTOCTH pojeBa Ha OCHOBY MaKCHUMAallHUX
BpenHocTH KoeHnoBor koeduiujenta kamne. Ha Xopu30oHTaIHO] OCH MpUKa3yjy c€ pa3iuuuTH
pa3MaTpaHu aJIrOpuUTMH, JOK C€ Ha BEPTUKAIHO] OCH mpHKasyje BpeaHocT Koenosor
kKoe(uurjeHTa Kane. Y pe3yJaTaTCKOM CMHUCITY BUIM C€ Ja aJrOPUTMH IOKa3yjy pa3iuyuuT
CTENEeH BapHjalyje y JI0CTHU3amy CBOJUX INeppopMaHcama, HEKH pa3MaTpaHU alrOpUTMHU
MpUKa3yjy Mame Bapujaiyje, oK IpYyTy Mokas3yjy Behy pacmozeny pesyirara.
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Maxkcummu3aiuja KoeHoBor koeduiinjeHra karme
bunapuun aymn nogaraka
uss - Pacipaena paznuyurocty pojeBa
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Cnuka 30 ['paghuuxa unycmpayuja pacnooene pasnuuumocmu pojesa, nomohy MakcumaniHux
speonocmu Koenogoe xoeuyujenma xkane [13]

Hapenna rpaduka npuka3syje Matpuily KOHQYy3Hje 3a MaKCHMaJIHE BPEITHOCTH OMHAPHOT CKyTIa
nonaraka kopuihemem KoenoBor koedunujenrta kame. Ilprkasyje ce TayHOCT Mojiena npu
KiacupuKalMju y30paka, I/I€ BPEIHOCTH Ha JUjarOHAIM MPEICTaBbaJy HCIPABHO
KkinacudukoBane y3zopke. OCTBapeHH pe3yiTaTH MNPHUKa3yjy Aa MoAell pedeKTyje BUCOKY
TA4HOCT y 00€ Ki1ace, ca HUCKUM ITPOIEHTOM HETauyHO KJIAaCH(PHKOBAHUX y30paKa
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Munnmuzanmja - KoeHos koeduHjeHT Kkane
XG-MFA 6uHapHH CKyT mofaTaka - Matpwiia koHdy3Hje
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[Noma npeapuhama

Cnuxa 31 I'paguuxa unycmpayuja mampuye kougysuje 3a Maxcumanne epeoHocmu
ounapnoe ckyna nooamaxa nomohy Koenosoe xoepuyujenma xane [13]

[IpunukoM o00aBbakba MHOTOOpPOJHHX EKCIIEPHUMEHTATHUX aHaiu3a TMpuKasyje ce U
BUIIICKJIACHA IPellka MeTaxeyprucTuukux Metoza [13]. Tokom 06aBibama eKCIIepUMEHTATHOT
nocryka anroputam XG-MFA mnpukasyje HajooJbe pesynrare y moriieay mnephopMaHCH.
[TpunrkoM aTOT €KCIEPUMEHTAIHOT MTOCTYIIKA aITOPUTaM ciladuje 1oKa3ao Ha JiBa MecTa U
TO:

1. Cranpmapana neBujaiyja u

2. Bapwujanca.

VY okBUpY UCTOT eKcriepuMeHTaHor moctyka [13], anropuram XG-COLSHADE tokom o6paze
noJjlaTaka IOKa3zyje KOH3MCTEHTHOCT; OHa ce Orjiefa y HajMamOj BapHjalldju CBOJUX
nepdopmMaHcH. AHAIM30M pe3yJiTaTa A0J1a31 ce J0 jeIMHCTBEHOT 3aKJbyuKa J1a OBO yKa3yje Ha
TO J1a TOMEHYTH (haKTOp OCTBapyje HAJHUKE BPETHOCTH 3a JIBa ITapamMeTpa 1 TO 3a CTaHIAapIHY
JIEBUjAlM]y ¥ BapHjaHCy. Y ClIel TIOJIECHUX pe3yiTaTa, OBO MOXKE MPEJACTaBIbaTH PEJICBaHTaH
(dakTop nmpuiMKoM oapehrBama MoJieNna, Ha 6a3n OanmaHcupaHux pesynrara. Anropuram XG-
ABC y HCTOM €KCIIEpUMEHTATHOM TIOCTYTIKY MPUKa3yje Hajllommje meppopmMaHce.




Huxomna Casanosuh

JlokTopcka aucepranmja

Tabena 7 [Ipuxas onwmux pezyrimama kiacuguxayuje suwecmpyxkux knaca [13]
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[TpunrkoM aHaTM3e EKCIIEPUMEHTATHUX Pe3yJITaTa Ha KOjH C€ MPUMAPHO OCJIakha OBO HAYYHO
ucTpaxkuBame [13], pesynratu ce orienajy y Buay nephopMaHCH, a PHUKa3yjy ce METPHKa
MPEUU3HOCTH, 0J13UBa, 3aTuM, D 1-pesynrar. [Ipenusnuje, 3a Tpu mocmarpane kiace, 1j. Kinaca
0, Knaca 1 u Knaca 2, mepu ce pe3ynrat neppopmancu. Takohe, mocMaTpana Tabena KOpUCTH
U BPEIHOCTH MaKpOIPOCEKa U TOHAEPUCAHOT Tpoceka. Kao u y mpeTxoaHuM ciydajeBuma,
npuKasyje ce u Opoj MHCTAHIM 3a CBaKy IOCMATpaHy Kiacy JAe(pHUHHUCAHOT CKyMa IoJaTakKa.
EBanyarnujom je ycranoBibeHo ga anroputam XG-MFA octBapyje HajOosbe pe3ynrare y
OKBHDY:

e [IpenusHoctu,
e QOm3uBau
e @l-pesynraTa / MOHAEPUCAHH MTPOCEK.

Kmaca 2 octBapyje HajOoosbe pesynrare mnpernusHoctu u Dl-pesynrara. EBamyanmjom ce
ycTaHoBJbaBa aa anroputam XG-MFA octBapyje HaBehu crenen omx3uBa y Kimacu 0. Takohe,
WCTUYE Ce ¥ HajOOJBH pe3ynTar y Buy npenusznoctu Kiace 1.

Anropuram XG-PSO mpuimkoM eBallyaruje pe3yliTara MpHKazyje HajooJbH pe3yiTaTr y
norjeny oa3uBa y okBHpy mnocmarpaHe Kimace 2. Takolhe, mMpHIMKOM €KCHEPUMEHTATHOT
MOCTYIKa YKa3yje ce Ha TayHOCT y MOTJeay MIACHTHU(HKAIM]je CBUX MO3UTHUBHUX HHCTAHLU
rmocMarpaHe kiace. Y Mmoriefy Npelru3HOCTH JaTOr pe3ysTara, MOXKe C€ BHJETH Jla HajBHINA
npenusHocT npumnanga anroputMy XG-SSA y okBupy kiace 0. Mctum pesynratuma U HCTOM
AITOPUTMY TPUIIPYKY]Y C€ HajOOJbU pe3yATaTH y TOTJeAy HajBUIIEr MaKpOIpoceKka 3a
npenusHocT. CyIITUHCKH, TUME CE MOCTHKE 3HaUajHO 00Jb€ MOXKE OJPEIUTH, Tj. IPEIBUIETH
MO3UTUBHY KJIacy, a Ha OCHOBY BHILIECTPYKHX Kiaca. Takole, yKoJIMKO mOCTOju OMJI0 KakBa
HEYPaBHOTEKEHOCT KJlaca y JaToOM JIOMEHY, MOCMaTpaHU METOJ Taj CEerMEHT, TeXHUYKH,
WTHOpHUIIE. 3a UCTH METOJ pe3yNTaT OJ3WBa Kiace | je HajBUINM, T€ CE THUME IOCTIKE
e(pUKaCHOCT y IOMEHY UACHTU(UKOBakba UHCTAHIIN JaTe Kiace.

Kako Heku MeTronu JOMUHHMPAJy y Ppa3IMuUTHM CEerMEHTHMa U HUXOBUM METpHKama,
ypaBHOTEXeH U OanaHcupan Meto[ npunajga XG-MFA meronu. Tume ce ctuue npernocraBka
Jla c€ MOXKE y3€TH Kao MOJIEN METOJIe KOjU Ce MOXKe MMPUMEHUTH y crieupuuHoj chepu rie ce
MOCMaTpajy CBE METPHUKE U TIe Cy CBE jeqHaKo BakHe. [locMaTpaHu eKCIiepUMEHT CYITHHCKA
MMa HEYPaBHOTEKEHOCT y TOINIEAY pacrojene Kiaca, a IITO MOXE yTHIAaTH Ha HCXO[
neppopmMaHCH TaTUX MOJIeNa, Tie je oaHocC cieaehu:

e Kiraca 0: 9 528,
e Kiraca 1: 23 043,
e Kiaca 2: 24 038.

[ToceOHa maxkwa ce mpuaaje TOMe Ja ce pe3ysTaT MOXe OUTH BHIIE OpHUjeHTHCaHa MpemMa
knacu 1 u kiacu 2, ¢ 063upoM Ha To Ja oHe uMajy Behe BpegHocTu. CTora, yKOJIHKO ce 'y 003Up
y3HUMa JIaTa HEypaBHOTEKEHOCT, METPUKA KOja MEPH TOHJEPHUCAHY MPOCEUYHY BPETHOCT MOXKE
y3€TH HaBEJICHU CIICHAPHO Yy 003Mp M CaMUM THUM C€ MOXe MTPHUKa3aTH CBEYKyITHa 00Jba olleHa
nepdopMaHcu MoJiena y mopehemy ca OIleHOM MaKpOIpoceKa.
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Tabena 8 Pezynmamu suwiexknache Knacuguxkayuje npuiukom ekcnepumenma munumuzayuje epeuike [13]

MeTop

XG-MFA

XG-FA

XG-GA

XG-PSO

XG-ABC

XG-SSA

XG-ChOA

XG-COLSHADE

XG-SASS

MeTpuka

npeumsHocT
of3mB
f1-pesynrar
npeuunsHocT
of3nB
f1-pesyrrar
npeumnsHocT
of3uB
f1-pesynrat
npeunsHocT
of3uB
f1-pesynrar
npeuunsHocT
oa3vB
f1-pesynrar
npeunsHocT
of3uB
f1-pesynrat
npeuunsHocT
of3nB

f1-pesynrart
npeumnsHocT

0A3nB
f1-pesynrar
npeumsHocT
oA3uB
f1-pesynrar

lModpuwika (support)

0.97615
0.975126
0.975638
0.974445

0.97649
0.975467
0.975531
0.974916
0.975223
0.975925
0.974286
0.975105
0.975525
0.974706
0.975115
0.976835
0.973657
0.975243
0.976331
0.974076
0.975202

0.976441

0.974391
0.975415
0.976028
0.974286
0.975156
9528

0.992045
0.995747
0.993892
0.992598
0.99514
0.993867
0.992129
0.995617
0.99387
0.99234
0.99514
0.993738
0.991957
0.995487
0.993719
0.991917
0.995834
0.993871
0.992086
0.995573
0.993827

0.992257

0.99553
0.993891
0.992257
0.995443
0.993847

23,043

2

0.997705
0.99455
0.996125
0.997663
0.994384
0.996021
0.99758
0.994467
0.996021
0.997082
0.99505
0.996065
0.99758
0.994509
0.996042
0.997247
0.994758
0.996001
0.997248
0.9948
0.996022

0.997206

0.994883
0.996043
0.997164
0.9946
0.995981
24,038

Makpo npoceyHa BpeaHOCT

0.988633
0.988474
0.988552
0.988235
0.988671
0.988451
0.988413
0.988333
0.988371
0.988449
0.988158
0.988303
0.988354
0.988234
0.988292
0.988666
0.988083
0.988372
0.988555
0.98815
0.98835

0.988635

0.988268
0.98845
0.988483
0.988177
0.988328
56,609

MoHaepucaHa npoceyHa BpeAHOCT

0.991773
0.991768
0.991768
0.991693
0.99168
0.991686
0.99165
0.991644
0.991645
0.991591
0.991591
0.99159
0.991579
0.991574
0.991574
0.991642
0.991644
0.99164
0.991626
0.991627
0.991624

0.991697

0.991697
0.991695
0.991609
0.991609
0.991607
56,609
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VY HacTaBKy ce MpHUKa3yjy pe3y/iTaTd KOMOMHOBaHE aHaJ W3¢ METPHKE Tpelle, MPEIU3HOCTH
om3uBa U @l-pesynrara. Ykasyje ce Ha To Aa je meton XG-MFA cymtuncku Hajoossu mehy
natuM Metoauma. Hapenna tabena y ceOu canpku onpeleHe mocraBke xureprapaMerapa 3a
BHIIIEKJIACHY KJIacH(DUKAIH]y, KaKo OU ce MOCTUTIIa MUHUMU3allMja rpemike. Tadena npukasyje
MOCTABKE 3a XHIepapaMerapa 3a pa3InduTe METOJIE KOje Ce KOPHUCTE Y EKCIIEPUMEHTAITHOM
MoCTynKy. XurepnapaMmeTpu KOju c€ KOPUCTE CY:

e (romna yuema,
MuHHMaTHa Te)KUHA JIeTeTa,
[Tony3opak,
Bp. konona npema craouy,
Maxkcumanna nyOuHa crabia,

I'ama nmapamerap.

CBaku MeTox JeUHHUIIE CBOje BPEIHOCTH IaTUX XHIIEpIIapaMeTapa.




Huxomna Casanosuh

JlokTopcka aucepranmja

Tabena 9 Hajoomu xunepnapamempu 006ujeHu 00 cmpame mMooeia 3a UUEKIACH)Y

Kaacupurayujy y excnepumenmaiiom noCmynKy Mmunumusayuje epewxe [13]
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JlokTopcka qucepraiiyja Hukomna CaBanoBuh

Hapenna tabena npukasyje octBapeHe pesynirare koeduiujenra Koenose kane. Pesynratu ce
NpUKa3yjy 3a pa3InyuTe TEXHUKE METaxeypucTHKa, 3a pasHoBpcHe TexHuke XGBoost-a.
TokoM HapeIHOT eKCIIePUMEHTATHOT TOCTYIIKA KOPUCTH ce KoeduiujeHT KoeHoBe kare, Kako
Ou ce mW3BpHIMIA NpOIEHA carjacHoCTH u3Melhy onemuBada. CBakd OLCHUBAY MOXKE
M3BPIINTH CONCTBEHY KiacH(UKalnujy MOCMAaTpPaHUX CTaBKH, T€ MX MOTY CMEUITaTH Y
3ajeJHMYKE eKCKIy3uBHe Kateropuje. Merogma XG-MFA octBapyje HajOosbM pe3ynTaT y
HOTJIeTy TTOY3aHOCTH METO/Ie Y OJHOCY Ha Apyre mocMarpaHe. theros pesynrar ce ornena y
Haj00JbEM pe3yJITaTy y JBa CErMEHTA U TO y IIPOCEKY U MeHjaHy. TOKOM eKCIIepUMEHTAIHOT
HOCTYIIKa OCTBapyje HajBUIIYy BPEIHOCT 3a HAjOOJbH ciy4aj. To MOXKe 3HAYHUTH Ja MIPUITUKOM
UJICaJIHAX YCJIOBA MOYKE OCTBAapUBATH HAJBUILIM CTEIEH CarjacHOCTU u3Mely mocMaTpaHux
pe3ynTara (OHUX KOjH Ce MOTY MPEABUACTH U CTBApHHX). CBAKM MOJIE j€ MPOLICHEH KPO3 HU3
MeTpHuKa Kako OH ce yTBpIuia BIxoBa epuKacHOCT ¥ roy3nanoct. [lepdopmance moznena cy
M3MEpEHE Yy Pa3IMuUTHM acleKTUMa, YKJbY4yjyhu Mpenus3HocT, TaYHOCT U KOH3UCTEHTHOCT.
KoeHoB kama xoeHIUjeHT ce KOPUCTH Kao IJIaBHAa Mepa 3a IPOIEHY cariacHOCTH n3Mehy
npeaBul)eHNX M CTBAPHUX O3HAKa.

Cxomno tome, meron XG-SASS ce m3aBaja mpema HajHMKO] CTaHIAPIHO] JI€BUjalldjd U
BapujaHcu Kama koedunujeHta. OBH MapaMeTpu MOTY YKa3uBaTH Ha TO Ja CBEYKYITHE
neppopMaHce OBE METOJIE MOTY OMTH HajKOH3UCTEHTHHUjU Mel)y CBUM HCHUTHBAHHM JaTOT
eKcriepuMeHTa. TeXHHYKH IIIeaHo, OBO MOYKE 3HAUUTH Jla ce mocMarpane nepdopmance XG-
SASS meToze HajMame Pa3IKuKyjy o IpocedHux nepdopmancu. KOH3UCTECHTHOCT je acIieKT o]
BaXHOCTH TIPWJIMKOM TPOIICHE MOJIeIa MAlIMHCKOT Y4eHa, jep MOXE OCHUTYpaTH IaBame
CTaOMIIHUX W TPEIBUIUBHUX pe3ysTaTa Mojena. JJok HeKM METO I MOTY YKa3WBaTH Ha BUCOKY
MPELM3HOCT Y PA3HOJIMKUM ClIEHapHjuMa, cTabuiHocT OanaHc nepdopmMaHcH Kpo3 pa3aInunuTe
TECTOBE U CKYIIOBE IT0/IaTaka MOKe OMTH KPUTHYHA 32 yTOPOUYHY npuMeny. CaMuM THM, HaKo
XG-MFA wmeron Moxxke Outn HajedpukacHuju y mpoceky, XG-SASS ce mpencraBiba Kao
HajI0y3AaHUjU, Y KOHTEKCTY KOH3UCTEHTHOCTH. TO ce MoXe OorjielaTi Kao KJbyyHa MpeIHOCT
y CIeHapMjuMa rjie je CTaOWJIHOCT pe3ysiTaTa BHUCOKO KpuTHYHA. CXOIHO TOME, Mambe
Bapujanyje y nepdopmaHcaMa ykasyjy Ha TO Ja j€ MOJIEJl Mame OCETJbUB Ha MPOMEHE Yy
MOJIAIIMa, IITO MOXE IMPEICTaBJbaTH HM3Y3€THO BakaH (PaKTOpP y MHOTHUM IpOLEAypamMa
aruTMKaIjaMa MalmHCKOT YUemba.

Haxne, nok Mmeton XG-MFA noctmke Haj00oJbe MMPOCEUHE pe3yiiTare, ¢ APyre CTpaHe METO
XG-SASS ocTBapyje HajBUIIIM HUBO KOH3UCTEHTHOCTH. Y HACTaBKY Ce IpHKa3yje Tabena koja
caJpKu JIeTajbHe MoAaTke o nepdopmMancaMa pa3IMuUTHX MOJIe]a MAITHHCKOT yUeha.




Huxomna Casanosuh

JlokTopcka aucepranmja

Tabena 10 Pezynmamu euwieknactne kiacugpuxayuje y eKkcnepumenmy makcumusayuje

Koenosoe kana xoegpuyujenma [13]
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JlokTopcka qucepraiiyja Hukomna CaBanoBuh

VY HacTaBKy ce mpuKaszyjy IpauKOHU KOjU Ha JACTaJbHUJU HAYMH MPYXKAjy BU3YEIH3aAIU]y
MOCTUTHYTHUX pe3yJsiTaTta; omoryhapajy sakime mopeheme pasnuuutux monena. [lomamm ca
JaTUX WITyCTpairja Mory 00Jbe MPEICTABUTH U IPHOIMKUTH 00Jb€ pa3yMeBambe nephopMaHch
MoJieNia, KpO3 pa3iIuyuTe METpuKe. Y HACTaBKy ce€ Jaje JeTajbaH omuc TrpadukoHa
BHIIIECTPYKUX CKYIIOBa MOJ[aTaKa!

e Jlujarpam kytuja objektuBHOocTH (enri. Objective box plot diagram)

I'padukon mpukaszyje box plot nujarpame 3a pasnuuute anropurMme KopumiheHe y
BUIICKJIACHOM EKCIIEPUMEHTY MUHUMH3AIHje TPeliKe. AJITOPUTMHU Cy TPUKa3aHU Ha
XOPU30HTAITHO] OCH, JIOK C€ BPEIHOCTH OOjeKTHBHE (YHKIHjE MPEACTaBIbAJy YK
BepTUKaIHEe oce. Jlujarpamu Kymuje obOjekmusHocmu MOTY C€ KOPHUCTHTH 3a
BU3yaJIM3allMjy pacrojelie pe3ysirtaTa, MOTY YKJbYYHMBAaTH MeEJWjaH, KBapTWiIC H
eKCTpeMHe BpeaHocTH. Takohe, Mory momaraT IprIMKOM MPOIEHEe KOH3UCTEHTHOCTH
1 iepOopMaHCH PA3HOIMKUX aIrOpUTaMa.

e ['paduxon KoHBepreuiwje iusba (eHri. Objective convergence graphs).
Oga mrycTpanyja nprukasyje rpagikone KOHBEpreHIuje 00jeKTHBHE (PYHKIIHje TOKOM
uTepalyja pasHOJIMKUX aJlropuTaMa. XOpU30HTAJIHA 0ca MPEeCTaBiba Opoj uTepaiuja,
JOK BEpTUKallHA Oca TMpeAcTaBba BpeAHOCT oOjekTuBHE ¢yHkuje. ['padukon
MokKa3zyje Kako ce neppopmaHce ajaropurama NoOOJbIIaBajy TOKOM BpPEMEHaA, IITO
oMoryhasa npoiieHy Op3MHE KOHBEPTEHIIH]e U CTA0MIIHOCTH CBAKOT aJIrTOPUTMA.

o XG-MFA anroputam - KpuBa nperu3nocty u oa3usa (exri. PR curve).
I'padmkon mprkasyje KpuBy HpelM3HOCTH U oa3uBa (enria. Precision-Recall - PR) 3a
XG-MFA anroputaM y BUIIEKIACHOM €KCIIEPUMEHTY MHHHUMU3aIyje rpemke. Kprupa
IIPELU3HOCTU U OA3MBA IPUKa3yjy ce Ay>K BEpTHKAJIHE U XOpU3OHTaIHE oce. Takohe,
KpHUBa MOKa3yje oAHOC u3Mel)y BpeqHOCTH MPEU3HOCTH U BPEIHOCTH OJ3UBA, LITO j€
KOPUCHO 3a TNpOIEeHy MeppopMaHCH MoOAela Yy cly4yajeBUMa Kaja IOCTOjH
HEYpPaBHOTEKEHOCT KJIaca.

o XG-MFA - Makpo U MUKpO IpOCeYHa KapaKTepPUCTHKA PHjeMHUKa OIllepaTopa.

Ha nmatom rpadukoHy mpukasyje ce KpuBa KapaKTepHCTHKa MPHjeMHHKa oreparopa
(emrs. macro/micro average Receiver Operating Characteristic - ROC), ca makpo u
MHUKpPO TIpocekoM 3a mocmarpann XG-MFA anroputam. Xopu3oHTalHA oca
npejIcTaBba JAKHO MO3UTUBHY cTomy (eHrit. False Positive Rate), nok BeprukanHa oca
MpeacTaB/ba TayHO TMO3MTHUBHY cromy (enrnm. True Positive Rate). Kpusa
KapakTepUCTUKE TpUjeMHUKa oreparopa omoryhaBa mporeHy mnephopMaHCcH
KJIacu(puKaTopa y pa3IMuuTHM OIICE3UMa, JOK MAKPO M MHKPO ITPOCEIH MOTY TPYKHTH
cBeoOyXBaTHHUje Meperhe ephOpPMaHCH, 3a CBE IIOCMaTpaHe Kiace.
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e Jlujarpam jarta pa3aumuuTocTH nusba (euri. Objective swarm plot diversity).

OBaj rpaduKoH TpHKa3zyje aujarpaMme jaTa KOjU MOTY IPUKA3UBATH Pa3HOJIUKOCT
00jEeKTUBHHMX BPEIHOCTH 32 PA3JIMYUTE AITOPHUTME Yy BHIIEKIACHOM CKCIIEPHMEHTY
MUHHMH3ALIM]E TPeIKe. ANTOPUTMH MPHKa3yjy AyK XOPU30HTAIHE OCe, a 00jeKTHBHE
BPEIHOCTH Iy’)K BepTukaiHe oce. Ilomohy nujarpama jata omoryhaBa ce
BH3yaJIn3allija 'yCTHHE T0JaTaka | pacoiese 00jeKTUBHUX BPEIHOCTH, LITO j& MOXKE
OUTH O BHUCOKE KOPHUCTH TPHJIUKOM MPOIEHE Pa3HOJIUKOCTU pe3ynrata wmeby
Pa3IMYUTUM AITOPUTMHUMA.

o XG-MFA anroputam u matpuiia KoHpys3uje.

Osgaj rpadukoH mpukaszyje matpuiy kondysuje (eara. Confusion matrix) za XG-MFA
QITOPUTaM Yy BHUIICKIACHOM CKCIICPUMEHTY MHHUMH3AIMje Tpemike. Marpuia
KOH(QY3Hje y AaTo] WIyCTpalHMju NpuKazyje Opoj TayHO NpenBul)eHUX M HETauyHO
npeaBubeHnx kiaca. Takohe, nmpuka3syjy ce CTBapHE O3HAKE My BEPTUKAIHE OCEe W
npeaBulieHe O3HAaKe Iy XOpPH3OHTANIHE oce. Marpuia je mojaecHa 3a TMpOILEHY
neppopMaHCH TTOCMATPAHOT MOJIENA, Kao W 3a MICHTU(UKANN]Y Kaca y Kojuma je
Mojien Hajuenrhe mpaBuo TpellKe.

Hapenne unycrpanuje_npuka3zyjy rpapukoHe KOjU Cy HIASHTUYHH OHUM MPETXOAHHUM, alli ce
OJIHOCE Ha BUIICKJIACHU EKCIEpUMEHT MuHuUMHU3anuje rpemke. C apyre crpaHe, HapegHe
CIIUKE eKCIIepHUMeHaTa TMpuKa3yjy rpa@uKoHEe 3a EKCIEpUMEHT y KOME ce MaKCHUMH3Yje
Bumekiaacan KoeHoB kama koedunujeHt. Ilopen Tora, cBaku rpaukoH mpyska Mperu3Huje
YBUJC Yy TIOHAIIalke, Ka0 W y CTA0WIHOCT aJrOpUTaMa MPUIMKOM pPAa3IMYUTHX AaCIeKTa
kinacudukamuje. Jlatm rpadukoHM Cy OJ CYIITHHCKOT 3HaYaja 3a jacHU]y aHalu3y,
BU3YyEIM3alMjy TNPEJHOCTH U HEJOCTaTaka CBAakor OJf IIOCMaTpaHUX alropUTama.
KoMmOunanmja cBux oOBHMX BH3yalu3aija omoryhaBa 30upHY mporieHy nepdopmMaHcH u
KOH3MCTEHTHOCTH MOJIeNa y BUIIEKIACHO] KJIacu(DUKAIIH]H.

Hapennu rpadukoH npukasyje nujarpaM BHUIIEKJIACHOT CKyIla IojaTaka, TJe ce WIycTpyje
aujarpam nusba. [IpeacraBiba ce paclioH BPEAHOCTH WIIYCTPOBAaHHUX 3a Pa3jInUMTE MOJEIe,
npukasyjyhu Mepe LieHTpalHe TEHJAEHIMje M PpaclpIIeHOCTH MojaTaka. Pasnunuure Goje
OCIIMKaBajy pa3InuuTe Mojeine, oMoryhasajyhu BusyenHo nopeheme BUX0BUX ephopMaHCH
1 CTaOUITHOCTU UCTHX.
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BHIneKIacHH CKyTI oaTaka - J{[HjarpaM massa (box plot)
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AnropHIyH
Cnuka 32 Jujacpam suweknacroe ckyna nooamaxa, 2oe ce unycmpyje oujacpam yunva [13]

JlujarpaM BHIIEKJIACHOT CKyIa I0jaTaka WIYCTPYyje PpacloH BPEIHOCTH 3a pa3IHuyuTe
anroputme. Hapemnu rpadukoH mpukasyje KOHBEpPreHIHjy OOjeKTHBHE (DYHKIH]jE TOKOM
uTepaluja 3a pa3InInuTe mocMarpane anropurme. Ilpukasyje ce kako ce neppopmMaHce CBakor
arOpUTMa Memajy TOKOM BpEMEHa, NpU YeMy paziuuuTe Ooje JMHUja Ha TpadUKOHY
NpeACTaB/bajy pasnuuure anropurMe. Ha oBaj HaumH omoryheHo je jeqHOCTaBHM]ja
BU3yeNIn3alja y BUy npahema 1 nopehema epukacHOCTH U CTAOMIIHOCTH CBAKOT aIrOPUTMA
TOKOM IIPOIIeca ONITHMH3AIIH]E.
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BHITIEKTACHH CKYTI [IOJATAKA - MAHHMH?3AITHja TPellKe
I'padHKoH: KOHBEpPIEHITH]ja IHIBA

— XG-SSA
XG-ChOA

XG-SASS
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Cnuka 33 I'paghuxon konsepeenyuje objekmuseHe yHKyuje moKom umepayuja 3a pasiudume
aneopumme, nokasyjyhu kaxo ce nepgpopmance merbajy moxom epemena [13]

I'padukon xoHBeprenuuje 00jeKTUBHE (HYHKIIM]jE TOKOM UTEpalHja 3a Pa3IndauTe aropuTMe
MokKasyje Kako ce nepopmMaHce MOTy MemhaTl Y QyHKILHjU BpeMeHa. Y HaCTaBKY ce MpHuKa3zyje
rpadukon moBpmuHe wucnox kpuBe PR (Precision-Recall) 3a mnpemnokenn XG-MFA
anroputaM. ['padukoH mpukasyje cTBapaH oJHOC M3Mel)y MPEnU3HOCTH U OJ[3UBA Y OKBHUPY
JaTUX CLEHapHja Koje MMajy HeypaBHOTeXkeHe Kiace. Ha ocHOBY mpocedyHe Mperu3HOCTH,
Buau ce aa je AP 3a Haarnemame okpyxkema (env. mon.) 0.997, nok je AP 3a Haarnemame
nanujeHaTa (pat. mon.) u y ciaydajy Hanajga 1.000, mTo KymMylaaTUBHO yKa3yje Ha U3Y3€THO
BHCOKY €(PUKACHOCT aJITOPUTMA y PA3INIUTUM KOHTEKCTHMA.

XG-COLSHADE
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Bumeknacau ckyn nomaraka XG-MFA4 - MUHAMH3aITHja Tpemke - PR KpuBa
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Cnuka 34 [lospwuna ucnoo kpuse PR (Precision-Recall) 3a XG-MFA ancopumam, koja
unycmpyje 0OHoC usmely npeyusHocmu u 003u6a y CYeHapujuma ca HeypasHOmelICeHum
knacama [13]

[MoBpmmua wucrox kpuBe ROC (Receiver Operating Characteristic) ca Makpo W MHKPO
npocenrMa 3a npemnoxkeHn XG-MFA anroputam mnokasyje nepdopmaHce Yy OKBHPY
pa3sHOJMKUX MparoBa Jjarte Kiacudukaiuje. Bucoke BpeIHOCTH YyKa3yjy Ha TayHOCT HU
NPELUU3HOCT QJITOpUTMA TMPWIMKOM Kiacupukanuje O0e30eTHOCHUX UHIMJEHaTa Y
IUCTpUOYHPAHOM CHUCTEMY .
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XG-MFA4 BumeKIacHOr cKyIlla ITojiaTaka - MIHIMH3allija IPenke
MaKpO-MHUKpo Ipocek, ROC xpusa
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Cnuxa 35 Iospwuna ucnoo kpuse ROC (enen. Receiver Operating Characteristic) ca makpo
u mukpo npoceyuma 3a XG-MFA aneopumam, omozyhasajyhu npoyeny nepgopmancu y
pasnudumum npazosuma kracuguxayuje [13]

Hapenna rpaduka mpukasyje aujarpaM pasMduTocTd pojeBa. [Ipuka3yjy ce ryctuHa H
pacrioziena O0jeKTHMBHMX BpEIHOCTH 3a pa3nuuuTe anropurMe. CBaku alropuram je
NPEJCTaBJbEH JIpyroM 00joM, a Tayke Ha JAujarpamy MpeacTaBibajy pe3ysTaTe MOCTUTHYTE
TOKOM BHILECTpYKOI' Opoja urepauuja. Jlujarpam nokasyje Kako ce pe3yJsiTaTH ajJropurama
MOTY Pa3JIMKOBaTH ycCJel BapujaOUIHOCTH, TIPU Y€MY HEKH OJ1 alrOpUTaMa MOT'y MOKa3UBaTu
3HaYajHUJy CTaOUITHOCT y TIopehemy ¢ IpyruMm.
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Cnuxa 36 Jujacpam paznuwumocmu pojesa 3a o0jekmusHe 8peOHOCmu, KOju 8U3yaniusyje
2yCmuHy u pacnooeiy pesyimama mehy paznuuumum anreopummuma [13]

Hapennu rpadukon, kao u nperxoane marpuie koHpysuje XG-MFA anropuram mpukasyje
TayHa M HeTauHa IpeJBubama 3a pasiuuuTe Kiace. BpeqHocTu yHyTap marpuie mokasyjy
KOJIMKO cy npeaBubama mozaena Ouia TayHa (JAMjaroHaHU €JIEMEHTH) y mopehemy ca
npeasuhameM (BaHAMjarOHAIHU eleMeHTH). Jlata MaTpuma Moxe MOMOhM MPHIMKOM
uaeHTUUKaIMje 00IacTH y KojuMa MoJien Hajuenrhe Moxe rpemuT. TuMe ce Mmoxe nocrehn
00Jbe pazyMeBame Ha KOJU HA4YMH je¢ MOTyhe M3BPIIMTH Jajby ONTUMH3AIN]Y U MOOO0JbIIAKE
TA4HOCTH MOJIeTa.
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XG-PSO BHITKIacHH CKYT IOATaKa - MHHHMH3AITH]a TPeIKe
I'padmaxka wnycrpansja: Marpria koadysHje

OpKVKema 0.014

env. mon. 08

HaATeAdme .

g 06

S Hagrename

= . g 000

o, HAlH]eHaTa

E pat. mon.

& 0.4
. 0.2

Haman 0.002 0

0.0

Haarmename HAOTIeoame
OPKYHREHA HallHjeHaTa
env. mon. pat. mon.

ITossa mpenrHhama

Cnuxa 37 Mampuya xoughysuje 3a XG-MFA ancopumam, koja npuxasyje mauna u nemauna
npedguharea 3a paziuyume Kiace, nomaxcyhu mume uoenmuguxayuje ooracmu 2oe mooen
Hajuewhe epewiu [13]

Hapennu rpadukonu npyxajy cBeoOyxBaTaH yBUJA Y €PUKACHOCT M CTAOMITHOCT Pa3INUUTHX
anroputama. CBako O/ JaTHX BU3yaJHUX IpPHUKa3a MOMake NPUIMKOM HAECHTHU(HKAIM]je
KJbYYHUX NPEAHOCTH M jJeHOCTABHUjE Jaje YBUJ y ci1abocTH cBakor merona. Cee rpaduuke
WIyCcTpalyje 3ajelH0 omMoryhaBajy CBpPCHUCXOJHH]Y aHAIM3y Kako OM ce YTBPAWIO KOJU
IrOpuTaM MOXe MpYKaTH HajOoJbe pe3ysiTaTe y KOHTEKCTY BHIIEKIAcHE KiacH(uKaiuje.
[Topen Tora, natu rpaduKOHU oOJlakiaBajy mnopeheme pasIuyuTHX MpHUCTyHNa U HUXOBY
MPUMEHY y TIPAKCH.

Hapeanu rpadmkoHM CYIITHMHCKHM WIYCTPYjy MaKcHMMH3auujy BpenHoctu KoeHoBor kama
KoeHIIMjeHTa y BUILIEKIACHO] Kiacu(ukanuju.

Jlvjarpam 1uJba 3a BPEJHOCTH BUIIEKJIACHOI CKyIa I0JaTaka pa3jMYUTHX alropuTaMa
wiycTpyje Bapujauuje nephopmancu mely anropurmuma nomohy Koenopor xoeduiujenra
kane. OBaj aWjarpaM ykKa3zyje Ha TO KaKO C€ aJIrOpUTMH MOTY paHTHpaTH Ha OCHOBY
nepdopmancu, a y nopehemy ca XG-MFA anropuTMoM Koju TOKa3yje HajBHIIN CTETCH
CTaOMITHOCTHU M HPEIM3HOCTH.




OKTOpCKa JucepTanuja Huxomna Casanosuh
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Cnuxa 38 Jujacpam yuma 3a 6pedHOCmU 8ULUEKNIACHO2 CKYNA NOOAMAKA pa3Iudumux
aneopumama, xoju nomohy Koenosoe xoegpuyujenma xane [13]

Cnuka 39 npesacraBsba rpaMKOH KOHBEpPIreHIMje 3a BUIIEKJIACHU CKyl nozgartaka. [Ipukasyje
ce KaKo ce pe3yJITaTH pa3IndUTUX aIropuTamMa Mory mo0oJbliaBaTl TOKOM uTepanuja. Caka
JMHMja rpadUKOHA MpPEJCTaBJba MOCMATPaHU AIrOpPHTaM, JOK BEpPTHUKAJIHA Oca IOKazyje
BpenHocTu KoeHnopor koeduiujenra kane. Ha ocHOBY naTtor rpadukoHa ce MoXe 3aKJby4UTH
na anroputam XG-MFA moctmxke craOuiiHe U BUCOKE pe3yJITaTe TOKOM CBUX HTEpaldja, 0K
IpyTd ITOPUTMHU YKa3yjy Ha pa3idnYuTe HUBOEC KOHBEPreHIMje W CTAOMIHOCTH (MIIH
HECTaOUITHOCTH).
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Cnuka 39 I'paghuxon konsepeenyuje suUeKIACHO2 CKYna no0amaxka mokom umepayuja,
unycmpyjyhu xaxo ce pezyimamu merajy Kpo3 euuie umepayuja [13]

Hapenna cnuka mpukasyje PR (Precision-Recall) kpuBy 3a BHIIEKIIAaCHM CKyH IOJaTaka
nomohy KoenoBor koeduinujenra kamne, kopucrehu monen XG-MFA. Kpusa PR npencrasipa
rpaduukM npHuka3 ogHoca usmely npeuusHoctu (precision) u oazusa (recall) 3a pasnuunre
IIParoBe O/UTy4nBamba.

Ha X ocu npukasyje ce om3uB (recall), mokx ce Ha Y ocu mpukaszyje mperu3HocT (precision).
KpuBa je KoHCTpyHcaHa Tako IITO CE MEHa Mpar OTydyruBamba Mojela, IPU YeMy ce Oerexe
BPEIHOCTH JIaTOT TPEHYTKA Y BHIY MPEIM3HOCTH U OJ3UBA.

Jlerenna nator rpadukoHa caapKu ckpaheHure:

e [Ipoceuna mperu3HOCT 3a KiacH(PHKAIKjy y OKBUPY HaArJIeqama OKpyKema (env.
mon. AP: Environmental monitoring Average Precision),

e [IpoceuHa mperu3HOCT 3a KiacH(pHKAIMjy Y OKBUPY HaArJIeaama namujenara (eHri.
pat. mon. AP: Patient monitoring Average Precision),

e [Ipoceuna mpenu3HOCT 3a knacudukanujy Hamama (exri. attack AP: Attack Average
Precision)

e Mukpo mpoceyHa MPELU3HOCT, KOja y3uMa y 003Mp CBe IOjeiHauHe MmpumMepe 0e3
NPETXOJHOT OCBpTa Ha Kiacy (eHri. micro AP: Micro Average Precision)

Ha rpadukoHy ce MOTy BUJIETH YETUPH JIHHU]E:

e [InaBa nuHUja MpeaCTaB/ba KPUBY 3a MPOCEUHY MPEIM3HOCT 3a KIacH(pHUKaIHjy, ca
BpenHomhy 0.998; ykazyje Ha BHCOKY MPENHM3HOCT y KiacH(UKAIUjU TpUMepa 3a
HaJTJIEIalkbe OKPYKEHba.
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e 3esieHa ITUHUja IPEJCTaB/ba KPUBY 3a MPOCEUHOM Ipelu3Houhy 3a kinacudukanujy y
OKBUPY HajArienama mnanujeHata ca speaHomhy 1.000; ykasyje Ha caBplieHY
MPEeLU3HOCT y Kiacu(uKaluju MpruMepa 3a HaArjeame rnaiyjeHara.

e [llpBena nMHMja TpeACTaBba KPUBY 3a MPOCEUHY MPELU3HOCT 3a KiIacu(pUKaLUjy
Hanaaa ca Bpeanomthy 1.000; ykasyje Ha caBpiieHY NPEUU3HOCT Y KiIacHu(UKAIHjH
npuMepa Hamaja.

e JbyOuyacTa nuHHUja IpeICcTaB/ba MUKPO MPOCEUHY Mpenu3HocT ca Bpeanomhy 1.000;
yKa3yje Ha caBpIleHY IPEU3HOCT Y YKYITHOM IPOCEKY CBHX KiIacu(UKaIuja.
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Cnuxa 40 Iospuwuna ucnoo kpuse Precision-Recall, koja npuxasyje oonoc npeyusnocmu u
o03usa 3a XG-MFA ancopumam, eadxcan 3a npoyery mMooena ca HeypagHomeiCceHum Kuacama

[13]

Cnuka 41 npukazyje noBpmuHy wucnon kpuBe (ROC). Unyctpyje ce kako pa3innuuTH
QITOPUTMHU MOTy OanmaHcHpaTd u3Mely HMCTUHUTO TO3UTUBHUX M JIAXKHUX TO3UTHUBHUX
npensuhama. Takole, natu rpadukoH nmpukazyje MUKpo u Makpo rnpocek ROC kpuse. Crora,
npukasyjy ce nojequaadae ROC kpuBe 3a Kiace OKpyKema, HaArieama alnrjeHaTa, Kao u
Hanaaa. Bucoka nmoBpimHa ucnon kpuse (BpeaHoctu 01u3y 1.000) mpakTHUHO yKasyje Ha
BHCOKe Nep(opMaHce alropuTMa MpuimKkoM Mel)ycoOHOT paziuKoBama pa3HOIUKHX Kilaca.
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Cnuka 41 Tospwuna ucnoo kpuse (enen. Receiver Operating Characteristic - ROC),
npuxa3syjyhu xako areopumam 6anrancupa uzmehy ucmuHumo nO3UMUGHUX U JTAHCHUX
no3umueHux npedsuharoa npu paziuyumum npazosuma [13]

Hapenna unycrpanuja mpukasyje Aujarpam BUIIEKIACHOT cKyna mnojaTaka. [Ipukasyje ce
I'yCTHHA pe3yJTaTa, Kao M pacioH y Moriieay nephopMaHCcH OCMAaTPaHUX alropurama momohy
KoenoBor koe¢unujenta kamne. Paznuunure 0oje garor aujarpaMa MnpeAcTaBibajy paziuuuTe
OCTBapeHe pe3yJiTaTe aIropuTaMa, 9YuMe ce, 3alpaBo, OMoryhaBa CBPCHCXOIHH]ja BU3yelIHA
KoMIMapanujy neppopmancu anropurtama. I'padukoH, najbe, mpHUKasyje Kako ce pe3yiaTaTu
anroputama pacropel)yjy oko oapel)eHuX BpeTHOCTH, YUME CE jaCHU]je MOKe UACHTU(DUKOBATH
aJITOpUTaM ca HajCcTaOMJIHUJUM U HajOoJbUM nepdopMaHcama.
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Cnuka 42 Jujacpam euwiexnacroz ckyna nooamaxa 20e ce nomohy Koenosoe xoegpuyujenma

Kane gusyanusyje 2yCmuny pe3yaimama u pacnot nepoopmancu paziuyumux aieopumama
[13]

VY HacraBKy ce npuKazyje Marpuia KoHQy3Hje Koja TNpuKazyje TadyHy M HETauyHy
KJIacu(PUKalMjy 3a CBAaKy KJIacy y OKBHPY BHIIEKJIACHOT cKymna mojaraka. Cpakoj hemuju
MaTpulle ojroBapa Opoj TayHUX WM HETaYHUX IpenaBubama 3a oaronapajyhy KomMOMHALIN]Y
npeaBuhaHuX M CTBApHUX Kilaca. BpeqHOCTH y OKBUPY MaTpHULM MOKa3yjy, 3alpaBo, CTENEeH
MPELU3HOCTH MOJieNa KOja ce MEpH NPUIMKOM KiIacupUKaluje pa3IuuuTHX kiaca. To y
OyayhHOCTH MOXe ToMaraTi UAeHTU(UKAUjU 001acTH Y KOjUMa ce MOJIET MOXKE CyCpeCcTH
ca mpobyemMuMa y rmorjiey TauHOCTH.
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XG-PSO BHIIKIACHH CKyII ToJaTaka - KoeHoB koedHIH]eT Kane - MarpHia koHdy3H]je
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Cnuxa 43 Mampuya kougysuje 3a koja npuxazyje oemabHe maune u Hemaune
Knacuguxayuje 3a ceaxy xknacy [13]

Hapenna tabena 11 naje Ha yBUJ JeTajbaH Iperiie] METpUKa MPEeHHU3HOCTH, 013uBa U PI-
pe3yaTara 3a pa3IMuuTe METaXxeypucTHUKe MeTojae 3acHoBaHe Ha XGBoost anroputmy 3a
3ajaTKe BUIIeCTpyKe Kiacudukanuje. OBe METpHKeE cy U3padyHarte 3a cBaky ox Tpu kinace (0,
1, 2), ka0 1 3a BHUXOBE MAKPO U MOHAEPUCAHE ITPOCEKE.

Mertona XG-MFA nMa HajBHIIM Makpo MPOCEK W TMOHJIEPUCAHH TPOCEK Yy TMPEIH3HOCTH,
om3uBy u @l-pesynraTy, MITO yKaszyje Ha TO Jla OBa] METOJ| OCTBapyje HajOOJbE YKyITHE
nepdopmance mely cBuM nmocmarpanuM meronama. CXOQHO TOMe, Pe3yiTaT CyrepHuie aa je
XG-MFA crioco6an fa oAp>XH BUCOKE pe3yJTare MPUIMKOM CBUX acleKTa Mepema, IITO ra
YMHU BEOMa MOY3/1aHUM 3a pa3IMuUTe 33JaTKe BULIECTPYKUX KiIacH(pUKalyja.

Ilopen Tora, TaGema omoryhaBa paera’bHM yBHA y mepdopMaHce CBakor Mojena Io
nojenuHayHuM kiacama. Ha npumep, meroma XG-GA octBapyje Haj0OJbUM OJ3UB 3a
nocMmarpany kiacy 0, mTo 3Hauu jAa je BeoMma edUKacHa NPUIMKOM HICHTH(HUKAI)e
MO3UTHBHUX NpuMepa y natoj kimacu. Ciuaao tome, XG-MFA moctmke Haj00JbH 0113UB 3a
KJacy 1, mTo ykasyje Ha leHYy CYyNepUOpPHOCT Y 0BOj crenuuyHoj kiacu. Ca apyre cTpaHe,
XG-PSO mnoxkasyje HajOoJbe pe3yiTare 3a Kiacy 2, MITO yKa3yje Jia je OBaj METOJ BHCOKO
euKacaH NPUIMKOM HIEHTH(PUKOBamka MO3UTUBHUX IPUMeEpa Y OBOj KJIaCH.
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BaxxHO je HarlOMEHYTH Jla OBaKBa aHaJIM3a MOXKe TTOMONY MPHIIUKOM pa3yMeBamba MONHUjUX U
cllabMjHUX CTpaHa CBaKE METOJIC Y OKBUPHMA PA3IMYUTUX KOHTEKCTA U ocMarpama. JJok XG-
MFA nokasyje oyinaHe 30upHe nieppopMance, Ipyre mocMaTpaHe METO/Ie TTOKa3yjy Ja MOTY
OuTH cynepuopHe y crienu(UIHUM CITydajeBuMa, Kao IITO je U3y3€THO BHCOKA MPEIU3HOCT Y
onpehenum knacama. OBo omoryhaBa KOpHCHHIIMMA Ja w3abepy HAJIPUKIATHUJH MOJEI 32
cBoje crieruduuHe morpede, MITO je 01 CYIITUHCKE BAXXHOCTH 32 ONTHUMHU3ALH]y TiephopMaHCh
MoJIeNa y TIPaKCH.

JleraspHa aHaIM3a mmojaaTaka y Hapeanoj Tabenu [13] maje pesynrarcku nmpukas v mokasyje Koja
0J1 TTIOCMaTpaHMX METOJa jecTe HajImojecHHja 3a cnenuduuHe moTpede y oaroBapajyhum
ycnoBuma. [Topen Tora, mata aHamu3a mpyska jacaH yBHJ y TO KaKO Pa3JIMYUTH MOJIEIIA MOTY
o0aBJpaTH TMOCJIOBE y PA3JIMYUTUM CIICHApUjUMa, IITO MOXE OMTH O]l BEIUKOT 3Havaja 3a
Oyayha uctpaxuBama U pa3Boj HOBHX allTOpUTaMA.

Ha xpajy, no6ujenu pesyaratu [13] mory OuWTH O CYIITHHCKE BaXXHOCTH 32 CBEYKYITHO
yHanpeheme neppopMaHcH U MMOY34aHOCTH MOJIela, IITO TPEICTaB/ba KJbYY 33 MOCTH3AbEe
O0oJbMX pe3ynTara y pasIMuUTAM TEXHOJOTHjaMa U cdepaMa Koje Cy IOTIIOMOTHYTE
MAalIMHCKHM YYCHEM.

Hapenna Tabena mpyxka JaeTajbHE pe3yiTare NpeMa pa3IMduTUM Kilacama 3a MOJelie
BUIIIEKJIACHE KJacu(HUKalUje KOju OCTBapyjy Hajoosbe mepdopMaHce y CUMYIAUjU
makcumu3anmje KoenoBor kama koedummjenta. Merpuka mnpenusHoctd, oazuBa u D1-
pesynTaTta cy u3padyHare 3a cBaky on Tpu kiace (0, 1, 2), ka0 U 3a HUXOBE MaKpo H
MIOHJIEPUCaHEe TTPOCEKE.

Meton XG-MFA mnoka3yje HajOoJbe yKyIHE pe3yirare 3a CBE KJace ca HajBHIIUM
BPETHOCTUMA V'

® TPEUU3HOCTH,

® OJBUBY H

e @l-pesynraty.

Tume ce ykaszyje Ha TO Ja OBaj METOJ MOXKE€ MMAaTH TEHJEHILIH]y OCTBapUBama HajOOJbUX
nepdopMaHcH y pa3MuuTUM cueHapujuma. Tako, Ha npumep, XG-MFA noctike HajBuiy
npeuusHocT U @Pl-pesynrar 3a Kjacy 2, HITO Jjajbe MOXKE YKa3HUBaTH Ha HETrOBY CIIOCOOHOCT
Jla TAaYHO KJIACHU(HKYje O3UTUBHE MPUMEPE y 1aTO] KIIACH.

Ca npyre crpane, Mmetos XG-FA ocTBapyje HajBUIIH 0J13WB 3a Kiiacy () ¥ HajBUIIY MPEIIU3HOCT
3a kmacy 1 [13]. Mako oBaj mMeTon HHje MMao HajBUIIE MaKpO MPOCCYHE WM IMOHJIEPUCAHE
MMPOCEYHE BPETHOCTH, HEroBa crenuduyHa epuKacHOCT y OBUM KJlacaMa jecTe jeaHaKo
3Ha4YajHAa.
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Meton XG-GA noctmke Hajoossu 013uB 3a kinacy 0 [13], mTo Moke 3HAYUTH 18 HCTH MOXKE
OCTBapUBaTH HajOOJbU MCXO/] IIPUIIMKOM IPOHAIAXKEHA CBUX CTBAPHUX MOZUTUBHUX MIPUMEpPA
nate kiace. Takohe, XG-PSO ocrtBapyje HajBHIIM OA3WB 3a Kjacy 2, IITO ra IpeacTaBiba
Haje(UKACHUJUM MPUIIMKOM Ipeln3He UACHTU(UKAIM]e TTO3UTUBHUX MPUMEpa IMOCMaTpaHe
KJ1ace.

Meton XG-SSA ocTBapyje HajBUIIM MaKpO MPOCEK 3a MPEIU3HOCT, IITO 3HAYH J1a MOXKE 100po
npeaBuhaTH MO3WTHBHE TNpHMEpPEe y CBUM Kiacama, 0e3 o03upa Ha HEypaBHOTEKEHOCT
nogataka [13]. OBaj Meton mpukasyje HajOOJbHM OA3HMB 3a Kiacy |, mTO ra, 3ampaBo, YHHH
BeoMa e(pUKACHUM MPUIMKOM WICHTH(HKAIIN]jE IPUMeEpa JIaTe Kilace.

[Topen mocTUrHYTHX pe3yJiTara y HAyYHOM HCTPaXHBamby Ha KOje e OCIama U 0Ba JOKTOPCKa
nucepranuja [13], Hapeana Tabena takohe mpyxka jacaH YBUI y KOHTEKCT KOjH j€ O] U3y3€THO
BHCOKE BaXKHOCTH 3a pa3yMeBame Kako, 3arpaBo, Kiacupukanrja GyHKIIUOHHUIIE Y TTOTIICAY
Pa3IMYUTHX BEITMYMHA KI1aca.

CxoaHO TOMeE, 1aTa aHajau3a Mpysxa 1yoJbe pasyMeBambe nepPopMaHCH Pa3InIUTHX MOJIeNa U
omoryhaBa JOHOIICHE PEICBAHTHUX OJIyKa O M300py Hajoosper Mozena 3a crenuduyHe
norpebe. Ilepdopmance Mozena Cy aHaM3MpaHE KpO3 pa3IMYMTEe METPUKE, UYUME CC
omoryhaBa cBeoOyxBaTHa MPOICHA BUX0Be epukacHoctH [13].
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Tabena 11 Jlemamnu pezyimamu no knacama 3a Hajoowe uzsohere mooena suwekiache Kiacugurayuje -
cumynayuja maxcumusayuje Koernosoe kana xoegpuyujenma [13]

MeTton

XG-MFA

XG-FA

XG-GA

XG-PSO

XG-ABC

XG-SSA

XG-ChOA

XG-COLSHADE

XG-SASS

MeTpuka
npeun3cHOT
recall
f1-pesynrar
NpeumscHOT
0oa3nB
f1-pesynrat
npeumscHOT
0A43nB
f1-pesynrtat
NpeumscHoOT
03B
f1-pesynrat
NpeumscHOT
0oa3uB
f1-pesynrar
npeumscHoOT
03B
f1-pesynrar
npeumscHoOT
0A43nB

f1-pesynrat
npeums3cHoOT

0a3uB

f1-pesynrat

npeumnscHoT
oa3unB

f1-pesynrart

Mogpluka (support)

0
0.976446
0.974601
0.975523
0.975333
0.975231
0.975282
0.975142
0.975756
0.975449
0.975223
0.974916

0.97507
0.976521
0.973447
0.974981
0.976333
0.974181
0.975256
0.975126
0.975126
0.975126

0.975535

0.975126
0.975331
0.975436
0.975231
0.975333
9528

1
0.991833
0.996094
0.993959
0.992213
0.995357
0.993782
0.992085

0.9954
0.99374
0.992467
0.995226
0.993846
0.99183
0.995704
0.993763
0.992086
0.995617
0.993849
0.992086
0.995573
0.993827

0.992086

0.995573
0.993827
0.992173
0.995704
0.993935
23,043

2
0.997704
0.994342

0.99602
0.99758
0.994592
0.996084
0.997788
0.994342
0.996062
0.997206
0.994675
0.995939
0.997247
0.994758
0.996001
0.997289
0.994758
0.996022
0.997704
0.994342
0.99602

0.997621

0.994425
0.996021
0.997663
0.994342
0.996
24,038

Makpo npocek
0.988661
0.988346
0.988501
0.988375
0.988393
0.988383
0.988338
0.988499
0.988417

0.9883
0.988272
0.988285
0.988533

0.98797
0.988247

0.98857
0.988186
0.988376
0.988305
0.988347
0.988324

0.988414

0.988375
0.988393
0.988424
0.988426
0.988423
56,609

MoHaepucaHa npoceyHa BpegHOCT
0.991736
0.991733
0.991731
0.991651
0.991644
0.991646
0.991655
0.991644
0.991647
0.991578
0.991574
0.991574
0.991554
0.991556
0.991552
0.991644
0.991644
0.991642
0.991617
0.991609
0.991611

0.991651

0.991644
0.991645
0.991687
0.99168
0.991681
56,609
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TaGena 12 mpencraBiba cakeTak XHIlepriapaMerapa KOju ce KOPUCTE MPHUIMKOM EBaTyallnje
BHIIICKJIACHE Kiacudukanuje npema koedpunujenty KoenoBe kame. CBaku pen y Tabenu
MpEeJCTaBJba jeaH METOJ W HheroBe ojarorapajyhe BpeaHOCTH xureprapamerapa. Takobe,
XHIIEpIIapaMeTpy TPeACTaBibajy KJbyd 3a MOACHIaBame MeppopMaHCH MOjENa, a HHXOBa
ONTUMHU3AIMjAa MOXE 3HAuajHO TOOOJBIIATH CBEYKYIIHYy Ta4HOCT U  e(UKACHOCT
KJIacudukanyje. Y HaCTaBKy ce MOTY BUJICTH ITOCTUTHYTH pe3yJiTatu ekcriepumenta [13]:

e Merox XG-MFA uma crony yuemwa ox 0.780152, MUHMMANIHY TEXHUHY JE€TeTa OJ
1.000000, momy3opak ox 1.000000, 6poj komona mpema cradmy ox 1.000000,
MaKCUMalHy ayOuHy ctabna ox 9 u rama mapamerap on 0.517589. Jlatu metox je
MPEJCTaBJba OJUINYHE PE3YITATE Y Pa3HOIUKAM TECTOBUMA.

e Meron XG-FA uma cronmy yuewa ox 0.900000, MUHUMANHY TEXHHY JETETa O
1.265482, momy3opak ox 1.000000, 6poj konona mpema cradmy ox 0.983060,
MakcUMaJHy AyOuHy ctabna ox 9 u rama napamerap oz 0.222017. IlocmaTpanu MeTOq
ce M3/IBaja y OHOCY Ha JpyTre CBOjHM MPHIIaroeHuM BpeTHOCTIMA XUIIeprapaMeTapa.

e Meron XG-GA uma crony yuewa on 0.506328, MUHMMAanHy TEXUHY JETETa O]
1.000000, momy3opak om 0.816145, Opoj konona mpema cradmy ox 0.945690,
MakcUMaiHy ayouny crtabma oxg 10 m rama mapamerap ox 0.800000. Merox ce
pe3yiaTyje Tako Ja UMa CHOCOOHOCT Aa J00po (YHKLUMOHHMIIE ca MambUM CTollama
yuema.

e Meron XG-PSO uma crony yuemwa oz 0.837106, MUHUMANIHY TEXKHHY AETE€Ta O]
1.000000, momy3opak ox 1.000000, 6poj komona mpema ctadbmy ox 1.000000,
MakcUMaiHy AyOuHy crabsa onx 10 u rama mapamerap ox 0.559077. IlocmaTpanu
METO/ je ToKa3yje U3pa3uTo 100py CTAOMIHOCT Y pa3HUM T€CTOBHMA.

e Meron XG-ABC uma cromy yuewa ox 0.566515, MUHUMaJIHY TEXUHY JeTeTa O]
2.084170, monysopak ox 0.989990, Opoj koiona mpema crtabmy ox 1.000000,
MakcuManHy ayouny ctabma on 10 m rama mapamerap ox 0.569104. Ha ocHoBy
pe3yaTara, IOCMaTpaHU METO/ MMa BUCOKE BPEAHOCTH 32 HEKE XUIleprnapaMeTpe, LITo
3Ha4ajHO MOXKE YTUIIATH Ha BHEroBe neppopmaHce.

e Meronx XG-SSA uma cromy ydema oa 0.897294, MuHMMATHY TEKHHY JIeTETa O]
1.103403, moxysopak ox 1.000000, Opoj koioHa mpema crtabmy ox 1.000000,
MakcUMaHy nyOuHy ctabna ox 10 u rama napamerap on 0.612487. Pezynrar metose
orJiefia ce y U3pa3uToj e(pUKacCHOCTH Y Pa3HOJIIMKUM CIIEHApHjUMa.

e Merox XG-ChOA uma cromy yuema ox 0.900000, MUHUMAHY TEXHHY JETE€Ta O]
1.000000, momy3opak ox 1.000000, 6poj komona mpema crtadbmy ox 1.000000,
MakcUManHy ayouHy crabna ox 9 u rama mapamerap on 0.800000. [Toxazyje ce na
METOJ IMa KOH3UCTEHTHE BPETHOCTH XHUIIepIapamMmeTapa.

e Merox XG-COLSHADE uma crony yuema ox 0.465601, MUHUMAaITHY TeXHHY JeTETa
on 3.091252, nomxy3opak ox 1.000000, 6poj xomona mpema ctabmy ox 1.000000,
MakCUMalHy AyOuHy ctabnma ox 9 u rama mapamerap ox 0.800000. Meron uma
cnenududHe BPETHOCTH KOj€ Ta W3/Bajajy OJ OCTaluX, y BHIY e(pHKacCHOCTH,
Ta4YHOCTH, Kao U KJacu(puKalyja nojaaTaka.
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Meronx XG-SASS uma cromy ydewma oa 0.900000, MUHMMAaNIHY TEXHUHY JE€TETa O

1.107956, momy3opak ox 1.000000, 6poj konona mpema cradmy ox 1.000000,

MakCcUMaHy AyOuHy ctabia ox 9 u rama mapamerap ox 0.800000. Meton ocTBapyje

BHCOKY C(l)I/IKaCHOCT M CTAaOMIIHOCT TOKOM Hpe,[[e(l)I/IHI/ICEIHI/IX TECTOBA.

Tabena 12 Hajoowe 0obujenu mooenu xunepnapamemapa 3a 6UUEKIACHY Kiacugukayujy y

oKeupy excnepumenma 3a maxcumusayujy Koenosoe kxana xoegpuyujenma [13]
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11.2 CtaTUCTHYKU MOJIE]T KA0 MEXaHU3aM IOTBPJI€ JOCTUTHYTHX
pe3yiTara

Kako Ou ce noJaTHO MPOLIEHUIM E€KCHEPUMEHTAJIHM PEe3ydTaTd U YCIOCTaBWJIA HHUXOBA
CTaTUCTHYKA BA)XHOCT, MPUKYIUBCHU CYy M aHAIM3UPAHH HAjOOJbM pe3yNTaTH JOOHMjeHH U3
TPUJIECET HE3aBUCHUX EKCIIEPUMEHATa, OJJHOCHO, IIOHOBHOT IOKpPETama CBAKOI aJrOpUTMa
KOjH ce y31UMa y 003Hp U KOjU c€ MOKe MPEJICTABUTH Kao cepuja mojaraka. [IpBu kopak y oBom
MOCTYNIKY YKJbyuyje oipehuBame oaroBapajyher THIa CTaTUCTHYKOr TECTa, OJHOCHO,
pa3Matpa ce jaa Ju Ou Tpebasio KOPUCTUTH MapaMeTapcKe WK HellapaMeTapcKe TECTOBE.

CXO,I[HO TOME, IPHUKJIATHOCT IIapaMETapCKUX TECTOBA MOXKE CC NPOLCHUTH UCIIMTHBABLCM.

e HE3aBHCHOCTH,
® HOPMAJIHOCTH H
® XOMOCKEIaCTHYHOCTH BapHjaHce (XOMOTCHOCTH BapHjaHce) y moaauma [53].

Kpurepujym HeE3aBUCHOCTH j€ 3aJ0BOJBEH jep CBaKkO IIOjeINHAYHO IIOKPETame
METaXEeypPHUCTUKE MOKE ITOYETH Ca TeHEPUCAheM HACyMUYHHUM, OJHOCHO, CITyYajHHUM CKYIIOM
pelema.

VY narom noctynky, ananusa Bapujance (enri. ANOVA) moxke OMTH NpUMEmEHa YKOIHKO Cy
011l HOPMAJIHO pactopel)eHn 1 XOMOCKeTaCTUYHH. Y KOJIMKO JIaTH YCIIOBU HUCY UCITYH-EHH,
Tj. Y Clly4ajy J1a IpeTHOCTaBKa HOPMAJIHOCTH HE MOKe OUTH WM HUj€ UCIYHEHa, KOPUCTE ce
HermapameTapcku TecToBu Kao mTo je Kpyckan-BammcoB Ttect. Kako Ou ce mpoBepuia
HOPMAJIHOCT IMOJaTaka, MOIy c€ KOPUCTUTH TeCTOBH Kao wmTo cy Hlanupo-Bunk tect nimm
Konmoropos-CmupHoB TecT. Takole, XOMOCKeTaCTUYHOCT BapujaHce ce ucnuryje JlejHopum
TECTOM WJM bapTiaeToBuM TecToMm.

[Topen Tora, kako Ou ce map alropuT™Ma Morao yrnopehuBatu, MOXKe ce pa3MOTPUTH IPUMEHA
nocT-xok aHanuse. IlomMeHnyTa aHanuza oMoryhaBa JeTajbHHMjE YBUJI Y TO KOJU alITOPUTMHU
nMajy 3HauajHo Oosbe WM Joiuje neppopmance y nopehemwy ca npyrum anropurmuma. Ha
npumep, TykujeB TecT nwin JlyHKaHOB TeCT MOTY OMTH KOpHUIINEHH 3a TOMEHYTH THUII aHAJIM3e.

VY ciydajy na cy mojany XeTepocKeJaCTUYHM WM He MpaTe HOPMalIHy JUCTPHOYLH]jy, MOTY
ce NMPUMEHUTH OAroBapajyhu HemapamMeTapcKd TeCTOBU. TakaB NMPUCTYH MOXKE OCHUIypaTu
TauHUjy U MPELU3HU]y TPOLIEHY pe3yiTara, ca HOCeOHUM OCBPTOM Ha 3HA4ajHOCT UCTHUX.
Taxole, 3HauajaH MocTynak NPUJIMKOM aHAJIU3€ MojaTaka jecTe u3padyyHaBambe KoepuiyjeHTa
Bapujanmje, moMmohy kora ce omoryhaBa mopeheme cTemneHa BapHjaOWIHOCTH Hu3Mehy
pa3NMYUTUX ceToBa mozaaraka. OBO je HAPOUMTO KOPHUCHO MPHIMKOM TOCTyIaka mopehema
pe3yiTara alropurama Koju MOTY TIOKa3HBaTH pa3IMunTe HUBOE mep(opMaHCH.

CXOIHO cBeMy MIpPETXOJHO HaBEIEHOM, CTaTUCTMYKa Balujaluja, He camo jaa obe3behyje
MO3UTUBHO MUILJBEHE y MOY3/JaHOCT OCTBAPEHUX pe3yiTara, Beh Moxke MPYXHUTH OCHOBY 3a
onpehuBame KOjU AITOPUTMH MOTY TMpyXaTu HajOobe pe3yiTrare MOoA pasIudUTUM
OKOJHOCTMMA, Tj. ycioBuMa. Jlara cBeoOyxBaTHa aHaiau3a oOMoryhaBa KOMILJIEKCHH]E
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pasyMeBame rnepdopMaHCH alropuTamMa W HACHTH(UKANM]Y MOTCHIMjATHUX OO0JacTu 3a
1o00JbIIAKE UCTOT.

[TpoueHa mpeTnocTaBke HOPMAIHOCTH je u3BpIeHa kopuirhemem [llanupo—BunkoBor Tecra,
ca WHIMBHUAYaJHOM aHAIN30M mpobOiema [54] 3a cBa uyeTHpH eKclepuMeEHTa Koja cy
CIIpOBEJICHA y OKBHPY MCTpaKMBarmba, a Ha KOje Ce ocliama JOKTOpcka aucepranuja [13].
CripoBezieHU TECTOBHU CY:

e OwunapHa kimacudukanuja (ca rpemkoM U KoeHOBUM KoepHIMjEeHTOM Kare Kao
LWJbEBUMA) U

e BumIeKJIacHa kiacudukanuja (ca rpemkoM u KoeHoBMM Kama KOoe(pUIIMjeHTOM Kao
[IMJBEBHMA).

[lanmnpo—BuiKoB TecT je NPUMEHEH HE3aBUCHO Ha CBakKW OJ alropuTamMa y OBOM
eKCIepuMeHTAITHOM ocTynKy [13], a Ha OCHOBY KOT' ce 3aCHHBA OBO HAyYHO MCTPAKUBAILE.
VYKymHO Cy pa3mMarpaHa 4YeTUPH ClieHapHja. 3a CBaKu O] IbHUX Cy FeHepHCcaHe P-BpeIHOCTH. Y
CBHM CIIy4ajeBuMa, pe3ynryjyhe p-Bpennoctu ouie cy Mame ox 0.05. TakaB pe3ynrar ykasyje
na mynrta xunoresa (H0) mosxe 6utn ondavyena. Ha ocHOBY pesynraTa eKcriepuMeHTa, MOKeE ce
M3BECTHU 3aKJbyUakK Ja MOCMaTPaHu MOJaly He IpaTe HOPMaIHy TUCTPHOYIUjY y CBa YETUPU
cueHapuja. JloOujeHn pe3ynTatu cy KJbY4HH, jep MOTY yKa3HBaTH Ha IPEIHOCT ynoTpede He-
napaMeTapcKiX MeToja 3a Jajby aHaiausy. Takole, TecTOBH Cy MOKa3ajiH Jja alTOPUTMH pajie
KOH3UCTEHTHO Y CBaKOM Of] CIIeHapHja, anu je mpumena lllanmnpo—BuikoBor Tecta HeonxoHa
na Ou ce o0e30eqmiia Ta4HOCT 3akjbydaka. J(0AaTHO, pe3yiTaTd OBUX TECTOBA MOMAaXy Yy
0oJbeM pazyMeBamy MPHPOJE ToJlaTaka M HEONXOJHOCTH Kopulihema oaroapajyhux
CTaTUCTHYKUX METOAA.

Ilopen Tora, nuJb MpUMEHE JATOr TecTa jecTe MPOLEHA Ja JIM Cy MOCMaTpaHU MOoJalu y
pENIeBaHTHOM CKJIaJly Ca HOPMAaJIHOM paclofieloM, LITO jeé KOpak O]l BaXKHOCTU MPUINKOM
oabupa oaroBapajyhux cTaTUCTUYKUX TECTOBA 32 Jajby M OyAyhy aHau3y. YKOJIUKO oAy
He TpaTe HOPMaJIHY AUCTPUOYIHjY, MOTPEOHO je pa3MOTPUTH aJITEpHATHUBHE TECTOBE KOjJU HE
MIPETIOCTaBJbajy HOPMAIHOCT, Ka0 IITO Cy HEMapaMeTapcKu TECTOBU.

VKOJIHMKO ce HyJITa XHIIOTe3a 0A0AaIlH, IITO je ClIyyaj y OBOM Hay4YHOM HCTpaxuBamy [13], Ha
KOj€ ce MPHUMapHO OcCliama JOKTOPCKA JUCEepTalyja, TUME C€ yKazyje Ha M3Y3€THO BHUCOKY
notpedy 3a KopulIhewmeM CHeHU(PUYHUX METOA0JIOTHja Kojeé MOry OHTH OTIHOpHE Ha
OJICTyHIamka 0]l HOPMAJTHOCTH. TUMe ce MOXKe YKIJbyYUBaTH yHoTpeOy poOyCHHUX CTaTHCTUKA
WM IIPUMEHA pa3HOJIUKUX TpaHchopMalrja oJaTaka, a ca HUJbeM CBEYKYIHOT M000JbIIamha
HOPMAJTHOCTH TUCTPUOYIIH]E UCTHX.

Takohe, o BaxHOCTH je HamOMEHYTH 1a ocTBapeHu pesyiaratu lllanmpo—Bunkosor Tecra
MOTY NPYKUTH jacaH YBUJ Y NMPHPOAY TUCTpUOyIHje moaaTaka. To gajbe MMILTHIUpA J1a ce
MOXE YTHUIIATH HAa WHTEPNPETANH]y U BaJUIHOCT 3aKJbydaka JOOHWJEHHMX HA OCHOBY JIaTHUX
excriepuMenara [13].
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Crora, yTBphuBame HOPMAIIHOCTH IOJATaKa jecTe KJbYYHH KOPaK y JaToj CTATHCTUYKO]
aHAIM3U KOjHU Tpyka MOryhHOCTH opabupa HaJIpUKIAIHAJUX METoAa 3a aHaJIu3y
MOCMaTpaHUX MOJaTaKa, y3 TOHOIICHE BEPOJOCTOJHUX 3aKIbyvaKa.

Tabena 13 mnpyxka neraspHe pesynrtate [llanupo-BunkoBux TecroBa HOPMAJIHOCTH 3a
paznuuuTe npodiaeme u merose [13]. latu TecToBH KOpUCTE ce 3a POLICHY Ja JIH ITOIAIH MOTY
NPaTUTH HOpPMAJHy AWUCTPUOYILHMjy 3a pasinuuure anroputme 3acHoBane Ha XGBoost-y,
ykipyuyjyhun XG-MFA, XG-FA, XG-GA, XG-PSO, XG-ABC, XG-SSA, XG-ChOA, XG-
COLSHADE u XG-SASS. [Ianmupo-BuiakoB TecT je U3BPIIEH 32 CBAaKW aITOPUTaM Yy YETHPH
pa3uuuTa ClieHapHja:

1. OwunapHa rpeiika,

2. OuHapHHM Kama Koe(dHUIIHjeHT,

3. BHmIeKJIacHa (MyJITHKIIACHA) TPEIIKa U

4. BuIIeKIacHU (MYJITHKIIACHH) Kara KOe(HUIU]CHT.

Bpennoctu y Tabenu mpencTaBibajy P-BPeAHOCTH noOWjeHe M3 natmx TtectoBa. CBe p-
BPEIHOCTH MMajy BpeaHocTn Mame o 0.05, mro najse MOokKe YKa3HBaTH J1a HyJITa XHIIOTe3a
HOPMAaJIHOCTH MOJKe OMTH o/10aueHa y CBUM cilydajeBUMa. Y MPaKCHU TO 3HAYHM Jia MOJAIH He
npaTe HOPMaJIHY JUCTPUOYIHjY HU Y jJeJTHOM O] pa3MaTpaHuX ClieHapHja.

JlaTa aHanM3a HOPMAJTHOCTH TIOaTaKa je Kiby4dHa 3a ojipel)uBarmbe peleBaHTHUX CTaTHCTHYKUX
MeTo/a Koje 6u Tpedano npuMeHnuTH y 0yayhoj ananu3u. YKOIMKO ce moaanu He pacnopelyjy
HOpPMAJTHO, HEOIIXOHO jé KOPUCTHUTH HemapaMeTapcKe TeCTOBE WIIM JIpyre METoJie Koje He
3axTeBajy HOpMamHOCT. Tume ce Moxke 00e30enuTH Ja pe3yiTaTi aHaiau3e Oyay Moy3/JdaHu U
BaJIMTHH.

Taxohe, nata tabena mpukazyje Ba)KHOCT TE€CTa HOPMAJHOCTH IOJlaTaka Mpe HEero ILITO ce
HaCcTaBUu Ca APYTUM PCICBAHTHUM CTATUCTUYKHUM TCCTOBHUMA. OcuMm mTo Ta6eﬂapHI/I IIprUKas
noMaxke y ©300py MpaBUX METO/1a 3a aHAJIN3Y, UCTa MOXKE MPYKATHU jacaH YBUJ Y CTPYKTYpPY H
npupoay nojaraka. To Moxxe OUTH OJ] KOPUCTH NMPHWIMKOM OOJbET pa3yMeBama rnpobdsiema u
UHTepHpeTanuje pe3ynrara.
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Tabena 13 Pezynimamu Illanupo-Buikosux mecmosa Hopmannocmu 3a paziuuume XGBoost
aneopumme y pasaudumum cyenapujuma [13]

MpoGnem XG-MFA XG-FA XG-GA XG-PSO XG-ABC XG-SSA XG-ChOA XG-COLSHADE XG-SASS
BuHapHa rpetuka 0.048 0.041 0.045 0.038 0.036 0.032 0.043 0.026 0.019
BuHapHa Kana 0.042 0.042 0.040 0.036 0.039 0.033 0.045 0.035 0.026
BuwweknacHa rpetuka 0.021 0.030 0.042 0.031 0.043 0.025 0.019 0.020 0.023
BuweknacHa Kana 0.035 0.038 0.021 0.040 0.035 0.029 0.042 0.027 0.030

VYcnen Tora mTO yCIIOB HOPMAJTHOCTH HHUjE MCIYHEH, CAMUM TUM CE€ MOKe UcTahu 1a HHje
0e30eqHO TNpUMEHmUBATH MapameTapcke TectoBe. CTora, HacraB/beHa j€ TNPUMEHA
Hernapamerapckor Buiikokconosor tecta [13] ca panrupamem [55], momohy uaeHTHYHE cepHje
mojaraka koja oOyxBara Haj0OJbe J100MjeHEe BpPETHOCTH MPHIMKOM CBAaKOT IOKPETamY
anmroputMa. Ha OCHOBy Hay4yHOr HCTpaKMBama Ha KOME Ce 3acHHMBa JOKTopcka [13]
npemnoxena MFA Merona mpenctaBjba ce Kao KOHTposiHa Merona. CXomHO ToMe,
BUIIKOKCOHOB TECT ca paHTHpameM je COPOBOAM C€ HaJl TOCMAaTPaHOM CEPHjOM MojaaTaka. ¥
CBUM BHJOBHMMA JIaTHX IOCTYIaKa, U3padyHaTe P-BPEIHOCTH OCTBAPY]y pe3yJiTaTe Mambe O]
0.05, 3a cBa Wetupm mocMmaTpaHa clieHapuja. Pe3ynTaT Kao TakBH MOTY HEJIBOCMHCIICHO
yKa3uBaTH Ha TO nAa je yBoheme MFA merome CTaTUCTHUYKM BHIIECTPYKO ITOOOIBINAIO
nepdopMaHce y OJHOCY Ha CBE KOHKYpEHTHE METOJIe, TaKO W 3a mpar (HUBO) 3HAYajHOCTH
@=0.1 u =0.05 [13].

Ilopen Ttora, noOujeHu pe3ynTaTu NOTeHHMpajy cynepuopHoct MFA wmerone y cBuM
aHanM3upaHuM creHapujuMa [13]. BuikokcoHOB TecT ca panrupameM omoryhasa ussoheme
3aKJbyyaka O CTaTHUCTMYKO] 3Ha4yajHOCTH mnepdopMaHcu, Oe3 o03Mpa Ha €BEHTyallHa
OJICTyHIara 0J1 HOPMATHOCTH mojiaTaka. OBO je 0/ M3y3eTHE BaKHOCTH MPHIMKOM MOTBP/IE /1a
CBEYKyNHa MoOoJbllIakba HUCY Ciy4ajHa, Beh na oHa mpejacraBibajy 30MpHU pe3ynraT
e(EeKTUBHOCTH YBEJIEHE METO/IE.

Pesyntatu maror Tecta cy peleBaHTHH, HE CaMO MPUIMKOM IpolieHe mephopMaHcH Y
KOHTEKCTY OBOT MCTpakuBama [13], a Ha Koje ce ociama JOKTOpPCKa aucepTraiija, Beh ucTu
MOTY MMaTH 3HauajHO MIMpPY MPHUMEHY y APYrMM oOJacThMa Tie jeé MOTpeOHO HCIPaBHO
MPOLIEHUTH U yropeauTu Metone. C TUM y Be3H, T0OHjeHH pe3yJaTaTH MOTY OUTH OCHOBA 3a
Oynyha ucrtpaxuBama W yHampeheme MeToma aHammse mojataka. THMe ce MOXE JOJaTHO
IMOTBPAUTHU BAXHOCT KopmnheH)a CTATUCTUYKHU 3HaqajH1/1x MCTOJa MNPUIUKOM Banpmaunje
pe3yiiTaTa y HayYHUM OKBUPHMA M HOBUM HAay4YHUM JOCTUTHyhHMa.

OcrBapenu pe3ynratu [13] Mory npykuTu mo3uTHBHO 3anaxame g1a MFA MeTona Huje camo
60spa y mpoceky, Beh 1 1a Moxke ocTBapuBaTH cTabuiHMje neppopmance octBapyjyhu ux kpos
pa3HoJMKe ycloBe U cleHapuje. OBO Moke OUTH 01 KJbyUHE BaKHOCTH MPUIIMKOM IIPUMEHE Y
CTBapHHUM CHUTYyalljama IJie je moTpeOHa KOH3UCTEHTHOCT U MO0Y3/IaHOCT PEIeBaHTHE METO/IE.
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Tabena 14 Pezynmamu Bunkoxconogoz mecma ca paneuparsem 3a npoyeny crmamucmuixe
3navajuocmu neppopmancu XG-MFA memooe y 00HOCY Ha KOHKYpEeHMCKe Memooe )
paznuyumum cyenapujuma [13]

Mpo6nem/pBpegHocTn  XG-FA XG-GA XG-PSO XG-ABC XG-SSA XG-ChOA  XG-COLSHADE XG-SASS

BuHapHa rpeLuka 0.016 0.037 0.028 0.008 0.025 0.031 0.034 0.031
BuHapHa Kana 0.025 0.036 0.026 0.027 0.031 0.029 0.040 0.039
BuwweknacHa rpewika 0.034 0.035 0.030 0.019 0.035 0.035 0.041 0.027
BuweknacHa Kana 0.040 0.026 0.028 0.024 0.042 0.036 0.038 0.033

dopmynanyja U MoMMame pesyirara HajycnemHujux moaena SHAP ananu3za je npeno3nara
Kao MeXaHH3aM 3a CBEOOYXBAaTHO yHampeheme TpaHCIapeHTHOCTH mepdopMaHcH Moeda.
Taxohe, omoryhagajy ce paznuuute n8e aHaiu3e nomohy SHAP-a 3a u3BpIieHe eKcriepuMeHTe
[13]. YTBphyje ce BaxknocT kapakTeprctiuka XGB0OOSt mogena. CXoqHO TOME, BaKHOCT Ce
MOXe opehuBaTH Ha OCHOBY TEXHHE IMPOICHEHUX YBOPOBA, NMpH 4eMy ce Beha BakHOCT
MIPUITKCYje YBOPOBHMA OJ] KOjUX IIOCMATpamka BHIIE 3aBHce. BaKHOCT ce MOKe H3padyHaTH Ha
jemHoM ouTyqyjyheM ctadiry U 3aTUM ce MPOCEYHO BPEIHYj€ MPEKO CBUX MPEOCTAINX cTadana.

Pesynraru mpukazanu Ha Cimny 7a Cyrepuily J1a Ha OCHOBY BaXHOCTH KOjy ojapehyje
XGBoost, tcp.time_delta wuma Bucoky ymory y oxapehuBamy wucxoma y OHHApHO]
KIacubUKaluju, a 3aTUM cieae Kapaktepuctuke frame.time_delta, mqtt.hdrflags wu
mqtt.msgtype. Mako cy pa3marpaHe W JI0JaTHE KapaKTEPUCTHUKE, OHE Cy IOKasaje Mamby
BakHOCT. CIIMYHY pe3yNTaTH Cy NMPUKa3aHU U 32 BUIIEKIACHY Kiacupukanujy Ha Ciaumu 7b,
rae tep.time_delta mpukasyje u3y3eTHO BHCOKY Ba)KHOCT MPUIMKOM ojpehuBamy HCXO[a.
MebhyTum, y 01HOCY Ha BaKHOCT y OMHapHO] Ki1acu(UKalMjH, YTULIA] jeCTe HEeITO HIKU. OBY
KapakTepucTuky takohe npare frame.time_delta u mqtt.hdrflags, xoju y naroj wnycrpanmju
nokasyjy Behu yTuaj y ogHocy Ha OMHapHY Kiacu(ukaiujy.

[Topen oBUX KapaKTEpHUCTHKA, O]l KOPHCTH j€ BHICTH M YTHIA] IPYTHX Mame 3HauajHUX
KapakTepucTUKa. BpeaHo je moMeHa Ja je mpolieHa Ba)XHOCTH BapHjalOiM Takohe OMTHa 3a
pa3syMeBame JOIPUHOCA CBaKe NMPOMEHJbUBE y MOJieNoBamy. /logaTHO, OBH pe3yiaTaTd MOTY
noMaratu y (UHOM THOJelaBamby Mojela M MoOoJblliakby HEroBux nephopMaHCH Y
OyayhHOoCTH. AHanM3a Ba)XHOCTHU KapaKTEPHCTUKA MOXKE OTKPUTH U MOTEHLMjaJIHE MPHIINKE
3a yKJIambambe HEPeIeBAaHTHUX WM Mamke OMTHUX MPOMEHJbUBUX (BapHjalin), mTo OU MOTJIO
M0jeTHOCTABUTH MOJIEI ¥ 3HAYajHO JOTPUHETH yOp3aBamy BpeMeHa N3pauyHaBamba.

Hapenna cnuka mpukasyje BaXHOCT Pa3IUYUTHX KapaKTEPHUCTHKA Yy MOJAEINMa OWHApHE H
BUIIIEKITacHe Kiacudukanuje 3acioBanuM Ha XGBoost-y [13]. [laru rpadukonu omoryhasajy
JEIHOCTaBHUjE pa3yMeBame KOje KapaKTepPUCTHKE HAJjBHINE MOTY IONPHHETH OJUTyKama
MoJjiena.

Ha rpadukoHy ce MoKe BUIETH BaKHOCT KapaKTEPUCTHKA y MOIeTy OMHapHe Kiacudukarmje.
Haj3nauajHuja kapakrepuctuka je tcp.time_delta ca onenom BaskHocTH 071 519.0, mTo ykasyje
Ha TO Ja OBa KapakTepucThka uma HajBehm yTumaj Ha mocmarpanu wMozen. Crene
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frame.time_delta ca oriernom 311.0 mqtt.hdrflags ca oriernom 81.0, u mqtt.msgtype ca omnenom
31.0. IIpeocraine kapakTepucTHKe, Kao mro ¢y matt.qos, tcp.flags.push, mqtt.ver, mqtt.retain,
u tcp.flags.ack, nmajy mamy BakHOCT, alli ce U 1ajbe y3uMajy y 003up y marom mozeny [13].

BaxHOCT KapaKTepHCTHKA

tep.time_delta e e e B E——— | O+ U]

frame.time_delta e e 2 7.0

matt.hdrflags e 115.0

mate.qos 18.0

mgI.msgrype f=13.0

me T wer E'l 0
cp.flags. push =110

Kapakrepucruke

T
100 150 200 250 200 250 400

[=]
w
Q
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Cnuxa 44 Unmepnpemayuja 8axcHOCmMu Kapakmepucmurka y OUHApHOj U 8ULUEKIACHO]
karacugurxayuju nomohy XGBoost-a [13]

Ha HapeaHom rpad)ukoHy MOKE Ce BHICTH BaKHOCT KapaKTEPUCTHKA y MOJICIY BHIICKIACHE
knacudukanuje. Kao m y mperxomHoMm ciydajy, Ha gaTom Tpadukony je tcp.time_delta
Haj3HayajHUja KapakTepucTuka ca oueHoM 389.0, anu je meHa BaXXKHOCT Mama y nopehemwy ca
ounapHoMm kinacudukanujom. frame.time_delta je apyra mo Baxknoctu ca omenom 227.0.
mqtt.hdrflags je cieneha ca orenom 115.0, 10k ocTane kapakTepUCTHKE, Kao IITo ¢y Mqtt.qos,
mqtt.msgtype, mqtt.ver, u tcp.flags.push, umajy penatnBHo Mamwy BaXXHOCT, aJli CY M JaJbe O]
3Ha4aja 3a gatu mozen [13].

CBpxa oBe aHaIM3€ BaKHOCTU KapaKTEPUCTUKA jeCTe MpyKame 00JbET U jaCHUJer YBUIA Y TO
kako MoJien XGBO0OSt Mory TOHOCUTH OJUTYKE U KOj€ KapaKTepUCTHUKE HajBUIIIE MOTY YTULIATH
Ha BHUXoBa npeasuhama. CTora, oBo Moke OUTH OJ KOPUCTH 3a Oyayhy omrummzaiujy
Mojienia, Kao U 3a WIACHTHU(PUKAILU]y KJbYUYHUX MPOMEHJBUBUX KOj€ MOTY OUTH O]l 3Hauaja 3a
JeTaJbHUjy HMHTEpIpeTanujy moaaraka. Ha ocHOBY OBHX pe3yiTara, MOTY c€ IMpexy3eTd
KOpall¥ 3a Jlajbe yHarpeheme Mozena u 00Jpe pazyMeBambe 1oj1aTaka.

Onpehena kapakrepuctuka [13] 3a HajycrenHuje peann3oBaHe Mojeiae y oba oOaBibeHa
EKCIIePUMEHTa MOTY C€ BUJETH Ha HAPEIHO] UITyCTPAIIH]H.
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Baxnoct KapaKTepHCTHEA
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Cnuxa 45 Hnmepnpemayuja 8axcHocmu Kapakmepucmuka y OUHApHO] U UULEKTIACHO]
knacugurxayuju nomohy XGBoost-a [13]

VY HacTaBKy, Hape/IHE CIUKE MPUKA3y]y YTHUIIA] PA3IMUUTUX KapaKTePUCTUKA HA U3J1a3 MOJIeNa
kopuctehu SHAP (enrn. SHapley Additive exPlanations) ananusy [13]. OBakBa ananmza
oMoryhaBa CBPCHCXOTHHJH YBUJI Y TO KaKO Pa3IMYUTE KAPAKTEPUCTHKE MOTY YTHIATH Ha
npenuknuje (mpeasuhama) Mojena, Kako y OMHApHO], TAKO U Y BUIIEKJIACHO] KJIacCU(DUKAIIHU]H.
LlenokynHa aHanM3a jecTe MHTYMTUBAH M CHAXKAH MeXaHHW3aM 3a 00Jbe W jEeJHOCTABHHU]E
npeBuhame Mojiella MATMHCKOT yUeHha.

I'paduxon mnycrtpyje SHAP Bpeanoctu 3a OuHapHy kiacudukanujy. Ha muctom ce moxe
BUJICTHU Ja KapakTepucTtuka tcp.time_delta uma HajBehn mpoceunu yTuiaj Ha n3ias Mojena, ca
3HauajHUM nonpuHocoM o6e kinace (Kmaca 1 u Kimaca 0). YV natom rpagukony Moxe ce BUIETH
na kapakTepuctuka frame.time_delta jecre, 3ampaBo, qpyra HajBaKHHja KapaKTEpPUCTHKA U Ja
Kao TakBa MMa BeOMa 3HayajaH YTUIA] Ha o0e mocMmarpaHe kiace. Jlasjbe, KapakTepucTuka
mqtt.ndrflags morephyje na uma Behu yrtumaj Ha kiacy 1, TOK OcTaje KapaKTEpPHCTHKE, Tj.
tcp.flags.push, mqtt.msgtype, u mqtt.qos umajy Behu yrtunaj Ha kiacy 0. OBakaB pe3ynaTar
yKa3yje na cy oainyke mozena 3a kimace 1 m 0 mopgjenHako 3aBUCHE Of ofpeheHux
KapaKTepUCTHKA, alu ca AU(epeHlrjaTHUM CTENEHOM MOTEeHIM]jala, OJHOCHO, YTHIaja Ha
pasmuunte kiace [13]. Takohe, moxe ce m3BecTH TBpAWA Ja je MOJEN OCCTJbUB Ha
crenugpuyHe KapaKTepUCTUKE KOj€ pa3IMuUTO YTUUY Ha KiIacu(pUKaluoHe oaiyke 3a kiace 0
ul.
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Cruxa 46 SHAP ananuza ymuyaja kapakmepucmuka y OUHApHOj U 6ULUEKIACHA
knacugurxayuju nomohy XGBoost-a [13]

Hapennu rpadukon mpukasyje SHAP BpegHocTH 3a BHINEKIACHY KiacH(HKanujy.
Kapaxrepucrtuka tcp.time_delta moHoBo npeoBnagaBa kao Haj3HAYajHUja KAPAKTEPUCTHKA Ca
HajBehyM yTHIIajeM, ajli ce Ha OCHOBY JaTOT NpHKa3a MOXE BUJIETH U HeH Behu normpuHOoC
kiacu 2 u knacu 0. C apyre crpane, kapakrepuctika mqtt.hdrflags jecre npyra najsaxauja
KapaKTEepUCTHKA U TOKa3yje 3HayajaH yTWIa] HAa CBE TPHW KJace, ajli HajBHUIIEe Ha Kiacy 1.
[Tpeocrane kapakrepuctuke frame.time_delta u tcp.flags.push Takohe mokasyjy Beauku yTuiiaj
Ha CBE TPH KJace, ca Pa3HOJIMKHM CTEleHOM yTuiaja. OBakBa aHaIM3a MOMaXKe MPUITUKOM
OoJber pazyMeBarma KaKo pPa3iMuUTe KapaKTepPUCTHKE MOTY YTHIIATH Ha OJJIyKe Mojesa 3a
cBaKy Kiacy 3aceono [13].
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Cnuxa 47 SHAP ananuza ymuyaja Kapakmepucmuka y OUHAPHOJ U BUULEKIACHO]
kracugurxayuju nomohy XGBoost-a [13]

Capxa SHAP ananu3ze jecte npyxame TpaHCIApPEHTHOCTH MPUIMKOM (YHKIIMOHUCAA MOIeTa
omoryhasajyhu npenu3sHuje pazyMeBame Ha KOjU HAUUH KapaKTePUCTUKE YTUYY MOTY YTUIATH
npeasuhama. TakBa aHanmM3a MOXe OUTH TTOCEOHO KOPHUCHA 3a J1aJby ONTUMH3AIIM]y MOJIeNa,
Kao ® 33 WICHTU(UKAIK]Y KJbYIHUX KapaKTepUCTHKa KOje MOTy OWTH O] 3Hadaja 3a Oymyha
Hay4YHa UCTPAKUBAba.

Hapenna wryctpanuja Cnuka 48 npukasyje NSHAP anammsy 10. pena 3a OuHapHy U
BUIIEKJIACHY Kiacudukanujy. Jlata aHann3a Ha KOjy c€ Ocllakba M HUCTPAaXHUBAWKE Yy OBOJ
JIOKTOpCKoj aucepranuju [13] omoryhaBa fma ce OimKe CXBaTH O KOT CTEMEHa Pa3IHMyHTe
ocoOuHe yTHuy Ha ojnpeheHu pesynrar, ykbydyjyhu matepakuuje no 10. pema. Ilpouec
aHanu3e o0yxBaTa OJBOJEHO HCIHMTHUBAKE YTHUIAja CBAKEe KapaKTEPUCTHUKE, Kako Ou ce
JeTajbHUje pazyMmerie luxoBe Mel)ycoOOHO ocTBapeHe MHTEpaKIMje W Pe3yNTaTH Kao y3polu
MO3UTHBHUX HMHIMKATOpa. TakaB MPUCTYN TpyKa jaCHHje pa3yMeBame KaKo IOjeMHAYHE
KapakTepUCTUKE MOTY JONPUHETH MOJETy W TUMe omoryhaBajyhm &a ce younm CKpHBEHH
oOpacIiy Koju MOKJ1a He OW OWJIM OYWTJIeIHU Ha TpBH norjea. CXOMHO aToj aHAIM3U, MOXKE
ce NICHTU(UKOBATH KOj€ KapaKTEPUCTHKE OCTBapyjy, Tj. UMajy HajBehH yTHIIa) U KaKO HHXOBa
MHTEpaKifja MOXKE IO3UTHBHO YTHIIATH Ha CBEYKYNHH Hcxon Mojena. I[lopex cBera
HaBEJICHOT, JlaTa aHalKu3a MMOMaXke KBATUTETHH]O] M CBPCUCXOJHH]O] ONTUMHU3ALMH MOJea
TaKO IITO C€ MPEBACXOJHO MAECHTH(PUKY]Y M YKIamajy KapaKTepUCTHUKE KOje MOTEHIIMjaTHO
MOTY YHETH IIlyM WJIM MOTYy MMaTH MHUHUMaJlaH yTHIa] Ha UCTU. TuMme ce moctuxe Beha
MPEIU3HOCT U e(PUKACHOCT MOJIEIIA y PEATHUM CIIEHAPH]HMa, OTHOCHO, Y TIPaKCH. Y KOHTEKCTY
Oounapre kiacupukamuje, NSHAP ananm3a Moxxe OWTH O W3y3€THE KOPUCTH MPHUIHMKOM
aCHCTEHIIM]e TPUIIMKOM 00aBjbama Mpolleca pa3iuKoBama KOjU aTpuOyTH HajBUIIE MOTY
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JOTIPUHETH OfBajamby Kjlaca, JIOK y BHUIIEKIACHO] Kiacudukanuju Moxxe omoryhaBaru 6ospe
pasyMeBame Kako paziIuuuTH (GakTopu yTHYy Ha Kiacudukanujy Han Bumie kiaca. U3
MPETXOJHO HABEJCHOT, JaTa aHaJM3a jecTe KJby4YHa 3a yHampeheme TpaHCIapeHTHOCTH U
MOY3/IaHOCTH MOJIEJa, IIITO MOXE OUTH O] CYIITHHCKOT 3HaYaja y KpUTUYHUM IIPUMEHaMa Kao
ITO Cy M 3[IpaBCTBO U 6€30€AHOCT 01 ACTEKIIMje ynaia y AMCTpUOYHpaHU CHCTEM.

Jlakne, HapeIHe WIyCTpallnjy MpuKa3yjy 1a obaBibeHa ananu3za NSHAP Moske npyXuTH jacan
U JeTajbaH TOIJIE[ Tako Ja Ce MOXe OJimKe pasyMeTH HauuH Ha KOjU pa3IndyuTe
KapaKTepUCTHUKE MHTEparyjy ¥ MOTy YTHIIaTH Ha npeaBuhama mosena. JlaTa anaimsa He camo
na omoryhaga Jia ce pazymMmejy MmojeIMHavYHy UCXO/IM KapaKTepucTrka, Beh TuMe omoryhasajy
00Jpy HMICHTH(HUKALM]Y Kako ce oHe MehycoOHO omHOce W yTHYy Ha KOHAYHE HCXOJIE.
Kopenanuje n MHTEppearoBame BUILET Pelia MOXKE OTKPUBATH HETIOCPEIHOCTU U CIIOKEHOCTH
KOje HUCY BHJJbHMBE KPO3 OCHOBHY aHanm3y. [lopex cBera tora, oBakaB mpucTyl omoryhasa
[EJIOKYTTHO MOOO0JBIIAke TAYHOCTH U TIOY3AaHOCTH MOJIENIA, jep Ce TaKo MOXKe 00Jbe pazyMeTu
KaKO pa3INuuTe KapaKTePUCTHKE MOTY JTOTIPHHOCUTH YKYITHUM IepdopmaHcama.

VY HacraBky ce npukasyje rpagukos [13] koju miycrpyje Kako KapaKTepHUCTUKE MOTY YTULIATH
Ha OuHapHy kiacudukanujy kpo3 10 HuBoa uHTEepakuuja, Tj. 10 pegosa. Y narom rpa@ukoHy
Mmoxe ce Buzetd aa frame.time_delta u tcp.time_delta octBapyjy 3HauajHe 6a3He AOMPHHOCE
IPUIMKOM oJipehBama UCX0/1a, ajau Takohe MocToje U JTONPUHOCH BHUILET HUBOA, KA0 LITO CY
npyru, Tpehu pex uta. Mctuue ce aa je o] BA)KHOCTH BUAETH J1a pa3IMuUTe OCOOMHE MOTY
MMAaTH pa3IMyUTe CTEIICHE YTHIaja, KPO3 pa3IMuuTe peloBe MHTEpaKuja. Tako, Ha IpUMep,
kapakrepuctuke nonyt mqtt.hdrflags u tcp.flags.push mory umaTu 3HauajHe yTuiaje Ha BUILE
HUBOA, MOKa3yjyhu Kako KOMIUIEKCHE CHHTE3€, OcTBapyjyhu OpojHe MHTepakiuje, usmehy
KapaKkTepUCTUKa MOTY 30MpHO yTHULIATH HAa KOHAUYHU MCXOJ Kiacudukauuje. [latu neraspan
yBuJ omoryhaBa cBEyKyNmHO 00Jbe pa3syMeBam€ Kako IOjeMHauYHe OCOOMHE U HUXOBE
MehycoOHe cuHTe3e Mory yTumata Ha Moaen. JlyOGspa aHamm3a OTKpHUBa Ja HEKe
KapaKTepUCTHKE MOTy UMaTH U3HeHalyjyhe Benuke 1onpuHoce y KOMOWHaIMjaMa ca IpyTruM
aTpuOyTHMa, IITO MOKE MCTULATH BaXXHOCT y3UMama y 003Mp BUIIMX pe/loBa MHTEpaKLja
MPUIMKOM ONTUMM3alMju Mozena. MHpopmanrja kao TakBa MOKe OUTH KJby4yHa 3a GUHO U
HalpeHuje MoJIeNIaBamke MOJIeNa, Ko U 33 FeroBO MOOO0JbIIAKE MPEIIU3HOCTH U pOOYCHOCTH.
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Cnuxa 48 nSHAP ananuza 10. peda 3a Ounaphy u 8UMEKIACHY KIACUGUKAYU]Y Ca NPUKAZOM
unmepaxkyuja kapaxmepucmuxa [13]

Hapenna cinka 49 npukasyje T0MpUHOCE KAPAKTEPUCTHKA 33 BUIICKITACHY KTaCH(DUKAIIN]Y 10
JeceTor pena. YouaBa ce ciuuan oOpasail, rjae frame.time_delta u tcp.time_delta octeapyjy
ayTOPUTATHBHE yJIOTE, allM Takolje, mocToje OpOjHU JOMPHHOCH BHUIILET pe/ia; KapaKTePUCTUKE
kao o cy mqtt.hdrflags u tcp.flags.push cBojom cuHTE30M MOKA3yjy 3Ha4ajaH yTUIA] KPO3
BUIIIC HBOA HHTepakKja. MneHTudukoBana aHannsza omoryhasa 60Jbe pa3yMeBame mpoieca
00aBJbama U3y3eTHO CIIOKEHHUX U KOMIUIEKCHUX MHTEpaKInja u3Mel)y KapaKTepuCcTHKa, a Koje
30MPHO MOT'Y MO3UTHBHO YTHIATH Ha Ipe/iBUlama MoJiera.

Amnanuza NSHAP je usBpinieHa 3a pefoBe o1 Apyror 10 JAeceTor, ykibyuyjyhu Shapley—Taylor
ananmu3y. [lata amammsza omoryhaBa Ommke oapehuBame 10 Koje Mepe paszauduTe
KapakTepUCTUKE MOTYy JONpWHETH onpe)eHOM WCXomy, He3aBUCHO of onapehene
KJIacuukaimje Koja CIpoBOAM. Y JaTOj aHAIU3U YKYITHO Cy CTIPOBEIEHE TPU aHATU3€E KOje Cy
kopuctuiie NSHAP metononorujy. Bpeanoctu n-Shapley 1o mgecetor pena cy npukasyjy ce Ha
ciunu 49, koja, 3anpaBo, WIyCTPyje KaKo MHTEPAKIIN]€ BUIIIET pefa MOTY MPHINKOM KOHAYHOT
MCXOJIa YTUIIATH Ha CBeOOyXBaTHE pe3ylTare.
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Cnuxa 49 nSHAP ananuza 10. peda 3a OunapHy u 8uuleknachy Kiacugukayujy ca npuKazom
unmepaxyuja kapakmepucmuxa [13]

V HacTaBKy eKclepuMeHTanHor noctymnka, y Tabemu 15 [13] mpuka3syjy ce mepdopmance
IIpeUIoKEHOT Moziena y opehemy ca Hajuelrhe KopumrheHuM TeXHUKaMa MallliHCKOT y4erma
3a cnuuHe mpoOiieme kinacudukanuje. Ilepdopmance ce mporemyjy momohy mpobiema
MUHUMU3aNMje rpemke. Ha ocHOBY Tora, pe3ynraty moTBphyjy epuKacHOCT HOBOT pelieiha.
[Mpemtoxxenun XG-MFA mozen [13] cymTHHCKH MOCTHKE HajBUIIIE OIIEHE 3a CBE METPUKE OCHM
0J131Ba, TJI j€ HajOOJbHU PEe3YJITaT MOCTHXkKe cTabo ouryunBama (DT). /lara Tabena omoryhasa
JieTaJbHUjU IPUKa3 Y KOHTEKCTY MOTJje/1a Ha TO KaKO C€ PA3InYUTU MOJIEIHN MALITMHCKOT YUerma
MOTY U3BpIIIaBaTH y peaIHUM CLIEHapujuMa.

Pazmatpanu cy cienehu Moesn MallTMHCKOT yuerba:

e Auropuram HauBuu bajec (enri. Naive Bayes — NB),

e Anropuram K-najommxux cycena (enrn. K-Nearest Neighbors - KNN),
e Anroputam HacymuuHe nryme (enra. Random Forest - RF),

e AnantuBHO nojayaBame (eHri. AdaBoost - AB),

e Jloructuuka perpecuja (enri. Logistic Regression - LogR),

e Crabmo omtyunBama (euri. Decision Tree - DT) u

e mpemnoxenn XG-MFA.

CBaku o1 OBHX Mojeja je OIEHEH Ha OCHOBY MPEIH3HOCTH, O/3MBa, Ta4yHOCTH U Dl-
pe3ynaTarta, npyxajyhu cBeoOyxXBaTHY CIIMKY HHXOBE €(PUKaCHOCTH.
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Pesynraru y Tabenu nmokasyjy na anropuram Hansuu bajec nocesxe Hajsehu oa3uB, anu 3HaTHO
Hwku O1-pesynTar u TauHOCT y nopehemy ca IpyruM mMojaearma. AJITopuTaM K-HajOarmKux
cycena (KNN) u anropuram Hacymuune (RF) myme mocexy u3y3eTHO BUCOKY CTOITY OLIEHE,
roToBO y CBUM MeTpuka, ca ®Dl-pezynrarom mnpeko 99.5%. Asnropuram ananTUBHOT
nojauaBama (AB) takohe moctmxke omnyne nepdopmance, au y nopehemy ca aaropurmom
nacymuune myme (RF) u anroputmom k-Hajonmmkux cyceaa (KNN) unak cy Hemro ciaduje

[13].

Jloructuuka perpecuja (LOGR) mokasyje Bucoke, Tj. m00pe nepdopmance ca tadHomrhy oj
99.5036%, anu ca Hemto HIXUM Dl-pe3ynTaToM NPUIMKOM Hopehema ca IpyruM Moaenuma
[13]. Crabmo omnyuuBama (DT) y 1aToM €KCIEPUMEHTY IMOCTHIKE HajOOJbH OJ[3UB, IIITO J1aJbE
MOXK€ YKa3MBAaTH Ha HETOBY H3Y3€THY €(QUKACHOCT y HACHTU(UKOBAKY TMO3UTUBHUX
ciyuajeBa [13] [Ipemtosxenu XG-MFA mozen nMa HajBHIIE OlIEHE Y CBUM KaTeropujama, mro
NOTBphyje BEroBy CYNepHOPHOCT y OJHOCY Ha APYTe MOJIEIE.

Tabena 15 Iopeherwe nepgopmancu pasnuuumux mooera mawunckoe yueroa na loT-Flock
30pABCMBEHOM CKYNY N0O0AmMaKa 3a npeosularbe MaiuyuosHoe u Hopmainoz caoopahaja [13]

Knacundmkatop mawmHckor yyewsa (ML) lMpeumsHoct OpsuB TayHoct F1-Pesymrat

NB 79.6712 99.7052 52.1821 68.5093
KNN 99.6501 99.6865 99.4872 99.5868
RF 99.7069 99.7954  99.5121 99.6534
AB 99.5547 99.4457  99.5037 990.4748
LogR 95.2879 90.3515  99.5036 94.7071
DT 99.6945 99.7992 99.4788 99.6389
XG-MFA 99.6998 99.6997  99.6997 99.6996

Hapenna wiycrpanmja mpukasyje pesynrare Shapley-Taylor ananmse, koja ce Moxke
KOPHUCTUTH KOpHITheHa 3a MPOIeHy YTHIIaja Pa3IMIATHX KapaKTEePUCTHKA Ha UCXO/Ie MOJIea
y OWHApHMM W BHIICKIacHUM Kiacudukaiujama [13]. Ha cioumm ce mpukasyjy TriIaBHH
JOTIPUHOCH KapaKTePUCTHUKA (O3HAYCHH TUIAaBOM 00jOM), Kao W JOMPUHOCH Apyror u Tpeher
pena uHTepakija n3Mel)y kapakrepucTrka (03Ha4eHO HapaHIACTOM U 3eyeHoM Oojom) [13].
Jlata aHanM3a 3HayajHO JOMPUHOCH NMPHIMKOM pa3yMeBamby KaKO pa3INunuTe KapaKTepUCTUKE
U BUX0BO Mel)ycoOHO MHTeppearoBame yTudy Ha npejBuhama Mojaena.

Pesynraru Shapley—Taylor ananuze Mory ce BuieT Ha HapeaHOj WiycTparuju, Ha Ciaunw 10.
Jlata ananu3a oMmoryhaBa jacHUjU YBHJ Y TO KaKO pPa3IMUUTe KapaKTEPUCTHKE, KO U HUXOBE
MelycoOHe mHTEpaKIrje, MOTY yTHIIATH Ha niepopmaHce MoIena.
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Cnuka 50 mpukasyje pesynrare aHaiause oumHapHe kiacudukamnujy, nok Ciuka 51 npukasyje
HCTE pe3yJTare 3a BUIICKIacHy Kinacudukanujy [13].

Y oOunapuoj kmacudukanuju (Cmmka 50), MoxkeMO BHACTH Ja j€ KapaKTepHUCTHKa
tcp.time_delta naj3Hauajuuja ca HajBehuM rJIaBHUM JONPHHOCOM (03HAUEHO IIABOM 0OjOM).
Wutepakiuje apyror u tpeher pena (o3HayeHo 0ojama HapaHIACTOM M 3€JIEHOM) Takohe
3Ha4YajHO JONpPUHOCE MpenBubamuMa, IMTO Jajbeé MOXKE YKa3MBaTH Ha CIOXeHe MelycoOHe
omHoce wu3mel)y kapakrtepuctuka. Kapakrtepuctuke kao mro cy frame.time delta u
mqtt.hdrflags takohe yka3yjy Ha n3y3eTHO 3Ha4ajHE JOMPUHOCE, IITO JAaJbe UMILIUIIHPA 1A CY
OBE KapaKTePUCTUKE OJ1 BUCOKE BAKHOCTH 3a MMOCTH3akhe TAYHOCTH MOJIEIA.

n-Shapley spensocTE
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Crauxa 50 lannu—Tejnop ananuza kapakmepucmuxa bunapra kiacugpuxayuja [13]

3a BumekiacHy kiacudukanujy (Cnmka 51), pesydratu cy CIWYHM, ajld IMpOHAa3ze ce
MojeIMHe pa3jinke y 3Hadajy Kapaktepuctuka. [Tonoso tcp.time_delta moctmxke HajBehu
JOTIPUHOC, TOK c€ BUAM Ja MHTEpaKlMje Apyror u Tpeher pena MOCTUXKY 3HAUAJHUJU YTHUILIA)
Ha KOHAaYyHE OJUTyKe MOJella y OJHOCY Ha TIoCMaTpaHy OWHapHy Kiacudukamnmjy.
Kapakrepuctuka mqtt.hdrflags npukasyje noBehany BaxxHOCT y BUIIIEKIACHO] KiIacu(DUKaIUjH,
IITO MMIUIMIMpPA HA HEHY H3Y3€THY pEJIEBaHTHY KOPUCHOCT TPWIMKOM ojpehuBama
Pa3IMYUTHX KJaca.
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[Mocturaytu pesynaratu [13] jecy M3y3eTHO KOPHMCHM 3a Jajby ONTHMM3AILHjy MOJEa, jep
Npy’Xajy 4BpIIh¥l YBHJ y TO KaKO Pa3JInYUTE KAPAKTECPUCTHKE H HHUXOBE UHTEPAKIIU]E YTUIY
Ha TaYHOCT MpeaBul)ama.

n-5Shapley spemmocTE
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Cnuka 51 lanau—Tejnop ananusza kapakmepucmuxa uuiekiacha kiacuguxayuja [13]

VY HacTaBKy €KCHEPHUMEHTAJIHOT MOCTyIKa HapenHa ciuka [13] npukaszyje NSHAP anamu3y
JPYTOT pefia 3a pa3InyuTe KapaKTePUCTUKE MOJIeNa, Kao ¥ lbUXOBE HHTEPAKINje Y OMHApHUM
U BHIIEKJIAaCHUM Kiacupukanujama. Ha cioumm ce mnpukasyjy BaKHH JONPHHOCH
KapakTepUCTHKa (O3HAUeHH IUIaBOM O00joM) M JONPHHOCH JIpyror pejna HWHTEpakiuja
(o3Hauenu HapanyactoMm 6ojom) [13]. [lata aHanu3a je KOpUCHA 3a Pa3yMEBabE PA3TUIUTHX
KapaKTepUCTHKAa U HUXOBUX Mel)yCOOHMX HMHTEpakKlMja KOjeé CBOJOM CHHTE30M JUPEKTHO
yTUYy Ha U3J1a3 MOJea.

Ha kpajy ce mpukasyje Bepuu lllamnujeB munmexc wnTepakiuje (enrit Faithful Shapley
interaction index). Jlara ananmm3a omoryhaBa CHaXHO pa3yMeBame Kako TIJIaBHE
KapakTepUCTHKE, Ka0 W FHUXOBE HHTEpaKIHWje APYror pena, 3aucTa MOTy YTHIIATH Ha
npenBuhama Mogena. Cnmka 52 mnpukasyje pesynrate NSHAP anammse apyror pema 3a
OunapHy kinacudukanujy, Aok Cnmka 53 mnpukaszyje uCTe pe3yiTare 3a BHIICKIACHY
KIacupuKanujy.

VY 6unapHoj knacudpukanuju (Cnuka 52), kapakrepuctuka tcp.time_delta norsphyje najehn
IJIaBHU JIONPUHOC, alld Takole OCTBapyje 3HauajHe MHTEpaKlWje APYror peaa ca Ipyrum
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KapakTepuctukama. Kapakrepuctuka frame.time delta Takohe aemoncTpupa 3HauajaH
JOTIPUHOC ca MHTEPAKIIMjaMa KOje Cy OJf BAXKHOCTH 3a TAYHOCT IpeaBuhama mojena. Ocrae
KapakTepuctuke kao mro cy tcp.flags.push u mqtt.hdrflags morephyje pasnmuuure cremnene
YTHIIaja Y 3aBUCHOCTH OJ1 IbXOBHX MHTEPAKIIHM]ja Ca APYTUM KapaKTEpPUCTHKaMA.
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Cnuxa 52 nSHAP ananusza opyeoe peda 3a Ounaphy u suuiekiacHy kiacugurxayujy - Bunapna
nSHAP ananusa [13]

3a BureknacHy kiacudpukaiujy (Ciauka 53), tep.time_delta u nape mokasyje u3y3eTHO BUCOK
yTHUIAj, MOK Ce BHAM W 3HA4YajaH [ONPUHOC JAPYTMX KapaKTepUCTHKA Kao IITO Cy
frame.time_delta u mqtt.hdrflags. Uarepakuuje npyror pena one Takohe urpajy BaxxHy yiory,
IITO yKa3yje Ha CIOXEHOCT OaHoca u3Mel)y KapaKTepHCTHKa IPHIMKOM IOCTaB/bEHUX
PA3IMYUTHX KIACU(PUKAIIMOHUM 3a1alliMa.

[TocTurHyTH pe3ynTaTd BeoMa Cy KOPHCHU 3a Jajbe MoOO0JbIIamke MOJeNa, jep omoryhaBajy
0oJbe pazymeBame Mel)yCOOHMX OfHOCA M yTHIaja Pa3IU4YUTUX KapaKTEPUCTUKA MPUITUKOM
UICHTU(PUKOBamba KPUTUYHUX Tadyaka y MoJely Koje OM Tpebajio ONTUMH30BaTH 3a 00Jbe
nepdhopmance.
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Cnuxa 53 nSHAP ananusza opyeoe peoa 3a suwiekiachy kuacuguxayujy - euuiexnacia nSHAP
ananuza [13]

12. Anannza 00aBJEHUX €KCIIEpUMEHATA

AHanu3upaHu Cy TIOCTUTHYTH PE3yJITaTH EKCIIepUMEeHaTa KOjU Cy CIIPOBEIICHU Y OKBHPY
HCTPaXMBama Ca [UJbEM MPOIEHE €PUKACHOCTH M POOYCHOCTH MPEMIOKEHHUX alropuTaMa
MalIMHCKOT y4Yema Yy JCTeKIUjU W TPEBCHIUjU ymajaa y JTUCTpUOYHpaHE CHCTEME.
ExcnepumenTtn cy oOyXBaTwiid pa3HOBPCHE CKYMOBE I0JlaTaka, yKJbydyjyhu OwHapHE M
BUIIIEKJIACHE, KaKo Ou ce 00e30eauia cBeoOyxBaTHA MpoIeHa mephOopMaHCH alropurama y
Pa3IMYUTUM CIICHApHjUMa.

Amnanu3zoMm 00aBJ/bEHHUX CKCIICpUMCHATa HOTBpheHI/I cy CJ'IC,Z[ChI/I pe3yiiTaTu:

e [loGospmame anropuraMa 3a JACTEKUWJy YyHajaa, XUOPUIHOM ONTHUMH3AIM]OM
alropuTamMa MallMHCKOT ydemwa yHarpeheH je mocrojehm anropuram 3a JeTeKuujy
ynaja y TucTpuOyupaHe cucteme, mobospiiaBajyhu \UXoBYy TAUHOCT U €(UKACHOCT.

e Uwmmnemenrtamja XG-MFA anroputma; aHaqu3upaH je M TECTHPAaH ONTHUMU30BAaHU
anroputam XG-MFA koju ocTtBapyje M mocTmxe HajooJbe meppopMaHce MPHIUKOM
KJacuuKalyje nojgaTaka.
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e OnruMu3anyja alropuTamMa MAIIMHCKOT Y4era, NPOYYEHH Cy W ONTHMH30BaHU
JITOPUTMHU MALIMHCKOT yuema, noBehasajyhu Taunoct npeasuhama.

e Vuanpehewme 0e30emHOCTH TOJIaTaka, WCTPAXKUBAKE JONPUHOCH YHarpehemy
6e30eHOCTH OCEeTJbUBUX IMOCMATPAHUX CKYIIOBA MOAAaTaKa Kpo3 e(pUKACHHU]Ee TEXHUKE
JeTeKIMje U MPEBEHIUje yraaa y AUCTPUOYUPAaHU CUCTEM y OKBUPY KOT C€ KOPHUCTE
UCTH.

e JlpuMeHa MeTaxeypHUCTHUYKUX METONA, KOpHUIIheme HANpeAHUX METaXEypUCTHUKHX
METO/a 3a ONTHMM3ALM]y ajJropuTama MalIMHCKOT ydema Moxke oMoryhutu 0oy
oOpany u KiacuuKaimjy moaTaka.

e JlyOMHCKO yueme 3a JeTeKIHjy ynaaa; UMIUIEMEeHTallja TyOOKNX HEyPOHCKIX MpeKa
3a JETCKIUjy yIajia MmoKa3yje 3HavajHa mo0oJblllamka y MOCTH3amhy TAYHOCTH B Op3UHH
JICTEeKIHje.

e Epamyanuja W KOMIApaTHMBHA aHanu3a, 00aBJbEHA j€ JeTaJbHA eBallyalyja |
KOMIIapaTHBHA aHaIW3a MepPOPMAHCH PAIMYUTUX alropuTama, Mpyxajyhu
JeTaJbHUJU YBUJI y lbUXOBE MPEITHOCTH M MaHe.

e AmnHanmm3a eKCIEPUMEHTAIIHUX CKYIOBa IO/aTaka, aHAJU3UpPaH je CKyI IoJaTaka 3a
pa3nuunTe eKcrepuMeHTte, omoryhaBajyhm TtecTupame W Balugandjy pesysrara
ONITUMH30BAHOT AJITOPUTMA.

e [loGospmame 3amTHTE TUCTPUOYHPAHMX CHUCTEMA; HCTPAXKHUBAKBE IOKa3yje KakKo
ONTUMHU30BAHE METOJE MOTy e(PHUKACHO IMOOOJBIIATH 3aIITUTY AUCTPUOYHPAHUX
CHCTEMA OJ1 CABPEMEHUX 0€30€IHOCHUX IPETHU U U3a30Ba.

12.1. 3aksbyuHa pa3MmaTpama JOKTOPCKE AUCEepTalnje

VY 0BOj JOKTOPCKOj AMCEPTALMjH aHAJIU3UPAHU Cy U €BATyHpPAHH PA3IMUUTH aJTOPUTMH 32
kJacudukanujy mnojaaraka, nocedbHo (oxkycupajyhu ce Ha JAeTeKlUjy U MPEeBEeHIU]y ynajaa y
aucTpuOynpane cucreMe. YBoheme HampenHuX MeToja TyOOKOT yuema U METaxeypHCTUKE
MOKa3yje 3HauyajaH MOTEHIMjal y oBOM JgoMmeHy. Crtora, u3BOjE Ce 3aKJbydlld j€ Ja je Of
BaKHOCTU KOHTHHYHpaHO Npaheme 1 axxypHupame 6e30e1HOCHIX Mepa 300T cBe Op:Ker pa3Boja
CaBpEMEHHX TPETHU U PamHBOCTH MO TUCTpHOyHpaH cucteM. Takole, mpemopydeHo je
HCTPaXKMBake HOBUX TEXHHMKA M aJiropuTama Koju OM MOTJIHM 10/1aTHO noBehaTu CUTypHOCT U
OTIIOPHOCT CHUCTEMa Ha caBpeMeHe Hamajae. CXOJHO HaBeJEHOM, JOKTOpCKa IucepTaiuja
caJlp’)ku TPUHAeCT TMOIJaB/ba TIJI€ je CBaKo IOIJaBjbe OWJIO YCMEPEHO Ha TEOPHjCKO
MOTKPEIJbEHHE YNHEHHIIA ¥ eKCTIEPUMEHTAITHE eBaTyalyje.

IIpBo mornasibe npencTaBba YBOAHA pa3MaTpama, e ce Mpyxka Iperies IUbeBa U 3Hadaja
UCTpaKMBamwa, UCTUUyhu BaxkHOCT yHampehema 0e30enHOCTH AMCTPUOYUPAHUX CHCTEMA
IIyTeM HallpeIHUX ajJropuTraMa MallliHCKOT yuea. Y OBOM IOIJIaB/by HarjiaiaBa ce norpeba
3a eukacHUM MeToJaMma JeTeKIMje U MPEBEHIHje ymaja y KOHTEKCTY AUCTPUOyHpaHHUX
cucrema. Takole, y yBOJHOM jeiy pa3MaTpaHud cy Oe30eIHOCHM H3a30BH y 3allTHTH
OCETJBUBHX TOJATAKa O] CABPEMEHUX MPETHH.
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Y npyrom moriaBiby o0palyjy ce OCHOBHM KOHIICNITU M TEOpHje TJAE CE IOCTaBIbajy
MPETIOCTaBKE 3a pa3yMEBamke METOJa W TEXHHKA KOPUIINEHHX MPHIMKOM HAy4YHOT
uctpaxkuBama. OO0yxBaheHU Cy NOjMOBH TUCTPUOYHpAHHX CHCTEMA, MAIIMHCKOT yduermha U
nyOokor ydema. Takohe, pa3MaTpaHu Cy TpPHUHIWINA ONTUMHU3ALMjE alTOpHTaMa |
METaxXeypHUCTUKE KOjU TPENCTaBIbajy KIbYUHH (PaKTOp 33 ONTHMHU3ALHU]y METOJIa JETEKIIHje
ymaja.

Tpehe mormaeme maje mperyen y obimactu Hayke u nuteparype. OOpabyjy ce pesynraTu
HAY4YHH PajioBa U3 O0JIACTH KOjJH C€ OJHOCE Ha aHAJIHM3y M MPUMEHY aIrOpHUTaMa MaIlnHCKOT
ydema y IUCTpuOynpaHuM cucremuma. lIpukasyjy ce HajHOBHja TOCTUTHYha M TPEHIIOBH Y
00JIaCTH 3alITUTE AUCTPUOYUPaHUX cucTema. Takole, HCTUIY ce KIbyUHU PEe3YJITaTH U UCXOIU
KOjU Cy IIOCTaBUJIM TEMEJbE 3a J1aJbe HCTPAKUBALE Y 00JIACTH OBE JOKTOPCKE AMCEPTaIlHje.

YeTBpTO MOTIIAaBIHE YBOAM Y O0JIACT JUCTPHOYHPAHUX CUCTEMA M MAIIMHCKOT yuema. Onmcyje
C€ KaKoO ce€ I[I/ICTpI/I6y1/IpaHI/I CUCTCMHU MOT'Y HHTCIpUCATH Ca aJITOPUTMUMA MAIlIMHCKOT Y4CHhAa,
a ca IWbeM NOOO/bIIaEma JETEKNHje yIaga W 3alTUTE MojaTaka. AHalu3hpa ce yJora
IUCTpUOYHPAHUX CHCTEMa Y caBpeMeHUM 0e30elHOCHUM OKBUpHUMA. Takole, y moriasipy ce
aHAIM3HPA]y MPETHOCTH KOpUIIhemha MAIIMHCKOT yUeha MPUIMKOM JIETEKIUje U PEBEHIIN]je
ynajaa y AMcTpuOyHnpaH CUCTEM.

IleTo nornaBibe YBOAM Y MAaIIMHCKO yU€Hh€ U aIrOPUTMU HEYpPOHCKHX Mpeka. [lormnasibe ce
(dokycupa Ha pa3InYUTe AITOPUTME MAIIMHCKOT YU€Hha U HEYPOHCKUX MpeXka KOjU ce KOpHCTe
y HCTpaXUBamky, Ca aKIEHTOM Ha MHUXOBE NPEAHOCTH W OrpaHuuema. Pasmarpajy ce
cnenudukanuje u nepopmance paznuuuTHX Mojena. llocebHa mnaxma mnocBeheHa je
anroputMy XG-MFA, BeroBoj cTpykTypu 1 puMeHH.

[lecro mornaBibe ykazyje Ha mpoOieMe ONTUMH3AIMje aNropuTamMa MAaIIUHCKOT yuema.
AHanu3upajy ce nmpoOieMH W HW3a30BH MPHJIMKOM ONTHUMHU3ALMjE alroprTaMa MalldHCKOT
yuema, yKJbyuyjyhu ykazuBame 3a MoTpeOoM 3a MoOOJbIIakeM TauHOCTH. AHAIU3UPAJy ce
pa3nuuuTe TEXHUKE ONTUMU3ALMje U BUXOBUM e(eKkTuMa Ha nepdopMaHce ajlropurama.

Ceamo mornaBibe YBOAM Yy o00jacT AyOOKOT ydemwa, I7ie ce objallmaBajy KOHLENTH,
yKJbY4yjyhu cTpyKTypy ¥ IpUMeHY TyOOKHX HEYPOHCKHUX Mpea MPUIIMKOM JIeTeKIUjH yraja
y IucTpuOyHpaHe CUCTEME.

OcMmo morIaBibe MPECTaBIba METAXEYPUCTHUKE TTOCTYIIKE BUCOKOT HUBOA. Jlaje ce mperien
Pa3NUYUTAX METAXCYPHUCTUUYKMX METOJIa, Ka0 W FHHXOBAa CBPCHUCXO/HA NMPUMEHA TPUIHKOM
ONTUMU3AIIN]E aTOpUTaMa 3a JACTeKIH]y yraaa. Y JOKTOPCKO] AUCEPTALU]H UCTPAXKY]y c€ U
aHamM3upajy HajepukacHUje MeTaxeypucTUKe, Kao M IHXOBa INpUMEHa Yy o01acTu
ucTpaxuBama. [loceban ocBpT U GoKyc cy Ha METOAMMA, Ka0 LITO Cy ONTHUMM3AIHja POjeBU
YeCTHUIIa U €BOJYTUBHU aJITOPUTMH.

JleBeTo moriaBsbe€ MpEACTaBba NMPEIOKEHH ONTUMH30BaHM anropuraM. Ilpencrasiba ce
nerajbaH omuc onTuMu3oBaHor anroputMa XG-MFA, ykipydyjyhu MeTozie, TEXHHKE U KOpake




JlokTopcka qucepraiiyja Hukomna CaBanoBuh

KopuliheHe y ’eroBoj uMIieMeHTanuju. Onucyjy ce cnenuuine KapakKTeprUCTUKE KOje YHHE
oBaj ainroputam eukacuum. Takolhe , pazmarpajy ce pe3yinTaTu eKClepUMEHTATHUX TECTOBA
KOjU MOTBPhYjy HBETOBY CYNIEPHOPHOCT y Mopehemy ca IpyrumM alroputMuma y peJieBaHTHUM
orice3uma.

JleceTo moriaBibe yKJbyuyje €KCIIEpUMEHTAIHHU CKyl nojaraka. /legunuiie ce omuc ckyma
mojaraka KOpUIINEHWX TOKOM H3Bolema eKclepuMeHaTa, YKJbYdyjyhu u3Bope, BpCTe
nojaTaka M METO/E 3a HMXOBO NPUKYIUbalke M 00pamy. Y TOINaBjby C€ pa3MaTpajy
KapaKTepUCTUKE W CTPYKTypa aHaTW3UpaHuX mojartaka. Takole, mpukaszyjy ce Meroje
MpeTpoIeCHpama U MPUIPEME MoIaTaKa 3a Jajby aHaJH3Yy.

JenanaecTo mornassbe NpUKazyje pe3ysiTare epalyalnnje eKCIepuMeHTa, Kao U KOMIapaTuBHY
aHaIM3y pe3ynTara. Y JaToM IOIJIaBJby NPUKa3yjy Ce W MPE3eHTYjy ce aHalu3a pe3yJirara
eKCIiepuMeHara, ykipydyjyhu mopeheme nepdopmancu pa3nuuutux anropurama. Bpmm ce
olicepBalja UMIUIMKANKja JOOUjeHUX pe3yJiTaTa 3a CBEYKyImHO yHampeheme 0e30eTHOCTH
JUCTPUOYHpPaHUX CUCTEMA.

VY 1BaHaecToOM TOrJIaBjby OBE JIOKTOPCKE IUCepTandje Aajy ce 3ak/bydll 00aBJbEHUX
excriepumeHara. [Ipuka3syje ce caxkeTak KJby4HUX Hajla3a UCTPaKUBama, I/1e Ce Jjaje OKBUP 32
Oyayhe HayuHO ucTpaxuBame. Takole, pasmarpajy ce IpakTHYHE MMIUIMKalMje pe3ysrara
UCTPAXUBAA.

TpunaecTo mornasjbe MpejacTaBba JUTEPATypy Koja MPHUKaA3yje CIUCAK CBUX KopuITheHux
u3Bopa U pedepeHuu Koje cy Ouie o KOPUCTH HPUIMKOM OBOI HAYYHOI HCTPA’KUBamba,
00e36ehyjyhu moTnyHy JOKyMEHTAIM]y U BEPOJOCTOJHOCT pajia.

Pesynraru cy nmokazanu gaa npeioxkeHu ontumusoanu anropuraM XG-MFA octeapyje 6osbe
pe3yaTaTe y OJIHOCY Ha JIpyre aJirOpuTMe Y BehrHU ciydajeBa, mokaszyjyhu nuHpepuopHocT y
KOHTEKCTY TauyHOCTH W poOycHocTH. Ilopen Tora, ONTUMH30BaHW aJrOPUTaM OCTBapyje
HajBuie BpenHoctu Ha PR u ROC kpuBama, ITO 101aTHO yKa3yje Ha HEroB MOTEHIIMjall 3a
noOoJblIamke KIacuukanyje u JeTeKluje ynaaa y JMucTpuOyrupaH CUCTEM.

Takobhe, aHanu3a mokasyje Ja NpeAsiokKeHu anroputaMm o0e30el)yje BUCOK HHMBO 3allTUTE O]
ynaja, HapOYUTO Y KOHTEKCTY CaBpeMEHHUX Harajaa kao mro cy DoS, DDoS, u ransomware.
OBo ce nocTke 3axBajbyjyhul HaIIpeTHUM TEXHOJIOIIKUM PelIelhuMa U ONITUMHU3AllMjaMa Koje
Cy HMHTerpucaHe y anroputaM, omoryhaBajyhu Op3y M TauyHy JA€TEKIM]y Ha CaBpeMEHe
06e30eIHOCHE MPETHE.

Ha ocHoBy ananuze 00aBJbeHHUX €KCIIEpHMEHATa, MOTY ce M3ByhH 3Ha4ajHU 3aKJby4dlld KOjU
JonpUHOCE 00JbEM pa3yMeBamby M MoOOoJbIIaky 0€30€THOCHUX CHCTeMa y JUCTPUOYyHpaHUM
okpyxemuma. [Ipe cBera, pe3ynratu ykasyjy Jia HalpeIHU aITOPUTMU MAIIMHCKOT yuerha, Kao
mro je XG-MFA, Moske 3Ha4ajHO yHaNpeIuTH JeTeKIM]y U MIPEeBeHLU]y ynaaa, 00e36ehyjyhu
BHCOK HMBO CUTYPHOCTH U TMOy37aHOCTH. OBO HAy4YHO HCTpPaKMBam€ je Takohe MOTBPAMIIO
BaXHOCT KOHTHHYUPAHOT pa3Boja U yHarpehema cBuUX 6€30€THOCHUX TEXHOJIOTHja, Kako Ou
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Ce MOIJIO OATOBOPUTH HA CBE CIOXKEHHje M CO(UCTHUIMPAHHjE TPETHE y CaBPEMEHOM
JUTHTAITHOM CBETY.

JlonaTHO, aHanM3a HCTUYE BHUCOKY MOTPeOy 3a HHTErPaldjoM pa3IMYUTUX MPUCTYIIA
MIPUITMKOM pa3Bojy 0e30€JHOCHHX pellemha TUCTPUOYHpaHUX CUCTEMA, YKIbYUyjyhu xubpuane
METO/Ie KOj€ KOMOMHY]Y IPUMEHY MAIIMHCKOT Y4€hba M BEHITaYKEe HHTEIUTCHIIU]€E, 3ajeTHO ca
CIIO’)KEHUM alropuTMuMa. Takole, Harnamasa ce BaKHOCT 3aIUTUTE ypehaja MHTEpHET cTBapu
U JPyTruX KPUTHYHUX KOMIOHEHTH IUCTPUOYHpPAHUX CHUCTEMa, KOjH Cy YeCTO MeTa Hamazaa
300T CBOj€ pambUBOCTH M HEYCArJIAlIEHOCTH CTaHAap/a.

3akJby4Ha pa3mMarpama yKasyjy Jia pe3yJaTaTd OBOT HAyYHOT HCTPaXKHBamba MPYXKajy JOMPUHOC
yHarpehewy 0e30eTHOCTH AUCTpUOyHpaHUX CHCTEeMa M IIOCTaBJbajy Temesb 3a Oyayha
UCTpaKMBama ca (OKyCcOM Ha pa3BOj HANPEAHMJUX U COMUCTUIMPAHUJUX peliema 3a
JIETEKIU]y ¥ IPEBEHIIN]Y yIaJia, TIe je 0] MoceOHe BAXKHOCTH 3aIlITHTA HHTETPUTETA M01aTaKa.

VcnutrBame aaropuTamMa MamdHCKOT y4€ha ONTHMU30BaHH MOJIU(UKOBAHUM alTOPUTMOM
ceutana (eurs. Frefly algorithm), Hynu cioxkeHe W BHCOKO KOMIUIEKCHE MoOryhHOCTH
NPUJINKOM TIpeBa3WIaXema IOTCHIUjaTHuX Oe30eaHoCHHX wu3azoBa. Mctm ce  Mmory
noBe3uBaTH ca WHTerpamdjom l0T-a y konmenty Healthcare 4.0. Moaenu pa3Bujenu 3a
notpede Hay4HO-UCTpakMBauKor pana [13] u JoKTOpcke Te3e MoKas3yjy M3y3eTHO CHaXKHE U
BHUCOKe mepdopMaHce MPUIMKOM OTKpUBama 0e30ennocHux npobiema y 0T ypehajuma, a
Koju ce mory kopuctutu y kourenty Healthcare 4.0. Tume ce uctuue edukacHOCT U
MOTEHIMjaJl MAIIMHCKOT y4Yerma y KOMOMHAIMjU ca MeTaxeypucTUKaMa MOJIU(PUKOBAHUX
alroprTamMa CBETIIYI[aBUX MYIIHIIA.

[Mpennoxenu Mojen HaydyHO-HCTpakuBaukor paja [13], a Ha koju ce ocliama oBa JIOKTOPCKa
aucepranuja, komounyje XGBoost ca moaudukoBanum anroputmom cButana (XG-MFA),
nokaszyje mHpEepuopHe pe3yaTaTe NMPHIMKOM O0aBJbarha 3ajaTaka BUIIEKIACHE W OWHApHE
kinacudukanuje. OcTBapeHH pe3yiaTaTH CYrepHllly Jia je OBakaB MPUCTYH BUCOKO e(pHUKacaH
NPUIMKOM OTKPHBamba CIIOKEHUX O0€30€THOCHUX MpeTHU 3a JUCTPUOYyHUpaHE CcHCTEME Y
nopehewy ca mnocrojehum wMerogama. Ilpumena SHAP anamusze omoryhaBa jacHuje
pasyMeBame JONPUHOCA Pa3IMUUTUX KapaKTepUCTUKA Ha OAJyKe MOesa, IITO je J0AaTHO
yHarpeaumio epuKacHOCT U IMOYy3/1aHOCT MOJETIA.

Pa3marpanu u mpensyio’keH MOJEN 3aCHOBAaH Ha ONTHUMH3ALMjU XMOPHAHUX airopurama u
HEYPOHCKHX MpeXa TpeCTaB/ba 3Ha4yajaH KOpPAaK Hampex y o0JlacTh JETeKIHje yhaza H
3amTHTe TUCTpHOyHpaHux cucreMa. HeypoHcke Mpexe, ToceOHO JyOOKe HEypOHCKE MpexXe
(DNN), moka3yjy CBOjeBpCTaH M HW3y3€TaH TOTCHIIMjaJ MPHJIMKOM OTKPHBAaHka CIIOKECHHX
mabnona u anomanuja [80] [99] koje Mory yka3zuBatu Ha 6€30eTHOCHE IPETHE U PABUBOCTH.
TakBUM TpPUCTYNIOM, y KOMOMHAIMjU Ca METAaXEypUCTHUKUM aJrOpUTMHMa Kao IITO je
MonudukoBanu anropuram curana (MFA), moxxe omoryhutu MojenoBame KOXEPEHTHUX
mporeca HMHTEpaKifje u3Mel)ly pa3InuuTUX KapakTepUCTHKa W HUXOBOT yTHIAja Ha
0e30eJHOCT TUCTPUOYHUPAHOT CUCTEMA.
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JluctpuOynpaHu CUCTEMH TOCEOHO MOTY OMTH pambHBH Ha MAJIMITMO3HE Haraje 300T lbbHXOBE
KOMILIEKCHE TPUPOJIC U BEIIMKE KOJIMYMHE M0JIaTaKka KOju ce MOpajy oOpahuBaT UCKIbYUHBO
y peannom BpemeHy. IIpoGiemu koju ce mory jaButu y kouuenrty Healthcare 4.0 noxarho
Harjamanajy notpely 3a poOyCHUM U MOY3/1aHUM MOJIEINMA 32 JICTeKIH]y yIaja.

Healthcare 4.0 mompasymeBa wunrterpanujy loT ypehaja y mMeaummHCcKe cHcTeMe, IITO
omoryhaBa moOOJbIIaHy TUjarHOCTHKY, Tpaheme U Jeuewme manujeHara. MelhyTum, oBu
CHCTEMH Cy Takoh)e MeTa Hamajaa KOju MOTY YIPO3HTH MPUBATHOCT MAlMjeHaTa U HHTEIPUTET
noJlaTaKa.

[TpennoxxeHn ONTUMU30BaHU MOJIEIN, KOjU KOMOMHYj€ HEYPOHCKE MPEXKe U METaXeypHCTHUKE
aJITOPUTME, MTOKa3yje U3y3€THY CIIOCOOHOCT MPIIIMKOM JIETEKIUj€ Pa3IMINTHX TUIIOBA yIIaja.
Pe3ynratn excnepuMeHara IoOKa3yjy Ja OBaj NPUCTYNl HE caMoO Ja mNoBehaBa TadyHOCT
nerekuuje, Beh u cmamyje 0poj JTaXKHUX TMO3UTUBHUX U JIAKHUX HETATUBHUX JETEKIIH]ja, IITO,
3ampaBo, MPEJCTaB/ba KJbY4d 332 OCTBAPHBAKE €(hUKACHOCTH YHyTap 0e30€JHOCHHUX CHCTEMA.
Crora je moce6HO 0J1 BAXKHOCTU HAIIOMEHYTHU J1a IPEUIOKEHH MOAEN YCIIeBa /1a OIP>KU BUCOKE
nepdopMaHce U y yCIIOBUMa BHCOKOT MHTEH3UTETa MpEKHOT caoOpahaja m onrepehema, y
BUJIy M MAaCHUBHHX M BEIHMKHX KOJMYMHA IOJIATaKa, IITO ra YAHHU HUICATHUM 32 IPUMEHY Y
PEaTHUM YCIIOBHMA.

Hapenne ananuse nokasyjy na npumeHa SHAP meroxe nompuHocu 00JbeM pa3syMeBamy
yTUIlaja TOjelMHAYHNX KapaKTepUCTUKa Ha OmiIyke mozena. OBO MoceOHO MOXe OUTH O
3HaYaja y KoHTeKcTy koHienTa Healthcare 4.0, rue je o kpuTHYHOT 3HayYaja pa3yMeTH KOjU
(¢akTopu HajBUIIE MOy YTHUIATH Ha CBEYKynHy O0€30eJHOCT M Kako HX e(UKacHO
kouTposucatu. SHAP ananu3a mokasyje Jga KapakTepucCTHKe kKao mTo cy tcp.time_delta u
frame.time_delta [13] umajy k/byuHy yJaory NpHIHKOM JICTEKIIHNjE MATUIIHO3HUX aKTHBHOCTH,
YHMe Ce, 3apaBo, aKTUBUPAjy Mepe 3aIITUTE U NMPEBEHIIN]e TUcTpudyupanor cuctema. SHAP
aHanu3a je Takohe mokazama ma mqtt.hdrflags uma 3nauajan ytunaj Ha kinacudukauujy,
noceOHO y BHUILEKJIACHOM clieHapujy. OBa KapakTepucTHKa, 3ajenHo ca frame.time_delta u
tcp.flags.push urpa kpyuHy yiory y o/utykama MoJiesia i yKa3yje Ha KOMIICKCHE HHTEPaKI[Hje
u3Mely pa3IMUUTHX KapaKTepUCTHKA KOje MOTY YTHIIATH Ha KOHAYHHU UCXOI.

Pesynratu [13] Takolhe mokasyjy aa npemiokeHn MOJIS] UMa U3y3eTHO euKacaH MeXaHu3aM
MPUJIMKOM JIETEKIMje Hamaaa, a KOju Ccy CrelnuuIHN 3a 3paBCTBEHE CUCTEME, Kao MITO CY
Hanaau Ha |0T ypehaje koju Mory nmpaTuTH KJby4yHe U BUTaJHE 3Hake manujeHara. OBo je of
W3y3eTHE BAXKHOCTH 3a OJIp)KaBamke CHUTYPHOCTH M TOY3JAaHOCTH 3[PaBCTBEHHX YCIIyra y
CaBpeMEHOj TUTUTaNHO] epu. [IpuMeHOM omTHMHU3alMje XureprnapaMerapa U KopuihemeM
METaxXeypUCTUUKHX aJrOpHTaMa, MOCTHXKY Ce CHHTE3a, Te Ce TakBa Kopejaluja orjiena y
3Ha4ajHOM N000JBbIAKY MPUIMKOM JETEKIHje yIaia 1 3alITUTe AUCTPUOYUPAHUX CUCTEMA.

HcTtpaxkuBame oBe JOKTOPCKE Te3€ IMpyKa OCHOB 3a Oyayha mcTpaxuBama M pa3BOj HOBHX
MozaeiIa KOjI/I MOTry KOMOMHOBATH HanmpeaHC TCXHUKEC MAIIMHCKOI YUYC€Hha U METAaXCYPHUCTHUKE.
[Mpemtoxxenn momen [13] mokasyje ma je moryhe moctuhu BHCOK HHBO 0€30€QHOCTH U
MOy34aHOCTHU, YaK U Yy CIIOXKCHHM H AOWHAMHWYHUM OKPYXCHBHMaA KAao IITO CY IMOMCHYTH
3MIPaBCTBEHH U JIPYTH TUCTPUOYHpaHH CUCTEMH. [laJbiM HCTPaKHBAKHEM U Pa3BOjEM OUYCKYje
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Cce J1a OBH MOJICJIM MOTY TIOCTaTH joil ehUKaCHUJU U IPHIIAroIJbMBHjU, oMoryhaBajyhu mpakcu
0e30eany 1 oy3aany unrerpanujy 10T ypehaja y pasnuuute cexrope.

Ha ocHOBY cBera HaBe/IeHOT, MOXE C€ 3aKJbYUMTH J]a ONTUMHU3AlIMja XUOPUAHUX alropurama
U ynoTpeda HEypOHCKHX Mpexa MOry OMTH KJbydHH (akTop 3a mobdospiname 6e30eaHocTu
TUCTpUOyHpaHux cucremMa. Tume ce omoryhasa mpernu3Huja u OpxKy JCTEKIH]y yIaaa, YuMe
ce MOXKE CMamUTH PU3MK O] 0e30€IHOCHMX HWHIMIACHATa W OCHrypaBajyhu MHTErpuUTeT
nomataka. Ilpemnoxxenn monen XG-MFA [13]nokasyje uHbepropHe pe3yiaTare U THME
MpeJ/icTaB/ba 3Ha4yajaH KOpak Hampes y 00JIacTH BUCOKO-TEXHOJIOUIKE 6€30€JTHOCTH U 3aIITUTE
IUCTPHOYHPAHHUX CHCTEMA, ca MOCeOHMM akIeHTOM y KoHTekcTy Healthcare 4.0.

ExcniepiMenTaniu eo paga ykipydyje ananusy l0T-Flock renepucanor ckyma monaraka u3
3npaBcTBeHUX |0T ypehaja. Pesynraru moxkasyjy ma mpeminoxenun moxaen XG-MFA uma
HAjBUIIM HUBO IMPEUM3HOCTH MPWIMKOM Kiacu(uKanuje, HaaManryjyhu npyre mHOBaTHBHE
MeTaxeypucTtuuke meronae. [IpemmokeHn Monen je MoceOHO yCIelIaH TOKOM JIETEKIIHje
pamuBOr caobpahaja, unMe ce 3Ha4ajHO MOTY TTOOOJBIIATH Mepe 0€30eTHOCTH Y 3IPABCTBCHUM
crcTeMuMa KOju KopHucTe ypehaje nHTepHET CTBapH.

OntuMuzainygja xuneprnapaMerapa 1 ynorpeda MeTaxeypucTHKa MOKa3yjy ce Kao HU3pa3uTo
epuKacHM ajaTH MpUIMKOM YHampehewa nepdopmMaHcH Mojena MalIMHCKOT yyewa.
OwmoryhaBajy npenusHuje u Opke aeTekuuje 0e30eTHOCHUX HpPETHH, YMME CE€ 3HauajHo
CMamyje pU3MK O] I[ypema IojaTaka U Apyrux 0e30eHOCHUX HHLuAeHaTa. Ymnorpeda
XHOPHUIHHUX alroprTaMa, Kao mTo je npemioxenn moaest XG-MFA [13], nokasyje na je moryhe
noctuhu 3HauyajHa MOOOJBIIAFbA y OJHOCY Ha TpaauiuoHanHe wmetoje. OBO HaydyHO
UCTpaXMBamE TOKa3yje Ja WHTErpalyja HanpeIHHX alropuTamMa MAaIlWHCKOT ydYema W
METaxeypucTuKa MoOXe OWTH KJbydHa 3a CBEYKYNHO [oOosplIamke 0e30eaHOCTH
IUCTpUOYHpaHUX cHUCTeMa. YHampehewe TexXHuKa JAeTeKlMje yhaaa M TpeBeHLUje Of
aKTUBHOCTH KOj€ MOTY MOCTUhM BHCOKE PAamHBOCTH jecy O] KJbYYHOI' 3Hayaja 3a CTBapame
6e30eHOCTH U MHTETpUTETA 110/1aTaKa Yy CaBPEMEHUM MPEKHUM HHPPACTPYKTypama.

ExcniepiMenTanuu pe3yaratu noTephyjy aa je npemnoxkenn monen XG-MFA [13] nagmaruo
Apyre MeToje, Kao mTo cy reHercku anroputam (XG-GA), anropuram poja dectuna (XG-
PSO) u npyre. Pesynratm mokasyjy nga je XG-MFA [13] ocrtBapyje HajBUIIM HHBO
MPEeU3HOCTH, HajMawy CTOMy TIpelike U Haj0osbe YKymHe meppopMaHce HPUINKOM
MOCTaBJFEHUX PA3UYNATHX 3ajaTtaka kimacudukanuje. [lopem Tora, BaXHOCT TpPUMEHE
OTITUMH3AIIH]j€ XUTIepIIapamMeTapa Mmokasyje ce KJbyqHOM 3a TIOCTH3amhe BUCOKUX TIephopMaHCh
Mojena. Ymorpeba MeToja Kao MITO Cy MHUHMMH3alMja Tpelike M MaKCUMH3aluja
koedunujenta KoeHoBe kane 107aTHO 000JbIIABAjy TAYHOCT U TOY3AaHOCT Mojiena. OBakBU
pe3yaTaTd  J0Ka3yje BaXHOCT ONTHUMM3alMje MPUIMKOM pa3Boja  COMUCTHLUPAHUX
aliropuTama JeTeKluje yrnajaa y AMCTpUOyupaHu CUCTEM UITH jJeIHY MPEXHY HHPACTPYKTYypy.

Pesynratu excnepumeHnaTa ykasyjy Ha TO Jia j€ TpeIoKEeHN MoJien He caMo edukacan Beh u
poOyCTaH y pa3sInIMTHM CIICHapHjuMa. To Moke OUTH ITOCeOHO BaXKHO 3a MPUMEHY Y PEATHHM
YCIIOBHMA TJI€ MOJIENIM MOPajy OMTH MPUWIIATOAJBUBY M TIOY3AaHU Y Pa3IMYUTHM OKOJIHOCTUMA.
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IMpemtoskenn npuctyn [13] Takohe HarmamaBa 3Hauaj Kopuinhema HapeIHUX
METaxeypHCTUKA 32 T000JbIIake ITepPOPMAHCH MOJIeNIa MATMHCKOT yUeHha.

Hamocnetky, 0BO Hay4HO HMCTpaKHBamke NpYyKa 3HAYajaH JONPHUHOC Yy OOJIACTH aHAII3e
Mojena 3a yHarnpeheme 6e30eqHOCTH TUCTpUOyHpaHuX CHCTEMa M yKa3yje Ha HOBE CMEPOBE
3a Oyayha uctpaxuBama. [lomohy ontumuzanuje XHOpPHIHMX ajlropurama M IMPUMEHY
HampeIHuX TEXHUKA MAIIMHCKOT y4ema, Moryhe je 3HauajHo moOoJblmaTd O0e30eaHOCHE
MEXaHM3ME M OCUTYypaTH HMHTETPUTET TNOJaTaka y pa3JIUuUTHM JIOMEHHMA, IITO je
CKCIEPUMEHTAJIHN TIOCTYIIIMMa To U motepheno [13].

JIOKTOpCKa Te3a HarjamaBa M yKa3yje Ha HM3y3€THO BHCOKY IMOTpPeOy 3a KOHTHHYHPAHOM
aHaJIM30M, ONTUMU3ALMJOM U yHanpehemeM cBuUX 0e30eIHOCHHX MeXaHu3ama, Kako Ou ce
MPAaBUJIHO U TIPAaBOBPEMEHO OJIOBOPWIIO Ha cBe Behe CBakOJHEBHE M3a30Be, a KOjU cCe
3acHHBajy Ha mHTerpanyju 10T ypehaja u qpyrux HanmpeaHUX TEXHOJOTHja Yy CBAKH CETMEHT
CaBpEMEHE JUTUTATHE epe.

12.2 bBynyhu pan u 6ynyha uctpaxkupama

bynyhu oxBup ucTpaxkuBama y O0JacTH 3allTHTE, NPEBEHIMje W JETEeKUHUje ymnaga y
IUCTpUOyHpaHe CHCTEeME CYLITHHCKM OOyXBaTa BHIIE acliekaTa caBpeMeHe Oe30eIHOCHE
MHOPPACTPYKTYpe W HOBHUX MPETHHU KOje ce KOHTHHYHpaHO mojaBibyjy. Crora, Oymyhe
HCTPaXMBAbE OTJIE[a C€ y Pa3BOjy HOBUX HAaNpPEIHUX XUOPUIAHUX alropuTamMa MallHHCKOT
ydema M BEeIITauke WHTEIUTCHIH]e KOju MOTy e(pUKacHO JIETEKTOBATH U CIIpeYaBaTH ynajue y
TUCTPUOYHpaH CUCTEM Yy peaTHOM BpeMeHy. TakBu anroputMu Tpedasio Ou aa Oyy 10BOJHHO
poOyCHU Ja MOTY WIEHTU(HUKOBATH U OJTrOBOPE HA IIMPOK CIIEKTap CaBPEeMEHUX Halaaa Kao
mro cy: DoS (Denial of Service), DDoS (Distributed Denial of Service), Ransomware,
Phishing u APT (Advanced Persistent Threats).

HoBe pawuBoCTH y TUCTpUOYHUPAHUM CUCTEMHUMA YECTO CE I0jaBibyjy yCIe[ CIOKEHOCTH U
XeTeporeHocTu ypehaja u Mpeka Koje 3ajeqHO YMHE je/laH MHTETPHCAH WM CerMEHTHpaH
cucreM. CymtuHa Oynyhux pemiema ce orsiena y Tome jaa cy ypehaju MHTEpHET cTBapu
MOCEOHO OCETIJFUBH yCJIel FhUXOBE N3Y3€THO OTPaHWYCHE padyHapcKe MONH, Kao M HeJIOCTaTKa
HarnpeaHux 0e30emHoCHIX MexaHu3ama. Kako je oBakaB mpo0iiem peasnaH y Ipakcy, HaBeJeHa
MaHa MX YUHH PUMApHUM IIHJBEBUMA 32 Hallaa4ye KOjH MOTY HCKOPUCTHTH YIIPaBO IOMEHYTY
pamUBOCT 3a TOKpeTame OOTHET Mpeke WM IIHMpeme MaiBepa kpo3 ypehaje. Bynyhe
UCTPaXMBaIE CYIITUHCKU ce MOXKe (DOKycHpaTH Ha pa3Bojy CHEIMjaJIM30BaHUX pellekha 3a
0T ypehaje koju Mmory 06e30euTH CBPCUCXOIHU]Y UHTETpanujy 0e30eTHOCHIX MeXxaHh3amMma
0e3 3HauajHOT yTHlaja Ha epdopmaHce GU3NIKUX ypehaja.

Kako 0u ce cnpeunsiv HajHOBHUjU HAmajau, O] BaXHOCTH j€ pa3BHjambe U UMIJIEMEHTHPAHE
cBeoOyXBaTHUX 0e30€THOCHUX OKBHpa KOJU YKJbYUy]y XUOpHIHE MeToae aeTekuuje. Takse
MeToe Tpebasio 01 1a KOMOMHY]Y TPETHOCTH CTaTHYKE U JUHAMUYKE aHAIU3€E, KA0 U TEXHUKE
MAaIlTMHCKOT y4Yema Kako Om ce o0e30emmina 0osba TAa4HOCT, Ka0 M MamH Opoj JIaXHO
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MO3UTHUBHUX pe3yntara. [lopen Tora, HeonxoHO je yHampehuBame nocrojehux cucrema 3a
npeseHnnjy ymana (IPS) u cucrema 3a merexknujy ymaaa (IDS), kako 6u Ownm y ctamy aa
UJIEeHTU(DHUKY]Y U OATOBOPE Ha HOBE THUIIOBE MIPETHH Y paHO]j (asu.

Takohe, Baxxan acnekt Oynyhux ucrtpaxkuBama Tpebano Ou na Oyne pa3Boj cuctema 3a
ayTOMaTCKO aXypHUPAlEe U Kpn/berbe PABUBOCTH Yy AUCTPpUOyHpaHuM cuctemuma. Jlatu
cucTeMu Tpebano O Jla KOpHUCTE, MOpEe] HOBUX MPUIIAroheHHMX pelliermha, TaKo U HalpeaHe
aNropuT™Me 3a aHanm3y caoOpahaja W mpeno3HaBamke CBUX aHOMalHja Kako OW MOTIHU
NPOAKTHBHO OTKPUBATH MOTCHIMjaJHEe Hamaje. Tume Ou ce ayTOMATCKU MOIJIE NPHUMEHUTH
CBE HEOINXoHe 0e30eJHOCHE Mepe MPEBEHIIN]E U CBEHTYAIHE 3aKpne AaTor JUCTPHUOYUpaHOT
cHucTeMa.

VY3umajyhu y 063up Op3uHy pa3Boja u unrerpauuje loT ypehaja y pasnuuure chepe xuBota u
pama, oJ1 BAKHOCTH je Jia ce Oyayha ucTpakuBama 3aCHUBAjy M HA MATAUMa TIPUBATHOCTH H
WHTETPUTETY TOAaTaKa, Kao M yCarJIallleHOCTH ca peryjiaruBama. PazMaTpame NMpUBaTHOCTH
MoJiaTaka y KOHTEKCTY HOBUX 0€30€JHOCHUX pellieha MOKe 00e30eIMTH, HE CaMO CUTYPHOCT,
Beh ¥ 3aITUTy OCeTJhUBUX MH(OpPMAIIH]ja 0J1 EBEHTYyalIHE 310ymnoTpede.

CXOOHO MpeUIOKEHUM pa3MaTpamuMa, Oynyhum OKBHp HCTpakuBama oOIViea ce y
CBEOOYXBATHOM IPUCTYIy pa3Boja HOBUX pelIeHa U MPUMEHU MHOBAaTUBHHUX TEXHOJIOTHja 3a
JETEeKLN]y, IPEBEHIIN]Y U 3alITUTY AUCTPUOYUPAHUX CUCTEMA O] CaBpeMEeHUX IpeTmhH. Dokyc
Oynyher ucTpakvBama Ha aJalTHBHUM M camoydehuM cucTeMuMa, KOju ce Mory Op3o
MPUJIArOIMTH HOBUM HamaJuMa U pamHBOCTHMA, MPEJICTaBJha KIbyUYHU KOPaK Harpea mpema
ocTu3amy poOYyCHHJE M CUTYpPHHjEe MpexXHE UHQPACTPYKType y €pu JIUTHTAIIHE
Tpanchopmarmje.
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