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Abstract:

In this paper we discuss the security exposures of a Web application that oc-
curs due to a well known SQL Injection attack. We will perform an evaluation
of the current protection systems in charge of preventing this type of attack,
using penetration testing tools (SQLMap, Hash identifier and Hashcat) in
Kali Linux distribution. Everything previously mentioned will be done in
details performing a case study in which an access to the database entities
approaching classified information will be demonstrated.
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