
SINTEZA 2017 
INTERNATIONAL SCIENTIFIC CONFERENCE ON INFORMATION TECHNOLOGY AND DATA RELATED RESEARCH

521

Strahinja Nedeljković1, 
Saša Adamović1

1Singidunum University, 
32 Danijelova Street, Belgrade, Serbia

Correspondence: Strahinja Nedeljković 
e-mail: snedeljkovic@singidunum.ac.rs

DEVELOPING AND PERFORMING AN SQL INJECTION ATTACK ON 
A VULNERABLE WEB APPLICATION

ABSTRACT PREVIEW

Abstract: 
In this paper we discuss the security exposures of a Web application that oc-
curs due to a well known SQL Injection attack. We will perform an evaluation 
of the current protection systems in charge of preventing this type of attack, 
using penetration testing tools (SQLMap, Hash identifier and Hashcat) in 
Kali Linux distribution. Everything previously mentioned will be done in 
details performing a case study in which an access to the database entities 
approaching classified information will be demonstrated.
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