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ɍɜɨɞ 
 

Кɚɤɨ ɛɢ ɫɟ ɭɫɩɨɫɬɚɜɢɥɚ ɤɨɦɭɧɢɤɚɰɢʁɚ ɫɚ ɞɪɭɝɢɦ ɪɚɱɭɧɚɪɨɦ ɧɚ ɂɧɬɟɪɧɟɬɭ ɧɟɨɩɯɨɞɧɨ ʁɟ 
ɭɧɟɬɢ ʃɟɝɨɜɭ ɚɞɪɟɫɭ ɭ ɪɚɱɭɧɚɪ ɤɨʁɚ ɩɪɟɞɫɬɚɜʂɚ ɢɦɟ ɢ ɥɢ ɛɪɨʁ. Ⱥɞɪɟɫɚ ɦɨɪɚ ɛɢɬɢ 
ʁɟɞɢɧɫɬɜɟɧɚ ɧɚ ɧɢɜɨɭ ɰɟɥɨɝ ɂɧɬɟɪɧɟɬɚ ɤɚɤɨ ɛɢ ʁɟɞɚɧ ɪɚɱɭɧɚɪ ɩɪɨɧɚɲɚɨ ɞɪɭɝɨɝ. ICANN 

ɤɨɨɪɞɢɧɢɲɟ ɨɜɟ ʁɟɞɢɧɫɬɜɟɧɟ ɚɞɪɟɫɟ ɲɢɪɨɦ ɫɜɟɬɚ. Ȼɟɡ ɤɨɨɪɞɢɧɚɰɢʁɟ ɧɟɛɢ ɦɨɝɚɨ ɞɚ ɩɨɫɬɨʁɢ 
ʁɟɞɢɧɫɬɜɟɧ ɂɧɬɟɪɧɟɬ ɤɚɤɚɜ ɩɨɡɧɚʁɟɦɨ. Кɚɞɚ ɫɟ ɭɤɭɰɚ ɢɦɟ ɭ ɪɚɱɭɧɚɪ ɬɨ ɢɦɟ ɦɨɪɚ ɛɢɬɢ 
ɩɪɟɜɟɞɟɧɨ ɭ ɛɪɨʁ ɩɪɟɧɟɝɨ ɲɬɨ ɫɟ ɭɫɩɨɫɬɚɜɢ ɤɨɦɭɧɢɤɚɰɢʁɚ. Ɉɜɚʁ ɫɢɫɬɟɦ ɧɚɡɢɜɚ ɫɟ DNS 

(Domain Name System) ɢ ɨɧ ɩɪɟɜɨɞɢ ɢɦɟɧɚ ɤɚɨɨ ɲɬɨ ɫɭ www.icann.com ɭ ɛɪɨʁɟɜɟ ɤɨʁɢ ɫɟ 
ɧɚɡɢɜɚʁɭ Internet Protocol (IP) ɚɞɪɟɫɟ. ICANN ɤɨɪɞɢɧɢɲɟ ɬɟ ɚɞɪɟɫɟ ɤɚɤɨ ɛɢ ɛɢɥɟ 
ʁɟɞɢɧɫɬɜɟɧɟ. 

ɍ ɩɨɫɥɟɞʃɟ ɜɪɟɦɟ ɩɪɨɧɚђɟɧɟ ɫɭ ɪɚʃɢɜɨɫɬɢ ɭ ɫɚɦɨɦ DNS ɩɪɨɬɨɤɨɥɭ ɤɨʁɟ ɨɦɨɝɭʄɚɜɚʁɭ 
ɯɚɤɟɪɢɦɚ ɞɚ ɯɚɤɭʁɭ ɫɚɦ ɩɪɨɰɟɫ. Ɍɚɤɨ ɧɚ ɩɪɢɦɟɪ ɧɚɩɚɞɚɱ ɦɨɠɟ ɞɚ ɩɪɟɭɡɦɟ ɤɨɧɬɪɨɥɭ ɧɚɞ 
ɫɟɫɢʁɨɦ ɢ ɩɪɟɭɫɦɟɪɢ ɤɨɪɢɫɧɢɤɚ ɧɚ ɥɚɠɧɢ ɫɚʁɬ ɫɚ ɤɨʁɢɦ ʁɟ ɦɨɝɭʄɟ ɭɤɪɚɫɬɢ ʃɟɝɨɜɭ ɲɢɮɪɭ. 

Ɉɜɟ ɪɚʃɢɜɨɫɬɢ ɩɨɜɟʄɚɥɟ ɫɭ ɢɧɬɟɪɟɫ ɡɚ ɡɚ ɭɜɨђɟʃɟɦ ɬɟɯɧɨɥɨɝɢʁɟ DNSSEC ɤɨʁɚ ɭɜɨɞɢ 
ɫɢɝɭɪɧɨɫɧɚ ɩɪɨɲɢɪɟʃɚ ɭ ɫɚɦ DNS. 

ɋɥɟɞɟʄɚ ɩɢɬɚʃɚ ɢ ɨɞɝɨɜɢɪɢ ɩɪɟɞɫɬɚʂɚʁɭ ɩɨɤɭɲɚʁ ɞɚ ɫɟ ɨɛʁɚɫɧɢ DNSSEC ɢ ɡɚɲɬɨ ʁɟ ʃɟɝɨɜɚ 
ɢɦɩɥɟɦɟɧɬɚɰɢʁɚ ɧɟɨɩɯɨɞɧɚ. 

Шɬɚ ɫɭ root zone? 

DNS ɫɟɪɜɢɫ ɩɪɟɜɨɞɢ ɞɨɦɟɧɫɤɚ ɢɦɟɧɚ ɤɨʁɟ ɱɨɜɟɤ ɡɧɚ ɞɚ ɡɚɩɚɦɬɢ  ɭ ɛɪɨʁɟɜɟ ɤɨʁɟ ɫɭ 
ɩɪɢɪɨɞɧɢʁɟ ɪɚɱɭɧɚɪɢɦɚ ɧɟɲɬɨ ɫɥɢɱɧɨ ɬɟɥɟɮɨɧɫɤɨɦ ɢɦɟɧɢɤɭ. Ɉɜɨ ɫɟ ɨɞɜɢʁɚ ɩɨ ɧɢɜɨɢɦɚ. 
ɇɚ ɩɪɜɨɦ ɧɢɜɨɭ ɧɚɥɚɡɟ ɫɟ top level ɞɨɦɟɧɢ ɢɥɢ root ɡɨɧɟ. Ɍɚɤɨ ɧɚ ɩɪɢɦɟɪ ɤɚɤɨ ɛɢ ɪɚɱɭɧɚɪ 
ɩɪɢɫɬɭɩɢɨ ɫɚʁɬɭ www.google.com ɪɚɱɭɧɚɪ ɩɢɬɚ top level ɞɨɦɟɧɟ ɝɞɟ ɦɨɠɟ ɞɚ ɧɚђɟ 
ɢɧɮɨɪɦɚɰɢʁɭ ɜɟɡɚɧɭ ɡɚ ɞɨɦɟɧ .com ɧɚɤɨɧ ɬɨɝɚ ɪɚɱɭɧɚɪ ɩɢɬɚ .com ɡɚ ɞɨɦɟɧ .google.com 

(ɞɪɭɝɢ ɧɢɜɨ) ɢ ɧɚ ɤɪɚʁɭ ɩɢɬɚ google.com ɤɨʁɚ ʁɟ ɚɞɪɟɫɚ ɡɚ www.google.com (ɬɪɟʄɢ ɧɢɜɨ).  
Ɋɚɡɥɢɱɢɬɢ ɫɭɛʁɟɤɬɢ ɭɩɪɚɜʂɚʁɭ ɪɚɡɥɢɱɢɬɢɦ ɞɨɦɟɧɢɦɚ ɬɚɤɨ ɧɚ ɩɪɢɦɟɪ google.com ɫɟ 
ɭɩɪɚɜʂɚ ɨɞ ɫɬɪɚɧɟ Google ɤɨɪɩɨɪɚɰɢʁɟ, .com ɞɨɦɟɧ ɫɟ ɭɩɪɚɜʂɚ ɨɞ ɫɬɪɚɧɟ 
VeriSign ɤɨɪɩɨɪɚɰɢʁɟ ɞɨɤ ɫɟ root ɡɨɧɚ ɭɩɪɚɜʂɚ ɨɞ ɫɬɪɚɧe ICANN. 

Ɂɚɲɬɨ ʁɟ ɩɨɬɪɟɛɧɨ ɞɚ ɩɨɬɩɢɲɟɦɨ root ɡɨɧɭ? 

ɋɤɨɪɨ ɩɪɢɦɟʄɟɧɟ ɫɥɚɛɨɫɬɢ ɤɨɞ DNS ɫɟɪɜɢɫɚ ɩɚɪɚɥɟɥɧɨ ɫɚ ɧɚɩɪɟɞɤɨɦ ɬɟɯɧɨɥɨɝɢʁɟ 
ɨɦɨɝɭʄɚɜɚʁɭ ɧɚɩɚɞɚɱɭ ɦɨɝɭʄɧɨɫɬ ɞɚ ɡɚ ɤɪɚɬɤɨ ɜɪɟɦɟ ɨɜɥɚɞɚ DNS lookup ɩɪɨɰɟɫɨɦ ɚ ɡɚɬɢɦ 
ɩɪɟɭɡɦɚʃɟɦ ɫɟɫɢʁɟ ɤɨɪɢɫɧɫɢɤɚ ( ɬɚɤɨ ɲɬɨ ʄɟ ɝɚ ɩɪɟɭɫɦɟɪɢɬɢ ɧɚ ɫɜɨʁ ɥɚɠɢɪɚɧɢ ɫɚʁɬ) 
ɩɪɢɤɭɩʂɚʃɟ ɩɨɜɟɪʂɢɜɢɯ ɩɨɞɚɬɚɤɚ ɤɚɨ ɲɬɨ ɫɭ ɥɨɡɢɧɤɟ. 

 

http://www.icann.com/
http://www.google.com/
http://www.google.com/
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Шɬɚ ʁɟ DNSSEC? 

DNSSEC je ɬɟɯɧɨɥɨɝɢʁɚ ɤɨʁɚ oɬɤɥɚʃɚ ɫɥɚɛɨɫɬɢ DNS ɫɟɪɜɢɫa ɬɚɤɨ ɲɬɨ ɞɢɝɢɬɚɥɧɨ ɩɨɬɩɢɫɭʁɟ 
ɩɨɞɚɬɤɟ ɧɚ ɫɟɪɜɟɪɭ ɬɚɤɨ ɞɚ ɤɨɪɢɫɧɢɤ ɛɭɞɟ ɫɢɝɭɪɚɧ ɭ ɜɟɪɨɞɨɫɬɨʁɧɨɫɬ ɩɨɞɚɬɚɤɚ.ɉɨɫɬɭɩɚɤ ɫɟ 
ɩɨɧɚɜʂɚ ɧɚ ɫɜɢɦ ɧɢɜɨɢɦɚ ɭ ɯɢʁɟɪɚɪɯɢʁɢ ɨɞ root ɡɨɧɟ ɞɨ ɧɚ ɩɪɢɦɟɪ ɞɨɦɟɧɚ www.icann.org. 

Kɚɤɨ ɭɧɚɩɪɟɞɢɬɢ ɫɢɝɭɪɧɨɫɬ ɩɪɨɫɟɱɧɨɝ ɤɨɪɢɫɧɢɤɚ? 

ɐɢʂ ɰɟɥɨɤɭɩɧɟ ɢɦɩɥɟɦɟɧɬɚɰɢʁɟ DNSSEC ɫɟɪɜɢɫɚ ʁɟ ɞɚ ɤɪɚʁʃɢ ɤɨɪɢɫɧɢɤ ɛɭɞɟ ɩɨɜɟɡɚɧ ɧɚ 
ɩɪɚɜɢ web ɫɚʁɬ ɢɥɢ ɞɪɭɝɢ ɫɟɪɜɢɫ  ɧɚ ɨɫɧɨɜɭ ɨɞɝɨɜɚɪɚʁɭʄɟɝ ɞɨɦɟɧɚ. DNSSEC ɪɟɲɚɜɚ 
ɫɢɝɭɪɧɨɫɧɟ ɩɪɨɛɥɟɦɟ ɭ DNS lookup ɩɪɨɰɟɫɭ ɡɚ ɪɚɡɥɢɤɭ ɨɞ SSL-a (https-a) ɤɨʁɢ ɲɬɢɬɢ 
ɤɨɦɭɧɢɤɚɰɢʁɭ ɢɡɦɟђɭ ɤɥɢʁɟɧɬɚ ɢ ɫɟɪɜɟɪɚ. 

Шɬɚ ɫɟ ɡɚɩɪɚɜɨ ɞɟɲɚɜɚ ɤɚɞɚ ɫɟ ɩɨɬɩɢɲɟ root? 

ɉɨɬɩɫɢɜɚʃɟɦ root-a ɤɨɪɢɫɬɟʄɢ DNSSEC ɞɨɞɚʁɟ ɫɟ ʁɨɲ ɡɚɩɢɫɚ ɧɚ ɫɜɚɤɨɦ top level ɞɨɦɟɧɭ ɭ 
root ɡɨɧɫɤɨɦ ɮɚʁɥɭ. Ɉɧɨ ɲɬɨ ɫɟ ɞɨɞɚʁɟ ʁɟ ɤʂɭɱ ɢ ɩɨɬɩɢɫ ɤɨʁɢ ɚɬɟɫɬɢɪɚ ɜɚɥɢɞɧɨɫɬ ɤʂɭɱɚ. 

DNSSEC ɨɦɨɝɭʄɚɜɚ ɜɚɥɢɞɚɰɢɨɧɢ ɩɪɨɰɟɫ ɡɚ ɡɚɩɢɫɟ. Ɉɧ ɧɟ ɲɢɮɪɭʁɟ ɧɢɬɢ ɦɟʃɚ ɦɟɧɚђɦɟɧɬ 
ɩɨɞɚɬɚɤɚ ɢ ɤɨɦɩɚɬɢɛɢɥɚɧ ʁɟ ɭɧɚɡɚɞ ɫɚ ɬɟɤɭʄɢɦ DNS-ɨɦ ɢ ɚɩɥɢɤɚɰɢʁɚɦɚ. Ɍɨ ɡɧɚɱɢ ɞɚ ɨɧ ɧɟ 
ɦɟʃɚ ɩɨɫɬɨʁɟʄɟ ɩɪɨɬɨɤɨɥɟ ɧɚ ɤɨʁɢɦɚ ʁɟ ɚɞɪɟɫɢɪɚʃɟ ɧɚ ɂɧɬɟɪɧɟɬ-ɭ ɛɚɡɢɪɚɧɨ. Ɉɧ ɭɤʂɭɱɭʁɟ 
ɥɚɧɚɰ ɞɢɝɢɬɚɥɧɢɯ ɩɨɬɩɢɫɚ ɭ DNS ɯɢʁɟɪɚɪɯɢʁɢ ɭ ɤɨɦɟ ɫɜɚɤɢ ɧɢɜɨ ɢɦɚ ɫɜɨʁ ɝɟɧɟɪɢɫɚɧɢ ɤʂɭɱ 
ɡɚ ɩɨɬɩɢɫɢɚɜɚʃɟ. Ɍɨ ɡɧɚɱɢ ɞɚ ɧɚ ɩɪɢɦɟɪ ɞɨɦɟɧ www.icann.org ɫɜɚɤɚ ɨɪɝɚɧɢɡɚɰɢʁɚ ɦɨɪɚ ɞɚ 
ɩɨɬɩɢɲɟ ɤʂɭɱ ɞɭɠ ɥɚɧɰɚ ɡɚ ɨɧɨɝ ɢɫɩɨɞ ɫɟɛɟ. Ɍɚɤɨ ɧɚ ɩɪɢɦɟɪ .org ɩɨɬɩɢɫɭʁɟ icann.og ɤʂɭɱ. 
Ɍɨɤɨɦ ɜɚɥɢɞɚɰɢɨɧɨɝ ɩɪɨɰɟɫɚ DNSSEC ɫɥɟɞɢ ɥɚɧɚɰ ɩɨɜɟɪɟʃɚ ɫɜɟ ɞɨ root-a ɚɭɬɨɦɚɬɫɤɢ 
ɜɚɥɢɞɢɪɚʁɭʄɢ child ɤʂɭɱɟɜɟ ɤɨɪɢɫɬɟʄɢ ɤʂɭɱɟɜɟ parenet-a. 

ɉɭɧɨ ɭɜɨђɟʃɟ DNSSEC-a ɧɟ ɩɨɞɪɚɡɭɦɟɜɚ ɫɚɦɨ ɩɨɬɩɢɫɢɜɚʃɟ root-a (ɢɚɤɨ ʁɟ ɤɪɭɰɢʁɚɥɚɧo) 

ɜɟʄ ɩɨɞɪɚɡɭɦɟɜɚ ɢ ɞɚ ɫɜɚɤɢ ɞɨɦɟɧ ɧɢɠɢ ɭ ɯɢʁɟɪɚɪɯɢʁɭ ɢɡɜɪɲɢ ɩɨɬɩɢɫɚɜɚʃɟ ɫɚ 
ɨɞɝɨɜɚɪɚʁɭʄɢɦ ɨɩɟɪɚɬɟɪɨɦ ɤɚɤɨ ɛɢ ɭɩɨɬɩɭɧɢɨ ɥɚɧɚɰ ɩɨɜɟɪɟʃɚ. ɍ ɩɨɫɥɟɞʃɟ ɜɪɟɦɟ TLD 

ɨɩɟɪɚɬɟɪɢ ɭɛɪɡɚɜɚʁɭ ɩɪɨɰɟɫ ɭɜɨђɟʃɚ DNSSEC-a ɭ ɫɜɨʁɢɦ ɡɨɧɚɦɚ (ɤɚɨ ɲɬɨ ɫɭ ɧɚ ɩɪɢɦɟɪ 
.bg, .se, .cz ɢ ɬ.ɞ.) 

Ʉɚɤɨ ɫɟ ɭɩɪɚɜʂɚ root ɡɨɧɚɦɚ? 

ɍɩɪɚɜʂɚʃɟ root ɡɨɧɚɦɚ ɫɟ ɜɪɲɢ ɢɡɦɟђɭ ɧɟɤɨɥɢɤɨ ɟɧɬɢɬɟɬɚ: 

-ICANN (an International not-for-profit Corporation under contract from United States 

DОpartЦОЧt ШП CШЦЦОrМО) ɤɨʁɢ ɜɪɲɢ IANA (IЧtОrЧОt AssТРЧОН NuЦbОrs AutСШrТtв) ɮɭɧɤɰɢʁɭ. 
ICANN ɞɨɛɢʁɚ ɢ ɩɪɟɝɥɟɞɚɜɚ ɢɧɮɨɪɦɚɰɢʁɟ ɨɞ ɨɩɟɪɚɬɟɪɚ top level ɞɨɦɟɧɚ (ɌLD) ɤɚɨ ɲɬɨ ʁɟ 
ɧɚ ɩɪɢɦɟɪ “com”. 

- National Telecommunications and Information Administration (NTIA) ɤɨʁɢ ɩɪɟɞɫɬɚɜʂɚ 
ɨɞɟʂɚɤ ɭ UЧТtОН StatОs DОpartЦОЧt ШП CШЦЦОrМО – ɨɜɥaɲʄɭʁɟ ɩɪɨɦɟɧɟ ɭ rШШt-ɭ. 

- VeriSign - ɚɦɟɪɢɱɤɚ ɩɪɨɮɢɬɧɚ ɤɨɦɩɚɧɢʁɚ ɤɨʁɚ ɢɦɚ ɭɝɨɜɨɪ ɫɚ ɜɥɚɞɨɦ ɋȺȾ ɞɚ ɦɟʃɚ rШШt 
ɡɨɧɟ ɫɚ ɢɧɮɨɪɦɚɰɢʁɚɦɚ ɞɨɛɢɜɟɧɢɦ ɢ ɨɜɟɪɧɟɢɧɢɦ ɢɡ ICANN ɢ ɨɞɨɛɪɟɧɢɦ ɨɞ ɫɬɪɚɧɟ 

http://www.icann.org/
http://www.icann.org/
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DОpartЦОЧt ШП CШЦЦОrМО ɢ ɞɢɫɬɪɢɛɭɢɪɚ rШШt ɡɨɧɫɤɟ ɮɚɥʁɨɜɟ ɤɨʁɢ ɫɚɞɪɠɢ ɢɧɮɨɪɦɚɰɢʁɚ ɝɞɟ 
ɫɟ ɦɨɠɟ ɩɪɨɧɚʄɢ ɢɧɮɨɪɦɚɰɢʁɚ ɡɚ ɌLD ɤɚɨ ɲɬɨ ʁɟ ɧɚ ɩɪɢɦɟɪ “МШЦ” 

- Ɇɟђɭɧɚɪɨɞɧɚ ɝɪɭɩɚ root ɫɟɪɜɟɪ ɨɩɟɪɚɬɟɪɚ ɤɨʁɢ ɞɨɛɪɨɜɨʂɧɨ ɨɞɪɠɚɜɚ ɩɪɟɤɨɞ 200 ɫɟɪɜɟɪɚ 
ɲɢɪɨɦ ɫɜɟɬɚ ɤɨʁɢ ɞɢɫɬɪɢɛɭɢɪɚʁɭ root ɢɧɮɨɪɦɚɰɢʁɟ ɢɡ root ɡɨɧɫɤɨɝ ɮɚʁɥɚ ɲɢɪɨɦ ɂɧɬɟɪɧɟɬɚ. 
Ɍɨ ɫɭ ɫɥɟɞɟʄɢ ɨɩɟɚɪɚɬɟɪɢ: 

A) VeriSign Global Registry Services; 

B) Information Sciences Institute at USC; 

C) Cogent Communications; 

D) University of Maryland; 

E) NASA Ames Research Center; 

F) Internet Systems Consortium Inc.; 

G) U.S. DOD Network Information Center; 

H) U.S. Army Research Lab; 

I) Autonomica/NORDUnet, Sweden; 

J) VeriSign Global Registry Services; 

K) RIPE NCC, Netherlands; 

L) ICANN; 

M) WIDE Project, Japan. 

Ɂɚɲɬɨ ʁɟ ɛɢɬɧɨ ɡɚ DNSSEC ɡɚɲɬɢɬɭ ɞɚ ʁɟɞɧɚ ɨɪɝɚɧɢɡɚɰɢʁɚ ɜɪɲɢ ɩɪɟɝɥɟɞɚʃɟ, ɩɪɨɦɟɧɭ 
ɢ ɩɨɬɩɢɫɢɜɚʃɟ? 

ɋɧɚɝɚ DNSSEC-a ɡɚ ɫɜɚɤɢ ɥɢɧɤ ɭ ɥɚɧɰɭ ɩɨɜɟɪɟʃɚ ɥɟɠɢ ɭ ɩɨɜɟɪɟʃɭ ɤɨɪɢɫɧɢɤɚ ɭ 
ɨɪɝɚɧɢɡɚɰɢʁɭ ɤɨʁɚ ɩɪɨɜɟɪɚɜɚ ɤʂɭɱɟɜɟ ɢ ɨɫɬɚɥɟ ɢɧɮɨɪɦɚɰɢʁɟ ɡɚ ɡɚɞɚɬɢ ɥɢɧɤ. ɍ ɰɢʂɭ ɞɚ ɫɟ 
ɝɚɪɚɧɬɭʁɟ ɢɧɬɟɝɪɢɬɟɬ ɢɧɮɨɪɦɚɰɢʁɚ ɢ ɫɚɱɭɜɚ ɩɨɜɟɪɟʃɟ ɩɨɞɚɰɢ ɫɟ ɜɟɪɢɮɢɤɭʁɭ ɡɚɲɬɢʄɭʁɭ ɨɞ 
ɝɪɟɲɚɤɚ ɫɥɭɱɚʁɧɢɯ ɢɥɢ ɦɚɥɢɰɢɨɡɧɢɯ ɭɧɭɬɚɪ ɨɤɜɢɪɚ ɨɪɝɚɧɢɡɚɰɢʁɚ. 

ɍ DNSSEC-ɭ ɲɬɚ ʁɟ KSK and ZSK? 

KSK je ɫɤɪɚʄɟɧɢɰɚ ɡɚ Key Signing key ɚ ZSK ɡɚ Zone Signing Key. Ɂɚ ɨɞɪɟђɟɧɨ ɜɪɟɦɟ 
ɤɪɢɩɬɨɝɪɚɮɫɤɢ ɤʂɭɱɟɜɢ ɦɨɝɭ ɛɢɬɢ ɤɨɦɩɪɨɦɢɬɨɜɚɧɢ. ɍ ɫɥɭɱɚʁɭ ɚɫɢɦɟɬɪɢɱɧɟ 
ɤɪɢɩɬɨɝɪɚɮɢʁɟ ɤɨʁɚ ɫɟ ɤɨɪɢɫɬɢ ɤɨɞ DNSSEC-a ɧɚɩɚɞɚɱ ɦɨɠɟ ɤɨɪɢɲʄɟʃɟɦ brute force 

ɦɟɬɨɞɟ ɢɥɢ ɧɟɤɟ ɞɪɭɝɟ ɩɪɢɜɚɬɧɢ ɞɟɨ  

ɍ ɫɥɭɱɚʁɭ ɚɫɢɦɟɬɪɢɱɧɟ ɤɪɢɩɬɨɝɪɚɮɢʁɟ ɢɥɢ ɤɪɢɩɬɨɝɪɚɮɢʁɟ ʁɚɜɧɢɯ ɤʂɭɱɟɜɚ ɤɨʁɢ ɫɟ ɤɨɪɢɫɬɢ 
ɭ DNSSEC-y ɧɚɩɚɞɚɱ ɩɪɨɧɚɥɚɡɢ, ɤɨɪɢɫɬɟʄɢ ɦɟɬɨɞɟ ɤɚɨ ɲɬɨ ɫɭ  brute force, ɬɚʁɧɢ ɞɟɨ ɨɞ 
public-private ɩɚɪɨɜɚ ɤʂɭɱɟɜɚ ɤɨʁɢ ɫɭ ɤɨɪɢɲɬɟɧɢ ɡɚ ɤɪɟɢɪɚʃɟ ɩɨɬɩɢɫɚ ɤɨʁɢɦɚ ɫɟ ɬɟɫɬɢɪɚ 
ɜɚɥɢɞɧɨɫɬ DNS ɡɚɩɢɫɚ. Ɉɜɨ ɨɦɨɝɭʄɚɜɚ ɧɚɩɚɞɚɱɭ ɞɚ ɩɪɨɛɢʁɟ ɡɚɲɬɢɬɭ ɤɨʁɭ ɩɪɭɠɚ DNSSEC. 

DNSSEC ɫɟ ɫɭɩɪɨɬɫɬɚɜʂɚ ɬɢɦ ɤɨɦɩɪɨɦɢɬɭʁɭʄɢɦ ɩɨɤɭɲɚʁɢɦɚ ɤɨɪɢɫɬɟʄɢ ɤʂɭɱ ɤɪɚɬɤɨɝ 
ɜɪɟɦɟɧɚ ɬɪɚʁɚʃɚ – the zone signing key (ZSK) ɞɚ ɛɢ ɪɭɬɢɧɫɤɢ ɩɪɨɪɚɱɭɧɚɨ ɩɨɬɩɢɫɟ ɡɚ DNS 

ɡɚɩɢɫɟ ɢ ɤʂɭɱ ɞɭɠɟɝ ɜɪɟɦɟɧɚ ɬɪɚʁɚʃɚ – the key signing key (KSK) – ɞɚ ɛɢ ɩɪɨɪɚɱɭɧɚɨ 
ɩɨɬɩɢɫ ɨɞ ZSK ɤɚɤɨ ɛɢ ɛɢɨ ɜɚɥɢɞɢɪɚɧ. ZSK ɫɟ ɦɟʃɚ ɱɟɫɬɨ ɞɚ ɛɢ ɤɚɤɨ ɛɢ ɫɟ ɨɬɟɠɚɥɨ 
ɧɚɩɚɞɚɱɭ ɞɚ ɝɚ ɩɨɝɨɞɢ ɞɨɤ ɫɟ KSK ɭ ɞɭɠɟɦ ɩɟɪɢɨɞɭ (ɭ ɩɪɚɤɫɢ ɫɟ ɩɨɤɚɡɚɥɨ ɧɚʁɛɨʂɟ ɝɨɞɢɧɭ 
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ɞɚɧɚ). ɉɨɲɬɨ KSK ɩɨɬɩɫɭʁɟ ZSK ɢ ZSK ɩɨɬɩɢɫɭʁɟ DNS ɡɚɩɢɫɟ, ɫɚɦɨ ʁɟ KSK ɧɟɨɩɯɨɞɚɧ ɞɚ 
ɜɚɥɢɞɢɪɚ DNS ɡɚɩɢɫɟ ɭɧɭɬɚɪ ɡɨɧɟ. Ɉɧ ʁɟ ɭɡɨɪɚɤ ɨɞ KSK ɢ ɭ ɨɛɥɢɤɭ Delegation Signer (DS) 

ɡɚɩɢɫɚ ɩɪɨɫɥɟђɟɧ ʁɟ “parent” ɡɨɧɢ. “Parent” ɡɨɧɚ (ɧɚ ɩɪɢɦɟɪ root) ɩɨɬɩɢɫɭʁɟ DS ɡɚɩɢɫɟ 
“child”-a (ɧɚ ɩɪɢɦɟɪ .ɨrg) ɫɚ ɫɜɨʁɢɦ ZSK ɤɨʁɢ ʁɟ ɩɨɬɩɢɫɚɧ ɫɜɨʁɢɦ KSK. 

To  ɡɧɚɱɢ ɞɚ ɭɤɨɥɢɤɨ ɫɟ ɭ ɩɨɬɩɧɨɫɬɢ ɭɫɜɨʁɢ DNSSEC KSK ɡɚ root ɡɨɧɭ ɩɨɫɬɚʁɟ ɞɟɨ 
ɜɚɥɢɞɚɰɢɨɧɨɝ ɥɚɧɰɚ ɡɚ ɫɜɚɤɨ DNSSEC ɜɚɥɢɞɢɪɚɧɨ ɢɦɟ ɞɨɦɟɧɚ. 

Ʉɨ ɭɩɪɚɜʂɚ ɤʂɭɱɟɜɢɦɚ? 

ɍ ɨɤɜɢɪɭ ɨɜɨɝ ɩɪɟɞɥɨɝɚ, ICANN ɱɭɜɚ ɢɧɮɪɚɫɬɪɭɤɬɭɪɭ ɤʂɭɱɟɜɚ ɚɥɢ ɤɪɟɞɟɧɰɢʁɚɥɟ ɡɚ 
ɝɟɧɟɪɢɫɚʃɟ KSK ɧɨɫɟ ɜɚʃɫɤɟ ɨɪɝɚɧɢɡɚɰɢʁɟ. Ɉɜɨ ʁɟ ɛɢɬɚɧ ɟɥɟɦɟɧɬ ɭ ɩɪɢɯɜɚɬɚʃɭ ɨɜɨɝ 
ɩɪɨɰɟɫɚ. ICANN ɧɢʁɟ ɩɪɟɞɥɨɠɢɨ ɧɢʁɟɞɧɨ ɫɩɟɰɢɮɢɱɧɨ ɪɟɲɟʃɟ ɤɨʁɢ ɟɧɬɢɬɟɬɢ ɬɪɟɛɚ ɞɚ 
ɡɚɞɪɠɟ ɚɤɪɟɞɢɬɢɜɟ ɚɥɢ ʁɟ ɜɟɪɭʁɟ ɞɚ ɫɭ ɫɜɚ ɨɜɚ ɩɢɬɚʃɚ ɡɚ ʁɚɜɧɟ ɤɨɧɫɭɥɬɚɰɢʁɟ ɢ ɡɚ ɨɞɥɭɤɭ 
ɚɦɟɪɢɱɤɨɝ ɦɢɧɢɫɬɚɪɫɬɜɚ ɬɪɝɨɜɢɧɟ. 

Ʉɚɤɨ DNSSEC ɪɚɞɢ? 

DNSSEC je ɩɪɨɬɨɤɨɥ ɱɢʁɢ ɚɤɬɭɟɥɧɢ ɨɩɢɫ ɞɚɬ ɭ ɫɥɟɞɟʄɢɦ ɞɨɤɭɦɟɧɬɢɦɚ: RFC4033, RFC4034 

ɢ RFC4035. 

Ɉɫɧɨɜɧɚ ɢɞɟʁɚ DNSSEC-a ʁɟ ɧɚɱɢɧ ɩɪɨɜɟɪɟ ɚɭɬɟɧɬɢɱɧɨɫɬɢ ɡɚɩɢɫɚ ɭ ɡɨɧɢ ɡɚ ɡɚɞɚɬɢ ɞɨɦɟɧ 
ɧɚ ɛɚɡɢ ɩɪɨɜɟɪɟ ɟɥɟɤɬɪɨɧɫɤɨɝ ɩɨɬɩɢɫɚ ɢɡɜɪɟɲɟɧ ɧɚɞ ʃɢɦɚ.  ɇɚ ɬɚʁ ɧɚɱɢɧ ɫɟ ɝɚɪɚɧɬɭʁɟ ɞɚ 
ɡɚɩɢɫɢ ɡɚɢɫɬɚ ɩɪɢɧɚɞɥɟɠɟ ɨɞɝɨɜɚɪɚʁɭʄɟɦ ɞɨɦɟɧɭ  ɢ ɧɢɫɭ ɝɟɧɟɪɢɫɚɧɢ ɫɚ ɰɢʂɟɦ ɞɚ ɫɟ ɡɚɜɚɪɚ 
ɤɥɢʁɟɧɬ. 

ɂɡɜɪɲɚɜɚʃɟ ɢ ɩɪɨɜɟɪɚ ɟɥɟɤɬɪɨɧɫɤɨɝ ɩɨɬɩɢɫɚ ɭ ɨɤɜɢɦɪɢɦɚ DNSSEC-a ɫɟ ɜɪɲɢ ɭɩɨɬɪɟɛɨɦ 
ɤɪɢɩɬɨɝɪɚɮɢʁɟ ɫɚ ʁɚɜɧɢɦ ɤʂɭɱɟɜɢɦɚ. ɍ ɦɨɦɟɧɬɭ ɚɥɝɨɪɢɬɦɢ ɤɨʁɢ ɫɟ ɤɨɪɢɫɬɟ ɡɚ 
ɤɪɢɩɬɨɝɪɚɮɢʁɭ ɫɚ ʁɚɜɧɢɦ ɤʂɭɱɟɜɢɦɚ ɡɚ ɩɨɬɪɟɛɟ DNSSEC-a ɫɭ DSA ɢ RSA. Ƚɟɧɟɪɢɲɟ ɫɟ 
ɩɚɪ ɤʂɭɱɟɜɚ ɩɨ ʁɟɞɚɧ ɡɚ ɫɜɚɤɢ ɨɞ ɧɚɜɟɞɟɧɢɧɢɯ ɚɥɝɨɪɢɬɚɦɚ ɢ ɭɡ ɩɨɦɨʄ ɬɚʁɧɨɝ ɤʂɭɱɚ 
ɚɞɦɢɧɢɫɬɪɚɬɨɪɢ ɞɨɦɟɧɚ ɜɪɲɟ ɩɨɬɩɢɫɢɜɚʃɟ ɡɚɩɢɫɚ ɭ ɡɨɧɢ. ȿɥɟɤɬɪɨɧɫɤɢ ɩɨɬɩɢɫɚɧɢ ɡɚɩɢɫɢ 
ɫɟ ɫɦɟɲɬɚʁɭ ɭ ɡɨɧɢ ɢɫɬɨ ɤɚɨ ɢ ɨɫɬɚɥɢ ɡɚɩɢɫɢ. ɉɪɨɜɟɪɚ ɩɨɬɩɢɫɚ ɫɟ ɜɪɲɢ ɭɡ ɩɨɦɨʄ ʁɚɜɧɨɝ 
ɤʂɭɱɚ. ɋɚɦ ʁɚɜɧɢ ɤʂɭɱ ɫɟ ɨɛʁɚɜʂɭʁɟ ɤɚɨ ɡɚɩɢɫ ɭ ɡɨɧɢ ɞɨɦɟɧɚ. Кɚɞɚ ɧɟɤɢ ɤɥɢʁɟɧɬ ɯɨʄɟ ɞɚ 
ɩɪɨɜɟɪɢ ɚɭɬɟɧɬɢɱɧɨɫɬ ɡɚɞɚɬɨɝ ɡɚɩɢɫɚ ɭ ɡɨɧɢ ɞɨɦɟɧɚ ɧɚʁɩɪɟ ɡɚɬɪɚɠɭʁɟ ɡɚɩɢɫ ɤɨʁɢ ɩɪɨɜɟɪɚɜɚ 
ɚ ɡɚɬɢɦ ɢ ɡɚɩɢɫ ɤɨʁɢ ɫɚɞɪɠɢ ʁɚɜɧɢ ɤʂɭɱ.  ɉɨɞɪɚɡɭɦɟɜɚ ɫɟ ɞɚ ɨɧɚʁ ɤɨʁɢ ɜɪɲɢ ɩɪɨɜɟɪɭ 
ɟɥɟɤɬɪɨɧɫɤɨɝ ɩɨɬɢɩɫɚ ɬɪɟɛɚ ɞɚ ɡɧɚ ɞɚ ʁɟ ʁɚɜɧɢ ɤʂɭɱ ɚɭɬɟɧɬɢɱɚɧ ɬɨ ɫɟ ɜɪɲɢ ɦɟɬɨɞɚɦɚ 
ɢɡɥɚɡɟ ɢɡ ɬɟɦɟ DNSSEC-a ɢ ɛɢʄɟ ɤɚɫɧɢʁɟ ɨɛʁɚɲʃɟɧɢ. 

ɋ ɬɟɯɧɢɱɤɟ ɫɬɪɚɧɟ ɩɪɨɜɟɪɚ ɟɥɟɤɬɪɨɧɫɤɨɝ ɩɨɬɩɢɫɚ, ɢɡɜɪɲɟɧ ɭɩɨɬɪɟɛɨɦ ɤɪɢɩɬɨɝɪɚɮɫɤɢɯ 
ɚɥɝɨɪɢɬɚɦɚ ɫɚ ʁɚɜɧɢɦ ɤʂɭɱɟɜɢɧɚ, ɩɪɟɞɫɬɚɜʂɚ ɨɩɬɟɪɟʄɟʃɟ ɡɚ ɫɚɦ ɩɪɨɰɟɫɨɪ. Ɉɜɨ ɡɧɚɱɢ ɞɚ ʁɟ 
ɩɨɜɟʄɚɧɨ ɨɩɬɟɪɟʄɟʃɟ DNS ɫɟɪɜɟɪɚ ɤɨʁɢ ɜɪɲɟ ɩɪɨɜɟɪɭ. Кɚɨ ɲɬɨ ɞɨɦɟɧɢ ɢɦɚʁɭ ɫɜɨʁɭ 
ɯɢʁɟɪɚɪɯɢʁɭ ɬɚɤɨ ɢ DNSSEC ɩɨɞɥɟɠɟ ɯɢʁɟɪɚɪɯɢʁɢ. Ɍɨ ɡɧɚɱɢ ɞɚ ɭ parent ɡɨɧɢ 

ɦɨɪɚ ɩɨɫɬɨʁɚɬɢ ɩɨɞɚɬɚɤ ɨ ɚɭɬɟɧɬɢɱɧɨɫɬɢɦɚ ɤʂɭɱɟɜɚ ɭ child ɞɨɦɟɧɭ ɫɚ ɤɨʁɢɦɚ ɫɟ ɩɪɨɜɟɪɚ 
ɟɥɟɤɬɪɨɧɫɤɢ ɩɨɬɩɢɫ ɡɚɩɢɫɚ ɭ ɡɨɧɢ. ɇɚ ɬɚʁ ɧɚɱɢɧ parent ɡɨɧɚ ɝɚɪɚɧɬɭʁɟ ɚɭɬɟɧɬɢɱɧɨɫɬ child 
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ɡɨɧɚ. Ⱦɚ ɛɢ ɫɟ ɨɞɪɠɚɥɨ ɧɚɫɥɟђɢɜɚʃɟ ɧɟɨɩɯɨɞɧɨ ʁɟ ɞɚ child ɡɨɧɚ ɩɪɟɞɚ ɨɩɟɪɚɬɨɪɭ parent 

ɡɨɧɟ ɨɞɝɨɜɚɪɚʁɭʄɟ DS ɡɚɩɢɫɟ ɤɨʁɟ ʁɟ ɝɟɧɟɪɢɫɚɨ. 

Ⱦɚ ɛɢ ɨɥɚɤɲɚɨ ɜɚɥɢɞɚɰɢʁɭ ɩɨɬɩɢɫɚ, DNSSEC ɞɨɞɚʁɟ ɧɨɜɟ ɬɢɩɨɜɟ DNS ɡɚɩɢɫɚ: 

 

RRSIG- ɫɚɞɪɠɢ ɤɪɢɩɬɨɝɪɚɮɫɤɢ ɩɨɩɬɢɫ 

DNSKEY- ɫɚɞɪɠɢ ʁɚɜɧɢ ɤʂɢɱ ɤɨʁɢɦ ɫɟ ɜɪɲɢ ɩɨɬɩɢɫɢɜɚʃɟ 

DS- ɫɚɞɪɠɢ ɯɟɲ DNSKEY ɡɚɩɢɫɚ 

NSEC ɢ NSEC3- ɡɚ ɟɤɫɩɥɢɰɢɬɧɨ ɧɟɩɨɫɬɨʁɚʃɟ ɡɚɩɢɫɚ 

CDNSKEY ɢ CDS- ɡɚ child ɡɨɧɭ ɡɚɯɬɟɜɚɧɚ ɚɠɭɪɢɪɚʃɚ ɡɚ DC ɡɚɩɢɫɟ ɭ parent ɡɨɧɢ. 

RRsets 

ɉɪɜɢ ɤɨɪɚɤ ɭ ɡɚɲɬɢɬɢ ɡɨɧɟ ɫɚ DNSSEC ʁɟ ɝɪɭɩɢɫɚʃɟ ɫɜɢɯ ɡɚɩɢɫɚ ɢɫɬɨɝ ɬɢɩɚ ɭ ɬ.ɡ. resource 

record set (RRset). ɇɚ ɩɪɢɦɟɪ, ɚɤɨ ɢɦɚɦɨ ɬɪɢ AAAA ɡɚɩɢɫɚ ɭ ɡɨɧɢ, ɛɢʄɟ ɫɩɚɤɨɜɚɧɢ ɭ 
ʁɟɞɧɨɦ AAAA RRset-ɭ. (ɫɥɢɤɚ 1). 

 

  

ɋɥɢɤɚ 1. 

Ɉɜɨ ʁɟ ɤɨɦɩɥɟɬɚɧ RRset ɤɨʁɢ ʁɟ ɞɢɝɢɬɚɥɧɨ ɩɨɬɩɢɫɚɧ ɡɚ ɪɚɡɥɢɤɭ ɨɞ ɢɧɞɢɜɢɞɭɚɥɧɢɯ DNS 

ɡɚɩɢɫɚ. ɇɚɪɚɜɧɨ ɨɜɨ ɡɧɚɱɢ ɦɨɪɚɬɟ ɡɚɯɬɟɜɚɬɢ ɢ ɜɚɥɢɞɢɪɚɬɢ ɫɜɟ AAAA ɡɚɩɢɫɟ ɭɦɟɫɬɨ 
ɜɚɥɢɞɢɪɚʃɚ ʁɟɞɧɨɝ ɨɞ ʃɢɯ. 

 

 

Zone-Signig Keys 
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ɋɜɚɤɚ ɡɨɧɚ ɭ DNSSEC-ɭ ɢɦɚ zone-signig ɩɚɪ ɤʂɭɱɟɜɚ (ZSK), ɬɚʁɧɢ ɞɟɨ ɤʂɭɱɚ ɞɢɝɢɬɚɥɧɨ 
ɩɨɬɩɢɫɭʁɟ ɫɜɚɤɢ Rrset ɭ ɡɨɧɢ, ɞɨɤ ʁɚɜɧɢ ɜɟɪɢɮɢɤɭʁɟ ɩɨɬɩɢɫ. Ⱦɚ ɛɢ ɨɦɨɝɭʄɢɨ DNSSEC 

ɨɩɟɪɚɬɨɪ ɡɨɧɟ ɤɪɟɢɪɚ ɞɢɝɢɬɚɥɧɢ ɩɨɬɩɢɫ ɡɚ ɫɜɚɤɢ Rrset ɤɨɪɢɫɬɟʄɢ ɬɚʁɧɢ ɤʂɭɤ ZSK-a ɢ 
ɫɤɥɚɞɢɲɬɢ ɢɯ ɭ DNS ɫɟɪɜɟɪɭ ɤɚɨ Rrsig ɡɚɩɢɫɟ. (ɫɥɢɤɚ 2.) 

                                                 
Сл̛ка 2. 

RRSIG ɡɚɩɢɫɢ ɫɭ ɧɟɭɩɨɬɪɟɛʂɢɜɢ ɚɤɨ ɧɟ ɩɨɫɬɨʁɢ ɧɚɱɢɧ DNS resolver ɜɟɪɢɮɢɤɭʁɟ ʃɢɯɨɜ 
ɩɨɬɩɢɫ. Ɉɩɟɪɚɬɨɪ ɡɨɧɟ ɦɨɪɚ ɞɚ ɨɦɨɝɭʄɢ ɞɚ ʁɚɜɧɢ ɤʂɭɱ ɨɞ ZSK ɛɭɞɟ ɞɨɫɬɭɩɚɧ ɬɚɤɨ ɲɬɨ ɝɚ 
ɞɨɞɚʁɟ ɭ DNS ɫɟɪɜɟɪɭ ɭ DNSKEY ɡɚɩɢɫɭ. 

Кɚɞɚ DNSSEC resolver ɡɚɯɬɟɜɚ ɩɨʁɟɞɢɧɚɱɧɢ ɬɢɩ ɡɚɩɢɫɚ (ɧɚ ɩɪɢɦɟɪ AAAA) DNS ɫɟɪɜɟɪ 
ɨɞɝɨɜɚɪɚ ɫɚ ɨɞɝɨɜɚɪɚʄɢɦ RRSIG-ɨɦ. DNS resolver ɦɨɠɟ ɞɚ ɫɦɟɫɬɢ DNSKEY ɡɚɩɢɫ ɤɨʁɢ 
ɫɚɞɪɠɢ ʁɚɜɧɢ ZSK ɨɞ DNS ɫɟɪɜɟɪɚ. Ɂɚʁɟɞɧɨ RRsОt, RRSIG, ɢ ГSK ɦɨɝɭ ɜɚɥɢɞɢɪɚɬɢ 
ɨɞɝɨɜɨɪ. 

 

ɋɥɢɤɚ 3 
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Ⱥɤɨ ɫɟ ɜɟɪɭʁɟ zone-signing ɤʂɭɱɭ (ZSK) ɭ DNSKEY ɡɚɩɢɫɭ ɬɚɞɚ ɫɟ ɦɨɠɟ ɜɟɪɨɜɚɬɢ ɫɜɢɦ 
ɡɚɩɢɫɢɦɚ ɭ ɡɨɧɢ. Ⱥɥɢ ɲɬɚ ɚɤɨ ʁɟ ZSK ɤɨɦɩɪɨɦɢɬɨɜɚɧ? Ɇɨɪɚ ɩɨɫɬɨʁɚɬɢ ɧɚɱɢɧ ɞɚ ɫɟ 
ɜɚɥɢɞɢɪɚ ʁɚɜɧɢ ZSK. 

 

Key-Signing Keys 

ɉɨɪɟɞ ZSK DNSSEC ɫɟɪɜɟɪɢ ɦɨɪɚʁɭ ɢɦɚɬɢ ɢ Key-Signing Keys (KSK). KSK ɜɚɥɢɞɢɪɚ 
DNSKEY ɡɚɩɢɫ ɧɚ ɢɫɬɢɢ ɧɚɱɢɧ ɤɚɨ ɲɬɨ ZSK ɲɬɢɬɢ RRSets. Ɉɧ ɩɨɬɩɢɫɭʁɟ ʁɚɜɧɢ ZSK (ɤɨʁɢ 
ʁɟ ɫɦɟɲɬɟɧ ɭ DNSKEY ɡɚɩɢɫɭ) ɤɪɟɢɪɚʁɭʄɢ RRSIG ̚а DNSKEY. (ɫɥɢɤɚ 4) 

 

ɋɥɢɤɚ 4. 

Кɚɨ ɲɬɨ ɨɛʁɚɜʂɭʁɟ ZSK DNS ɫɟɪɜɟɪ ɨɛʁɚɜʂɭʁɟ ɢ КSK ɭ ɞɪɭɝɨɦ DNSKEY ɡɚɩɢɫɭ ɱɢɦɟ ɫɟ 
ɞɨɛɢʁɚ DNSKEY RRsset ɤɨʁɢ ʁɟ ɩɪɢɤɚɡɚɧ ɧɚ ɫɥɢɰɢ 4. Ɉɛɚ ʁɚɜɧɢ ZSK ɢ ʁɚɜɧɢ KSK ɫɭ 
ɩɨɬɩɢɫɚɧɢ ɩɪɢɜɚɬɧɢɦ KSK. DNS resolver ɦɨɠɟ ɤɨɪɢɫɬɢɬɢ ʁɚɜɧɢ KSK ɞɚ ɛɢ ɜɚɥɢɞɢɪɚɨ 
ʁɚɜɧɢ ZSK. 

ȼɚɥɢɞɚɰɢɨɧɢ ɩɪɨɰɟɫ ɡɚ DNS resolver-e ɢɡɝɥɟɞɚ ɨɜɚɤɨ: 
 

- ɡɚɯɬɟɜɚ ɨɞɝɨɜɚɪɚʁɭʄɢ RRset, ɤɨʁɢ ɜɪɚʄɚ ɨɞɝɨɜɚɪɚʁɭʄɢ RRSIG ɡɚɩɢɫ 

- ɡɚɯɬɟɜɚ DNSKEY ɡɚɩɢɫ ɤɨʁɢ ɫɚɞɪɠɢ ʁɚɜɧɢ ZSK ɢ ʁɚɜɧɢ KSK ɤɨʁɢ ɨɩɟɬ ɜɪɚʄɚ RRSIG 

ɡɚ DNSKEY RRset 

- ɜɟɪɢɮɢɤɭʁɟ RRSIG ɡɚ ɡɚɯɬɟɜɚɧɢ RRset ɫɚ ʁɚɜɧɢɦ ZSK 

- ɜɟɪɢɮɢɤɭʁɟ RRSIG ɨɞ DNSKEY RRset ɫɚ ʁɚɜɧɢɦ KSK. (ɫɥɢɤɚ 5). 
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ɋɥɢɤɚ 5. 

ɇɚɪɚɜɧɨ DNSKEY RRset ɢ ɨɞɝɨɜɚɪɚʁɭʄɢ RRSIG ɡɚɩɢɫɢ ɦɨɝɭ ɛɢɬɢ ɤɟɲɢɪɚɧɢ ɬɚɤɨ ɞɚ DNS 

ɫɟɪɜɟɪɭ ɧɟɛɭɞɭ ɛɨɦɛɚɪɞɨɜɚɧɢ ɫɚ ɧɟɩɨɬɪɟɛɧɢɦ ɡɚɯɬɟɜɢɦɚ. 

Ɂɚɲɬɨ ɫɭ ɢɡɞɜɨʁɟɧɢ ZSK ɢ КSK ɤʂɭɱɟɜɢ? Teɲɤɨ ʁɟ ɡɚɦɟɧɢɬɢ ɫɬɚɪɢ ɢɥɢ ɤɨɦɩɪɨɦɢɬɨɚɜɧɢ 
КSK. ɉɪɨɦɟɧɢɬɢ ZSK-a ɧɚ ɞɪɭɝɭ ɫɬɪɚɧɭ ʁɟ ɦɧɨɝɨ ɥɚɤɲɟ ɢɡɜɟɫɬɢ. Ɉɜɨ ɨɦɨɝɭɱʄɚɜɚ 
ɤɨɪɢɲʄɟʃɟ ɦɚʃɟɝ ZSK ɛɟɡ ɤɨɦɩɪɨɦɢɬɨɜɚʃɚ ɡɚɲɬɢɬɟ ɫɟɪɜɟɪɚ ɦɢɧɢɦɢɡɚɰɢʁɨɦ ɤɨɥɢɱɢɧɟ 
ɩɨɞɚɬɚɤɚ ɤɨʁɢ ɫɟɪɜɟɪ ɬɪɟɛɚ ɩɨɫɥɚɬɢ ɭ ɫɜɚɤɨɦ ɨɞɝɨɜɨɪɭ. 

ɇɚ ɬɚʁ ɧɚɱɢɧ ʁɟ ɭɫɩɨɫɬɚɜʂɟɧɨ ɩɨɜɟɪɟʃɟ ɫɚ ɡɨɧɨɦ ɚɥɢ DNS ɫɟɪɜɟɪ ʁɟ ɯɢʁɟɪɚɪɯɢʁɫɤɢ ɫɢɫɬɟɦ 
ɢ ɡɨɧɟ ɮɭɧɤɰɢɨɧɢɲɭ ɪɟɬɤɨ ɧɟɡɚɜɢɫɧɨ. ɋɬɜɚɪɢ ɤɨɦɩɥɢɤɭʁɟ ɬɨ ɲɬɨ ʁɟ KSK je ɩɨɬɩɢɫɚɧ 
ɫɚɦɢɦ ɫɨɛɨɦ ɲɬɨ ɨɧɟɦɨɝɭʄɭʁɟ ɩɨɜɟɪɟʃɟ. Ɇɨɪɚ ɩɨɫɬɨʁɚɬɢ ɧɚɱɢɧ ɞɚ ɫɟ ɭɫɩɨɫɬɚɜɢ ɩɨɜɟɪɟʃɟ 
ɢɡɦɟђɭ child ɡɨɧɟ ɢ parent ɡɨɧɟ. 

Delegation Signer Records 

DNSSEC ɭɜɨɞɢ delegation signer (DS) ɡɚɩɢɫ ɤɨʁɢ ɨɦɨɝɭʄɚɜɚ ɬɪɚɧɫɮɟɪ ɩɨɜɟɪɟʃɚ ɢɡɦɟђɭ 
child ɡɨɧɟ ɢ parent ɡɨɧɟ. Ɂɨɧɫɤɢ ɨɩɟɪɚɬɨɪ ɯɟɲɭʁɟ DNSKEY ɡɚɩɢɫ ɤɨʁɢ ɫɚɞɪɠɢ ʁɚɜɧɢ KSK ɢ 
ɩɪɟɞɚʁɟ ɝɚ parent ɡɨɧɢ ɤɨʁɢ ɝɚ ɨɛʁɚɜʂɭʁɟ ɤɚɨ DS ɡɚɩɢɫ. (ɫɥɢɤɚ 6). 
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ɋɥɢɤɚ 6. 

ɋɜɚɤɢ ɩɭɬ ɤɚɞɚ resolver ɫɟ ɪɟɮɟɪɟɧɰɢɪɚ ɧɚ child ɡɨɧɭ parent ɡɨɧɚ ɩɪɨɫɥɟђɭʁɟ DS ɡɚɩɢɫ. Ɉɜɚʁ 
DS ɡɚɩɢɫ ɭɤɚɡʁɭɧɟ ɧɚ ɬɨ ɞɚ child ɡɨɧɚ ɢɦɚ ɨɦɨɝɭʄɟɧ  DNSSEC. Ⱦɚ ɛɢ ɫɟ ɩɪɨɜɟɪɢɥɚ 
ɜɚɥɢɞɧɨɫɬ ʁɚɜɧɨɝ KSK ɨɞ child ɡɨɧɟ resolver ɯɟɲɢɪɚ ɝɚ ɢ ɭɩɨɪɟђɭʁɟ ɫɚ DS ɡɚɩɢɫɨɦ 
ɞɨɛɢʁɟɧɢɦ ɨɞ parent ɡɨɧɟ. Ⱥɤɨ ɫɟ ɩɨɤɥɚɩɚʁɭ resolver ʁɟ ɫɢɝɭɪɚɧ ɞɚ ʁɚɜɧɢ KSK ɧɢʁɟ 
ɩɪɨɦɟʃɟɧ ɢ ɦɨɠɟ ɞɚ ɜɟɪɭʁɟ ɫɜɢɦ ɡɚɩɢɫɢɦɚ ɭ child ɡɨɧɢ. Ɉɜɨ ʁɟ ɧɚɱɢɧ ɤɚɤɨ ɫɟ ɭɫɩɨɫɬɚɜʂɚ 
ɥɚɧɚɰ ɩɨɜɟɪɟʃɚ ɭ DNSSEC-y. 

ɋɜɚɤɚ ɩɪɨɦɟɧɚ ɭ KSK ɡɚɯɬɟɜɚ ɩɪɨɦɟɧɭ DS ɡɚɩɢɫɚ ɭ parent ɡɨɧɢ. ɉɪɨɦɟɧɚ DS ɡɚɩɢɫɚ ʁɟ 
ɩɪɨɰɟɫ ɤɨʁɢ ɫɟ ɫɚɫɬɨʁɢ ɭ ɜɢɲɟ ɤɨɪɚɤɚ ɤɨʁɢ ɚɤɨ ɫɟ ɧɟ ɢɫɩɨɲɬɭʁɟ ɪɚɡɛɢʁɚ ɡɨɧɭ. ɉɪɜɨ parent 

ɡɨɧɚ ɦɨɪɚ ɞɚ ɞɨɞɨɞɚ ɧɨɜɢ DS ɡɚɩɢɫ ɚ ɡɚɬɢɦ ʁɟ ɩɨɬɪɟɛɧɨ ɞɚ ɫɚɱɟɤɚ ɌɌL ɜɪɟɦɟ ɞɚ ɛɢ 
ɨɪɢɝɢɧɚɥɧɢ DS ɡɚɩɢɫ ɢɫɬɟɤɚɨ ɩɪɟɧɟɝɨ ɲɬɨ ɝɚ ɢɡɛɚɰɢ. Ɂɚɬɨ ʁɟ ɦɧɨɝɨ ɥɚɤɲɟ ɡɚɦɟɧɢɬɢ ZSK 

ɧɟɝɨ KSK. Кɚɞɚ ɨɩɟɪɚɬɨɪ child ɞɨɦɟɧɚ ɠɟɥɢ ɞɚ ɛɭɞɟ ɞɟɥɟɝɢɪɚɧ ɭ ɨɤɜɢɪɢɦɚ DNSSEC-a ɨɧ 
ɫɟ ɩɨɜɟɡɭʁɟ ɫɚ ɨɩɟɪɚɬɨɪɨɦ parent ɡɨɧɟ ɢ ɩɨ ɫɢɝɭɪɧɨɦ ɤɚɧɚɥɭ ɩɪɟɞɚʁɟ ɫɜɨʁɟ DS ɡɚɩɢɫɟ. 

The Chain of Trust 

ɡɧɚɱɢ ɞɚ ɢɦɚ ɨɞɝɨɜɚɪɚʁɭʄɢ RRSIG ɭ parent ɡɨɧɢ. ɐɟɨ ɩɪɨɰɟɫ ɫɟ ɩɨɧɚɜʂɚ ɫɜɟ ɞɨɤ ɫɟ ɧɟ 
ɞɨɛɢʁɟ parent ʁɚɜɧɢ KSK. Ⱦɚ ɛɢ ɫɟ ɢɡɜɪɲɢɥɚ ɜɟɪɢɮɢɤɚɰɢʁɚ ɬɨɝɚ ɭɡɢɦɚ ɫɟ DS ɡɚɩɢɫ ɭ parent 

ɡɨɧ  

Кɚɤɨ ɛɢ ɫɟ ɤɨɦɩɥɟɬɢɪɚɨ ɩɪɨɰɟɫ ɩɨɜɟɪɟʃɚ ɦɨɪɚɦɨ ɨɛɟɡɛɟɞɢɬɢ ɦɟɯɚɧɢɡɚɦ ɞɚ ɜɟɪɭʁɟɦɨ DS 

ɡɚɩɢɫɢɦɚ. DS ɡɚɩɢɫɢ ɫɟ ɜɚɥɢɞɢɪɚʁɭ ɤɚɨ ɢ ɫɜɚɤɢ RRset ɲɬɨ ɢ ɢ ɬɚɤɨ ɫɟ ɫɬɜɚɪɚ ɥɚɧɚɰ 
ɩɨɜɟɪɟʃɚ. (ɫɥɢɤɚ 7). 
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ɋɥɢɤɚ 7. 

Кɚɞɚ ɧɚ ɤɪɚʁɭ ɩɪɨɜɟɪɚ ɞɨђɟ ɞɨ root DNS ɡɨɧɟ ɧɟ ɩɨɫɬɨʁɢ DS ɡɚɩɢɫ ɭ parent ɡɨɧɢ ɞɚ ɛɢ ɛɢɥɚ 
ɢɡɜɪɲɟɧɚ ɜɚɥɢɞɚɰɢʁɚ.  

ɍ Root Signing Ceremony ɧɟɤɨɥɢɤɨ ɨɞɚɛɪɚɧɢɯ ɫɭɛʁɟɤɚɬɚ ɢɡ ɰɟɥɨɝ ɫɜɟɬɚ ɞɨɥɚɡɟ ɢ ɡɚʁeɞɧɨ 
ɜɪɲɟ ɩɨɬɩɢɫɢɜɚʃɟ root DNSKEY RRset ɭ ɜɟɨɦa ʁɚɜɧɨɦ ɢ ɜɢɫɨɤɨ ɪɟɜɢɡɢɪɚɧɨɦ ɩɨɫɬɭɩɤɭ. 
ɐɟɪɟɦɨɧɢʁɚ ɤɪɟɢɪɚ RRSIG ɡɚɩɢɫ ɤɨʁɢ ɛɢɜɚ ɤɨɪɢɲɬɟɧ ɡɚ ɜɟɪɢɮɢɤɜɚʃɟ ʁɚɜɧɢɯ KSK ɢ ZSK 

ɤʂɭɱɟɜɚ ɤɨɞ root DNS ɫɟɪɜɟɪɚ. 

  

 
 

https://www.cloudflare.com/dnssec/root-signing-ceremony/
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ɂɦɩɥɟɦɟɧɬɚɰɢʁɚ DNSSEC-a ɭ BIND-y 
 

Ʉɨɧɜɟɧɰɢʁɚ ɢɦɟɧɨɜɚʃɚ ɮɚʁɥɨɜɚ ɡɚ ɱɭɜɚʃɟ ɤʂɭɱɟɜɚ 

ɂɦɟ ɮɚʁɥɚ ɤɨʁɢ ɫɚɞɪɠɢ ɤʂɭɱɟɜɟ ɫɚɫɬɨʁɢ ɫɟ ɨɞ ɢɦɟɧɚ ɢ ɟɤɫɬɟɧɡɢʁɟ. ɋɚɫɬɨʁɢ ɫɟ ɨɧ ɧɢɡɚ ɫɥɨɜɚ 
ɤɨʁɢ ɫɚɞɪɠɢ ɫɥɟɞɟʄɟ: 

 ɫɥɨɜɨ К ɤɨʁɟ ɨɡɧɚɱɚɜɚ ɞɚ ɮɚʁɥ ɫɚɞɪɠɢ ɤʂɭɱ; 

 ɢɦɟ ɡɨɧɟ ɞɨɦɟɧɚ ɡɚ ɤɨɝɚ ɫɭ ɩɚɪɨɜɢ ɤʂɭɱɟɜɚ ɩɪɟɞɨɞɪɟђɟɧɢ; 

 ɤɨɞ ɚɥɝɨɪɢɬɦɚ ɤɨʁɢ ʁɟ ɤɨɪɢɲɱʄɟɧ ɡɚ ɝɟɧɟɪɢɫɚʃɟ ɤʂɭɱɟɜɚ ɬɢɩɚ “.+xyz” ɝɞɟ ɫɭ x, y ɢ z 

ɰɢɮɪɟ, ɧɚ ɩɪɢɦɟɪ ɚɥɝɨɪɢɬɦɢ RSASHA1 ɢɦɚʁɭ ɤɨɞ 005; 

 ɫɥɭɱɚʁɧɢ ɛɪɨʁ ɫɚ ɝɨɪʃɨɦ ɝɪɚɧɢɰɨɦ 216  ɤɨʁɢ ʁɟ ɨɞɜɨʁɟɧ ɨɞ ɤɨɞɚ ɚɥɝɨɪɢɬɦɚ ɡɧɚɤɨɦ “+” 
ɤɨʁɢ ɩɪɟɞɫɬɚɜʂɚ ʁɟɞɢɧɫɬɜɟɧɢ ɢɞɟɧɬɢɮɢɤɚɬɨɪ ɤʂɭɱɚ 

ȿɤɫɬɟɧɡɢʁɚ ɢɦɚ ɞɜɟ ɜɪɟɞɧɨɫɬɢ "key" ɢɥɢ "private" ɭ ɡɚɜɢɫɧɨɫɬɢ. ȿɤɫɬɟɧɡɢʁɚ "key" ɨɡɧɚɱɚɜɚ 
ɮɚʁɥ ɤɨʁɢ ɫɚɞɪɠɢ ʁɚɜɧɢ ɤʂɭɱ ɞɨɤ "key" ɨɡɧɚɱɚɜɚ ɞɚ ɮɚʁɥ ɫɚɞɪɠɢ ɩɪɢɜɚɬɧɢ ɤʂɭɱ. 

ɇɚ ɩɪɢɦɟɪ ɮɚʁɥɨɜɢ ɤɨʁɢ ɫɚɞɪɠɟ ɩɚɪɨɜɟ ɤʂɭɱɟɜɚ ɝɟɧɟɪɢɫɚɧɢ ɤɨɦɛɢɧɚɰɢʁɨɦ ɚɥɝɨɪɢɬɚɦɚ 
RSASHA1 ɢɦɚʁɭ ɫɥɟɞɟʄɚ ɢɦɟɧɚ: 

Klocalhost.+005+63675.key – ɮɚʁɥ ɤɨʁɢ ɫɚɞɪɠɢ ʁɚɜɧɢ ɤʂɭɱ 
Klocalhost.+005+63675.private – ɮɚʁɥ ɤɨʁɢ ɫɚɞɪɠɢ ɩɪɢɜɚɬɧɢ ɤʂɭɱ 
 
Ɋɚɞɧɢ ɞɢɪɟɤɬɨɪɢʁɭɦɢ ɡɚ ɢɡɜɪɲɟʃɟ ɩɨɞɩɢɫɢɜɚʃɚ 

ɉɨɫɬɨʁɚʃɟ ɨɜɢɯ ɞɢɪɟɤɬɨɪɢʁɭɦɚ ɧɢʁɟ ɨɛɚɜɟɡɧɨ ɚɥɢ ʁɟ ɢɡɪɚɡ ɞɨɛɪɟ ɩɪɚɤɫɟ ɭ ɚɞɦɢɧɢɫɬɪɚɰɢʁɢ. 
ɋɜɚɤɢ ɨɩɟɪɚɬɨɪ ʁɟ ɞɭɠɚɧ ɞɚ ɢɯ ɤɪɟɢɪɚ ɡɚ ɫɜɨʁɟ ɩɨɬɪɟɛɟ. 

ɇɚ ɩɪɢɦɟɪ ɩɭɬɚʃɚ ɞɨ ɪɚɞɧɨɝ ɞɢɪɟɤɬɨɪɢʁɭɦɚ ɦɨɠɟ ɛɢɬɢ ɫɦɟɲɬɟɧɚ ɭ ɩɪɨɦɟɧʂɢɜɢ 
${DNSSECDIRж ɪɚɞɧɢ ɞɢɪɟɤɬɨɪɢʁɭɦ ɢɦɚ ɫɥɟɞɟʄɟ ɩɨɞɞɢɪɟɤɬɨɪɢʁɭɦɟ: 

${DNSSECDIR} 
 KSK/ 
 ZSK/ 
 zones/ 
 
ɇɚɦɟɧɚ ɩɨɞɢɪɟɤɬɨɪɢʁɭɦɚ ʁɟ ɫɥɟɞɟʄɚ  

 ɭ ɩɨɞɞɢɪɟɤɬɨɪɢʁɭɦɭ KSK ɫɟ ɧɚɥɚɡɢ ɩɚɪ KSK ɤʂɭɱɟɜɚ  

 ɭ ɩɨɞɞɢɪɟɤɬɨɪɢʁɭɦɭ ZSK ɫɟ ɧɚɥɚɡɢ ɩɚɪ ZSK ɤʂɭɱɟɜɚ  

 ɭ ɩɨɞɞɢɪɟɤɬɨɪɢʁɭɦɭ zones ɫɟ ɧɚɥɚɡɟ ɲɚɛɥɨɧɢ ɡɚ ɡɨɧɟ ɤɨʁɟ ɬɪɟɛɚ ɩɨɬɩɢɫɚɬɢ 

ɇɚʁɥɚɤɲɢ ɧɚɱɢɧ ɞɚ ɫɟ ɫɟɬɭʁɟ ɩɪɨɦɟɧʂɢɜɚ ${DNSSECDIRж ʁɟ ɤɨɪɢɫɬɟʄɢ ɫɥɟɞɟʄɭ ɤɨɦɚɧɞɭ: 
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$ export DNSSECDIR=/path/to/dnssec/dir 
 
ɇɚʁɭɞɨɛɧɢʁɢ ɧɚɱɢɧ ɞɚ ɫɟ ɡɚɞɚ ɩɪɨɦɟɧʂɢɜɚ ʁɟ ɤɨɪɢɲʄɟʃɟɦ ɢɧɢɰɢʁɚɥɢɡɚɰɢʁɟ ɩɪɨɦɟɧʂɢɜɢɯ 
ɤɨɪɢɲʄɟʃɟɦ ɤɨɦɚɧɞɟ ɲɟɥɚ bash. ɍ ɬɨɦ ɫɥɭɱɚʁɭ ɭ ɨɞɝɨɜɚɪɚʁɭʄɟɦ home ɞɢɪɟɤɬɨɪɢʁɭɦɭ 
ɤɨɪɢɫɧɢɤɚ ɦɨɪɚ ɛɢɬɢ ɧɚ ɪɚɫɩɨɥɚɝɚʃɭ ɮɚʁɥ .bashrc. ɍ ɬɨɦ ɮɚʁɥɭ ɩɪɨɦɟɧʃɢɜɚ ɫɟ ɧɚʁɩɪɟ 
ɞɟɤɥɚɪɢɲɟ ɚ ɡɚɬɢɦ ʁɨʁ ɫɟ ɫɟɬɭʁɟ ɜɪɟɞɧɨɫɬ. 
 

# DNSSEC directory 
export DNSSECDIR=${HOME}/DNS_AS5421/DNSSEC/ 
 
Кɚɤɨ ɛɢ ɫɟ ɢɡɛɟɝɥɨ ɢɡɥɚɠɟʃɟ ɢɡ ɬɟɪɦɢɧɚɥɧɢɯ ɫɟɫɢʁɚ ɩɪɨɦɟɧɟ ɦɨɝɭ ɛɢɬɢ ɭɧɟɲɟɧɟ ɨɞɦɚɯ ɧɚ 
ɫɥɟɞɟʄɢ ɧɚɱɢɧ: 
 
$ cd ${HOME} 
$ . .bashrc 
 
Ⱦɨɫɬɭɩ ɞɨ ɪɚɞɧɨɝ ɞɢɪɟɤɬɨɪɢʁɭɦɚ ɬɪɟɛɚ ɞɚ ɛɭɞɟ ɪɟɫɬɪɢɤɬɢɜɚɧ ɢ ɬɨ ɬɪɟɛɚʁɭ ɞɚ ɢɦɚʁɭ ɩɪɢɫɬɭɩ 
ɤɨɪɢɫɧɢɰɢ ɤɨʁɢ ɫɭ ɨɩɟɪɚɬɨɪɢ ɡɨɧɚ. ɉɪɟɩɨɪɭɤɚ ʁɟ ɞɚ ɩɪɢɜɚɬɧɢ ɤʂɭɱɟɜɢ ɲɢɮɪɭʁɭ (ɧɚ 
ɩɪɢɦɟɪ ɤɨɪɢɲʄɟʃɟɦ GnuP)ɢɥɢ ɰɟɨ ɞɢɪɟɤɬɨɪɢʁɭɦ ɞɚ ɫɟ ɧɚɥɚɡɢ ɧɚ ɤɪɢɩɬɨɜɚɧɨɦ ɮɚʁɥ 
ɫɢɫɬɟɦɭ. 
 

Аɥɚɬɢ BIND9-a ɡɚ ɝɟɧɟɪɢɫɚʃɟ ɩɚɪɨɜɚ ɤʂɭɱɟɜɚ ɢ ɩɨɬɩɢɫɢɜɚʃɟ ɪɟɫɭɪɫɧɢɯ ɡɚɩɢɫɚ ɭ 
ɡɨɧɢ 

Ⱥɥɚɬɢ BIND-a ɡɚ ɪɚɞ ɫɚ DNSSEC-ɨɦ ɭɤʂɭɱɭʁɟ ɚɥɚɬɟ dnssec-keygen ɢ dnssec-signzone.  

ɍɤɨɥɢɤɨ BIND ɧɢʁɟ ɢɧɫɬɚɥɢɪɚɧ ɧɚ ɫɢɫɬɟɦɭ ɬɪɟɛɚ ɫɟ ɧɚʁɩɪɟ ɢɧɫɬɚɥɢɪɚɬɢ. ɍ Red Hat 

Enterprise Linux ɩɪɨɜɟɪɚ ɞɚɥɢ ʁɟ ɩɚɤɟɬ ɢɧɫɬɚɥɢɪɚɧ ɜɪɲɢ ɫɟ ɤɨɦɚɧɞɨɦ 

$ rpm -q bind 
 
ɍɤɨɥɢɤɨ ʁɟ ɢɧɫɬɚɥɢɪɚɧ ɩɚɤɟɬ ɩɪɢɤɚɡɚʄɟ ɫɟ ɢɧɮɨɪɦɚɰɢʁɚ ɨ ɩɚɤɟɬɭ. Ⱥɤɨ ɩɚɤɟɬ ɧɢʁɟ 
ɢɧɫɬɚɥɢɪɚɧ ɧɟʄɟɦɨ ɞɨɛɢɬɢ ɨɞɝɨɜɨɪ. Ⱦɚ ɛɢ ɢɧɫɬɚɥɢɪɚɥɢ ɩɚɤɟɬ  bind ɬɪɟɛɚ ɢɡɜɪɲɢɬɢ 
ɤɨɦɚɧɞɭ: 
 
# yum install bind 
 
ɐɟɥɨɤɭɩɧɨ ɭɩɭɬɫɬɜɨ ɡɚ ɭɩɨɬɪɟɛɭ ɚɥɚɬɚ dnssec-keygen ɢ dnssec-signzone ɦɨɠɟɬɟ ɧɚʄɢ ɭ 
ɨɞɝɨɜɚɪɚʁɭʄɟɦ man ɢ info ɫɬɪɚɧɢɰɚɦɚ ɤɨʁɢ ɫɟ ɢɧɫɬɚɥɢɪʁɚɭ ɡɚʁɞɟɧɨ ɫɚ ɨɫɬɚɥɢɦ ɮɚʁɥɨɜɢɦɚ ɢɡ 
ɩɚɤɟɬɚ bind. 
 



П̬ед̬а̐ ʤлек̭а̦д̬о̏                                                                                   И̥пле̥е̦тац̛ја DNSSEC ̭е̛̬̭̏а 

 

 

 

Ƚɟɧɟɪɢɫɚʃɟ ɩɚɪɨɜɚ ɤʂɭɱɟɜɚ  ɡɚ ɩɨɬɩɢɫɢɜɚʃɟ ɤʂɭɱɟɜɚ (KSK) 

Ɂɚ ɝɟɧɟɪɢɫɚʃɟ ɩɚɪɨɜɚ ɤʂɭɱɟɜɚ ɤɨɪɢɫɬɢ ɫɟ ɚɥɚɬ dnssec-keygen ɢɡ ɩɚɤɟɬɚ bind. 

Ƚɟɧɟɪɢɫɚɧɢ ɩɚɪɨɜɢ ɤʂɭɱɟɜɚ ɱɭɜɚʁɭ ɫɟ ɭ ɩɨɞɞɢɪɟɤɬɨɪɢʁɭɦɭ KSK/ ɭ ɪɚɞɧɨɦ ɞɢɪɟɤɬɨɪɢʁɭɦɭ 
${DNSSECDIR}. ɉɪɟ ɝɟɧɟɪɢɫɚʃ ɤʂɭɱɟɜɚ ɬɪɟɛɚ ɨɞɚɛɪɚɬɢ ɚɥɝɨɪɢɬɚɦ ɤɨʁɢɦ ɫɟ ɝɟɧɟɪɢɲɟ 
ɩɚɪ ɤʂɭɱɟɜɚ, ɯɟɲ ɚɥɝɨɪɢɬɚɦ ɢ ɞɭɠɢɧɚ ɤɪɢɩɬɨɝɪɚɮɫɤɨɝ ɤʂɭɱɚ. 

ɉɪɟɩɨɪɭɤɚ ʁɟ ɞɚ ɫɟ ɤɨɪɢɫɬɢ RSA ɚɥɝɨɪɢɬɦɚ ɫɚ ʁɚɜɧɢɦ ɤʂɭɱɟɦ, ɯɟɲ ɚɥɝɨɪɢɬɚɦ SHA-1 ɢ 
ɞɭɠɢɧɚ ɤɪɢɩɬɨɝɪɚɮɫɤɨɝ ɤʂɭɱɚ ɨɞ 4096 ɛɢɬɚ. ɇɚɜɨɞɢɦɨ ɩɪɢɦɟɪ ɡɚ ɝɟɧɟɪɢɫɚʃɟ ɬɚɤɜɢɯ 
ɤʂɭɱɟɜɚ: 
$ if [ -d ${DNSSECDIR}/KSK/ ] ; then cd ${DNSSECDIR}/KSK/ ; \ 
   else mkdir -p ${DNSSECDIR}/KSK/ && cd ${DNSSECDIR}/KSK/ ; \ 
   fi 
$ /usr/sbin/dnssec-keygen -f KSK -r /dev/urandom -a RSASHA1 -b 4096 \ 
   -n ZONE localhost 

Ɉɩɰɢʁɚ “–f  KSK” ɩɪɢ ɝɟɧɟɪɢɫɚʃɭ ɨɡɧɚɱɚɜɚ ɞɚ ɫɟ ɝɟɧɟɪɢɲɭ ɤʂɭɱɟɜɢ ɡɚ KSK. 

ɍɩɨɬɪɟɛɚ ɝɟɧɟɪɚɬɨɪɚ ɫɥɭɱɚʁɧɢɯ ɛɪɨʁɟɜɚ (/dev/urandom) ʁɟ ɧɟɨɩɯɨɞɧɢ ɞɟɨ ɭ ɩɪɨɰɟɫɭ 
ɝɟɧɟɪɢɫɚʃɚ ɤʂɭɱɟɜɚ. ɇɟ ɩɪɟɩɨɪɭɱɭʁɟ ɫɟ ɝɟɧɟɪɢɫɚʃɟ ɤʂɭɱɟɜɚ ɛɟɡ ɭɩɨɬɪɟɛɟ ɢɡɜɨɪɚ 
ɫɥɭɱɚʁɧɢɯ ɛɪɨʁɟɜɚ. 

ɇɚɤɨɧ ɝɟɧɟɪɢɫɚʃɚ ɤʂɭɱɟɜɚ ɨɛɚ ɮɚʁɥɚ ɫɟ ɱɭɜɚʁɭ ɭ ɞɢɪɟɤɬɨɪɢʁɭɦɭ ${DNSSECDIR}/KSK/. 

Ƚɟɧɟɪɢɫɚʃɟ ɩɚɪɨɜɚ ɤʂɭɱɟɜɚ ɡɚ ɩɨɬɩɢɫɢɜɚʃɟ ɪɟɫɭɪɫɧɢɯ ɡɚɩɢɫɚ ZSK. 

Ɂɚ ɝɟɧɟɪɢɫɚʃɟ ɩɚɪɨɜɚ ɤʂɭɱɟɜɚ ɤɨɪɢɫɬɢ ɫɟ ɚɥɚɬ dnssec-keygen ɢɡ ɩɚɤɟɬɚ bind. 

ZSK/ ɭ ɪɚɞɧɨɦ ɞɢɪɟɤɬɨɪɢʁɭɦɭ  $дDNSSECDIRж. ɉɪɟ ɧɟɝɨ ɲɬɨ ɫɟ ɝɟɧɟɪɢɲɭ ɤʂɭɱɟɜɢ 
ɨɞɚɛɢɪɚ ɫɟ ɚɥɝɨɪɢɬɚɦ ɡɚ ɝɟɧɟɪɢɫɚʃɟ ɤʂɭɱɟɜɚ ɢ ɯɟɲ ɚɥɝɨɪɢɬɚɦ ɢ ɞɭɠɢɧɚ ɤɪɢɩɬɨɝɪɚɮɫɤɨɝ 
ɤʂɱɚ. 

ɉɪɟɩɨɪɭɤɚ ʁɟ ɞɚ ɫɟ ɤɨɪɢɫɬɢ RSA ɚɥɝɨɪɢɬɦɚ ɫɚ ʁɚɜɧɢɦ ɤʂɭɱɟɦ, ɯɟɲ ɚɥɝɨɪɢɬɚɦ SHA-1 ɢ 
ɞɭɠɢɧɚ ɤɪɢɩɬɨɝɪɚɮɫɤɨɝ ɤʂɭɱɚ ɨɞ 1024 ɛɢɬɚ. ɇɚɜɨɞɢɦɨ ɩɪɢɦɟɪ ɡɚ ɝɟɧɟɪɢɫɚʃɟ ɬɚɤɜɢɯ 
ɤʂɭɱɟɜɚ: 

 

$ if [ -d ${DNSSECDIR}/ZSK/ ] ; then cd ${DNSSECDIR}/ZSK/ ; \ 
   else mkdir -p ${DNSSECDIR}/ZSK/ && cd ${DNSSECDIR}/ZSK/ ; \ 
   fi 
$ /usr/sbin/dnssec-keygen -r /dev/urandom -a RSASHA1 -b 1024 \ 
   -n ZONE localhost 
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ɂɡɪɚɞɚ ɲɚɛɥɨɧɚ ɡɚ ɡɨɧɭ ɤɨʁɚ ɫɟ ɩɨɬɩɢɫɭʁɟ 

ɒɚɛɥɨɧɢ ɡɨɧɚ ɧɚɥɚɡɟ ɫɟ ɭ ɩɨɞɞɢɪɟɤɬɨɪɢʁɭɦɭ zones/ ɭ ɪɚɞɧɨɦ ɞɢɪɟɤɬɨɪɢʁɭɦɭ 

${DNSSECDIR}. 

ɒɚɛɥɨɧ ɡɨɧɟ ɢɡɪɚђɭʁɟ ɫɟ ɢɡ ɢɡɥɚɡɧɨɝ ɤɨɞɚ ɡɨɧɟ ɤɨʁɢ ɧɢʁɟ ɭ DNSSEC ɮɨɪɦɚɬɭ ɬɚɤɨ ɲɬɨ ɫɟ 
ɭɩɨɬɪɟɛɨɦ ɞɢɪɟɤɬɢɜɟ $include ɭɤʂɭɱɭʁɭ KSK ɢ ZSK ʁɚɜɧɢ ɤʂɭɱɟɜɢ, ɨɛʁɚɜʂɢɜɚʃɟ ɫɟ ɡɚɞɚʁɟ 
ɚɩɫɨɥɭɬɧɨɦ ɢɥɢ ɪɟɥɚɬɢɜɧɨɦ ɩɭɬɚʃɨɦ ɞɨ ɮɚʁɥɨɜɚ ɤɨʁɢ ɫɚɞɪɠɟ ɤʂɭɱɟɜɟ. 

ɉɪɢɦɟɪ ɲɚɛɥɨɧɚ ɡɨɧɟ, ɤɨʁɢ ʁɟ ɩɪɢɩɪɟɦʂɟɧ ɡɚ ɩɨɬɩɢɫɢɜɚʃɟ: 

 

        ɢɡɥɚɡɧɢ ɤɨɞ ɡɨɧɟ: 

$TTL    86400 
@       IN      SOA     localhost. root.localhost.  ( 
                                      1997022700 ; Serial 
                                      28800      ; Refresh 
                                      14400      ; Retry 
                                      3600000    ; Expire 
                                      86400 )    ; Minimum 
              IN      NS      localhost. 
 
1       IN      PTR     localhost. 
  

        ɭɤʂɭɱɢɜɚʃɟ KSK ɢ ZSK ʁɚɜɧɢɯ ɤʂɭɱɟɜɚ ɭ ɲɚɛɥɨɧɭ ɫɚɫɬɚɜʂɟɧ ɨɞ ɢɡɥɚɡɧɨɝ ɤɨɞɚ ɡɨɧɟ: 
 

$TTL    86400 
@       IN      SOA     localhost. root.localhost.  ( 
                                      1997022700 ; Serial 
                                      28800      ; Refresh 
                                      14400      ; Retry 
                                      3600000    ; Expire 
                                      86400 )    ; Minimum 
              IN      NS      localhost. 
 
1       IN      PTR     localhost. 
 $include "${DNSSECDIR}/KSK/Klocalhost.+005+63675.key"; KSK public key 
 $include "${DNSSECDIR}/ZSK/Klocalhost.+005+12347.key"; ZSK public key 

 
Ƚɨɬɨɜ ɲɚɛɥɨɧ ɫɟ ɡɚɩɢɫɭʁɟ ɤɚɨ ɮɚʁɥ ɭ ɞɢɪɟɤɬɨɪɢʁɭɦɭ  ${DNSSECDIR}/zones/ ɬɚɤɨ ɲɬɨ ɦɭ 
ɫɟ ɞɚʁɟ ɢɦɟ ɤɨʁɟ ɨɩɢɫɭʁɟ ɞɚ ɫɟ ɪɚɞɢ ɨ ɲɚɛɥɨɧɭ ɡɨɧɟ. Ⱦɨɛɪɨ ʁɟ ɞɚ ɭ ɢɦɟɧɭ ɮɢɝɭɪɢɲɟ ɢɦɟ 
ɡɨɧɟ ɤɚɨ ɧɚ ɩɪɢɦɟɪ localhost.unsigned. 

ɇɚ ɤɪɚʁɭ ɫɟ ɩɪɨɜɟɪɚɜɚ ɫɢɧɬɚɤɫɚ ɲɚɛɥɨɧɚ ɤɨɪɢɫɬɟʄɢ ɚɥɚɬ named-checkzone. ɉɪɢɦɟɪ ɬɚɤɜɟ 
ɩɪɨɜɟɪɟ: 
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$ /usr/sbin/named-checkzone localhost localhost.unsigned 
ɍ ɨɜɨɦ ɩɪɢɦɟɪɭ localhost je ɢɦɟ ɞɨɦɟɧɚ ɱɢʁɚ ɡɨɧɚ ɫɟ ɧɚɥɚɡɢ ɭ ɮɚʁɥɭ localhost.unsigned. 
Ⱥɤɨ ɩɪɨɜɟɪɚ ɩɪɨђɟ ɭɫɩɟɲɧɨ ɚɥɚɬ ʄɟ ɜɪɚɬɢɬɢ OK. ɋɚ ɨɜɢɦ ɢɡɪɚɞɚ ɲɚɛɥɨɧɚ ʁɟ ɡɚɜɪɲɟɧɚ. 
Ɉɞɚɬɥɟ ɧɚ ɞɚʂɟ ɫɜɚɤɚ ɩɪɨɦɟɧɚ ɞɨɞɚɜɚʃɟ, ɛɪɢɫɚʃɟ ɡɚɩɢɫɚ ɢɡ ɡɨɧɟ ɫɟ ɪɚɞɢ ɞɢɪɟɤɬɧɨ ɭ 
ɲɚɛɥɨɧɭ. 

 
 
ɉɨɞɩɢɫɢɜɚʃɟ ɲɚɛɥɨɧК ɡɨɧɟ 
 
ɉɪɢɥɢɤɨɦ ɩɨɞɩɢɫɢɜɚʃɚ ɡɨɧɫɤɨɝ ɲɚɛɥɨɧɚ ɧɟɨɩɯɨɞɧɨ ʁɟ ɡɚɞɚɬɢ ɜɚɥɢɞɧɨɫɬ ɟɥɟɤɬɪɨɧɫɤɨɝ 
ɩɨɬɩɢɫɚ ɡɨɧɟ. Кɪɚʁʃɢ ɞɚɬɭɦ ɢ ɜɪɟɦɟ ɟɥɟɤɬɪɨɧɫɤɨɝ ɩɨɬɩɢɫɚ ɫɟ ɡɚɞɚʁɟ ɤɚɨ ɩɚɪɚɦɟɬɚɪ ɚɥɚɬɚ 
dnssec-signzone. 
 

Ⱦɚ ɛɢ ɫɟ ɩɨɬɩɢɫɚɨ ɲɚɛɥɨɧ ɡɨɧɟ ɧɟɨɩɯɨɞɧɢ ɫɭ KSK ɢ ZSK ɩɚɪɨɜɢ ɤʂɭɱɟɜɚ ɤɚɨ ɢ ɢɦɟ 
ɞɨɦɟɧɚ ɤɨʁɢ ɫɟ ɩɨɬɩɢɫɭʁɟ ɩɚɪɚɦɟɬɪɨɦ -ɨ. 
 

$ /usr/sbin/dnssec-signzone -r /dev/urandom \ 
 -o localhost -f ${DNSSECDIR}/zones/localhost.signed \ 
 -k ${DNSSECDIR}/KSK/Klocalhost.+005+63675.key \ 
 ${DNSSECDIR}/zones/localhost.unsigned \ 
 ${DNSSECDIR}/ZSK/Klocalhost.+005+12347.key 

 
ɉɪɢɥɢɤɨɦ ɢɡɜɪɲɟʃɟ ɤɨɦɚɧɞɟ ɭ ɩɪɨɰɟɫɭ ɩɨɩɬɢɫɢɜɚʃɚ ɪɚɞɢ ɫɟ ɫɥɟɞɟʄɟ. ɑɢɬɚʁɭ ɫɟ ɩɚɪɨɜɢ 
ɤʂɭɱɟɜɚ KSK ɢ ZSK. ɋɚ ɨɩɰɢʁɨɦ –Ф ɡɚɞɚʁɟ ɫɟ ɩɭɬɚʃɚ ɞɨ ɮɚʁɥɚ ɤɨʁɢ ɫɚɞɪɠɢ ʁɚɜɧɢ ɤʂɭɱ 
KSK ɚ ɧɚ ɤɪɚʁɭ ɤɨɦɚɧɞɟ ɫɟ ɡɚɞɚʁɟ ɩɭɬɚʃɚ ɞɨ ɮɚʁɥɚ ɤɨʁɢ ɫɚɞɪɠɢ ʁɚɜɧɢ ɤʂɭɱ ZSK. ɂɚɤɨ ɫɭ 
ɤɪɨɡ ɤɨɦɚɧɞɭ ɡɚɞɚɧɟ ɩɭɬɚʃɟ ɞɨ ɮɚʁɥɨɜɚ ɤɨʁɢ ɫɚɞɪɠɟ ʁɚɜɧɟ ɤʂɭɱɟɜɟ ɩɨɞɪɚɡɭɦɟɜɚ ɫɟ ɞɚ ɫɟ ɭ 
ɢɫɬɨɦ ɞɢɪɟɤɬɨɪɢʁɭɦɭ ɧɚɥɚɡɟ ɢ ɮɚʁɥɨɜɢ ɤɨʁɢ ɫɚɞɪɠɟ ɩɪɢɜɚɬɧɟ ɤʂɭɱɟɜɟ ɫɚ ɟɤɫɬɟɧɡɢʁɨɦ 
.private. ɇɚɤɨɧ ɩɚɪɚɦɟɬɪɚ -ɨ ɭ ɤɨɦɚɧɞɧɨʁ ɥɢɧɢʁɢ ɡɚɞɚʁɟ ɫɟ ɢɦɟ ɞɨɦɟɧɚ ɭ ɨɜɨɦ ɫɥɭɱɚʁɭ ʁɟ 
localhost. ɍɩɨɬɪɟɛɨɦ ɩɚɪɚɦɟɬɪɚ –f  ɭɤɚɡɭʁɟ ɫɚ ɧɚ ɮɚʁɥ ɭ ɤɨɦɟ ʄɟ ɫɟ ɛɢɬɢ ɫɧɢɦʂɟɧɢ 
ɟɥɟɤɬɪɨɧɫɤɢ ɩɨɬɢɩɫɚɧɢ ɡɚɩɢɫɢ. Ⱦɨɞɚɜɚʃɟ ɟɤɫɬɟɧɡɢʁɟ .private ɧɢʁɟ ɧɟɨɩɯɨɞɧɨ. Ɏɚʁɥ ɫɚ 
ɲɚɛɥɨɧɢɦɟ ɡɨɧɟ ɧɚɥɚɡɢ ɫɟ ɧɚ ɩɭɬɚʃɢ ${DNSSECDIR}/zones/localhost.unsigned. ɉɭɬɚʃɚ 
ɫɟ ɞɨɞɚʁɟ ɧɚ ɤɪɚʁɭ ɤɚɨ ɩɚɪɚɦɟɬɚɪ ɧɟɩɨɫɪɟɞɧɨ ɩɪɟ ɮɚʁɥɚ ɫɚ ʁɚɜɧɢɦ ɤʂɭɱɟɦ ɡɚ KSK.  
 
ɉɨɬɩɢɫɚɧɢ ɪɟɫɭɪɫɧɢ ɡɚɩɢɫɢ ɡɨɧɟ ɞɨɦɟɧɚ ɧɚʄɢ ʄɟ ɫɟ ɭ ɮɚʁɥɭ 
${DNSSECDIR}/zones/localhost.signed. Ɉɜɚʁ ɮɚʁɥ ɫɟ ɡɚɞɚʁɟ ɡɚ ɢɡɱɢɬɚɜɚʃɟ ɭ ɤɨɧɮɢɝɭɪɚɰɢʁɢ 
ɡɨɧɟ BIND-a. ɇɚ ɩɪɢɦɟɪ: 
 

zone "localhost" { 
 type master; 
 file "zones/localhost.signed"; 
}; 
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ɉɨɞɪɚɡɭɦɟɜɚʁɭʄɟ ɬɪɚʁɚʃɟ ɟɥɟɤɬɪɨɧɫɤɨɝ ɩɨɬɩɢɫɚ ɧɚɞ ɪɟɫɭɪɧɫɢɦ ɡɚɩɢɫɢɦɚ ɬɪɚʁɟ ɦɟɫɟɰ ɞɚɧɚ. 
Ɇɟђɭɬɢɦ ɦɨɝɭʄɟ ʁɟ ɡɚɞɚɜɚʃɟ ɤɪɨɡ ɩɚɪɚɦɟɬɪɟ ɚɥɚɬɚ dnssec-signzone ɬɪɚʁɚʃɟ ɟɥɟɤɬɪɨɧɫɤɨɝ 
ɩɨɬɩɢɫɚ, ɬɚɤɨ ɧɚ ɩɪɢɦɟɪ –s ɩɚɪɚɦɟɬɚɪ ɫɟ ɤɨɪɢɫɬɢ ɤɚɨ ɩɚɪɚɦɟɬɚɪ ɡɚ ɩɨɱɟɬɚɤ ɜɚɠɟʃɚ ɢ –ɟ ɡɚ 
ɤɪɚʁʃɟ ɜɪɟɦɟ ɬɪɚʁɚʃɚ. ɉɪɢɦɟɪ ɫɚ ɩɚɪɚɦɟɬɪɢɦɚ ɡɚ ɬɪɚʁɚʃɟ ɜɚɥɢɞɧɨɫɬɢ ɟɥɟɤɬɪɨɧɫɤɨɝ 
ɩɨɬɩɢɫɚ: 
 

$ /usr/sbin/dnssec-signzone -r /dev/urandom -s 20160428103959 -e 20160623234540 \ 
 -o localhost -f ${DNSSECDIR}/zones/localhost.signed \ 
 -k ${DNSSECDIR}/KSK/Klocalhost.+005+63675.key \ 
 ${DNSSECDIR}/zones/localhost.unsigned \ 
 ${DNSSECDIR}/ZSK/Klocalhost.+005+12347.key 

 
ɍ ɨɜɨɦ ɩɪɢɦɟɪɭ ɫɬɚɪɬɧɨ ɜɪɟɦɟ ɜɚɥɢɞɧɨɫɬɢ ɟɥɟɤɬɪɨɧɫɤɨɝ ɩɨɬɩɢɫɚ ɞɨɦɟɧɚ localhost je 
20160428103959 28 ɚɩɪɢɥ 2016 ɝɨɞɢɧɟ 10 ɫɚɬɢ 39 ɦɢɧɭɬɚ ɢ 59 ɫɟɤɭɧɞɢ. Ɋɨɤ ɬɪɚʁɚʃɚ 
ɜɚɥɢɞɧɨɫɬɢ ɫɟɪɬɢɮɢɤɚɬɚ ɪɟɫɭɪɫɧɢɯ ɡɚɩɢɫɚ ɡɨɧɟ ɞɨɦɟɧɚ localhost ʁɟ 20160623234540 – 23 
ʁɭɧɢ 2016 23 ɫɚɬɢ  45 ɦɢɧɭɬɚ ɢ 40 ɫɟɤɭɧɞɢ. 
 

Ɇɨɝɭʄɟ ʁɟ ɢ ɪɟɥɚɬɢɜɧɨ ɡɚɞɚɜɚʃɟ ɜɪɟɦɟɧɚ ɬɪɚʁɚʃɚ. ɇɚ ɩɪɢɦɟɪ –ɟ +86400 ɩɨɬɩɢɫ ʄɟ ɛɢɬɢ 
ɜɚɥɢɞɚɧ ɞɨ ɫɟɝɚ+86400. Ɋɚɡɭɦɟ ɫɟ ɪɟɡɥɬɚɬ ʁɟ ɨɩɟɬ ɚɩɫɨɥɭɬɧɨ ɜɪɟɦɟ ɚɥɢ ɧɟ ɬɪɚɠɢ ɫɟ ɜɪɟɦɟ 
ɩɨɱɟɬɤɚ ɫɚɦɨ ɜɪɟɦɟ ɬɪɚʁɚʃɚ ɜɚɥɢɞɧɨɫɬɢ. ɂɫɬɨ ɬɚɤɨ ɦɨɠɟ ɞɚ ɫɟ ɡɚɞɚ ɪɟɥɚɬɢɜɧɨ ɢ ɜɪɟɦɟ 
ɩɨɱɟɬɤɚ ɬɪɚʁɚʃɚ ɟɥɟɤɬɪɨɧɫɤɨɝ ɩɨɬɩɢɫɚ ɧɚ ɩɪɢɦɟɪ –s +86400 ɝɟɧɟɪɢɫɚʄɟ ɩɨɬɩɢɫɢɜɚʃɟ ɫɚ 
ɩɨɱɟɬɤɨɦ ɜɚɥɢɞɧɨɫɬɢ 86400 ɫɟɤɭɧɞɢ ɧɚɤɨɧ ƷƶƺƷиƹивања. 
 

Ʉɪɟɢɪɚʃɟ DS ɪɟɫɭɪɫɧɢɯ ɡɚɩɢɫɚ 
 
ɍ ɬɨɤɭ ɩɨɬɩɢɫɢɜɚʃɚ ɪɟɫɭɪɫɧɢɯ ɡɚɩɢɫɚ ɤɪɟɢɪɚʁɭ ɫɟ ɨɞɝɨɜɚɪɚɭʄɢ DS ɡɚɩɢɫɢ. Ɉɧɢ ɫɟ ɧɚɥɚɡɟ ɭ 
ɞɢɪɟɤɬɨɪʁɭɦɭ ɭ ɤɨɦɟ ʁɟ ɢɡɜɪɲɟɧɨ ɩɨɬɩɢɫɢɜɚʃɟ ɢ ɧɚɥɚɡɟ ɫɟ ɭ ɞɜɚ ɮɚʁɥɚ ɤɨʁɟ ɫɚɞɪɠɟ НssОt ɭ 
ɫɜɨɦ ɢɦɟɧɭ. ɉɪɢɦɟɪ ɢɡɜɪɲɟʃɚ ɩɨɬɩɢɫɢɜɚʃɚ ɤɨɪɢɫɬɟʄɢ ɤɨɦɚɧɞɭ ɥɢɧɢʁɭ 

 

$ /usr/sbin/dnssec-signzone -r /dev/urandom -s 20070428103959 -e 20070623234540 \ 
        -o localhost -f ${DNSSECDIR}/zones/localhost.signed \ 

        -k ${DNSSECDIR}/KSK/Klocalhost.+005+63675.key \ 

        ${DNSSECDIR}/zones/localhost.unsigned \ 

        ${DNSSECDIR}/ZSK/Klocalhost.+005+12347.key 

ɍ ɞɢɪɟɤɨɪɢʁɭɦɭ $дDNSSECDIRж/гШЧОs/ ɤɪɟɢɪɚʄɟ ɫɟ ɮɚʁɥ НssОt-lШМalСШst. Ɉɧ ʄɟ ɫɚɞɪɠɚɬɢ 
ɨɞɝɨɜɚɪɚʁɭʄɟ DS ɡɚɩɢɫɟ. 

 

ɉɨɞɟɲɚɜɚʃɟ BIND9 ɡɚ ɭɩɨɬɪɟɛɭ DNSSEC 
 
Ⱦɚ ɛɢ ɫɟ ɤɨɪɢɫɬɢɥɢ ɩɨɬɩɢɫɚɧɢ ɪɟɫɭɪɫɢ ɭ  BIND9 ɧɟɨɩɯɨɞɧɨ ʁɟ ɞɚ ɫɟ ɢɡɜɪɲɟ ɨɞɝɨɜɚɪɚʁɭʄɚ  
ɩɨɞɟɲɚɜɚʃɚ ɭ ɤɨɧɮɢɝɭɪɚɰɢɨɧɨɦ ɮɚʁɥɭ ЧaЦОН.МШЧП. 
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ɍ ɫɟɤɰɢʁɢ  ШptТШЧs ɨɜɨɝ ɮɚʁɥɚ ɡɚɞɚʁɟ ɫɟ ɞɢɪɟɤɬɢɜɚ ɡɚ ɭɩɨɬɪɟɛɭ   DNSSEC ɨɞ ɫɬɪɚɧɟ ɫɟɪɜɢɫɚ 
named: 

 

options { 

        ... 

        dnssec-enable yes; 

        ... 

}; 

Ɋɚɞɢ ɥɚɝɨɞɧɨɫɬɢ ɩɪɚʄɟʃɚ ɦɨɝɭʄɟ ʁɟ ɤɪɟɢɪɚɬɢ ɤɚɧɚɥ ɡɚ ɥɨɝɨɜɟ ɞɨɝɚђɚʁɚ ɩɪɢ ɨɩɫɥɭɠɢɜɚʃɭ 
DNSSEC ɡɚɯɬɟɜɚ ɭɩɨɬɪɟɛɨɦ ɤɚɬɟɝɨɪɢʁɚ. ɉɪɢɦɟɪ named.conf ɮɚʁɥɚ ɦɨɠɟ ɞɚ ɛɭɞɟ ɫɥɟɞɟʄɢ 

logging { 

        channel dnssec_log { 

                file "/var/log/named/dnssec.log" versions 16 size 256k; 

                print-time yes; 

                print-category yes; 

                print-severity yes; 

                severity debug 10; 

        }; 

        category dnssec { dnssec_log ; }; 

}; 

Ɇɟɯɚɧɢɡɚɦ ɡɚ ɩɪɨɦɟɧɭ ZSK ɩɚɪɨɜɚ ɤʂyɱɟɜɚ   
 

Кɚɞɚ ɫɟ ɭɩɨɬɩɢɫɢɜɚʃɭ ɡɨɧɟ ɤɨɪɢɫɬɟ ɞɜɚ ɩɚɪɨɜɚ  ɤʂyɱɟɜɚ, ɤʂyɱɟɜɢ ɫɟ ɞɟɥɟ ɩɨ ɧɚɟɦɟɧɢ ɧɚ - 
ZSK ɢ KSK, ZSK ɩɚɪ ɤʂyɱɟɜɚ ʁɟ ɫɚ ɦɚʃɨɦ ɞɭɠɢɧɨɦ  ɩɪɢɜɚɬɧɨɝ ɤʂyɱɚ, ɡɚɬɨ ɫɟ ɤɨɪɢɫɬɢ ɡɚ 
ɤɪɚʄɢ ɜɪɟɦɟɧɫɤɢ ɩɟɪɢɨɞ (ɢɦɚ ɤɪɚɬɤɨ ɜɪɟɦɟ ɠɢɜʂɟʃɚ), ɞɨɤ  KSK ɩɚɪ ɤʂyɱɟɜɚ ʁɟ ɫɚ ɜɟʄɨɦ 
ɞɭɠɢɧɨɦ ɩɪɢɜɚɬɧɨɝ ɤʂyɱɚ, ɡɚɬɨ ɲɬɨ ɫɟ ɤɨɪɢɫɬɢ ɡɚ ɞɭɠɢ ɩɟɪɢɨɞ ɜɪɟɦɟɧɚ (ɤɚɪɚɤɬɟɪɢɫɟ ɫɟ 
ɞɭɠɢɦ ɩɟɪɢɨɞɨɦ ɠɢɜɨɬɚ). Ⱥɤɨ ɫɟ ɩɪɚɬɢ ɭɩɭɬɫɬɜɨ ɨ ɜɪɟɦɟɧɫɤɨɦ ɬɪɚʁɚʃɭ ɤʂɭɱɟɜɚ ɨɧɞɚ ɛɢ 
ɬɪɟɛɚɥɭ ɭ ɝɪɚɧɢɰɚɦɚ ɬɪɚʁɚʃɚ ʁɟɞɧɨɝ ɩɚɪɚ ɤʂɭɱɟɜɚ  KSK ɞɚ ɫɟ ɢɡɦɟʃɚʁɭ ɜɢɫɟ ɩɚɪɨɜɚ ɤʂɭɟɜɚ 
ɡɚ ZSK ɤɨʁɢ ɬɪɟɛɚ ʁɟɞɚɧ ɞɪɭɝɨ ɞɚ ɡɚɦɟʃɭʁɭ. Кɚɞɚ ʁɟɞɚɧ ɩɚɪ ɤʂɭɟɜɚ  ZSK ɛɭɞɟ ɢɡɜɟɞɟɧ ɜɚɧ 
ɭɩɨɬɪɟɛɟ ɫɥɟɞɢ ɞɚ ɫɟ ɧɟ ɤɨɪɢɫɬɢ ɡɚ ɩɨɧɨɜɧɨ ɩɨɬɩɢɫɢɜɚʃɟ ɪɟɫɭɪɫɧɢɯ ɡɚɩɢɫɚ ɡɨɧɟ (ɧɚʁɛɨʂɟ 
ʁɟ ɞɚ ɫɟ ɭɧɢɫɬɢ ɤɪɢɩɬɨɝɪɚɮɫɤɢ ɤʂɭɱ ɞɚ ɛɢ ɫɟ ɨɧɟɦɨɝɭʄɢɥɨ ɩɨɧɨɜɧɨ ɩɨɬɩɢɫɢɜɚʃɟ  
ɤɨɪɢɫʄɟʃɟɦ ɢɫɬɨɝ). 

ɉɪɨɰɟɫ ɩɟɪɢɨɞɢɱɧɟ ɡɚɦɟɧɟ ɩɚɪɨɜɚ  ɤʂɭɱɟɜɚ ZSK ɧɚɡɢɜɚ ɫɟ "key rollover". 

Ɉɜɚɤɨ ɢɡɝɥɟɞɚ ɩɪɨɰɟɫ ɤɨʁɢ ɞɨɜɨɞɢ ɞɨ ɡɚɦɟɧɟ ɩɚɪɨɜɚ ɤʂɭɱɟɜɚ ZSK                                    

1. ɝɟɧɟɪɢɫɟ ɫɟ ɧɨɜɢ ɩɚɪ ɤʂɭɱɟɜɚ ZSK; 
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2. ʁɚɜɧɢ ɤʂɭɱ ɧɨɜɨɝ ɩɚɪɚ ZSK ɭɜɨɞɢ ɫɟ ɭ ɡɨɧɢ ɩɨɞ ɮɨɪɦɨɦ DNSKEY ɪɟɫɭɪɫɧɨɝ 
ɡɚɩɢɫɚ. 

3. Ɂɨɧɚ ɫɟ ɩɨɬɩɢɫɭʁɟ ɩɪɢɜɚɬɧɢɦ ɤʂɭɱɟɦ ɢɡ ɧɨɜɨɝ ɩɚɪɚ ZSK ɤʂɭɱɟɜɚ; 

4. ɧɚɤɨɧ ɧɟɤɨɝ ɜɪɟɦɟɧɚ  (ɨɛʁɚɫʃɟʃɟ ʁɟ ɢɫɩɨɞ), DNSKEY ɡɚɩɢɫ ɡɚ ɫɬɚɪɢ ɩɚɪ ZSK 

ɤʂɭɱɟɜɚ ɫɟ ɢɡɛɚɰɭʁɟ ɢɡ ɡɨɧɟ ɢ ɜɪɫɢ ɫɟ ɩɪɟɞɩɨɩɢɫɢɜɚʃɟ ɡɚɩɢɫɚ ɭɧɭɬɚɪ ɡɨɧɟ; 

Ⱥɤɨ ɫɟ ɭɡɦɟ ɭ ɨɛɡɢɪ ɪɟɫɭɪɫɧɢ ɡɚɩɢɫ (RR - Resource Record), ɧɚ ɩɪɢɦɟɪ A ɡɚɩɢɫ, ɫɚ 
ɜɪɟɞɧɨɫɬɢɦɚ ɩɚɪɚɦɟɬɪɚ TTL ʁɟɞɧɚɤɨ 86400 ɫɟɤɭɧɞɢ, ɤɨʁɢ ʁɟ ɟɥɟɤɬɪɨɧɫɤɢ ɩɨɞɩɢɫɚɧ 
ɭɩɨɬɪɟɛɨɦ DNSSEC. Кɚɞɚ ɨɜɚʁ ɡɚɩɢɫ ɛɭɞɟ ɟɥɟɤɬɨɧɫɤɢ ɩɨɞɩɢɫɚɧ, ɭ ɡɨɧɢ ɞɨɦɟɧɚ ɫɟ ɝɟɧɟɪɢɫɟ 
ɨɞɝɨɜɚɪɚʁɢʄɢ RRSIG ɡɚɩɢɫ. ɉɨ ɢɫɬɨɦ ɩɪɢɧɰɢɩɭ ɡɚ ɫɜɚɤɢ ɪɟɫɭɪɫɧɢ ɡɚɩɢɫ (RR) ɭ ɡɨɧɢ 
ɞɨɦɟɧɚ, ɩɨɫɬɨʁɢ ɨɞɝɨɜɚɪɚɭʄɢ RRSIG ɡɚɩɢɫ, ɭ ɤɨɦɟ ɫɟ ɫɚɞɪɠɢ ɟɥɟɤɬɪɨɧɫɤɢ ɩɨɞɩɢɫ ɧɚɞ RR 

ɡɚɩɢɫɨɦ. ȼɪɟɦɟ ɠɢɜɨɬɚ ɫɜɚɤɨɝ           RRSIG ɡɚɩɢɫɚ ʁɟ ɢɫɬɨ ɤɚɨ ɢ ɜɪɟɦɟ ɬɪɚʁɚʃɚ ɪɟɫɭɪɧɨɝ 
ɡɚɩɢɫɚ,ɡɚ ɤɨɝɚ ʁɟ ɝɟɧɟɪɢɫɚɧ ɢ ɭ ɨɜɨɦ ɩɪɢɦɟɪɭ ɜɪɟɦɟ ɬɪɚʁɚʃɚ ʃɟ ɛɢɬɢ 86400 ɫɟɤɭɧɞɢ. Кɚɞɚ 
ʁɟɞɚɧ ɤɟɲɢɪɚʁɭʄɢ ɫɟɪɜɟɪ ɢɦɟɧɚ, ɤɨʁɢ ɩɨɞɪɠɚɜɚ ɩɪɨɜɟɪɭ ɚɭɬɟɧɬɢɱɧɨɫɬɢ ɪɟɫɭɪɫɧɢɯ ɡɚɩɢɫɚ 
ɭɩɨɬɪɟɛɨɦ DNSSEC, ɢɡɜɭɱɟ ɪɟɫɭɪɫɧɢ ɡɚɩɢɫ ɢ ɨɞɝɨɜɚɪɚʁɭʄɢ RRSIG ɡɚɩɢɫ, ɨɧ ɫɤɥɚɞɢɲɬɢ 
ɨɛɚ ɡɚɩɢɫɚ ɭ ɫɜɨʁɨʁ ɛɚɡɢ. Ⱦɚ ɛɢ ɜɟɪɢɮɢɤɨɜɚɨ ɜɚɥɢɞɧɨɫɬ ɟɥɟɤɬɪɨɧɫɤɨɝ ɩɨɞɩɢɫɚ RRSIG 

ɡɚɩɢɫɚ, ɤɟɲɢɪɚʁɭʄɟɦ ɫɟɪɜɟɪɭ ɧɟɨɩɯɨɞɧɢ ɫɭ DNSKEY ɡɚɩɢɫɢ ɢɡ ɡɨɧɟ ɞɨɦɟɧɚ, ɢɡ ɤɨɝɚ ɫɭ 
ɢɡɜɭʄɟɧɢ RR ɢ RRSIG ɡɚɩɢɫɢ. ɋɥɟɞɢ ɢɡɜɥɚɱɟʃɟ ɫɜɢɯ DNSKEY ɡɚɩɢɫɚ ɢɡ ɡɨɧɟ. Ɉɧɢ ɫɟ ɢɫɬɨ 
ɫɤɥɚɞɢɲɬɟ ɭ ɤɟɲɭ ɫɟɪɜɟɪɚ. ɇɚɤɨɧ ɫɤɥɚɞɢɲɬɟʃɚ ɫɜɚɤɨɦ ɪɟɫɭɪɫɧɨɦ ɡɚɩɢɫɭ ɭ ɤɟɲɭ ɛɪɨʁɚɱ 
ɡɚɩɨɱɢʃɟ ɨɞɛɪɨʁɚɜɚʃɟ ɜɪɟɦɟɧɚ ɭ ɫɟɤɭɧɞɚɦɚ ɢ ɤɚɞɚ ɜɪɟɦɟ ɞɨɫɬɢɝɧɟ ɜɪɟɦɟ ɡɚɞɚɬɨ 
ɩɚɪɚɦɟɬɪɨɦ TTL ɫɟɪɜɟɪ ɛɪɢɲɟ ɨɞɝɨɜɚɪɚʁɭʄɢ ɡɚɩɢɫ. 

Ⱥɤɨ ʁɟ TTL ɤɟɲɢɪɚʃɟ RR ɢ RSIG ɡɚɩɢɫɚ ʁɟɞɧɚɤɨ 86400 ɫɟɤɭɧɞɢ, ɚ TTL ɤɟɲɢɪɚʃɟ 

DNSKEY ɡɚɩɢɫɚ 3600 ɫɟɤɭɧɞɢ, ɨɧɞɚ ʁɟ ʁɚɫɧɨ, ɞɚ ɜɪɟɦɟ ɠɢɜɨɬɚ RR ɢ RRSIG ɡɚɩɢɫɚ ʁɟ ɜɟʄɟ 
ɨɞ ɜɪɟɦɟɧɚ ɠɢɜɨɬɚ DNSKEY ɡɚɩɢɫɚ, ɤɨʁɢ ɫɥɭɠɟ ɡɚ ɩɪɨɜɟɪɭ ɟɥɟɤɬɪɨɧɫɤɨɝ ɩɨɬɩɢɫɚ  ɧɚɞ RR. 

Ⱥɤɨ ɧɟɤɨ ɩɪɨɦɟɧɢ DNSKEY ɡɚɩɢɫɟ ɡɚ ZSK ɩɚɪɨɜɟ ɭ ɡɨɧɢ, ɬɚɤɨ ɲɬɨ ɭɤɥɨɧɢ ɫɬɚɪɟ ɢ 
ɩɨɫɬɚɜɢ ɧɨɜɟ ɢ ɩɨɬɩɢɲɟ ɡɚɩɢɫɟ ɭ ɡɨɧɢ, ɩɨʁɚɜɢʄɟ ɫɟ ɫɢɬɭɚɰɢʁɚ ɩɪɢ ɤɨʁɨʁ DNS ɫɟɪɜɟɪɢ 
ɲɢɪɨɦ ɂɧɬɟɪɧɟɬɚ ɢɦɚʄɟ ɤɟɲɢɪɚɧɟ  RRSIG ɡɚɩɢɫɟ, ɱɢʁɢ ɟɥɟɤɬɪɨɧɫɤɢ ɩɨɬɩɢɫ ɧɢʁɟ ɦɨɝɭʄɟ 
ɜɟɪɢɮɢɤɨɜɚɬɢ, ɡɚɬɨ ɲɬɨ ɫɟ ɨɧɢ ɦɨɝɭ ɮɟɪɢɮɢɤɨɜɚɬɢ ʁɟɞɢɧɨ ɤɨɪɢɫɬɟʄɢ ɫɬɚɪɢ ʁɚɜɧɢ ɤʂɭɱ, 

ɤɨʁɢ ʁɟ ɜɟʄ ɭɤɥɨʃɟɧ ɫɚ ɭɤɥɚʃɚɟɦ ɫɬɚɪɨɝ DNSKEY ɡɚɩɢɫɚ. 

Ɂɛɨɝ ɬɨɝɚ DNSKEY ɡɚɩɢɫ, ɤɨʁɢ ɫɚɞɪɠɢ ɫɬɚɪɢ ʁɚɜɧɢ ɤʂɭɱ ɢɡ ɫɬɚɪɨɝ ZSK ɩɚɪɨɜɚ ɤʂɭɱɟɜɚ,  

ɧɟɨɩɯɨɞɧɨ ʁɟ ɞɚ ɫɟ ɱɭɜɚ ɭ ɡɨɧɢ ɢ ɧɚɤɨɧ ɩɨɬɢɫɢɜɚʃɚ ɧɨɜɢɦ ZSK ɩɚɪɨɦ ɬɨɥɢɤɨ ɞɚ ɩɨɤɪɢʁɟ 
ɜɪɟɦɟ ɠɢɜɨɬɚ RRSIG ɡɚɩɢɫɚ ɢɡ ɡɨɧɟ ɫɚ ɧɚʁɞɭɠɢɦ ɜɪɟɦɟɧɨɦ ɬɪɚʁɚʃɚ ɬɨɥɤɨɜɚ ɜɪɟɦɟ. ɇɚɤɨɧ 
ɬɨɝɚ ɦɨɠɟ ɫɟ ɭɤɥɨɧɢɬɢ. Ɉɜɨ ɦɨɪɚ ɞɚ ɡɧɚ ɫɜɚɤɢ ɨɩɟɪɚɬɨɪ DNSSEC ɛɚɡɢɪɚɧɟ ɡɨɧɟ ɞɨɦɟɧɚ.  

ɉɪɟɩɨɪɭɤɚ ʁɟ ɞɚ ɜɪɟɞɧɨɫɬ TTL ɡɚ DNSKEY ɬɪɟɛɚ ɞɚ ɛɭɞɟ ʁɟɞɧɚɤɚ ɦɚɤɫɢɦɚɥɧɨʁ ɜɪɟɞɧɨɫɬɢ 
ɤɨʁɟ ɢɦɚ ɪɟɫɭɪɫɧɢ ɡɚɩɢɫ ɭ ɡɨɧɢ. Ⱥɤɨ ʁɟ ɜɪɟɦɟ ɢɡɧɚɞ 3600 ɫɟɤɭɧɞɢ ɨɜɨ ɤɪɢʁɟ ɨɩɚɫɧɨɫɬ. Ɉɧɚ 
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ɫɟ ɫɚɫɬɨʁɢ ɭ ɫɥɟɞɟʄɟɦ. ɒɬɚ ɛɢ ɫɟ ɞɟɫɢɥɨ ɚɤɨ ɫɟ ɩɪɢɜɚɬɧɢ ɤʂɭɱ ZSK ɩɚɪɨɜɚ ɤʂɭɱɟɜɚ ɛɭɞɟ 
ɤɨɦɩɪɨɦɢɬɨɜɚɧ ( ɨɜɨ ʁɟ ɜɟɪɨɜɚɬɧɨ ɢɦɚʁɭʄɢ ɭ ɜɢɞɭ ɞɭɠɢɧɭ ɤʂɭɱɚ). ɍ ɬɨɦ ɫɥɭɱɚʁɭ ɧɟɤɨ ʄɟ 
ɦɨʄɢ ɞɚ ɩɨɬɩɢɫɭʁɟ ɡɥɨɧɚɦɟɪɧɨ ɝɟɧɟɪɢɫɚɧɟ ɪɟɫɭɪɧɫɟ ɡɚɩɢɫɟ ɢ ɫɚ ʃɢɦɚ ɞɚ ɡɚɪɚɡɢ ɤɟɲ 
ɫɟɪɜɟɪɟ ɩɨ ɰɟɥɨɦ ɂɧɬɟɪɧɟɬɭ. ɑɚɤ ɢ ɞɚ ɚɞɦɢɧɢɫɬɪɚɬɨɪ ɡɨɧɟ ɫɚɡɧɚ ɞɚ ʁɟ ɞɨɲɥɨ ɞɨ 
ɤɨɦɩɪɨɦɢɬɨɜɚʃɚ ɤʂɭɱɚ ɢ ɞɚ ɭɜɟɞɟ ɧɨɜɢ ZSK ɩɚɪ ɤʂɭɱɟɜɚ ɧɚ ɤɟɲ ɫɟɪɜɟɪɢɦɚ ɨɫɬɚʁɟ 
ɤɟɲɢɪɚɧ ɫɬɚɪɢ DNSKEY ɡɚɩɢɫ ɤɨʁɢ ɫɚɞɪɠɢ ʁɚɜɧɢ ɤʂɭɱ ɜɟʄ ɤɨɦɩɪɨɦɢɬɨɜɚɧɨɝ ɩɚɪɚ 
ɤʂɭɱɟɜɚ ɢ ɧɚɫɬɚɜɢʄɟ ɞɚ ɜɚɥɢɞɢɪɚ ɡɥɨɧɚɦɟɪɧɨ ɝɟɧɪɢɫɚɧɟ ɪɟɫɭɪɫɧɟ ɡɚɩɢɫɟ. Ⱦɨɤ ɤɟɲɢɪɚɧɢ 
DNSKEY ɡɚɩɢɫ ɧɟ ɞɨɫɬɢɝɧɟ ɤɪɚʁ ɠɢɜɨɬɚ  ɭ ɤɟɲɭ ɤɟɲɢɪɚʁɭʄɟɝ ɫɟɪɜɟɪɚ ʃɟɝɨɜɢ ɤɥɢʁɟɧɬɢ 
ɦɨɝɭ ɛɢɬɢ ɧɚ ɦɟɬɢ ɯɚɤɟɪɚ.   

Ɂɛɨɝ ɬɨɝɚ ɜɪɟɞɧɨɫɬ TTL-ɚ  DNSKEY ɡɚɩɢɫɚ ɧɟ ɫɦɟ ɞɚ ɛɭɞɟ ɜɟɨɦɚ ɜɢɫɨɤɚ. Ɇɚɤɫɢɦɚɥɧɚ 
ɜɪɟɞɧɨɫɬ ɬɪɟɛɚ ɞɚ ɛɭɞɟ 3600 ɫɟɤɭɧɞɢ ɚ ɦɢɧɢɦɥɚɧɚ ɧɭɥɚ ɚɥɢ ɩɨɫɥɟɞʃɟ ɛɢ ɞɨɜɟɥɨ ɞɨ 
ɩɨɜɟʄɚɧɨɝ ɫɚɨɛɪɚʄɚʁɚ DNS ɫɟɪɜɟɪɚ ɢ ɨɩɬɟɪɟʄɟʃɟ ɡɚ ɚɭɬɟɧɬɢɮɢɤɨɜɚɧɟ ɫɟɪɜɟɪɟ ɡɨɧɚ.  
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ɂɦɩɥɟɧɬɚɰɢʁɚ DNSSEC-a ɭ Windows Server 2012  
 

Windows Server 2012 ɩɨɞɪɠɚɜɚ DNSSEC ɢ ɞɚɬɨ ʁɟ ɤɨɪɢɫɧɢɤɭ ɦɨɝɭʄɧɨɫɬ ɞɚ ɝɚ ɤɨɪɢɫɬɢ ɭɡ 
ɫɬɚɧɞɚɪɞɧɭ DNS ɪɨɥɭ. ɇɚʁɩɪɟ ɧɟɨɩɯɨɞɧɨ ɢɧɫɬɚɥɢɪɚɬɢ DNS ɪɨɥɭ ɫɚ ɩɨɞɪɚɡɭɦɟɜɚʁɭʄɢɦ 
ɩɨɞɟɲɚɜɚʃɢɦɚ. ɍɧɭɬɚɪ DNS Manager-a ɢɡ Action ɦɟɧɢʁɚ ɬɪɟɛɚ ɨɞɚɛɪɚɬɢ New Zone...  

 

 

ɋɥɢɤɚ 8. 

ɭ ɧɨɜɨɦ ɩɪɨɡɨɪɭ ɬɪɟɛɚ ɨɞɚɛɪɚɬɢ Primary zone ɢ ɤɥɢɤɧɭɬɢ ɧɚ Next 

 

 

ɋɥɢɤɚ 9. 
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Parent ɡɨɧɚ ɫɟ ɯɨɫɬɭʁɟ ɧɚ bind ɫɟɪɜɟɪɭ ɢ ɪɚɞɢ ɫɚ DNSSEC chain-of-trust to the trust-anchor of 

the root-zone. 

ɍ ɫɥɟɞɟʄɟɦ ɩɪɨɡɨɪɭ ɭ ɩɨʂɭ Zone Name ɬɪɟɛɚ ɭɩɢɫɚɬɢ ɢɦɟ ɡɨɧɟ ɢ ɧɚɫɬɚɜɢɬɢ wizard ɤɥɢɤɨɦ 
ɧɚ Next.  

 

 

ɋɥɢɤɚ 10. 

ɩɪɢɯɜɚɬɚʁɭʄɢ ɩɨɞɪɚɡɭɦɜɚɧɚ ɩɨɞɟɲɚɜɚʃɚ ɤɥɢɤɨɦ ɧɚ Next, ɮɚʁɥ ɡɨɧɟ ɫɟ ɫɦɟɲɬɚ ɭ 
ɞɢɪɟɤɬɨɪɢʁɭɦɭ "C:\Windows\System32\dns" 
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ɋɥɢɤɚ 11. 

ɍ ɫɥɟɞɟʄɟɦ ɤɨɪɚɤɭ ɬɪɟɛɚ ɨɞɚɛɪɚɬɢ “DШ ЧШt allШа НвЧaЦТМ upНatОs” ɢ ɨɞɚɛɪɚɬɢ Next ʁɟɪ ɫɟ 
ɤɪɟɢɪɚ ɫɬɚɬɢɱɤɚ ɡɨɧɚ 

 

ɋɥɢɤɚ 12. 

Кɥɢɤɨɦ ɧɚ Finish ɤɪɟɢɪɚ ɫɟ ɡɨɧɚ ɤɨʁɚ ɧɢʁɟ ɟɥɟɤɬɪɨɧɫɤɢ ɩɨɬɩɢɫɚɧɚ. 
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ɋɥɢɤɚ 13. 

ɉɨɬɩɢɫɢɜɚʃɟ ɡɨɧɟ ɫɟ ɪɚɞɢ ɬɚɤɨ ɲɬɨ ɫɟ ɞɟɫɧɢɦ ɤɥɢɤɨɦ ɧɚ ɡɨɧɭ ɨɞɚɛɟɪɟ DNSSEC->Sign the 

zone ɤɚɤɨ ɛɢ ɩɨɪɟɤɭɧɭɥɢ wizard ɡɚ ɩɨɬɩɢɫɢɜɚʃɟ ɡɨɧɟ. (ɋɥɢɤɚ...)  

 

ɋɥɢɤɚ 14. 

ɭ ɫɥɟɞɟʄɟɦ ɩɪɨɡɨɪɭ ɨɞɚɛɪɚɬɢ Next  
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ɋɥɢɤɚ 15. 

ɭ ɧɚɪɟɞɧɨɦ ɩɪɨɡɨɪɭ Signing Options ɬɪɟɛɚ ɨɞɚɛɪɚɬɢ Customize zone signing parameters ɢ 
ɤɥɢɤɧɭɬɢ ɧɚ Next (ɋɥɢɤɚ 16)  

 

ɋɥɢɤɚ 16. 

 

ɍ ɫɥɟɞɟʄɟɦ ɤɨɪɚɤɭ ɤɥɢɤɨɦ ɧɚ Next ɭ ɩɪɨɡɨɪɭ Key Signing Key  
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ɋɥɢɤɚ 17. 

ɞɨɥɚɡɢ ɫɟ ɞɨ ɩɪɨɡɨɪɚ New Keys Signing Key (ɋɥɢɤɚ 18)ɝɞɟ ɫɟ ɩɨɞɟɲɚɜɚʁɭ ɩɚɪɚɦɟɬɪɢ ɡɚ 
ɝɟɧɪɢɫɚʃɟ ɧɨɜɨɝ KSK ɤʂɭɱɚ ɡɚɞɪɠɚɜɚʁɭʄɢ ɩɨɞɪɚɡɭɦɟɜɚɧɚ ɩɨɞɟɲɚɜɚʃɚ ɨɫɢɦ ɩɨɞɟɲɚɜɚʃɚ 
ɡɚ ɞɭɠɢɧɭ ɤʂɭɱɚ ɧɚ ɦɚɤɫɢɦɚɥɧɭ ɜɪɟɞɧɨɫɬ 4096 ɛɢɬɚ (ɩɨɞɪɚɡɦɟɜɚɧɚ ɜɪɟɞɧɨɫɬ ʁɟ 2048). 
ɉɨɞɪɚɡɦɟɜɚɧɢ ɚɥɝɨɪɢɬɚɦ ʁɟ RSASHA256. DNSKEY ɩɨɬɩɢɫ  je ɜɚɥɢɞɚɧ ɫɟɞɚɦ ɞɚɧɚ rollover 

frequency je 755 ɞɚɧɚ. Ɇɨɝɭʄɟ ʁɟ ɤɪɟɢɪɚɬɢ ɜɢɲɟ КSK ɤʂɭɱɟɜɚ ɚɥɢ ɡɚ ɜɟʄɢɧɭ ɫɥɭɱɚʁɟɜɚ 
ɩɨɬɪɟɛɚɧ ʁɟ ɫɚɦɨ ʁɟɞɚɧ Windows Server 2012 DNS ɫɟɪɜɟɪ ʄɟ ɤɪɟɢɪɚɬɢ ʁɨɲ ʁɟɞɚɧ ɞɨɞɚɬɧɢ 
“emergency rollover” KSK ɤʂɭɱ ɚɭɬɨɦɚɬɫɤɢ. ɇɟɨɩɯɨɞɧɨ ʁɟ ɩɨɬɜɪɞɢɬɢ ɫɚ OK. 
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ɋɥɢɤɚ 18. 

ɍ ɫɥɟɞɟʄɟɦ ɩɪɨɡɨɪɭ (ɋɥɢɤɚ 19) ɬɪɟɛɚ ɤɥɢɤɧɭɬɢ ɧɚ Next 

 

ɋɥɢɤɚ 19. 
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ɋɥɟɞɟʄɟ ʁɟ ɩɨɞɟɲɚɜɚʃɟ ZSK-a ɩɨɞɪɚɡɭɦɟɜɚʁɭʄɢ ɩɚɪɚɦɟɬɪɢ ɫɭ Rollover frequency 90 ɞɚɧɚ ɢ 
ɞɭɠɢɧɚ ɤʂɭɱɚ 1024 ɛɢɬɚ. ɉɨɬɪɟɛɧɨ ʁɟ ɭ ɩɪɨɡɨɪɭ Zone Signing Key ɤɥɢɤɧɭɬɢ ɧɚ Next 

(ɋɥɢɤɚ 20). 

 

ɋɥɢɤɚ 20. 

ɍ ɩɪɨɡɨɪɭ NОа ГШЧО SТРЧТЧР KОв ɬɪɟɛɚ ɩɨɬɜɪɞɢɫɬɢ ɫɚ OK. (ɋɥɢɤɚ 21). 

 

ɋɥɢɤɚ 21. 
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, ɭ ɧɚɪɟɞɧɨɦ ɤɨɪɚɤɭ Zone Signing Key ɬɪɟɛɚ ɤɥɢɤɧɭɬɢ ɧɚ Next (ɋɥɢɤɚ 22) 

 

ɋɥɢɤɚ 22. 

Ɂɚ authenticated denial of existence ɭɡɢɦɚ ɫɟ NSEC3 ɤɨʁɢ ʁɟ ɩɨɞɪɚɡɦɟɜɚɧɢ ɡɚ Windows Server 

2012, ɛɪɨʁ ɢɬɟɪɚɬɨɪɚ ʁɟ 50, salt ʁɟ random ɜɪɟɞɧɨɫɬ ɢ ɜɟɥɢɱɢɧɚ ʁɟ 8 ɛɚʁɬɨɜɚ, ɢ ɧɟ ɤɨɪɢɫɬɢ ɫɟ 
opt-out to cover unsigned delegations. 

 

ɋɥɢɤɚ 23. 
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Ɍɪɟɛɚ ɨɦɨɝɭʄɢɬɢ automatic update of trust anchors on key rollover ɤɨʁɢ ʁɟ ɩɨ ɫɬɚɧɞɚɪɞɭ RFC 

5011, (ɋɥɢɤɚ 24) ɢ ɩɨɬɜɪɢɞɢɬɢ ɫɚ Next. 

 

ɋɥɢɤɚ 24. 

DS ɡɚɩɢɫ ɫɟ ɝɟɧɟɪɢɲɟ ɤɨɪɢɫɬɟʄɢ ɨɛɚ SHA-1 ɢ SHA-256, ɩɨɬɪɟɛɧɨ ʁɟ ɫɚɦɨ ɤɥɢɤɧɭɬɭ ɧɚ Next 

(ɋɥɢɤɚ 25) 

 

ɋɥɢɤɚ 25. 

ɇɚɤɨɧ ɰɟɥɨɝ wizard ɡɨɧɚ ɫɟ ɩɨɬɩɢɫɭʁɟ (ɋɥɢɤɚ 26) ɡɚ ɤɨʁɟ ʁɟ ɩɨɬɪɟɛɧɨ ɢɡɜɟɫɧɨ ɜɪɟɦɟ. 
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ɋɥɢɤɚ 26. 

Кɚɞɚ ɫɟ ɡɨɧɚ ɩɨɬɩɢɲɟ ɤɪɟɢɪɚʁɭ ɫɟ ɞɜɚ ɮɚʁɥɚ ɭɧɭɬɚɪ DNS ɮɨɥɞɟɪɚ ds-set ɢ ɤey-set ɭ ɩɭɬɚʃɢ 
C:\windows\system32\dns (ɋɥɢɤɚ 27). 

 

 

ɋɥɢɤɚ 27. 

ɇɚɤɨɧ ɲɬɨ ɫɟ ɤɪɟɢɪɚ A ɡɚɩɢɫ ɨɧ ɫɟ ɚɭɬɨɦɚɬɫɤɢ ɩɨɬɩɢɲɟ ɬɨɤɨɦ ɤɪɟɢɪɚʃɚ. 
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Кɚɞɚ ɫɟ DS ɢ NS ɡɚɩɢɫ ɞɨɞɚʁɭ ɭ ɪɨɞɢɬɟʂɫɤɨʁ ɡɨɧɢ, ɧɨɜɚ ɡɨɧɚ ɯɨɫɬɨɜɚɧɚ ɧɚ Windows Server 

2012 ɫɟɪɜɟɪɭ ɦɨɠɟ ɞɚ ɜɚɥɢɞɢɪɚ ɤɚɨ ɧɚ ɫɥɢɰɢ 28. 

 

ɋɥɢɤɚ 28 

 

 

 

 

 

 

 

 

 

 



П̬ед̬а̐ ʤлек̭а̦д̬о̏                                                                                   И̥пле̥е̦тац̛ја DNSSEC ̭е̛̬̭̏а 

 

 

 

 

Ɂɚɤʂɭɱɚɤ 
 

DNSSEC ɞɪɚɫɬɢɱɧɨ ɭɧɚɩɪɟђɭʁɟ ɫɢɝɭɪɧɨɫɬ ɂɧɬɟɪɧɟɬɚ ɢ ɫɢɫɬɟɦɚ ɤɨʁɢ ɫɟ ɨɫɥɚʃɚʁɭ ɧɚ 
ʃɟɝɚ.DNSEC ɱɢɧɢ DNS ɩɪɨɜɟɪʂɢɜɢɦ, ɨɧ ɨɦɨɝɭʄɚɜɚ ɞɚ ɜɥɚɫɧɢɰɢ ɞɨɦɟɧɚ ɩɨɬɩɢɫɭʁɭ ɫɜɨʁɟ 
DNS ɡɚɩɢɫɟ ɢ ɞɚ ɤɥɢʁɟɧɬɢ ɦɨɝɭ ɩɪɨɜɟɪɢɬɢ ʃɢɯɨɜɭ ɚɭɬɟɧɬɢɱɧɨɫɬ. Ɂɚɲɬɢɬɚ ɞɨɦɟɧɚ 
ɤɨɪɢɫɬɟʄɢ DNSSEC ɢ ɩɪɢɦɟɧɨɦ ɜɚɥɢɞɢɪɚʁɭɱɢɯ ɪɚɡɪɟɲɢɨɰɚ ɧɚ ɤɥɢʁɟɧɬɫɤɨʁ ɫɬɪɚɧɢ 
ɟɥɢɦɢɧɢɲɟ ɞɨɫɬɚ DNS spoofing ɧɚɩɚɞɚ ɢ ɜɟɥɢɤɢ ɨɩɫɟɝ ɆITM ɧɚɩɚɞɚ. 

Ɇɟђɭɬɢɦ DNSSEC ɦɨɠɟ ɞɚ ɩɨɫɥɭɠɢ ɤɚɨ PKI ɡɚ ɡɚ ɞɪɭɝɟ ɩɪɨɬɨɤɨɥɟ ɤɚɨ ɲɬɨ ɫɭ HTTPS ɢ 
TCP. ɇɟ ɩɨɫɬɨʁɟ ɞɪɭɝɢ ɩɪɟɞɥɨɢ ɤɨʁɢ ɧɭɞɟ ɨɧɨ ɲɬɨ ɧɭɞɢ DNSSEC a ɬɨ ʁɟ ɦɟɬɨɞɚ ɡɚ ɫɢɝɭɪɧɭ 
ɞɟɥɟɝɚɰɢʁɭ ɞɨɦɟɧɚ. Ɍɨ ɡɧɚɱɢ ɞɚ root authority ɦɨɠɟ ɞɟɤɥɚɪɢɫɚɬɢ ɜɚɠɟʄɟ ʁɚɜɧɟ ɤʂɭɱɟɜɟ ɡɚ 
ɞɨɦɟɧ ɢ ɡɚ ɜɥɚɫɧɢɤɟ ɞɨɦɟɧɚ ɞɟɤɥɚɪɢɫɚɬɢ ɜɚɥɢɞɟɧɚ ʁɚɜɧɟ ɤʂɭɱɟɜɟ ɡɚ ɛɢɥɨ ɤɨʁɢ ɩɨɞɞɨɦɟɧ. 
Ɍɪɢ ɧɚʁɱɟɲʄɚ ɩɪɟɞɨɝɚ ɤɨʁɢ ɫɟ ɧɚɜɨɞɟ ɤɚɨ ɚɥɬɟɪɧɚɬɢɜɚ DNSSEC-a ɫɭ DNSCurve, Key 

pinning ɢ trТaЧРulatТШЧ ɧɟ ɧɭɞɟ ɨɫɧɨɜɧɟ ɮɭɧɤɰɢʁɟ ɤɨʁɟ ɧɭɞɢ DNSSEC. Кɪɟɚɬɨɪɢ ɨɜɢɯ 
ɚɥɬɟɪɧɚɬɢɜɧɢɯ ɩɪɨɬɨɤɨɥɚ ɤɪɢɬɢɤɭʁɭ DNSSEC ɡɚɬɨ ɲɬɨ ʁɟ ɨɧ ɞɪɠɚɜɧɨ ɤɨɧɬɪɨɥɢɫɚɧɢ PKI. 

ɉɨɫɬɨʁɟ ɫɭɦʃɟ ɞɚ ʁɟ DNSEC ɤɪɢɩɬɨɝɪɚɮɫɤɢ ɫɥɚɛ, ɦɟђɭɬɢɦ ɧɟɨɩɯɨɞɧɨ ʁɟ ɞɨɫɬɚ ɜɪɟɦɟɧɚ ɢ 
ɫɪɟɞɫɬɚɜɚ ɤɚɤɨ ɛɢ ɫɟ ɨɧ ɤɨɦɩɪɨɦɢɬɨɜɚɨ ɚ ɬɚɤɨђɟ ɩɨɫɬɨʁɟ ɬɟɠʃɟ ɞɚ ɫɟ ɭɧɚɩɪɟɞɢ ɩɪɟɥɚɫɤɨɦ 
ɧɚ ɫɚɜɪɟɦɟɧɢʁɟ ɚɥɝɨɪɢɬɦɟ ɤɚɨ ɲɬɨ ʁɟ ECC. ɉɨɫɬɚɜʂɚ ɫɟ ɩɢɬɚʃɟ ɞɚɥɢ DNSSEC ɩɪɨɢɡɜɨɞɢ 
ɜɢɲɟ ɩɪɨɛɥɟɦɚ ɧɟɝɨ ɲɬɨ ɢɯ ɪɟɲɚɜɚ. Кɨɦɩɥɟɤɫɧɨɫɬ ɫɢɝɭɪɧɨɫɧɨɝ ɩɪɨɬɨɤɨɥɚ DNSSEC-a ʁɟ 
ʁɨɲ ʁɟɞɧɚ ɰɪɧɚ ɬɚɱɤɚ ɩɪɨɬɢɜ ʃɟɝɨɜɨɝ ɭɜɨђɟʃɚ. ȿɮɟɤɬɢɜɧɨɫɬ DNS Amplification ɧɚɩɚɞɚ ʁɟ 
ɬɚɤɨђɟ ɩɨɜɟʄɚɧɚ, ɪɚɡɥɨɝ ɡɚ ɬɨ ʁɟ ɲɬɨ je ɜɟɥɢʄɢɧɚ ɨɞɝɨɜɨɪɚ ɤɨɞ DNSSEC-a ɞɨɫɬɚ ɜɟʄɚ. DNS 

Amplification ɧɚɩɚɞ ʁɟ ɫɥɭɱɚʁ Amplification ɧɚɩɚɞɚ ɤɨʁɢ ɫɟ ɢɡɜɨɪɧɨ ɡɨɜɟ Smurf Attack. ɇɚ 
ɫɥɢɰɢ 28 ɩɪɢɤɚɡɚɧ ʁɟ ɫɥɭɱɚʁ Smurf ɧɚɩɚɞɚ ɧɚ ɤɨɦɟ ɧɚɩɚɞɚɱ ɲɚʂɟ ICMP ɡɚɯɬɟɜ ɫɚ 
ɞɟɫɬɢɧɚɰɢɨɧɨɦ ɛɪɨɞɤɚɫɬ ɚɞɪɟɫɨɦ ɤɪɨɡ ɪɭɬɟɪ ɤɨʁɢ ʁɟ ɩɨɞɟɲɟɧ ɞɚ ɩɪɨɫɥɟђɭʁɟ ICMP ɩɚɤɟɬɟ 
ɧɚ ɞɪɭɝɭ ɫɬɪɚɧɭ. ɂɡɜɨɪɧɚ ɚɞɪɟɫɚ ʁɟ spШШП-ɚɧɚ ɥɚɠɧɨɦ ɚɞɪɟɫɨɦ ɤɨʁɚ ɡɚɩɪɚɜʂɨ ɩɪɟɞɫɬɚɜʂɚ 
ɚɞɪɟɫɭ ɠɪɬɜɟ ɬɚɤɨ ɞɚ ɫɜɢ ɭɪɟђɚʁɢ ɤɨʁɢ ɫɟ ɧɚɥɚɡɟ ɫɚ ɞɪɭɝɟ ɫɬɪɚɧɟ ɪɭɬɟɪɚ ɲɚʂɭ ɨɞɝɨɜɨɪ 
ɠɪɬɜɢ. 

 

 

 

ɋɥɢɤɚ 28. 
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Applification ɧɚɩɚɞ ɦɨɪɚ ɞɚ ɡɚɞɨɜɨʂɚɜɚ ɞɜɚ ɤɪɢɬɟɪɢʁɭɦɚ ɢ ɬɨ: 

1) ɞɚ ʁɟ ɢɡɜɨɪɧɚ ɚɞɪɟɫɚ spoof-ɚɧɚ ɥɚɠɧɨɦ ɚɞɪɟɫɨɦ ɡɚɩɪɚɜɨ ɚɞɪɟɫɨɦ ɠɪɬɜɟ ɢ 

2) ɞɚ ʁɟ ɨɞɝɨɜɨɪ ɜɟʄɢ ɨɞ ɭɩɢɬɚ ɩɨ ɜɟɥɢʄɢɧɢ ɩɚɤɟɬɚ 

Ɉɛɚ ɤɪɢɬɟɪɢʁɭɦɚ ɡɚɞɨɜɨʂɚɜɚ DNS a ɩɨɝɨɬɨɜɨ DNSSEC ɧɚ ɩɪɢɦɟɪ ɭɩɢɬ ɨɛɥɢɤɚ: 

dig ANY isc.org @x.x.x.x , ɞɚʁɟ ɜɟʄɢ ɨɞɨɝɨɜɨɪ ɨɛɥɢɤɚ: 

ɋɥɢɤɚ 29 

ɍ ɨɜɨɦ ɩɪɢɦɟɪɭ ɜɟɥɢʄɢɧɚ ɭɩɢɬɚ ʁɟ 64 ɛɚʁɬɚ ɚ ɨɞɝɨɜɨɪ 3223 ɛɚʁɬɚ ɲɬɨ ɩɪɟɞɫɬɚɜʂɚ ɡɧɚɬɧɨ 
ɩɨɜɟʄɚɜɚ ɨɩɬɟɪɟʄɟʃɟ ɥɧɧɤɚ ɠɪɬɜɟ. ɉɪɨɛɥɟɦ ʁɟ ɭ ɬɨɦɟ ɲɬɨ ɦɧɨɝɢ ɚɞɦɢɧɢɫɬɪɚɬɨɪɢ 
ɨɫɬɚɜʂɚʁɭ ɩɨɞɪɚɡɦɟɜɚʁɭʄɭ ɤɨɧɮɢɝɭɪɚɰɢʁɭ DNS ɫɟɪɜɢɫɚ ɬɟ ɨɧ ɨɞɝɨɜɚɪɚ ɧɚ ɭɩɢɬɟ ɫɜɢɯ 
ɤɥɢʁɟɧɚɬɚ ɧɟ ɫɚɦɨ ɧɟɤɟ ɨɪɝɚɧɢɡɚɰɢʁɟ ɢɥɢ ɮɢɪɦɟ ɜɟʄ ɢ ɧɚ ɤɨɪɢɫɧɢɤɟ ɤɨʁɢ ɫɟ ɧɚɥɚɡɟ ɧɚ 
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ɂɧɬɟɪɧɟɬɭ. ɇɚɩɚɞɚɱ ɫɤɟɧɢɪɚʃɟɦ ɂɧɬɟɪɧɟɬɚ ɞɨɥɚɡɢ ɞɨ ɬɚɤɜɢɯ ʁɚɜɧɢɯ DNS ɫɟɪɜɟɪɚ ɚ ɡɚɬɢɦ 
ɢɯ ɤɨɪɢɫɬɢ ɢɯ ɡɚ ɫɜɨʁɟ ɧɚɩɚɞɟ ɤɨɪɢɲʄɟʃɟɦ ɫɜɨʁɟ ɛɨɬ ɦɪɟɠɟ. 
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