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1 ¥Yeox

a) Ilpeamer MCTpaKkHBAIGA

IlpeaMer vcTpakHBamba OBOT pajia MHHHM aHaTIH3a MOTYIHOCTH 3a 3allITHTY MPOrPaAMCKHX
peliea, HAMEILEHHX 3a M3BpLIaBame v cepBepekuM Beb oxpywemuma. Beb oxpyvikeibe
NpeficTaBba, M0 NHTAY 3allTHTE, JelHO OJ HAJH3a30BHHJMX H3BPIIHMX OKPYKEHA ©
003HMpOM Ha TO Jla ayTOP pelIcH:a UecTOo HeMa HHKAKBY Be3y, HHTH KOHTpoTy Hajl kM. [lop

JAIITHTOM C€ MPBEHCTBEHCTBEHO M0 IpasyMeBajy:

- obesbeljMBalbe Zla ce [POrpaMCKO pellieihe H3BpIIABa CAMO YV CBOM H3BOPHOM
(Hen3MembeHOM ), TOTIVHOM 00IHKY H
- obesGehupalbe 714 ce IPOrpaMCKO pelliele H3BPIIABA CAMO ¥ IIPOAYKIHOHHM

OKpPYIKCI-HMA 3 KOja je ayTop Ja0 carjlacHoCT.

Iloceban dokye paga umMHM aHamu3a MOrvVAHOCTH 3allITHTE pelleiba 3acHOBAHHX Ha
HHTEpIIpeTepeKHM jesuiuMa. Kao 0cHOBHA 3a WIYCTPOBabE aKTYEIHHX HpobieMa, Kao U
aHanH3y nocrojeinx penleha v oroM paay, kopuuihen je PHP nporpaMckH jesuk. Opakag

H300p je HANPaB/beH H3 HEKOJIMKO Pa3iora:

- PHP je nanac M3y3eTHO TONYJIAPaH J€3UK H IPOLEH Y€ ¢e J1a J€ Ha HeMY 3aCHOBAHO
npeko 80% Beb cajrosa [1].

- PHP je W3BOpHO HHTepIIPETEPCKH Je3HK, ali CY KACHHJe VKbYUeHH M JIPYrH
KOHIIEIITH, Kao 1To ¢V npesoljerse, onko, JIT W BHPTYaIHa MalllHHA, TAKO JIa JIJaHac
MOCTOJH BHILE AKTHBHHX MMIUIEMEHTAIMja, YIJIABHOM C€a JaBHO JIOCTYIIHHM

H3IBOPHHM KOJIOM.

Hoeu mpueryn vy oroM paay lie OWTH cariegapambe npoOieMa M pelliera 3alliTHTe
copTBepeKHX pemiekha v Bel okpykemHMa Kpo3 MPH3MY CTAHJAPIHOT KPHITOIOMIKOD
MoJiesia. AHAIM30M OBAKBOT MPUCTYIIA Tpeda YTRPAWTH epMKAcHOCT ¥ aHaln i MoryvhHocTn
NpUMEHE KOMIIOHEHATA ¢a OTBOPEHHM H3IBOPHHM KOJIOM Y KpeHpPalkhy MHOY3MaHOI H3EPHIHOT
Beb oxpyxema, 0JIHOCHO OKpyXKea ¥ kojeM hie OuTH Morylie MapplIapame copTBepeKor
pemetba samruhenor v nperxoano JedwmuucanoM cmuciy. [IpumeHoM oBor Mojiena
'rpeﬁauo oM NpoHIMTH OCHOBHH KOHTEKCT aHalM3e, O0JHOCHO aHajlH3y Ha pasHUHTHM

HHBOMMA Tperoljelba H H3BPIIABAIba M3BOPHOT KOJA, YVKBYUYjVRH perepsHH HHKeHepHHT




Kao0 Cpe/ICTBO MOAPa3yMeBaHO JOCTYIIHO Hanajady Y HMOKVIIA)Y HapyllaBamba 3allTHTE.
IToceGan TeopHjcKH NOMPHHOC OBAKBOT IPHCTYIIA MOXKE ce Orjie[aTH v nocrojehinm
aHATH3aMA, [IPOHANIAKEILY CTPUKTHOT HPHIPAKABAILA OBOT MOJENA V aHAJM3H pelleha 13

NMOMEHYTOI JOMEHA.

Kao mperxonmuiia pa3sBojy COMNCTBEHOr MoOJelia pellewa, Mopejl aHalu3e TeopH)CKHX
MOJela ¥ IpHHIMNA, v oBoM paay he OWTH M3BplleHa [eTa/bHA aHaliHza noctojehux
npuctyna y oBoj obnacti, [IpuMapro, Guhe aHaan3HpaHa TPH OCHOBHA MPHCTYIIA 3aIITHTH
H3BOPHOT KOJIa - MacKHpaibe, H(ppoBaie U npepoljeibe v je3uke Hskux Husoa. Jlomarno,
Kpo3 ONMCAHHM CTaHJApP/IHH KPHIOTOJOIIKH Mojen Ouhe anaimsupana mocrojeha
KOMEPIH]JATHA pelieiba, o/IHOCHO YTBpljHBalbe HHBOA 3aITHTE KojH oHa HyJe. [Iprmikom
aHanMze nocrojehux peuiersa noceGua he GurH oGpahend JoJaTHH npodlieMH KOJH OHa
NMPOY3POKY]Y, Npe cBera 3aBHcHOCT 0J1 IIpoK3Bolaua pelletba, kKao M rorpeda 3a NOHOBHHM
TpeTHPAkLEM HIBOPHOI KOJA M HBEIOBOM 3aMEHOM YV HIBPIIHOM OKPVKEHRY INPHJIHKOM
CBAKOI 3HAUAJHUJer vHalpelMBama HHTEpHpeTepa MIH BHpTyaiHe maiiuHe. Teopujcka
KOMITIOHEHTa JIOTNIPHHOCA OBROI JIC/Ia pajla orliejlaTH he ce Y cTﬂ[U'[ﬂpﬂH'lﬂEﬂ]]Oj AHalTH3H
]IUU'['(JJEI]HX PeliCHha, JOK HhElrOBY MPAKTHUYHY KOMIIOHCHTY YHHE PE3VIITATH IIOMEHYTE

anamHiec, OJIHOCHO jacun YEKaiHBalLe Ha HEJOCTATKE THX pPCIICciLa.

Ha ocnory yrephenux npobiema M HejocTataka, Oulie IpeUioskeH CONCTBEHH MOJIeN
clioGo/iHOT pellierba, ca MOAPATYMEBAHO JaBHO JIOCTYITHUM H3BOPHHM KOJOM, YHJH je IHb

J1a OJIFCOBOPH, HIIH HCITHTa MO["}'h[[l'}CTH OJIroBapaika Ha CJ']CJ'[CF[C FAXTCRC!

= CJ]OE-D,I[HO. OTBOPCHO PCLICH:C KOjC CIIHMHHHINE 3aBHCHOCT O] 'rpehe CTpaHe o]
TOBEpeba;

- eJMMHHHCca:E J0JaTHHX MpobieMa Koja yBojie noctojeha zarsopena penersa;

= INOCTH3alkEC HCTOIT HJIIM BHIICT HHBOA 3alITHTE O] OHOTA K()j}'l HYIC [[(}C"]'OjC]lﬂ
3aTBOPEHA Pellen:a;

- HIIYCTPOBAKLC CYIITHHCKHX [[]JOGJ]’EM& YV OCTBAPHBAWLY 3ALITHTC Ha OBOM IIOJBY.

rlielaHo ca KPHITOJMOMIKOr ACleKTa, Kpod OIHCaHH CcTaHJapjiHH KpPHIOTOJIOIKH

MOJIEI.

yBOhE]'bEM 3AXTCBa 34 OTBOPCHOCT IIPCJUIOMCHOT PEIICH.A ouhe YBEJCHA IIOTIIVHO HOBA
JIHMEH3Hja ¥ pelapamy npoblieMa, a OCTBAPEHH Pe3y/ITATH, V3 ocjlalbalke Ha Pes3viITare

BPIICHHX aHAJM3a, YHHE HEHTPA/IHH HaYUHH H IIPpakKTHYHH JOIIPHHOC OBOI" paa.




Jame, v paay he 6uTH ananu3Mpane KJbyUHe KapakTepHCTHKE XoMoMopdHe kpunTorpaduje
H pauyHapcTBa o]l MoBeperba. AHATH30M MocTojeiMX orpaHHYeha OBHX MPHCTYIIA, OJIHOCHO
OCTBApHMBAlba IpakTHuUHe vioTpedsbuBocTH W MoryvhHoeTH wveolemwa v Beld okpvikeme,
noTpebHO je WAeHTH(PHKOBATH A4 JIH OHA MOrY JIONPHHETH pelleby npobieMa Koju ce
obpaljyje v osom paay. JlogarHo, Ha OCHOBY CYIITHHCKHX H apXMTCKTYPHHX 3axTera
pauyHapcTBa 0J TIOBEperba MOJKE ce JacHH]e IOCTABMTH T0JUI0ra 3a paiBoj NpeTxojHo
JepuaMcator mnoysgaHor uispmHor Beb oxpyikema. Ope anamMze W JlepHHHCaIbE
MoryhHoCTH mpelcTapibajy noceGaH JOMPHHOC Y Toreay AedHHHCAba Ja/bHX TpaBala
HCTpadkHBaA, ¢a LHH/bEM OCTEAPHBAILA [IPHXBAT/EHEOI HHBOA 3aLITHTE, YaK H KOJ IIpHMEeHE

Haj PUTOPO3HH] MY KPHITTOAHAMTHYKHX HaIa/a.
b) MotuBauuja

Kisyunu MOTHB OBOT pajia je pa3Boj HOBOT MOJIENA Pelleia 3a 3alllTHTY CKPHIT je3HKa
OTBOPEHOT Kojia, Ha npumepy satrtute PHP ckpunti. Hupo sanirire npeiomeHor penietba
obesbehupahe jegHak HHBO 3amITHTE ca nocTojelHM  KOMeEpIUH)aIHMM  pellelhHMa.
HerpaskuBame ce 3acHMBa Ha JIETAJBHOM [POYYABalby pe3yirara M3 JIMTeparype,
EKCHEPUMEHTAIHO] AHAIM3M, CUMYJIALMJH W KOMIAPaTMBHOM ropehewy ca Jpyrum
pemer-uma. Ha kpajy he ce AeTa/kHO M3IBOJHTH W aHATHAHPATH CBH JIONPHHOCH OBE TE3e.
Jlybuncka ananusa nocrojehux pertierba 3a 3alITHTY je Mpejycios 3a iUXoBo yHaripeheme

H yveoljere HOBHX [TPHCTYIIA.

¢) Illn/beBn u 3aganm HCTPAKHBAS A

3amruta PHP W3BOpHOT Kojla 0f1 HeXe/beHe YIoTpeOe, KOIMpamha U H3MeHe j¢ BEJIHKH

]'IpDﬁJ[EM JlaHac.

Hil‘_\"'lHH HIH/B HCTpPAKHEAHKA OBOI' pala jB Jda  HCIIUTa MU]'}"IIHUC'[‘H 34 34llTHTY
copTREpCKHX (NpOrpaMcKHX) penrerna ojl HeopnamheHor kopumhema B H3MEHe TieaHo
Kpo3 MpHIMY KIACHYHMX KPHITONOMIKHX Mojena. Iloceban dokye npejncrasmba Beb
OKpyKelbe, Kao jelHo o AaHac Hajuemihe kopuilieHHX, clIojKeHe apXHTeKType H ca
yvuerhem BeJHKoOr Opoja KOMIIOHEHATa paziMMUTHX ayTopa. Pesvarati ope aHamze Tpeba
Jjia omoryhe ofjexTHBHY aHaIM3y epukacHocTH noctojehux pememsa, Kao | Ja 1a)y OCHOBY
34 NIpe/Ularamke HOBOT pellierka Koje OM OIrOBOPHIIO HA eBeHTYAIHEe HeocTaTKe nocTojehux

peleha.




IToceban un/b HCTpamuBalba je cupoolieme cBeoOvXBaTHE aHANNE M KIACH(HKOBALE
nocrojehux perema 3a 3aITHTY pellieha pasBHjeHHX KopHinheseM PHP jeska. kKao H
JIaBae MOJIENIA 34 pa3Boj OTBOPEHOr pelllelha Koje OM HY/IHIO HCTH MIH BHIIH HHBO

3AIITHTE.
d) MeTtoje koje he ce npuMeILHBATH ¥ HCTPAKHBAILY

MeToo/0rHja MCTpakKBamha ¥ 0BOM pajly oOyxparahe ¢jloxeH M OpraHH30BaH MOCTYIIAK

nojaszehu 0J] JIOTHYKHX Ha'e/la H IIPpHHIHIIA T10 }-TB[’)]]CHHM l'l.)a'}aMﬂ.

OBo ueTpaxupaibe he ce KIacM)MKOBATH IO ONIITOCTH KAO [0jeAMHAYMHO, 110 KPHTEPH) VMY
CBOJCTRA TMpeMeTa Kao TEeOpH)CKO-eMIIMpHMjCKO, [0 BpeMeHy Koje ofyxpara Kao
TpaHCEEpP3alHO, M0 TIPHITAJHOCTH HAVIIM KAa0 HHTEPAMCIMIUIMHAPHO, [0 AKTYEJIHOCTH
npeaMeTa Kao akTyelHO, 10 CBpeH Kao BepH(HMKAIMOHO, a 10 VIO3M ¥ HaylH OBO

HCTpaAHBALC he MPpHINaJaTH aKITHOHHM.

VY HCTpaKHBAILY M IIPHKYIUBAILY NPHMAPHHX M CEKVHIAPHUX nojataka Gulie kopumhene
MeTOo/Ie 13 IPYIle OCHOBHHX, OIILLITE HAYUYHUX, 1I0ce0HUX H M3 IPpyIIe cTATHCTHUKHX MeTo/1a
ja NPHKYIUBAaIEe mojataka. Ty chajgajy reHepHuKo-pasBojHe, CHCTEMCKO-CTPYKTYpasHO-
(pyHKIMOHATHE, JCCKPHITHBHE METOJE W METOJe TeOpHjCKE aHaM3¢ H NpoyuaBama
JIMTEPATYpe M JAPYTHX H3BOPa TEOPH]E H IpaKce, CHHTEse, allCTPakiHje, reHepalnialuje u
KracudHKalMje, Kao W ocTalle MeTojle HayuHor oQjalnmberba Koje heMo IPHMEHMTH 3a

3aK/bYUHBAIGE HA OCHOBY HHAVKLM]E W Je/IVKIIH]E.

Opaj M3Gop HMCTpaKMBAUKHX MeToja je yhnoTpeG/beH Ja ce MCTpakHBale W TOK
HCTPAKHBAYUKOT Mpolieca v ¢BuM dazama, Tj. HAeHTHQHUKAIMjH H AedUHHCcaALY npodneMa,
ILNIaHUpamy uujaj}la HCTpawHBaLA, CAKVILBALY, 06[)&,1[}'1 H aHaJIH3H [I0JJaraka, Kao H
ropMyIaIHjK 2aKkbyUaKa KOPEKTHO CTIPOBE/Ie ¥ CKIALY ¢a OCHOBHHM IPHHIHITHMA HAYUHO

HCTPpaAHBAYKOI paja.

IIpumenom oeux Mertoza Moryhe je BaiiiHO OcTBapeihbe HAYVUHOT M JIPYIUTBEHOD IH/bA
HCTpaAkHEaLA. HPHGT}T.I HCTpaKHBAILY jc HHTEerpaTHEaH, CHHTETHYKH V TOM CMHCITY IITO
c€ HH JeJIHOM METOIOJIOIIKOM MOCTYIIKY He Jiaje HCK/bYHHBA HpeaHocT, Beh ¢y nojjeHako

3ACTYIBEHH.

'E} OuekHBaHH AOIPHHOC




HM]’IJ]EM&HTR].IHja HOBOT MOJEJa 3alUTHTE H3IBOPHOI KO KDjE‘[ cC Ga'_mpa Ha aHalluiH
ciabocTH mocTojehMx KoMeplMjaIHUX pellera. Y [peUloAKeHOM pellielhy 3allTHTe

H3Bpiinhe ce HHTErpalH)a IO3HATHX MeTo/1a Koje ce Mory Hah# ¥ JIOCTYIIHO) JIMTepaTypH.
[ToGobinamke HHBOA 3alUTHTE W3BOpHOT Kola PHP arumkansja.

Peanmsopalie ce penieibe v Koje ce MOKe MMAaTH I0OBEpebe, ¢4 JacHHM IapaMeTpHMa H

KBAJIUTETOM MHpPapeKoT aIropuT™Ma H ayKuHaMa kopumtheHHX mmdapokux KbyUuesa.

Pesyvararn paga Ha OBOj JIOKTOPCKO] ;_u{ccpraupa o0jaB/bCHHA CY YV BHIIE pajoBa V
JacolHucHMa ME]j}-’HElDUHHO[‘ 'SHE].‘[EIjEI H CAoIIINTEHH HA BHILIE HAYVUHHX CKYIIOBA Y 3€M/EM H

HHOCTPaHCTRY.




2 TeopHjcke H KPHNTOIOMIKE OCHOBE H OKBHPH

2.1 Kpunmozpauja

Kpunrorpaduja je npoilec Koju WMma HaMeHY caKpHBaiba MOpyka, MHGOpManMja HIM
MO/IATAKA W ILHX0BO KOHBEPTORAILE M3 UHT/LHBOT Y HEUHT/LHBH O0JIHK 34 CBE CEM OHOT KOME
Jje nopyka Hamemena. Ha ceoM ojipeiuiuTy nopyka mMopa 6utH fgemndpopana ja 6u Guiio
morvhe Tymauerse o1 cTpate npumaona. Ha moueruma ynorpebe mudpoBatba, byau cy
CKpHMBAIIM TajHy HHpopManMjy sameHoM jena HHpopmanyje cHmMO0IMMa, clIMKaMa HIH
opojeruma. OcHOBHH 3ajaTak Kpurrorpadmje je jga obesbean noep/bHBOCT ViIoTpebom
onpehene merose npukpupama. Ynorpeba xpunrorpadHje Ha caMoM IOUETKY je OHIa
OrpaHMueHa Ha KOMYHHKAIM]Y V BOJHHM cTpykTypama. 30or mnorpefe 3a Op3um
M poBambeM H AeHPPOBa-EM TTOPYKA KOPHIITEHH CV J&IHOCTABHH CHCTEMH 3aMeHe HITH

TpaHcnosuimje [2].
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Comka 1. Ernmazckn xujepormmdgu
AHanuza kpunrorpaduje Moxe BHTH H3BpIICHA Kpo3 KOMYHHKALM)Y namely 1Ba yuecHHKa
(Anmca u BoG). Amuca skend Ja roimabe MOPYKY Koja je HameweHa BoGy, mpu Tome
KopHeTelM KaHnal KOMYHHEKalMje Koju HUje samThhed. Kanan koMyHHKalnje Moxke OHTH
Tened)oHeKa JIMHK)A UK pauyHapeka mMpeska. [IpoGiem ce nojaibyje ako je cajipiaj IOpyKe
nosepibuB. llopyka moke GHTH IpecpeTHYTA, IIPOUYMTAHA WM 4YaK H3MereHa oj Tpehe
crpane ( Tpynu) 6e3 3nama npumaonia nopyke (bo6). [lopyka kojy Tpeba nocnati oj cTpane
Anmce v nesamrthenom dopmary HazsuBaMo oTBopeHH TekeT (eHri. Plaintext), oBa nopyka
MOJKE CAJIPAKATH CIUKY, TeKeT, OpojeBe WM HekH JIpyru caapxkaj. [TorpeGuo je na Anuca
mndipyje OTBOPEHH TEKCT Ja Gu oH GMo cHrypHo npocieheH HesamrHheHMM KaHAIOM

komyHukanmje. Ha crpann npujema bod noduja mmdipopany nopyky koju aemudpyje uz




HeUHTILHBE (hopMe H 100Hja OTBOPEHH TEKCT. Y CJIyHajy NpecpeTama MopyKe 0J1 cTpaHe

Tpyau nopyka HUje UMT/LHBA jep je samTuheda mudpopamem,
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Crimea 2, Mogen mndposane kony Hikaili)e

ITpouec mmdposama kopueri oapehern anropuram 3a mudpoame (E) u nemndposarme
(J1). Kon ynorpebe wiacnunmx nmdapekux cuereMa oba anropurMa E u ]| ce ocnamajy Ha
HCTH KJbYY KOJH KOPHCTE ¥ ¢BOM Mpoliecy. 36or oBakse yrorTpebe Kbyua OBH ajlropHTMH

HOCE HATHE CHMETPHYUHHX [][H(]la[)ﬂ](b{}( CHCTCMA.

ObjappuBameM paga 1976. roaune noj HaszueoM ., Hoeu emepoBH v kpuntorpadmju™ [3]
Mpe/IcTaRbEH je HOBM KOHLleNT Kpurrrorpadwje. kpunrorpaduja japHor kbyda, OBakap
HauuH WHdpoRamka pemasao je npodieM pasMeHe Kbyda jep je v npoliecy MHQpoRama
KOPHIITEH j€ JaBHH KJbY'U, JIOK e ¥ npolecy jeimndpopaba KOPUCTH TAJHH K/bYY KOJH ce
HaJIA%H UCKJEYIUBO KO NMpHMaolia nopyke. Orakas HauuH mMdpopaka 3001 ynorpede apa
PazIMUMTA KJbYUa Vv Tpollecy IHQposama M JAeIMQpoBamka HOCH HAZHB acHMETPHYUHH
uapeku  cuctem. HoBo peretse kpunrorpadije jaBHMM K/bYueM 3aCHOBAHO HAa
JIMCKPETHHM JIOTapMTMHMA M NpeficTapbeHo je joiur 1985, rogune [4]. Hajrehn nonpunoc
kpunrorpaduje jaBHor wbyua je aururasHd normme [5). Ipeu meljynapojauu erangapn
JIMTHTAJIHOT NOTIHEA YeBojeH je 1991, roaune u 6asupan je na PCA mozeny kpunrorpadmje
jaBHOTr KJbyua [6]. KacHuje ce yepaja HOBH Mojie Ga3HpaH Ha paHHje CIIOMEHYTOM pellethy

ca JIMCKPEeTHUM NorapHTMHMa [7].

Anannzupajyhe cee mugpapeke cHeTeMe, CHMETPHUHH MH(papCcKH CHCTEMH HyJle HajOpxy
H HAjje/IHOCTABHH]Y IPHMEHY KAKO HA XApABEpY TAKO M V Pa3MUMTHM cO(TBEPCKHM

pele-HMa. S’rlpaBo sbor nake H[\ril'[J'[BDrlBl-lTﬂL[]‘]je CHMET PHYHH 1[][{(1151[}{:]([{ CHCTEMH CY




MOrO/IHY 34 NI POBaILE BEIHKE KOJMHUHHE NoaaTaka. Axo Aunca u bo0 kene 1a kopuere
CHMETPHUHO HIHpoRake NOTPeGHO je JIa Ipe Tora H3Bpille pasMeHy TajHOT Kbyua. PasMeHa
K/BYUa MOPA C€ BPIIHTH CHIYPHHM KOMYHHKAIIMOHMM KaHAIoM. 3a pasMeHy KJbyua ce
Hajuenhe kKopHcTe acuMeTpHUHM MHdapek cHeTeMH. ACHMeTPHYHH IHQpapCKH CHeTeMH
HHCY NOrojiHu 3a mHdpoBaibe BellMKe KOJIHUKHE [I0/IaTaka, AlH HMA]V ePHKACHO PElICH:E
Koje peliapa npofjeM CHIypHe pasMeHe KJbyua. YIpapo 300I OBMX KapaKTepHCTHKA
CHMETPHUHH M ACHMETPHUHM IHapckH CHCTEMH VIOTIIVIBY]Y ce M 3ajeJIHO MOTy

00e30eIMTH ITPAKTHYAH H CHI'YPaH CHCTeM 1M poBaba.

Hamehy mmdapekux cHcTeMa MOMKEMO HANPABHTH PAlIMKY 110 THIIY Ha GIOKOBCKE W
cekBeHIMjaIHe mHdpapeke cucreme [8]. Oynkuuja mudpopaika 6I0KOBCKOT IMH(ppapekor
cHCTeMa BPILK OMNepaldje Hal OTBOPEHHM TekeToM (PHKCHe IyikuHe. Y ciyuajy na je
JIVAHHA 0TBOPeHOT TekeTa Beha o1 6110ka 3a mmdporaibe NPHUMEY]Y ce pasIHUHTH HATHHHA
pana koju omorvhaeajy venemno mudposaibe. CeKBeHUH)AIHA IHH(pAPCKH CHCTEM BpILK
onepalHje HaJl HH30M OTBOPEHOI TEKCTA Kapakrep 110 Kapakrep, IpH 4eMy HH30BH

OTBOPEHOI TEKCTA CV MPOH3BOJLHE JIYKHHE.

[Topen ocHoeHe viore kpunrorpaduje 1a obe306e/11 NOBEp/LHBOCT, TO HHjE jeJlHHA HAMEHA
camor nporeca muppopama. Kpunrorpadmja nomake y pemagary npodiema HHTEr pHTETA
noJjaraKa, HﬂTEpleEﬂllﬂ HJICHTHTETA VUCCHHEKA ¥ KﬁM}"[[HKa.I],HjH Kao H HENOPEIHBOCTH.
l[DBEthHBUC'I' HnpejicTar/ba orpaHHYaBahLC ca,up)fcaja HCKJBYHUHEO Ha OBJIAlITeHE VUCCHHES
v koMmyHHKaijH. IlpoGiaeM MHTerpHTeTa INojaTaka IPEJICTARLA 3AIITHTY MOJaTaka oJ]
HeOBJ]alﬂheHﬁ H3IMCHE. 110'I’Bp]]HBa}ba HIACHTHTCTA jﬂ IpoHcc H,a‘.lﬁH']'}'l[b}'l[{UBﬂ]'ba VHUCCHHEA
HIM NopekJia nojlaTaka v komyHukanuju. [locnemmu npobnem koju OM kpunrorpadmja
Tpedala 1a nokpuje je HeropeuneocT. HeropelnBocT cnpeuasa oJipHLame 0/[rOBOPHOCTH

VUeCHHKA Y KOMYHHKALMJH 32 MOYH:EHH MOCTYTIAK WM PaTiby.

2.1.1 Kaacnunn mudgapckn cucreMn

On 1aBHMHA, KaKO IOCTOJH KOMYHHMKAlHja MOCTOJH notpeba 3a CKPHBEHOM WM TAJHOM
KoMyHukarujoM. OBH npBoGHTHH H(papcKH CHCTEMH TNPOHAIACKOM pauyHapa cy
JACTAPHIM M HEMa)y NPaKTHUHY NPHMeHy, alM rocely]y ojpeleHe npuUHIIMINE KOJH ce

HPHMELY]Y M YV MOJEPHHM MIHgapeKiM alropuTMHMa.




Knacnune mmdpapeke cuereMe npemMa HaMHHY Ha KOJH (DYHKIHOHHIIY MOKEMO [1OJIETHTH

y enenehe rpyne.

- [Iudapcku cucTem Mellamba (TPAHCIIOZHITH]E)

- [udapckn cucTem 3aMeHe (CYIICTHTYIH]E)

Ilndapckn cucTeMHd KOjM pajie Ha NPHHIMITY Mellalba KapakTepa, IpeMelnTajy Mecra
KapakTepHMa M Ha Ta) HauMH ce (opMHpa ce IMH(PPOBAHKA TeKcT. Y NepHoAHMMa Kajga ce
KOPHCTHO 0BA] CHCTEM MOCTO]A0 j€ BeJMKH Gpoj e IMMUTHO HeTUCMEeHHX JbY/IH 114 je OBAKaR
jennocrasad cucTeM OHO rmonpumuHo edukacan. Hajnosnatiju npeacrasauk mmdpapexor
cHcTeMa TpaHenosuiMje je Ckuraia koju ¢y kopueTHid Crapraru 500 rogune. [lpuximn
uiHdppoBarba je jeaHoctaBad. OfapHja ce KOMKHA Tpaka OKo [ITana Te ce uenueyje oapehena
nopyka. Hakon pasmoragama Tpake 100H]a ce H3MENIAaHH HH3 KapaKTepa KOJH NpejcTaB/ba

i poraHy MOPYKY.

Criga 3. CEHTANA

,uU.L[El'I'HO jaqa}bc OBOI" IIpHHLHIIA LIIH(.]]]JUBH.}bH jﬂ MU]'}"]IC Vi J0JaBamke Ul[]JChCHﬂ KIbVUHE
peun. KupyuHa peu ce kopucTH 3a opehuBame peociiea Mellama kapakrepa. Oupebyje ce
MO3MIMja KapakTepa KYuHe peud v andadery v Ha OCHOBY peslociie/la ¢e BPIIM Mellathe
1no kosionama. Ha I[IpHMEPY HMaM IIpHKa3zaH IIPHHLMIT IHH(f]]]JOBﬂ}bH ckuraioM. Tekcr 3a
udpopamse je:  HenaaPuctuhCuneprujabujesuna”, nodujenn wudpar je Heen erpj

xure ahus 1Cju Puan unba™




Tabena 1. TereT 3a mudponaie
H e H a I P H

AKO Ha TIPeTXOJHOM TIPHMEPY MPHMEHHMO JI0JaTak KbYUHE peud .cmydenm’ Koju
npeTBOpeH v nosunMje v asbyuu naje 21, 22, 24, 5, 7, 16, 22. Kao pesyiarar jno6uja ce

mudpar: L ahiws 1Cju Puan Huew erp) nuba™

TaGema 2. TereT 14 mMudponame ¥ QOIATAK KLYUHE PEUm
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[Inpapekn cHeTeMH vV KOjHMa ¢e BPIIH 3aMeHa KapakTepa JPYTHM KapaKTepuMa Ha3HBajy
CE CHCTEMH 3aMEeHe MIIH CYNICTUTYLIH]e. Y CHCTEMHMA CYLICTHTYLIM]€ paciiope/l KapakTepa ce
HE Metba allM Ce Melba KapakTep IpeciMKaBambeM ca JApyruM Kapakrepom. Hajnosnaruju
NpeIcTaBHUK cHeTeMa IHpposama 3ameroM je [lesaposa mmdpa. Ilesaposa mmdpa Bpim
3aMeHy KapakTepa W3 [MOPYKe 3aMeHOM ¢a KapakTepoM KOjH ¢& HAa3i TPH MecTa Jajbe 0J1

no andadeTckoM pacropesy.
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Crmigka 4. Hesaposa mudpa Ha asGyum

VY oBakBOM HauHHY MIH(PPOBAILA KJBYY je BeJIMUHHA 3a KOjY ce BpIIH noMepake v aiabeTy.
Cayuaj Ilesapose mudpe weya je 3. Hacnenunk Jyimja Llesapa, AvryveToB je M3BpIIHO
Marby H3MEHY TPOMEHOM KJbYua Ha 1, ¥ M3MEeHOM moc/Ie/Iiber KapakTepa puMckor andabera
Ha AA" [9]. Besmko yuanpehemwe y cucremy mmdposama 3aMeHOM je  vBoheme

xoMoMopdHor cHeTeMa 3aMeHe. XoMOMOP(HH cHcTeM 3aMeHe yHanpelvje cucteM npocre




JAMEHE H OjallaBa HHEO OTIIOPHOCTH Ha KPHOTOAHAITHIY. XOMOMOP{]]HH CHCTEM 3aMcCEHc
VBOJIM JIOJIaTHE KapakTepe, caMuM TUMe ojipelieHH kapaktepH Mory OHTH 3aMemeHa M

npejicTaR/beHa Ha BUie Hauuna [10].

Ileszapora mmdpa je nonpuiaMudo ciad cuereM HiMdpoBama jep noctoju 26 Moryhux
Kbyuera 3a mHppopame. [loroToBo y3 JaHalliby TEXHOJOIH]Y TecTHpaibe 20 Khyuepa
npeacTap/ba jefHocTapaH sagatak. Yak ¥ ojauaBambeM cHCTEMA 3aMeHe WIH CYICTHTYLH]e
Takohe MocTojM MOMNOKHOCT HANaAy CTATHCTHUKEe aHaik3e (pekBeHlMje KapakTepa

NopyKe.

CucreM mndpoaiba Lezaposonm mindpoM ce HasHBa U MOHOAIpAOETCKH CHCTEM 3aMeHe.
Joi jeano ojauaibe cucTeMy 3ameHe je noanandabercka 3aMeHa. OBO je CHCTEM V KOM ce
KOpPHCTH BHUIICCTPYE4 3aMcHa YHME CC IMOCTHXKE peha OTIIOPHOCT Ha Hallaj] anajiise
(ppexBeHiyje KapakTepa., THHuan npejcrasHUK nojmandadercke samere je BuiHepora

mudpa.

Busxuepora mudpa je pazeujena 1553, rojgune ox crpane bhoeana bactuera (enrin. Giovan
Battista) aly TeK KacHHje yiuao v yrnorpedy, U npunucat je bies ne Buwuepy (eurn. Blaise
de Vigenére). Buxuepora mndpa ce 3acuuea Ha lesap mmdpu. Parmuka je na Buokuep ne
KOPHMCTH jeflad Kbyu Beh KbyuHy peu Koja ce KOPHCTH Kao rocefaH Kbyd 3a CBAKH
KapakTep zaceOHo. ¥ ciyuajy j1a je ped Kpaha o1 TekeTa KOjH ce Hdpyje ped ce HacTapba
NOHAB/babeM J0K ce He jobuje webena JyiuHa. 30or oBakBor HauuHa paia Busmep

mudpa npeacTarba BuiecTpyko [lezap umdpoparse.
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Crmxa 5. Ipisiep Biskrep mmdpa

Ha npumepy ce Buau mndposaie Buxneposom mndipom. IIpeu pe npejcrasiba oTBOpeHH
TEKCT, JIPYTH pell je K/bYY M nociedmsH pen je mudpar. BuaHepora mmdpa ce Moxe
KOPHCTHTH TAKO INTO C& KAPAKTEPH IMPETBAPA]Y ¥ HYMEPHUKE BPEIHOCTH TO3MIH|E KOJY

sayauMa)y v andabeTy, ain Moxke ce KOpHCTHTH M BusknepoBa MaTpHia.
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Cmma 6. Binkneposa matpuia

360r MorviHOCTH J1a MCTH KapakTepH OTBOpEHOT TekcTa Oyay mMppoRaHH pazIMuMTHM

KIbYUEM BP‘[')KHCPDBH Ll[l-{l.bpﬂ. Hnpenacraep/ba 3HATHO TEWH CHCTEM 3a KpPHIITOAHAJIM3Y Ol

Jipyrux MoHoandaberckux cHeTeMa IR poBarba.

2.1.2 CumerpudHu mudapcK cucTeMNI

Cumerpuunu mudapeki CHCTEMH TIpejicTaB/baly rpyny mudapekux cHeTeMa Koju v

nporiecy mHdpoBamba 1 AemUdpoBamka KOPHCTe WCTH, 3aje/IHHYKH TajHH Kbyu. Pazmena

TAJHOT K/byua ce BpiuM iyTeM samrTuheHor kaHaza 10K ce mMQpoBaHAa [OPYKa INAbE

OTBOPCHHM KaHaJI0M KOMYHHEKA L[Hj c.
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Crnka 7. Mogen cHMeTpIMHOT MIHppoBaa

Ha caumnm je npukaszan rpadmuky npukas cuMmerpuudor mudpopaba. [Topyka Ha crpanu
MOIIHBAOIIA c¢ HTH(PY)e H 3aTHM HIahe KPOo3 OTROPeHH KOMYHHKalMoHH kapan Hakon
npujeMa nopyka ce Jemudpyje sa npumaona ynorpeGoM WIEHTHUHOT Kbyud KOJH je
yviorpediben 3a mmQposame. JlBa HajOUTHH]a KOPHIITEHA CHMETPHYHA ANTOPHTMA 34
windporamse ¢y JIEC (eurn. Data Encryption Standard) w AEC (eurn. Advanced Encryption
Standard).

2.1.2.1 AEC aaropuram

JIEC anropuram je pazeujen cpeaunoM 1970 rogune. Opaj anropuraM AUzajHHpaH je o
crpane MBEM 3a norpefe kKoHKYpca aMepHUKOr HallHOHAIHOI GHpoa 3a craHjapie (eHri.
National Bureau of Standards) 3a crawpapamsopanu mmdapcku anropuram. MBM je
Bazupao JIEC anropuram Ha JIyimdep mudpu koja je Ouna pannju pan Xoperta Pajerena
[11]. HakoH KOHCYITOBaKA ca JIPKABHOM AreHIM]OM 3a curypHoct (eHri. National Security
Agency) 1 mamHx m3Mena 1976 rojune npuxeaheno je peuetse UBM. OruM Hi3MemeHH
Jlyuudep anropuram noeraje JIEC. Jenna on Hajeehux uamena Ha opurunansoM Jlyuudep
aropuTMy OHIa je Ty:KiHa Keyua. llpemoskeHo pememe je HMalo Jy:KHHY Kbyva o 128
OuTAa, 10K je H3MEeHOo, NpUuxBalieHo pelenhe Mo JyEHHY Kbyua o1 64 Oura. JletassHoM
aHann30M yTepheHo je j1a je cTBapHa J1yiHHa KJbyua cBejleHa Ha 56 Gura jep je 8 Gura wbyua
Hekopumheno za npoeepy napHoctd [12]. Bamna kapaktepucruka JIEC anropur™a je
edpeKaT JIABHHE, KOJH VCIIOB/BABA MAIOM H3MEHOM Via3a BeJHKY H3MeHy uiiaza. OBuM ce
NOCTHAE J1a Y H3MEHH jeaiHor OuTa GJIoKa OTBOPEHOT TEKCTa HWIIH Kibyua nocTike ce 50%

HimeHe wHdporator Gioka [10].




JIEC npenctaBmba 610KOBCKH cHeTeM mudposama. ¥ npouecy mudposama JIEC kopuetn
Gnokore 0J1 64 GHTA OTBOPEHOT TEKCTa M KJbYY JIvikHHe 50 Oura. [lpe reHepHcama jeHor
6noka mudpara oxsuja ce 16 wrepanmja a JIVKHHA NOJK/BYUA V CBAKO] HTepaljH je 48

OHTa.

Crnmga 8, [Inppopamwe Gnoka JIEC




Ha cnunm je npukazan mojen umdposama Gnoka v JIEC. V npsoM xopaky BpiM ce
HHHIIMjaIHA TIepMYyTallnja. MHuuMjaaHa nepMyTalmja He yriue Ha GesbeHocT nMdpoBatha
alli cec IIpETIIOCTAR LA JIa jﬁ IeHa HaMeHa OHIIA Teka [porpaMcka l-{M]'IJ'[EMCHTaL[Hja Tj_
notpeba 3a xXapapepckoMm noapmkom [13]. Ha cauum je npukazad 610K MHHLMjajIHE

nepMyTaliHje, OpojeBr O3HAUARA]Y IOJIOMKA] YIa3HHX OuTa OJI0KA OTROPEHOT TEKCTA.

58|50|42|34|26| 18|10
60|52|44|36|28|20|12
62|54|46|38|30|22|14
64|56|48|40|32|24|16
57149141|33|25(17| 9
59151|43|35|27|19|11
61|53|45(37]29|21]|13
63|55|47|39|31(23|15

SN ([Wlik | | &N

Cmitka 9. 64 SHTHN GNoK MO aHe NepayTamije [13]
Hakon MHuHIMja/IHe TIepMyTallHje BpLIH ce mojea 6/oka 3a mudpoBatbe Ha JIBa Jela, JIeBH
H JiecHH BelHuHHe 1o 32 6urTa. Kao o je panuje HageIeHo Kby JAy:KHHe 04 GHTa ce cBOJIH
Ha JviHHY 0j 36 Omra ynorpeGom cpakor ocmor OuTa 3a nposepy napuoctd. Hakon

H3/IBajarbha 56 GHTHOT K/byua reHepHily ce 48 GHMTH K/bYUeBH 3a CBAKY 0J] MTeparluja.

['enepucambe KbyUueBa 3a cBaKy MTepallH)y ce BpIIH Ha cienehy nauun. Ha nouerky ce 56
Oura Kbyua Jienu Ha e 28 GuTHe nojioBHHe. 3aTHUM Ce MOJIOBHHE 110MEPa)y KPYiKHO 3a
jenad uiau aBa Gura v 3aBucHoCTH off urepauuje. Hakon nomeparma Supa ce 48 Gura og 56
3a mojiksbyu. Crieseha nepmyraija npotiupyj e aectu 6110k nojaraxa 3a mndposare ca 32
6ura Ha 48. Opa omnepaiija ce HasHBa NepMyTalMja TipouiMpuBama (euri. Expansion
Permutation) n uMma e HameHe. J[ykMHa JlecHe TOJIOBMHE TOCTaje je/iHAKA JIVKHHH
noJKIbYUa 3600 oneparyje ekek1y3uBHOT 1K (eHril XOR) u 1061ja ce VK pesylITaT Koju

CE MOJKC KOMIIPECOBATH TOKOM Oﬂﬂpﬂ].l[r[jﬁ JaMeHe.

Hakon onepanmje ekekIy3MBHOT MK (eHr. XOR) ca npoliupeHuM GIIOKOM NpelasH ce Ha
onepauu)y 3amere. Onepaiuja 3amMeHe ce BpIIH VIOTPeGOM ocaM KYTHja 3aMEHe HIH C-
Kkvruja (enrn. Substitution boxes). Craka oi KyTHja 3aMeHe WMa vias oj1 6 6uTa U W3as o1

4 fura. YKyIIHA KOJIMUMHA MeMopHje 3a 8 3HaMeHCKHX KyTHja je 256 Gura. biokosu of1 1o




48 Bura ce nene y ocam noadiaokosa Ay:xuue 6 oura. Ceakum o/ O/I0KOBa YIIPAB/La JApyra

3aMEHCKa KyTHja.

Baoe 48 Barra Mogrreym 1

R R R R e

CK1 CH2 3 x4 (o] CHE CK? CKE

I 1B 1 A 11 A 11 R 11 I 11 LR 111

Crga 10, Omepatmje ¢-EyTija
Craxy 3aMeHCKY KVTH]Y udHH Tadeja oa 4 pena u 16 xosona, Caapiaj ceake oj1 heimja
tabene je uerBopobuTHH Gpoj. [llect Gura viasa oapelvie Mo KOJUM peioM H KOJIOHOM ce

Hala3xH H3J1as.

Yiasuu OHTH YV ¢-KVTHJ€ Ha MpeLM3ad HauvH jeduHuiy uidop. Ysumajvhu v oG3mp na
HMamo 6 oura yinasa, ozHaunliemo ux ca o b1 jgo B6. IIpeu u nocneamwu 6ur Bl M B6 ce
KOMOMHY] Y Ha Takag HauuH ja dopMupajy 6uthu Opoj penuunbe o1 0 o 3 1. 6poj ayvauHe
aBa 6urta. Osa) Gpoj ojrosapa ojipeheno] kosnonu v tabenu c-kyruje. lpeoctanu 6utu ce
KOMOHHY] Y Tako Jia popMupajy Opojere Ay:KHHE HeTHPH GHUTA KOJH OIr0Bapajy KoJIoHaMa ¥

rabesm 1. Gpojeru ox 0 go 135,

Hako je na nouerky nedmnncama JIEC-a HajpHIne koMenTapa, nopea ckpahipBama Kbyua,
oni0 3601 yRolema c-KyTHja, YIIpaBo c-KYTHje 3HauUajHO ojayapajy oBaj anroputam. Cama
Gesbennoer JIEC amropurma jgoeohena je v nurame o3 camor rouerka. Hajseha

o

2abpuHyTOCT je OMJa yMelllaHocT JpikaeHe areHudje za OezleJHocT v HM3MeHe Hajl
OPHMIHHAJIHMM KOHLENITOM aaropurMa. CMaTpaHo je Ja je areHiuja 3a Ge30e/iHOCT yrpajnia
3a/ba BpaTa 3a [polec JeniMporRala Koju O Toj areHnmju  oMoryhmo Jako
,l[ElLll-{[prBa]-hE, Uak 1 HAKOH [IPEKO TPHJAECET I'0JHHA AKTHEBHE aHa/I|3e HHjE JOKA34HO ,T_[Ele
areHIMja Vpajuia HInTa Jpyro ceM ojauaia oraj anropuraM. ['naenn kpunrorpadu koju cy

paserjani JIEC anropdraM pexiy cy Ja je Wb JApkapHe areHipje 6Ho ja nedMHHIIe jake




MeXaHH3Me 3aMeHe, epMyTallije H onepaiuja Haj kbyueM [14]. Ocnorna ciaaboer JIES-a
je Haman Ha Kbyd, CrabocT v IyKHHH Kbyua je yMameHa yrnoTpeGoM Tpocrpykor JIEC

mudpporarba [15].

Tpoerpykn JIEC (enrn. Triple Data Encryption Algorithm) npejictap/ba 3HAYAJHO Ojauamke
H3BOpHOT HauuHa mdpoaka yrnorpedom JIEC anroputva. KomGuHOBalbeM TpH

onepanuje JIEC-a v3 vimorpeGy TpH Kbyua Moske ce nocTHhH 3Hauajad HHBO CHIYPHOCTH.

Harnonanuu MHCTHTYT 3a cTanjap/e U TexHonordjy (eurn. National Institute of Standards
and Technology) nedunume Tpu Mojgena VIpapbalha KBVUEBHMMa Y olepalyjaMa
rpocrpyvkor JIEC mudyporarsa [16]. [Ipeu Mozel KOPHCTH TPH pa3MuMTa K/bYUa 3a CBAKO
mnposarse. Jpyru Momen KOpHETH JIBa K/bYda Koja ce pasiMky]y HoK vy Tpehem
w3ppmagamy JIEC mmdpoaka noHoBo kopHeTH JApyrd Keyd. [ocnemsn tpehn moaen
KOPHCTH TPH HJIEHTHUHA Kbyua. Y peBH3Hju Mojleia mudpoBamba vIIoTpe5oM TPoCTpyKor

JIEC nara je npenopyka jia ce nocieqsu Tpehn Monen ne kopuertu [15].

Nopyra

Koy 1 AEC

¥

7

Hibys 2

Canrga 11, [pngas peammame tpoctpyrn JIEC

2.1.2.2 AEC aiaropuram

AMEpPHUKH HAITHOHAJIHKM MHCTUTYT 3a CTaH/Japjie U TexHonoru)y (euri. National Institute of
Standards and Technology) 1997. roaMHe pacnMcyje KOHKYpC 34 HOBH CTaHIapil v
umdposamy [17]. 3a pazmky ox saxresa 3a JIEC, AEC Gu tpebao na Gyne nak 3a
HMIUIEMEHTAIH]Y Kako Ha copTRepCKo] Tako M Ha Xapiasepcko] miatdopmu. Jom jenan
BaykaH KpuTepHjyM je Guo mmdpoBame Gioka jayiune 128 Gura yi uiMemHBe JyiKHHe

K/byua. 3HauajHa pasinka y oanocy Ha JIEC je 6uo M Bennkn Gpoj nonyheHHX pellierba Kao




H TO J1a je OBaj IIYT JIPKaBHA areHIMja 3a Oe30eHoCT OMIIA caMO V VIIO3M JEJIHOT 0OJ1 CVIH]A.
Y nocnenmem Kpyry Habopa 3a HajGoLH aIropuTaM Koji hie noctaTd craHap npeocTaio
je ner anmropurama [18]. Pememe koje je npuxsaheno je Guio penreise jiBa Benrmjeka
kpunrorpada Buncenra Pejmena (enrn. Vincent Rijmen) n 1loyna Jlajmena (enrn. Joan
Daemen) non nasusoMm Pajunon (enrn. Rijndael). AEC (eurn. Advanced Encryption
Standard) spannuno je npuxeahen kao crangapa M odjasben 26 HopemGpa 2001. rogune
[19].

Tabema 3. [permesn sappmmn olfeHa 1a mwbop AEC

Algorithm

Hareropwja MARS RCH Rijndael | Serpent | Twofish
CurypHocT 3 2 2 3 3
MmnnemeHTaumja 1 1 3 3 2
MNepdopmance 2 2 3 1 1
NepdopmaHce Ha NAaMETHAM HapTHLAMa 1 1 3 3 i
MNepdopmaHce Ha paznHYHTHM NAaTHopMama 1 2 3 3 Fd
DYHHUMOHANHOCTH AW3ajHA 2 1 2 1 3

10 9 16 14 13

AEC je takole nmonyr JIEC Gnokorckn mudapexku cuereMm. AEC uma duZiny bloka za
muporame 071 128 Gura a KibyU je npoMerHBe 1ykuHe 1 Moxke Gutn 128, 192 u 256 Gura
[19]. Jenmna pazmuka mamehy AEC u opurunannor anropurma Pajuion je v BeHYHHA

Guoka. Beimunna Gioka OpPHI'HHA/IHOT anropu‘rmaje HpoOMELHEA Kao H BCJIHUHHA KJbYYUa Ha

ppennoctH o 128, 160, 192, 224 u 256 Gura [20].

Yasu v manasu u3 AEC anropurMa ey Huszoss Jayixube 128 6ura. Onepanyje Koje ce Bpiie
yHYTap AEC AJIropHTMa OGHBJhﬂj}" ce HaJ JABOJHMCH3IHOHAJIHHM HH30BHMA Gaj'ra IO
HAZMBOM MATpHLIa cTama (eHrn. State). Ha mouerky mmdpoBama HIH AemHppoBama,

yia3HH HH3 GajTa ce npeciiHKaBa Ha MaTpPHILy CTalba, HaJ| KOJOM Ce KACHH]E BpILE ONepaliHje.

Ynas-0|Ynas-4|Ynaz-§ |¥naz-12 Crawe 0-0|Crawe 0-1|Crawe 0-2|Crawe 0-3 Wanaz-0|Wanaz-4 [Hanaz-§ |Manaz-12
Ynas-1{Ynas-5 |Ynas - Crawe 1-0{Crawe I-1|Crawe 1-2 [Cramwe 1-3 - . . .

n j| nas-9 [¥nas-13 Wanas-1|Wanas-5 |Manas-9 [Manas-13
Vnas-2|Ynas-6|Vnas-10Ynas-14 Crawe 2-0|Crarwe 2-1|Craree 2-2|Crarpe 23 Hana3- 2 |Wanaz- 6 [Manas- 10|W3nas- 14
Ynas-3|Ynas-7|Vnas-11|Ynas-15 Crawe 3.0 |Crawe 3.1 |Crare 3.2 |Crawe 3.3 Hanas- 3 [Manas- 7 [Wanas- 11| Manas- 15

Crnka 12, [Mpecmxasaie YIa%a Ha MATPHIY CTaHa
Hakon nojaBama k/byua HTepanyje MaTPHLIA CTAhA HPOJIATH KPO3 HTepaLje [IPOMEHE Koje
ce Bpimie kpoz 10, 12 wim 14 noHarkamsa y 3aBHCHOCTH OJ1 Ay:kHHe Kbyua. Kpos

HIBpIIaBaibe TpaHeopMalHja KopHeTe ce ueTHpH (yHkiHje 3amena Oajta (euri. SubBytes),




saMeHa pejposa (enrn. ShiftRows), memame xonoHa (eHrin MixColumns), U ojasaibe
HTepaimjckor Kbyua (eHrid AddRoundKey) [19]. Oyukimje wrepaimja cy onpeljene
TEMITHPAIEM K/bYUaA KOJH C€ CACTOJH M3 JEJHOJMMEH3HOHAIHOT HH3A HIBEJIEHOT H3

npoLeaype NpoIHpHBaba KJbyua.

Oyukumja SubByles je HeqMHeapHa TpaHcopMalfja koje ce M3BpIIaBa HE3ABMCHO HA
cBakoM GajTy MaTpHiie cTama yiorpeboM kyvrHje sameHe (C-kyruja). AEC anropuraM 3a
paznuky o JIEC anropursMa uMa jacHo nedmHucan au3aju c-kvruje. Jusaju c-kvruje AEC

JiePMHHCAH TAKO JIa CIIpeduH JHHeapHy | JHdepeHIM)anHy kpunroanamusy [21].

Y
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Crmka 13, C-Kytma [19]
3a marpuuy yiaza pemunne 4 nyra 4 6ajra y pyvukuM)y aedunuime ce ogroeapajvha samena

y C-KyTHjH.




Ynaz Manasz

6E| 65| 6E| 61 of [4d | Of | ef
20| 7216973 ) b7(40( f9 | 8f
69| 63| 20|73 fo|fb [b7| 8f
be| 65| 72|67 9f |14d | 40| 85

Crnxa 14, ITpikas GyHKEIm)e 3aMeHe YIOTPeGoM c-KYTilje
Cueneha tpancipopManuja je dpyHKIMja KOja BPUIM TIOMepaike pegoBa Matpuile. OyvHknpja
ShiftRows nomepa nocneama Tpu peaa Oajta. Ilomepaise ce BpIIM v 0JIHOCY HA MOZHIH)Y

pella Kpy:kHUM MoMeparbenM OMUTa v JIecHO.

Ynas

M3naz
of [4d | Of | ef 0 of |4d | of | ef
b7|40| f9 | 8f | — 1 8f [b7] 40| f9
f9|fb|b7| 8f | = — 2 b7| 8f | f9|fb
of |4d [40|85|—= —= —=| 3 4d | 40| 85| of

Crmxa 15, [paxkas dyHEII e DoMepaa pelona

QOyHkuMja Melaka kKoloHa (eHrn. MixColumns) W23BplIaBa ce Hajl CBAKOM KOJOHOM

MojeIHHAuHO, TpeTHpajvhH cBaky KOJIOHY KAo MOJIHHOM.

s | T02 03 o1 o1[s,,]
s | [o1 02 03 o1]s,.
si.| |01 01 02 03],
_S;‘{,_ |03 01 01 02)|s;, |

Crmga 16, DyHEM A Memama xomoHa [22
Tokom HIBPIIABAILA (I)}"HKL[HjB Melllakka KOJoHa BPIIH ce nnapauuja EKCKITYZHBHO HITH

(exrsn. XOR) kao ¥ nomepatbe.

[Mocnenma dyHkIMja je noaapame reHepHcaHor Khyua Hrepanuje. Cnnuno xao y JI[EC

AJIFOPHTMY KOPHCTH Ce allfOpHTaM pacliope/ila KJkyua 3a reHepHcahe MNMoJAKBYUA 3a CBaKy




urepain)y. HakoH rerepucaiba noAK/bytIa H3EPIIABA C¢ ONEPalMja eKCKITY3HBHO HIIH (eHI L.

XOR) uamehy Gloka ¥ T0JIK/bYyua.

Ynas

of |4d | of | ef
8f |[b7|40| f9
b7| 8f | f9| fb
4d | 40| 85/ of

XOR

Noakmyy 1 Wanaz
6f | 76| 6f | 6a fO[3b|a0| 85
65/6e|65/6b| _ |ea|d9|25]92
69|6b | bc| 6a de|e4|95|91
75|63|6e| /72 38| 23|eb|ed

Crmga 17. Hrepamma ca noggkvaes

2.1.3 AcumerpuuHn mudapckn cHCTEMH

AcuMeTpHuHH 1H(APCKH CHCTEMH IpeicTaB/bajy mindpapcke cHcTeMe vV KOJHMA ce v

npolicey MH(ppoBalka KOPHCTH JellaH, JaBHH KJBYY, JIOK 3a Mpolec JcmH(ppoBaika ce

KOPHCTH JIPYTH, TAJHU KJbYU. YUSCHHIH Y KOMYHHKaIMjH (Ajmca u BoG) moceayjy ¢Boj

TAjHH KJbVU KOJH KOpHCTE 1a JienHdpoBalhe, JI0K ¢e 3a IH(pPoRamke KOPHCTE jABHH KJBYUCEH
- # »

VHCCHHEA. Tememn 3a HCTPpaRHBAILE ACHMCTPHYHHX MHl]}H]JCKHX CHCTCMA IMOCTAB/bCHH CV

jour 1976. roguue [3]. Tapa cy ayropu paga . Hoeum cmepoBnm v kpuHnrorpadHju’

npejactapuii MorvhHocer kpunrorpaduje virorpedomM jagHor kevua. Hemnrro kacuuje 1985,

rogune Taxep Enraman (eurn. Taher Elgamal) npecraBHo je jolll jeHO pellietbe

KpunTorpadHje JaBHHM K/BYYEM M JIHTHTATHOT TIOTIMHca OazMpaHO Ha JIMCKPETHHM

norapursuma [22].

2o -0 -@o-1

AdTHEa [Topyra HIndpoare

!
y

JansH
KBy
Bob

OrBopstis Hemudpoparse [lopyka Bols

ROMY HHEALHOHH
KaHan

P

Tajuu
Khyu
Fol

Canxa 18, [ponec acnserpiue msuhpopathe




3a yeneuHy KOMYHHKAIH]Y VMECHHI[H vV KOMYHHKALIMjH [I0CEJV]V [0 nap KJbVUeBa, jABHH
Kby (K;) KOJH je TIo3HAT cBHMa M TajHM KIbyu (Ky). Anuca 3Ha BoGoR jaBHH KJbYY M OHa
mHdpyje NopyKy yviroTpedoM jaBHor Kibyua boba v anropuTMa 3a Inposabe. JaBHH KLY
ce He MOMKe KOPHCTHTH 3a Jeludipoare nopvke. Ha crpann npujema Eob kopHeTH cBoj
TaJHH KJbYY 3a Jieudporame nopyke. Opakag HauuH mMdpoBaba v e poBama pelasa
jenan oa Hajeehux npoGieMa cUMETPHUHHX ITH(APCKUX CHCTEMA, A TO J& CHI'YPHA pasMeHa

TaJHOT K/bYHa.

anH[[HH Pajla acHMCETPH'HH mur[Japcch CHCTEeMa c©€ 3acHHBa Ha jC,‘],['[DC—MCPHHM
MaTeMmaTHukuM pyakIHjaMa. Oe jeaHocMepHe (BYHKIHje cajipike H 3aMKY UMja je viora Jia
obe30eM Jla HaNaau He MOXE JIAKO MM JIMPEKTHO Jla H3pauyHa TajHH KJbYY W3 JaBHOT
Kbyua [23]. aktopHsanMja YHMHH 3HAYA)aH MOJE] OBaKBe jejHOcMepHe IVHKIHjE ca
saMKoM (eHri. One-way trapdoor functions). AcHMETpHUHH IIH(ApPcKH CHCTEMH CV Jako

CIIOPH Vv 1opehetby ca cuMeTpuuHuM [24].

Baskna aupexTHa IpUMeHa aCHMETPHUHOT HIKH(papeKor cHeTeMa je AMcTpudyLHja Kibyuesa
cecHje. Kipvu cecHje je TajHH KJEVY KOJH c€ KOPHCTH ¥V KIACHYHOM CHMETPHUHOM
mdporary 3a npouec mWUppoBama NOpyka y TOKY jeiHe cecuje. Ako Asmca 3Ha boGos
JABHH KJBYY MO I'a HCKOPHMCTHTH 3a H(ppoBamke reHepHeanor kbyua cecuje. [1ludporan
KJbYU cecHje ce make boby, kKoju kopHeTelH cBOj IPHBATHH KLY JAeHIH(ppY]e KIBY cecHje.
Ha oBaj] mauuH WiBplIeHa je CHIYPHA pasMeHa TajHOT KbYUa KOJH €€ KOPHCTH 73a
g poBame TOKOM cecHje. MHHMIIMpambeM HOBe cecHje BPITH ce HOBa Pa3MeHa M YCIoCTaBba

HOBA cecHja.

Kao najznavuajuuju acuMerpiinu anropuram oulie pazmorpen PCA (enrn. RSA).

2.1.3.1 PCA (enri1. RSA)

Tpenvruo Haj3Hauajuuju acumerpuunu amropuraM je PCA [10]. Mme anropurma je
HaBesieHo o1 MMeHa ayTopa Pon Pusect (enri. Ron Rivest), Ama Hlamup (enrn. Adi Shamir),
u Jleonapn Ajuiemen (euri. Leonard Adleman). Oga) anropurad ce nopea niHdpoBarba,
VCIeIHO KOPHETH H 3a JIMTHTaIHO noTnucusame. PCA mmdapekn cuerem je 3acHoBaH Ha

TeopHjH Opojesa Koja je nosHara npexo 250 roausa [8].

Cnara PCA amroput™a je v daxropuzaimji BeHkHX Gpojera. TajHH KW jaBHH KJBYY CV

pesviarard VHKIHje napa BeJHKHMX npocTHX Opojepa. PCA viubyuyije TpH (vHKIMje:




reHepHecahe Kbyua, IH(PoBame H Aen(ipoBaie. Y poliecy reHepHcama Kibyua 100ujajy
ce JaBHH W TajHH KJby4. 3a nouetak Gupajy ce Jiga npocTa Gpoja, 6/ u 42 3aTtuM ce hopMupa

NPOH3BOJI OBa JiBa Opoja.
H=1061=062
3aruM ce onpeljyje excrionent e. OBaj Opoj je noTpedHo aa dyae mamu o1 ¢(H) rae je
@(H) = (61— 1) * (62 — 1)
Iocneama onepanyja je reHepHCane IPHBATHOT KJbYYa JI I7IC je

n= e (mongp(H))

OpsuM onepaiHjaMa jio0Mjel je nap kbydeBa. JapHu kbyd (H,e) ¥ TajHH MM NPUBATHH
Kbyu (1). Jlabe ce oBM napaMeTpu KopucTe Y npouecy mmdpoBama U jemmndpoparba

VHYTap (PYHKIH]¢ MOIYIAPHOT eKCIIOHEHTA.
Ilndpopame = nopyka® moj H
HAemudpoase = mudpar” moj H

[MoGombinamke OpsHHe M3BpLIABAkka alropuTMa je Moryhe y3 uabop mamer Opoja e. Hako
OBAKBA H3MeHa yOp3aBa H3BPIIARAIE MOTPEHO je oOpaTHTH Nakiby Jia ce He KOPHCTH

MPeBHIIIE KPATAK € 34 BHIIIE HCTHX [IOPYKA KOJe ¢e HIA/bY 34 BHIIE KOpHCHHKA [6].

Curypaoct PCA anroputMa ocliarba ce Ha Tekuny (pakropusaije 6poja H, norpeduo je
u3abpatn Gpojere &/ M 62 Ha Takap HauUWH Ja je M3pauyvHapaibe /[ nornyHo Hemoryhe.
Hamperkom rexnonordje u Meroia Haupenyjy W Hanaug Ha daxtopusaumn)y. locenmu

yenemno dakropuiosan 6poj je avanne 232 unn PCA-768 [25].

2.2 Xomomopgpna kpunmozpagpuja

Xomomopipia kpunrtorpaduja je obmuk kpunrtorpaduje xoju omoryhasa na oapehene
HHCTPYKLHje M3BpileHe Haa uwmdparom jajy mudpoBaHH pe3yviTar, KOJH HAKOH
Jendposamba ojiropapa HHCTPYKIHjaMa H3BPIIEHHM Hall oTBopeHHM dQopmarom. Osa
(byHKIIMOHAIHOCT je M3Y3€THO MOXKebHA Y MOJIEPHHM KOMYHHKaIMOHHUM cHcTeMuMa. TTpeu

kpurnrorpadickM MoJieli KOJM je uMao xomomopdHa csojeria uo je PCA. Melyyrum, s6or




curypuoct wmmdpara PCA nopaje HacymmuuHe OMTe HA NOPYKY npe mHpopama.

JloagameM BpeIHOCTH Tj. OHTa ¥ MOPYKY I'YOH ¢e XOMOMOP(HOCT OBOT pellieha.

Y ancrpakTo] anrebpu xoMoMopusaM je noseranocT HiMeljy 1Be anredapeke cTpyKTVpe
HIH Tpylie [pu uemy je cauyBaHa cTpykrypa [26]. I'pyna I' dopmupa ce 3ajenno ca
ornepaiMjoM © ¥ KoMOHHOBaeM Gap JiBa ejleMeHTa a U 0 11a 61 ce popmupao Tpelu erement
osHavdaea)vhu ra ca g o 6. Jla 61 ce kpannduroBao kao rpyia, I ¢cKvIl H ollepalidja Mopajy

HMCIIVHHTH YeTHPH VCJIOBa MK akcuoMa rpyre [27]:

- Bawmyueme: 1acBe g M 6 v [, pesynrar onepaliMje a © 6 je takohe v I”

- AcouMjaTHBHOCT: 3acBe a, OMyy I (aod)oy=ao (00 i)

- Huenrndmkyjvhu enement: Y rpynu I” nocToju eleMeHT €. 3a elIeMEHT € Y IPYIIH
MOpa TOCTOJaTH jeJIHAKoCT vV PVHKIMM @ © ¢ = e 0 a =a. (Bakap eleMeHT je
JEAMHCTBEH 3a rpyny 1 360r Tora npejcrasba wieHTuduryjyhu enement

- Tloeparnu enement: 3a ceako a v I'pynu I', mocTojH eneMeHT & KOJH ¥ onepalivju

caa najeacd==a0a=e rjejee uaenruduxyjyvhu enement

Pesyarar onepatmja Moske 3aBHCHTH M 0J1 pejlocieia enemMenara. Pesyinrar komGuHoBaba
clICMEHATA ¢ W § He MOpa JIaTH MCTH Pe3yiTaT Kao KOMOMHOBalhe elieMeHata 0 M a. Y
CIVUAjY IPYIIA ¥ KOJHMA TI0CTOJH jeqHakocT v GyHKIMjaMa & © § M 0 O @ TakBe Ipyiie ce

HaiMBajy AGelloBe MM KOMYTATHERHE rpyme [28].

alé dfa) o B(6)

¢:I—X

Cmika 19, Xosiosopdiizas rpyna
Yaumajvhu ase rpyne (I, 0) u (X, o), xomomopusam rpyne (I, O) wa rpyny (X, o) je

Qpyukimja gp - ' — X




IIpencrasmajvhu anropuram 3a kpunrorpadujy ca umnmoumma O, [, K, E, J. T'ne
Kapaktepu (O W Il unuHe oTRopeHy caapska M wMdpar, K npelacraeba kbyu, £ u J cy
(vakuMje mmdporama | jemmdporama. [pernocrasbajvhu 1a orsopeny texker hopmupa
rpyviy (O, ¢) v mudpar dopmupa rpyvny ([, ©) ongaje pyvHkIHja mHdpoeawsa £ dvHKIMja
npecimkasama rpyie O va rpyiy [ wa vauus ga je E, : O — I rae x uMHH TajHH KJBYY
Y CHMETPHYHOM CHCTeMY HIM(POBaLa MM JABHH KJ/bYU YV CHCTEMY €a JaBHUM K/bYUeBHMA.

AKO je 3a cBaku @ ¥ 6 y O ¥ KJbVU K TAUHO
Evfa) 0 Ex(6) = Ex(a® 0)
Ounna je Takae Mojen mindporama xoMmoMopdai.

[MTadwm INonneacep (enri. Shafi Goldwasser) u Cuisuo Mutianu (enrn. Silvio Micali) 1982.
TOJIHHE Pa3sBHIM ¢y IH(apcKH MOJen 3acHOBaH HA apXHTEKTYPH JaBHOT KJbYHa, OBO
peliee je uMmaio xomomoppHa ceojersa [29]. [Nonaeacep- Mutanu (I'M) ey nipeactapuin
pelliere Koje je ¥ MOTIIYHOCTH 3a0B0/baBajio Kupkoxose npunuune [30]. Melyrum, oBaj
KPHITOJIOMIKH cHCTeM HHje edukacaH jep BeinudHa invdpara BHiIE CTOTHHA NyTa
NpeBa3sHIa3H BeJIHUMHY oTBopeHor Tekcta [27]. lomapacep- MHOAIH ¢y TIPEIUIONKHIH

HIMPOKO pHxBalieny JeiMHHIN]Y CEMaHTHUKE CHI'YPHOCTH.
I'M ce cacToji o1 TPH aJropHTMa:

- Asropuram BepoBatHohe 3a reHepucarbe KJbyueBa (reHepHIIE IIPHBATHH U JABHH
KJBYH)
- Anropuram 3a mudposarbe Gazupad Ha BepoBaTHohK

- JleTepMHHHUCTHYUKM alropuTam Jeimmdpoparba

Mojen ce ocnama Ha To Ja je jara BpeaHocT a Kpajapar mod H, yiumajyhu y oGsup

(paxropusaun)y (mm) o H. Oso ce moxke nocruhu yiiorpedom ciesehe npouenype:
Hspauynaru

an = a (Moo m)

ay = a (Mmoo n)
Axo je

a2 = I (M00 m)




ay ™ 12= ] (Mo n)
Tana je a kpaapathu ocraTak mood H.

lenepucame woyua v I'M cuctemy BpiiM ce Ha HeTH HauuH kao Uy PCA cucremy. Asca
TEHEPHIIIE JIBa Pa3IHIHTa BEJMKA pocTa bpoja n 1 M. OBH OpojeBH ce reHePHILLY Ha TAKAB
HAYHH J1a ¢V OHW HACYMHYHH H HHCY Y JIMPEKTHO] Kopeialuji. Asuca satum pauyHa H =

um. Hakon Tora ce pauyHa BpeJIHOCT a bes ocTaTka Ha CJ'IC,T[E:TIH HAUHH:
a," 12 =_ ] (Mmoo m), a,, ¥ 2= - | (M00 n)

Jasnu kbyu ce cacroju ox (a, H).

[lugpopatbe ce ppiun mpeMa cieaehem npunmmny. Yiumajvhu na Bob kel aa noiabe
nopyky 3a Anucy. bo0 1pro koHBepTYje NOpYKY ¥ HH3 OHUTa (M7, M2 ... My). 3a cBaku 0J1 OHTa

My, oG renepuine BpeaHocTH 8, H3 rpyie modyvio H,
ut, = 6,° *m, (Mmoo H)

Pesvarar bob mambe v BHIY Hu3a OWTa (1, iz ... 1dy) AJACH.

ITo npujemy nopyke AnMca Moke JemMHAQPORATH iy ¥ My HA cliefiehin HaunH. 3a craxo u,
kopucrehu dhaxropusaimyy (1, f). AlMca 3a CBAKO iy, MOXKE JJOOUTH OCTATAK KOJU ¥V clyuajy

J1a TIOCTOJH BPEHOCT IOCTARBA & BPeAHOCT M, = () V APYTOM clIVuajy BpeJHoeT My = 1.

Curypaocr I'M mojena sacHoBada je Ha wmmdpoBamy v3 ocHope BepoparHohe. OcHope
BepopaTHOhe ce 0/IHOCE Ha HACYMHYHOCTH alropHTMa 3a IMQpoBambe, Koja ¥V OCHOBH
JIOBOJIH JI0 TOTa JIa V ¢JIy4a)y IIH(poRaba HeTe TIOPYKE BHILE TYTa PesyaTaT mHppoBamba
he Gurn pasmmuur wudpar. Hspas ocuose pepoparnohe ce Hajuenthe xopuern kaga ce
TOROPH O CHCTEMHMA MH(POBaIba ca JaBHHM KJLYUeM, Maja ojpeljenn anropurMu tajHor
K/bYua KOJM KOpHCTe Mojelle veesuBawma (eHri. Chaining mode) 11orotoBo GJIOKOBCKH

CHCTEMH MOCTHKY clIHUHA crojeTra [31].

2.3 Cmezanozpaghuja

Creranorpadmja npeiicTap/ba METOIY cakpHBarba TajHe TIOPYKe Y jaBaH MeIH]. JapaHn Meu)

MOKe OHTH TEKCT, CIMKa, ayauo ¢apl, BHIEO MaTepwjal, MW cjl. Y OCHOBH I0€HTA




creraHorpaduje Huje ga oneMorvhu 1poTHBHHKA v JelHpoBamy TajHE NMOPYKe, HEro v

NPHKPHBAILY MOCTOjakba TajHe MOPYKe Y KOMYHHKALIH] H.

VYnorpeba creranorpaduje ce mosxe nponalin jganexo v npouutoct [32]. [Tuemo crapux
Erunhana Guio je 3acHOBaHO Ha cHMOOJHMMAa/CIHKAMA KOje je MOrao TYMAUHTH caMo OHaj
KOMe je Mo3HaTo 3Hauelse cMMG0IIa, 3a OHe KOJHMa THCMO HHje TO3HATO MOpyKa H3rie/a

Kao rpaHuKH MpHKas.

Crnka M), Ipea crpamiia krire Steganographia mrasmana 1606 rognse v Hhesauko)




I"piint ¢y KOPUCTHITH METO/TY CAKPHBAILA TIOPYKE KOJH CV MCITHCHBAJIM HA JIPBEHHM III0UaMa
Koje OM TpeKpHIH BOCKOM, 2aTHM OH HA TOM BOCKY MCIHCAIN HEKY JIpyry nopyky [33].
Tajua mopyka je ocTajaia cakpHBeHa MCIIOJ] BOCKA W jaBHe Tiopyke. JeiaHa oj Meroja
yiorpeGe creraHorpadje TOKOM JIpYror cBeTckor para je yiorpeba . HeBHI/bHBOI
macTuna” [2]. Iopyka Henncana oBAKEMM MACTHIIOM HHje OMJIa BHIUBMBA JIOK HA IIATIHD HUjE
HaHeceHo MoceBHO cpelicTRO Koje npapehl peakumjy ca MacTHIOM NpHKAasyje CKPHEEHH
texet. Creranorpaduja uma ojipeheny npeanoet naj kpanrorpadmjom. Cakpusaibe nopyke
YV MY3MUKHM HOTama je Takolje npelcTapbeHO Kao creraHorpafcka MeToJa CakpHBakbha
nopyke jour 1680. roguue . Ceaka HoTa je oapeljpaia jejiHo ciioko ajidadera 1 Ha Ta] HAUHH

je cakpuBana mopyka [34].

Cimga 21, Creranorpaduya notama, Schola steganographica 1680, [35)]




VY creranorpadMji Nopyka je cKpHBeHa M caMHM THMe Hehe m3asBaTH nawkiby, JOK ¥
kpuntorpaduji cama cutyalmja yeuhama canpiaja Koju HHje YHT/EHMB MOJKEe H3a3BaTH

OTKpPHBaILE CKPHBEHE KOMYHHKAIH]€ H WIeHTH(HKOBATH cTpaHe ¥ KOMYHHKAIIH|H.

Pazerojem TexHonoruje Imnoueo je W pazBoj NpHMeHe cTeraHorpadwje, caMuM THMe
npouidpera je MorvhHocT vynoTpeGe IMIHTAIHHMX MelHja 3a cakpHBame IOpyKa,
Jlururanmusangja je oTBOpHIA HH2 HOBHX IOJpYUja ¥V KOJUMA Ce MOTY CAKPHTH IOpYKe,
BeliMHa yak HelpyMeTHA 3a JbyAcKo oko. OBaKBa NPUKPHBEHOCT MPABH OKPYKEIbe ¥ KOM e
HIVICTHO TCHIKO OTKPHTH NPHCYCTBO CKPHBCHOD IIOJATKA HIH IIOPYECE Y JIMTHTAITHOM
MeJIH]Y. 3a yuecHHKe KOJM JKelle Jla TAjHO KOMYHHIMpPajy, HAapouUHTO HA MHTEPHETY OBaj
Mmetoj1 omoryhaea jejano o HajbobHx peuleba. Ilopyka ce moxe mmdpoparn najbobe
JIOCTYTIHUM AJIFOPUTMOM, a HCTOBPEMEHO ¢e Jako edMKaCHO MOMKe TPHKPHTH MOCTOjaHe

nopyke. CreraHorpadicke MeTo/ie ce MOry IpPYIIHCATH ¥ TPH OCHOBHE TpyIie:

- Ywucra creranorpadmja
- CreraHorpadmja ca TajHUM KJbYUueM

- Creranorpajja ca jJaBHHM KJbVHeM

Yucra creranorpaduja je MeTojla v Kojoj HHje noTpeOHa NMPeTXojHa pasMeHa Heke TajHe
uudopmaije npe pasMere cajpikaja. Ko oBakBor BH/a cKpuBeHe KOMYHHKAIIH]€ HUKAKBa
HudopMalMja OCHM MeIMja ce He pasMemsyje HaMel)y vuecHHKa YV KOMYHHKAIM]H.
CurypHocT OBaKBOI' CHCTEMa 0OC/Iakba Ce HCK/BYUHBO HA TAJHOCT [IpHCYeTBa ropyke. OBakpa
MeTolla HyaM ciaald BHAM cHrypHocTH. Yiumajylim v ob3up Kepkoxope npuximne,
NPEeTTIOCTAB/bA C& JIa jé HAIaJauy I03HAT AJITOPHTAM KOjH ¢& KOPHCTH THME j& OBAKAB BHJ|
pasmene HecHrypad. Ypoljewem TajHe MH(opManMje Koja ce MoXe pa’MEHHMTH paHHje
(cTerorpadicky KbYyU) YBOJIM ce CHI'YPHH napameTap Ge3s kor Hvje Moryhe u3Bnavemse TajHe
urdopmanpje. CreraHorpaduja ca TAJHUM KJBYUEM 3aXTEBA PA3MEHY TAJHOI KJbYUa, 0Ba
pasMeHa peMeTH NpBOOHTHY NPeHOCT NPUKpHBeHe KoMyHukaiuje. Cnaboct pemema ca
TAJHHUM KJbVueMm pelaBa creraHorpadgmja ca jauum kbyuem. Kao u v xpunrorpaduju
jaBHOr KJbyua cTeraHorpadmja ca JaBHHM KJBYUeM ce He Ocliaiha Ha pasMeny kbyua. Opaj
METO/1 KOPUCTH T1ap K/bYUeBa, TajHH M JaBHH. JaBHHM KJbYY ce uyBa Y JaBHO] 6a3u. JaBHH K/byd
ce KOPHCTH ¥y TIpOLlecY YMeTamba CKpHBEHe Mopyke, JOK c€ TajHH K/bYY KOPHCTH 3a

H3BJIAUCH:¢ TAJHE NOPYKe W3 Meanja. MMnemenTannja ciucrema creranorpaduje ca jJaBHHM




KJ/bYHEM TojIpkaHa je ancrpaktHomhy mmdpara 1o Te Mepe Ja ra je Moryhe cakpuTH Ha

TAKaB HAYMH JIa M [0 OTKPHBakLY He GMBa NperosHaro Aa je peu o mHdpary [35] [36].

Y mojaepHoj creranorpadgmju najuenthe ce KOpUcT OMT HajMAalLe BAKHOCTH Kao CKJIAJTHIITE
cerMeHaTa ckpuBeHe nopyke. MameHom GuTa HajMake BAXKHOCTH He YTHUE ¢e€ MHOIO Ha
cajpikaj (hajiia anu cTRapa ce MPocTOp 3a yMeTatbe OHTA TIOPYKe KOje ce KacHhje HA CTpaHH

npHjemMa Mory H3pvhin.

Teker npeacTar/ba MOPYKY KOJY j€ HajaKille CakpHTH VY clHkoBHe jaToreke. Clmke
npeacTarbajy Hajbobu Meam) vipaso 3bor durmanckor dopmarta. Mana Gurta campiku
3aMHe BPEHOCTH cBakoT Nukcesa v dopMu Huza Gura. HameHa GuTa HajMarbe BAKHOCTH
npeacTap/ba jJelHY 0] HajjelHOCTABHHJMX TeXHHMKA Koje ¢e KopHcTe ¥ creraHorpaduju
NpHIIHKOM pajila ca cJIMKaMa. HPHMCHOM OBE TCXHHKC '.laMC]b}jl;‘- ce JIcd OpHI'HHalHne
uHdopMalMje BPeIHOCTH [HKCe a ca BpejHomhy nopyke koja ce cakpuea, 3ameHoM Oura
HAJMAILE BAXKHOCTH MOCTHKE & MHHHMAIHO OJICTVIIAILE OJl OPUIHHANHE Goj¢ IHKCENA.
OBaKBOM 3aMEHOM Gﬂja IHKCeIa MOCTHMKE c¢ Jja KOMIIJIETHa CJIHKa [{Oj'd CC KOPHCTH 3a
cakpuBaise MH(popMalKje BH3VEIHO JbYJICKOM OKYV He M3rie/a JIpyrauMje oji OpuruHaiie

CIIHKE,

3a npuMep NpHKa3a CaKpHBAILA cajipikaja KopuilTeH je anar Cryplool KOJU ce KOPUCTH 3a
CHMYIIHpalbe KPHITONIOMKNX pemietba. Kopumrena je cnuka v JPG dopMary Benuunne 41

kuobajr, cimka koja je cakpusena je v PNG dopmary i Benmuine 20,1 kunobdajr.
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Crmka 22, Crmga ¥ K0J0) J& CRPHRCHA CIIKA




/AN o
Univerzitet
Singidunum

Crmga 23, CEpHBEHA ¢HEA
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Lzlazna shka

Crmka 24, [pugas ensynaige v Crypload anaty
Pexyarar je moea cimka vy jpg dopmary. Y oBoM NpHMeEpY je KOPHIITEH MOJET

creraHorpapuje ca TAJHUM KJbYUeM.
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Crmga 25, PeaynmaT creraHoTpamckor CRpIBak:a
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2.4 Kpunmoanaiusa

OcnosHa vynora kpunrorpadmje je na obGesfeam TajHOCT [OPYKE 0] VUCCHHKA V¥
KOMYHHKAIIHJH 33 Koje Ta Topyka HHMje HamereHa, Kako je pasMoTpeHO paHMje Hanajiay
Takohe MoKe H3IMEHHTH CAJIpiKaj OPYKe M HA TA] HAUMH VIPO3HTH HMHTEIPHTET MOPYKE.

IMonasu ce on [MPeTIIOCTABKE J1a Hallajlad HMa NOTIVH [PHCTVII KOMYHHEALIHOHOM KaHATY.

I{]JH]'IT{)E].HHJ'[H'R] ce OaBH aHaJIM3IOM, [poHajAKereM cabocTH M Hanaauma Ha
KPHITOJIOMIKE MexaHn3ama. YconelmHn Hanaa Moxe jJohu 1o nemudpopane nopyke, Mowxe
VCIIeIHO H3MEHHTH J1e0 NMopyKe WK (alcHpHKOBATH JIHTHTAIHH TIoTHHE. KpHiToanaiusy
3ajelHo ca KpunrorpadgHjoM JeMHHIIEMO Ka0 KPHITOJIOTH]Y, HAVKY Koja ce OaBm
JiebHHHCAREM CHIYPHHX IHH(QApCKHX alropHTaMa Kao H aHaJH30M H IIpOHAILKEHEM

cnabocT nmoctojehux anrropurama.

Jequa ojl monatHMX TAuaka YV KPHMITOAHAJM3M ce OCJialba Ha zakibyuke KepkoXoBux
npuniana [37] [38]. lpema oBHM HDPHHLMIIMMA [I0J1a3H ¢e OJ] IIPETIOCTABKE Ja Halaau
MO3HAje CBE JEJIOBE CHCTeMa 73a IMH(POBAILE, KAKO AanropuraM Tako W HAUHH
HMILIeMeHTalje ajiropurMa. [lpemMa oBOM NPHHLMITY CHI'VPHOCT cHCeTeMa 1HDpoBamha ce

3aCHHEA Ha TAJHOM KJLYHY.

Yaumajyvhu y 003up Koju pecype Hamajad MMa Ha paclioflaraiky HalaJd MOTY UMaTH HEeKH

o1 cienehnx obiHka;

- Hanax na mudpar

- Hanapn ca nosHaroM jgemudpoBaHoM TOPYKOM

- Hanan ca nosuarum sesom mudposane nopyke
- Haman ca ogaGpaHHuM TeKCTOM

- Hamnan ca opaSpanum mumdparom

Hanayn va mmdpar unm mudposany nopyky je Hajueinhu clieHAPHO KOJM ce pasMarpa vy
aHaJIH3M M JIH3aJHUpalby MoJIepHHMX mmdapekux anropurama. [Tonazu ce o npernocrarke

Jla je Hala/1a4 1npecpeo KOMYHHKAIH]Y H J10mao j10 mudpara.

Hamayx ca nosxarom aemnd)poBaHOM [IOPYKOM J€ METOJA V KOJO] Je HAlajauy [03HATA
nemmdporana ¥ mudporana Nopyka Ha OCHOBY KojH Nokyinaga aa jole g0 TajHor knyua

KOJM j& KOPHILTEH V Ipoliecy MHPPoBaiba.




Hamay ca moznatuM jenoM mmd)poBaHe IMOPYKE MHOIO Mame je ekacan off Hamajga v
cIvuajy Kajga je Heia JeinmdporaHa mopyka nosHata. Y oBOM CAVUAjV TIONA3M ce 0J1
MPETTIoCTABKE JIa Je IO3HAT JIeo MOpVKe HIIP. MO3IpaB Ha Kpajy MOpyKe MIH I103HATA

mabI0HCKa 110ba MejJI TOPVKE.

Harman ca ogaGpaHiM TEKCTOM je Malbe pealHo H3BoULHB, Majia Moryh. OBHM HamagoM ce
MOKYIIABA VTHLATH Ha yia3 T). AeludpoBaHy MOPYKY Ha TAKaB HAUMH Ja OHA H3a3HBa
npomeHe vy mudpaTy Ha TAKAB HAUHH Ja ce JoOMja oueKMBaHHM H31a3 (Tpelika) KojHM ce

JAKIIE JTOJIA%H J10 KJbYa.

Harman va wmdpar uiny mudporany mopvky Hajueiihe ce BpIliH HAMAAOM CHPOBOM CHATOM
(eurn. Brute force). Opaj Hamnaj jejHocTaBHO Henpobapa cee Moryvhe Bapujanmje Kbyua Ha
HH(poBaHOM TIOPYKOM H NMOKYIIasa ja aohe 1o emucnenor gemudgporate nopyke. JeauHo
Moryhe o/laKinasabe KOMILIETHE [IPEeTPpare Kbyua je JIe/betbe KbYUa Ha Je/I0Be KOJH ce Jele
namely BHIe npoliecopa W Ha Taj HAuUHH ce vopsaga nperpara. Hamnaji cuporoM cHarom uMa
JEJHY KJBYUHY IpeJHOCT a TO je Ja he rapantopano JohH 10 MCHpaBHOr KJbyua, JeJJMHH
npobieM je BpeMe NoTpedHo 3a MpoHalakebe Kbyua. Y civuajy kbvua qykune 40 oura
MOCTOJH [peko Muamjapie Morvhux kbyuesa. Opakpa JviKHHA KibYua JaHac HHje npobiem
ca 003HpoM Ha 6p3uHY npollecopa u MoryhiHocT Henpobagaiba Hak 4 MIJIHOHA KJLYUEBRA 110

cekyHaH, Moryhe je nponahu 3a Mano Buie o1 jejiHor jana [39].

2.5 Apxumexkmypa, npozpamcku jesuuu, peeep3nu UHMCern epun2

OcHOBHY KOMIIOHEHTY pauyHapa YHHM LIEHTpalHa 1pouecopeka jejuuuna (eurn. Central
Processing Unit). Ilpouecop 4MHHM ,Mo3aK™ pauyHapa, KOHTPOJIMIIE OCTale KOMIIOHEHTE,

BpIIM pauyHarbe M OCTalle Ofepalyje ca no/iaimuma.

Ilpouiecop mpejcTaBba CTPYJHO KOJIO IpejBHlleHO 3a M3BPIIABAILE HHCTPYKLH)A.
Hucrpykupje koje je norpefHO M3BPIUHTH ce uyBajy v MeMopujH. UyBame v MeMOpHjH
Moryhie je 3a cee BpeTe NMojaraka, nojany A00Mjajy HyMepHIKe BPeJIHOCTH M UyBajV ¢e Ha
osipehero) nokapju v memopuju. Jlokaimja v mMemopuje Hasuga ce azipeca. [Iporecop
TpaxH o1 Memopuje oapeheny aapecy a ona my Bpaha nojarak KojM ce HajasH Ha Toj

aJipecH.

Hucrpyvknmje cy takohe npemcrapbene Hymepuukd. CBako] MHCTPYKIHIK Jofe/byje ce

JeMHCTReHa HyMepHuKa BpeaHocT. Kana nporecop noGuje oapelien Gpoj HHCTpYKIIMjE OH




je u3ppuasa. Ha mpumep Opoj 35 he nati MHCTPYKLH]Y Ja KOLHpa NOJATKE ca jejIHe
MeMOpHjcKe aJpece Yy JApyry, Opoj 48 naje wHcTpykimjy calupamsa apa Opoja H ClL
Nonessupame Gpoja oxpeheno) userpvkimju JleMHUIIE ce MPUIHKOM JIH3ajHHPaHa
nporecopa, ¥ TOM TPEeHYTKY ce JeMHUIY MHCTPYKIM]E M HYMepHUKe BpeJHOCTH
uHeTpykupja. OBum jedMHHCaEM MHCTPYKLM]A W JI0IC/bHBARE HYMEPHUKHX O3HAKA
HHCTPYKIIH]a NpaBe ce NPaBhiia Koja ce Hasupajy apxurekTypa. Ha opa) Haune npoussohaun
MOTY TIPOM3BOJIMTH PasiiHuMTe TIpoliecope GazHpaHe HA MCTO] APXHTEKTYPH, TIPOLIECOPH Ce
MOTY pasIMKOBATH 1O Op3MHH, NOTPOLUKH eJeKTPHUHE eHeprije MM LieHH alii CBH

pasyme]y HeTe HyMepHUKe BPeJHOCTH Kao UCTe HHCTPYKIH]E.

[To wmzppmaeamsy oapehene wuHerpykumje aeduHHcane ojpeleHHM KojoMm, mpolecop
HacTae/ba Bpiiehu cienehy uueTpykimjy. [ToHeKa/l HHCTPYKIIMJOM e MOKE TpeJasHTH Ha
paziM4HTE JIOKAIH]E ¥ MEMOPHJH, HIHM cc MOXKE BpPaTHUTH yHazajl Ja Ou ce ojpelena
HHCTPYKLIM]a TIOHOBMIIA (pakTHUKK npasehn ner/by. Hus opakBMX HHCTPYKLMja GopMHpajy

NporpaM M Ha3HBajy ¢e OIKOL.

Ornepanyje koje MHCTPYKIIH)E M3BPLIABA]Y ¢y BeoMa jedHocTapHe. Camo IHcameM HHM3a
OBAKBMX HHCTPYKUHja Moike ce noctuhm jna npouecop obasu Heku zagarak. Mehyrtum
MHCake HH3a WIH BHIIE HH30BA OBAKBOT HYMEPHUKOT KOJIA j€ Jako 3axTeBHo. 300r oBakBor

OTEKAHOT [HCAbA HHCTPYKIH]A H [PAB/Leha IPOrpamMa HAIPaB/LeH je aceMOIepeKH Je3 K.

»00800606 : 68000660 bb 60 60 @6 08 | mov ebx, Bx08000600
000600060 : 08000065 (66 b8 2f 62 mov ax, Ox622f
0000000 : 0BODODED |66 89 B3 mov word ptr [rbx], ax
8086006060 : 0808086C |66 b8 69 Ge mov ax, Ox6e69
B0e00600 : 6B0000GTE 68 89 43 62 mov word ptr [rbx+2], ax
80060600 : 08000674 |66 b8 2f 73 mov ax, @x732f
60600600 : 68000878 |66 89 43 04 mov word ptr [rbx+4], ax
60660606 : 0800067 (66 bB 68 68 mov ax, 164
60600600 : 08000880 |66 89 43 66 mov word ptr [rbx+6], ax
806606060 : 08000884 |66 b8 68 68 mov ax, ©
BO6B06D0 : 08000088 |66 89 43 08 mov word ptr [rbx+8], ax
8000060060 : 0B0B00EC 66 DE 60 68 mov ax, Oxes00

B0000000: 08000096 66 89 43 6a mov word ptr [rbx+10], ax
80800606 : 08000694 (66 b8 68 68 mov ax, B
B0000600 : 68006008 66 B9 43 éc mov word ptr [rbx+12], ax
806006060 : 0800069C (66 bB 00 00 mov ax, ©
B0600000 : 08000026 66 B9 43 6e mov word ptr [rbx+14], ax
00000000 : 08000624 b8 Ob 60 60 60 | mov eax, 11
6006600600 : 08000629 bb 00 60 68 68 | mov ebx, Bx08000000
00660600 : 0280008ae bSO 08 00 60 68 mov ecx, 0x880000083
60060600 : 080008b3 |89 ca mov edx, ecx
00600000 : 080006bD5 |83 c2 04 add edx, 4
00000000 : 08000008 |cd B8O int oxB0

Crmga 26, Muctpysunje i acenmGmnep




Onpeliene HyMepHuKe HHCTPYKIHje Koje 00aB/bajy (DVHKIIHjE 3aMEBY]Y c€ HAZHBHMA
HHCTpyKIMja. MHCTpyKIMja 3a moMepame Mojaraka W3 jeade henmje v apyry HocH
HYMEPHUKY BpejHocT 34, oBoj (pvHKUKJH Jojesbyje ce ckpahennia MOV ckpahenuna oj
eHIJlecke peud roMmepH (eHrin. Move). bpoj 48 npejcras/ba HHCTPYKIIH]Y cabHparba, oBa

BPEJIHOCT ce Meha ca KoManaom ADD mro npejcraska eHriecky ckpahenuiy peun jojaj.

[Tporpamep muile HH3 HMHCTPYKIIMjA, JeIHOCTABHHX ollepalMja Koje mnpouec Tpeba na
H3BpIIH kKopueTehH MMeHa 10TO je MHOTO JIakilie H Gpie o] HyMepHUkuX osHaka. Hakon
nucamba HHCTpyKIMja nokpehe anar nmoj nazueom acemGuep. Hasue acemGuep ce uecto
KOPHMCTH Kao Ha3WB INPOIPAMCKOl Je3dKa ald OH YV CYIITHHH YHMHH ajaT KOJH BPIUH

KOHBEP3H]Y cHMO0Ia ¥ ojiroBapajyvhe HyMepHUKe 03HAKE KOje TIpoliecop M3gpiaia [40].

MelyyTum y Behnam cinyuajesa caMa HHCTPYKIH]a HHje JOBOJBHA. Y cIyua)y Ja je norpedHo
cabparu apa Opoja, nortpebHo je npeo JedmuHucatd Te Opojese, 3aTuM JedhHHHCATH
onepauujy. Mero Baxku v ciiyuajy nmoMepama nojiaraka, notpebHo je aeMHHCaTH HIBOPHY
MEMOPHJCKY ajipecy  ojipeaninny ajgpecy. OBo ce oGasba y3 nomoh jo/1aBata oneparopa
HHCTpYKIM]H. OBO ONepaTopH J1a]y HHCTPVKIIH)H JI0JIaTHe [apaMeTpe Koju ¢y noTpedHH 3a
H3BpLIABAILE Te HHCTPYKIMje. OBM OIIepaTOPH ¢y Takohe cMellTeHH Y MEMOPH]Y y3 OIIKOIL

HHCTPYKIIH] 4.

AKO je TIOTPEHO Jla H3BPIIHMO TIpeMElITalhe MOJIaTAKA ca jejiHe Ha JIPYTY JIOKallHjy v
ajgpecH, HIp. ga ca agpece 1010 mpemectumo nonarke Ha HoBy aapecy 1432 norpeGHo je

HaIHCATH KOMaHy:
MOV 1432 1010

Ha [MOYMETKY HaBOIHMO HHC'[‘]J}-'](].IHj}-’ 3aTHM IIPBH OIIEpATOp IIPEACTaB/ba HOBa IlOKﬂ.].lP‘[jﬂ
MOJIATAKa, JIPYTH OMEepaTop Mpe/cTaBba H3BOPHY MEMOPH|CKY JOKallHjy. AceMbiep uyBa v
MEMOPH]H OBe oTlepaTope Ja OH NPH YIHTaBaby OMKO/Ia HHCTPYKIIHj€ 3HA0 ca Koje oKalje
HAa KOJY BpLIH momepame. HakoH npuxyiubama rmoTpeGHHUX napamerapa v BHAY Koja

HHCTPYKIHj€ H JIOKallKja npoiiecop he HIBPIIKTH oNlepaliHjy.

Cama apxuTekTypa npollecopa Jeduuule onepaluje Koje Mpolecop Moke WIBPUIMTH H
KOJM ONKOJ JeMHMINE KOJY HHCTPYKIH]Y. ApxurekTypa Takolie mowke ga jneunume u
KOJIMKO PercTpa (NpHBpEMeHa MEMOPH)CKA CKJIAIHINTA) MMA TIPOIIECOP, KAKO MPOIECOp

KOMYHHUIIHpA ca ocTaauM yvpehajuma Kao u octane (yHKIHOHAIHOCTH. YIpaBo 360r oBor




CBAaKH Mpolecop uMa c¢Boj acemOnaep. CaMHM THMe HE MOCTOJH jejaH aceMOlep 3a cBe

nporiecope Beh v 3aBHCHOCTH 0J1 ApXHTEKTYpe KOPHCTH ce ofiroBapajyhin acembiep.

Behuna nporiecopa THUHHX pauyHApa 3acHOBAHA J€ HA APXMTEKTYPH X86G HIH aKO ¢y Y
nuTamwy 04 GUTHH CHCTEMH OHJIA j€ 03HAKa XO4 ILITO 3HAUH JIa Ce 3a OBY IIAT(opMy KOpHCTH
oaropapajvhu acemdnep. Behuna moGunnux naatdopmu uma ARM apxuTekTypy, Tako Ja
nporpaMepd  KOJH [porpaMMpajy 3a oBaj [pollecop Mopajy KOpPHCTHTH acemOiep
HCK/bYUHBO HamerbeH oBo] mutaTdopmu. [lpoliecopu ce Mory pasiHkoBaTi 110 Gp3MHH aju
yIpago 3600 HCTe apXHTEKTYpe IporpaMu NHucaHy y ojroeapajvhes acemOnepy he paguru

CaMO Ce MOYKE Pa3s/IHKOBATH 6[)3!{1-12] HABPIIABAILA.

Jlpe ocHOBHE mpenpeke v aceMOlIepcKoM HAUMHY IporpamMHpaiba JIOBElEe ¢V JI0 pasBoja
NporpaMckyx jesHka suiler HUBoa. [Ipea npenpeka je v BeIHUMHHM M Opojy HHCTPYKIH]a
KOje ¢y MopaJjle GHTH HalMcaHe jla OM ce [OCTHIVIA HEKa KOMILIEKCHH]a onepatnja. OBakso
NMHcame J& OY3HMAale MHOTO BpeMeHa M OHIO M3yieTHO Hanopuo. Jlpyru npoGnem je
APXUTEKTYPA, I/1e [IPorpaM [HCaH 3a JeJIHY apXuTeKTypy GMBa MOTIVHO HEYNOTPeb/bHB Ha
apyvroj miargopymi. Oba opa npodiiema ¢y pellieHa vBoherseM IporpaMcKHx je3HKa BHIIer

HHBOA.

Vaumajyhu npumep ja je norpeGHO HIBPIIMTH KOMILIEKCHH]Y MaTeMaTHUKY OIepartu]y.
[ToTpebuo je uspauyaary epeauoet A = 3 + (7 - 5 ) * 3. MeljytuMm npoliecop He MmoJpxKasa
OBaKBe OllepallMje M MOJKe M3BPLIMTH caMO jeJHOcTaBHe onepauuje. 3Hauu norpedHo je
MOJIETNTH OBO pavyHalke Y Mame onepaipje. OBO ce MOXKE IOHCTOBETHTH ca PYUHHM
pauyHareM 3ace0HHX BPe/IHOCTH OIlepaliija HIIP. IPBO je NoTPpedHO W3PauyHATH Pas/IMKy
namely BpestHocTH 7 M 5, HAKOH ToTa pesyiTaT Te onepanHje je noTpeGHO TIOMHOMKHUTH ca
OpojeM 3 W Ha Kpajy cabGparH pesynrar ca 6pojem 3. Hapoljeme onepansja ce Moxe
H3BPIIMTH Ha ciejehy Haumm:

SUB #5 #7 // Odysuma ce 6poj 5 0d poja 7 u cMenima y pezucmap

MUL A, #3 // Muooicu ce apednocm uz pezucmpa A ca opojev 3
ADD #3, A // Cabupa ce epednocm uz pecucmpa A ca opojem 3 u cMeuima y pezucmap A

Jako perko y he ce v peaqHoCTH KOPHCTHTH (PMKCHM GpojeBH, YIIaBHOM pauyHajy ce
BPeJIHOCTH Koje ce Halate Ha ojipeleHUM MeMopHjckuMm Jokamujama. Ha Ta) Hauuo ce

JIOJATHO KOMITIMKYje pauyHalbe H3paza KOJH T TOM ¢Iivuajy uMa cienehn obauk




@150 = @100 + ( @105 - @102 ) * @07

Y opom mapasy cumGon ,, @ 3Haud Ha ajipecH Tj. 6poj ce Hajask Ha 3ajaro] ajapecH. Jla Ou
onepauuja Ouna moryha norpe0GHO je NPBY VUMTATH BPEJHOCTH Y MEMOPH]Y W OHJA
Hipoljerbe oneparimje ce BpiiM Ha cienehu HaumH;

MOV B, 102 // Cyxeuwrmarse epedtiocmiu ca Memopujcre aopece 102 y pezucmap B

MOV A, 105 // Caewmarse apednochii ca Memopuijeke adpece 105 y pesucmap A

SUB A, B/ Odyzumarse apednocmu (@105 - @ [02) emewmarse pesyiamama y pezucmap
A

MOV B, 107 // Caeumarse epednochi ca memopiijcke adpece 107 y peeucmap B

MUL A, B // Muoxcerse epednocmu npemxodue onepauuje u opoja ca adpece 107
cMetimenoe y pecticap B

MOV B, 100 // Cuewrmarse 6pednocmu ca MeMopujcre aopece 100 y pezucmap B

ADD A, B W Cabupame apednocnu pesicmpa A (( @105 - @102 ) * @ 107) u apednocmu
v peaticmpy B (@ 100) u crewimarse pesyvamama v pezucmap A

MOV 150, A Y/ Cuewmarse epednocm pecticmpa A Ha Memopujexy aopecy 250

Kao mro ce Moke BHIASTH Ha TIpUMEDPY YaK H Je/HOCTABHH M3pa3H W olepaiimje Mory GUTH
KOMILTHKOBAHE 3a H3BOlE:e M MOTY 3aXTeBaTH MHOTO JIMHH)a Koja. Jlonatny otexarajvhy
OKOIHOCT IIPEeJICTARBa pajyMeBalbe KojJga H KOjH JIe0 KoJia BpluIid [{ﬂj}-’ nncpal[njy_ JO[][jC,‘]«']]]
npobiieM je pajl ca NpoMerhHBHM. Y OCHOBH ¢e pajl ¢4 IpOoMelHBHM CBOJH Ha ajpece

NPOMCIEHEHX IITO NPABH H[)OE'J]GM Y paay ca BHUIC ITPOMEH-HBHX H 's[[a'[aj[m aTeXxapa paj.

300r KOMIUIEKCHOCTH H NpobieMaTHKe pajia ca BeIHMKHM OpojeM HM3pasa, JokalMjama v
MEMOPHJH M HHCTPYKLH]A VBOIM ce JOJATHH ¢JI0] KOJH uuHH KoMmajiep. Omnpelen
MporpaMcKH je3uKk Je(HHuIIe W3pa3e KOJH ce MOTY KOPHCTHTH M Ha KOJH HauHH ce MOTY
KOPHCTHTH, HAPABHO KOMIIAj/lep MOpa 1ojpxasaty Te Hipasze. OBum vohemeM ce H3pas us

MPETXO/IHOT MpuMepa ¥ C MPOTpaMeKoM Je3HKY MOAE NIPHKA3aTH Ha ciieichH HauuH:
intvl, v2,v3, vd, r;

vl=3;
v2 =7
v3=>5;
v4 =3

r=vl+ (v2—-v3)*wd;

Kama ce M3BpIIM KOMIAjIHpame OBOr KOj4, KOMIAjIep TNpBO aHAIM3Mpa KOJ M
HAeHTHHKYje Ja je moTpebHO MeT NpoMeHBHX. Y NHcaby Kojla Hhje OHIo notpebHo
JieMHHCATH MEMOPHJCKE ajipece Jep 0BO ojipaljyje ayToMaTcku koMmajaep. ¥ ciyuajy us

npuUMepa KOMITajiep Moke JepMHHCATH 34 NpoMebHBY v mMeMopHjcky anpecy 100, sa




npoMeuBY v2 MeMopujeky aapecy 101 u cn. Kommajnep Bojn pauvHa M eBHJICHLH]Y O

JIOJIE/b€ HHM MEMOPH]CKHM ajipecama.

v JIATOM IIpHMEPY HOCTDjH HEKOJHKO JIOJIe/bHBEAILA BPEIHOCTH IMPOMEILMBHM, TTIOUEBIIH O]

JI0JIe/bHBALA BPETHOCTH MIPOMEHBO) v .
vl =3;

Komnajaep unTa M3pas M npeMa NpaBujMMa Jaror [porpaMcKor jesHka TyMmaud ja je
noTpedHO fa ce npoMemHBo] v poaenu epeauoct 3. Kommajnep 3Ha Kojo] JOKalMjH v
MEMOPH]H j& JIOJEIHO MPOCTOP 34 OBY IPOMEILHBY H HA OCHOBY TOTa VIIMCY]e BPEAHOCT Ha
ofipehery Jokaiu)y v Memopiji. Ha ocHoBY MmosHaTHX TapamMeTapa KOMIIajjep reHepHiie
noTpebie HHCTPVKIH)e Koje he npoluecop pasyMmeru. Opum he M3nas u3 KoMnajjiepa ka

npotecopy OHTH HHCTPYKLIH)E:

MOV 100, #3 // Bpoj 3 ce emewima na Memopujcky aoxayujy 100 wmo odzoeapa vl = 3;
MOV 101, #7 // Bpoj 7 ce cmeutma Ha Memopujcky aokayujy 101 wimo odeosapa v2 = 7;
MOV 102, #5 // Bpoj 3 ce emeruma na Memopujcxy aokayujy 100 wimo odzosapa vi = 5;
MOV 103, #3 // Bpoj 3 ce emertma na memopujeky aokayugy 100 wimo odzosapa v4 = 3;

Hucrpykiigje ce KOHBEPTY]Y V ONKOJ KOjH ce npocielyje Ha H3BpiIaBaie IpoLecopy.
Taxole nacrapak koaa Koju Tpaxu pesymrar ¢yuxuuje r=vl + (v2 —v3) ¥ vd; nemace y

HHCTPYKIH]€:

MOV B, 102 // Cymewmarse spednocmu ca memopijcke adpece 102 (npomersuea v3) v
pecucmap B

MOV A, 101 // Cuewimarse epednocmu ca memopujeke adpece 101 (npomernusa v2) y
pezucmap A

SUB A, B // Odyzumarse (v2 - v3) u uysarse pezvimama y pesucmpy A

MOV B, 103 // Cuewimarse épednocmu ca MeMopujcke adpece 103 (npovmersusa v4) )y
pecucmap B

MUL A, B // Muoocerse epednocnu npemxodne onepayije u opoja ca adpece 103
cMeumenoe y pesticnap B

MOV B, 100 // Cuewimarse epednochu ca MeMopiijexe adpece 100 npomerwusa vl ) y
pecucmap B

ADD A, B // Caduparse spednocmu uz pezucmpa A ((v2 - v3) * v4) ca epednouthy uz
pezucmpa B (v1) u uyeame pesyviamama y pezucmpy A

MOV 150, A // Cumewmarse gpedHocmu pe3yimanma Ha Memopujeky adpecy 150
(npomemtear)

Kao mro ce BHJIH M3 IIpHMEpa ITpOoTPpaMCcKH jC3H].lH BHIICT HHBOA ,L[O'jBOIbaBaj}’ JIAKIIH pall,

Belly (IeKCHOHIHOCT W MHTJEHBOCT ¥ NHCAY HHCTPYKIHja. YBolele KoMnajiepa J0B0OIH




y nurame notpedy sa mosHaBameM aceMOnepa ganac. ITocToju HekoIMKO pasigora 3a
nosHasame acemOnepa. Kommajnep vehe yBek reHepucatd ONTHMaJHe HHCTPYKIHJeE.
Onpehene pagme ce MOry M3BpHIMTH 3HaTHO edmkacHHje yrioTpe0oM HecTaHJAPIHHX
MeTO/la KOje HHCY No3Hare Kommnajiepy. OBo je jako BaKHO Kaua je norpedHo H3pyhu
MakcHMasIHe nepdopMaHce, U Y TOM clIyuajy ce ojipeljeH cerMeHT MoMKe YPajluTH 1ocebHO

v acembiepy.

[TpoGaem ca nepdopmaHcaMa je HajH3paMeHU]H KoJ MabHX ypebaja ca orpaHHueHUM
pecypeuma. Kon oeaxkeux ypelaja ce mopa nocruhu mMakcuManna uckopuithenoct seh
MaJiMX pecypea koju cy yrpahenn m He mory ce Hagorpaauti. J{ojarHo orpanuuerhe
KOMIIajiepa je IeroBa OrpaHHueHOCT HA (PYHKIHOHAHOCTH KOje ¢V My Io3Hate. Y cyuajy
Jla ce KOPHCTH Heka HoBa (PYHKIHOHAIHOCT IIpollecopa KOMIIajlep He MOXe IeHepHcaTH

HHCTPYKIM]Y 32 TY (pyHKIIHOHAIHOCT.

[Toznapame acemOnepa Yy JaHalllibeé BpeMe je NOTpeOHO 7a clayvajeBe aHAIM3Hparba
copTBEpA, 33 XAKOBaKE aTUIMKAIM]a MIIH H3MeHY (YHKIIHOHAIHOCTH ariMkaiuja. MHoro je
JeHOCTABHH]E aHAIH3HPaTH roctojehH nporpam ako He MoCTOJH JIOCTYIAH H3BOPHH KO,
JEHOCTABHOM 3aMEHOM HYMEPHUKHX BPeIHOCTH ca o/iroBapaj yiuMm Ha3uBHMa HHCTPYKLM)a

yUMe ce JIoOH]ja aceMONIepPCKH L Je3uK”.

Benukn npobnem acembiepa Takole uMHH npeHOCHBOCT. AKo ce KpeHpa oapeheHH onko
ca HHCTpyKLHjaMa 3a onapehen npotecop ol he paguti camo Ha oapehero) rardopmu. Ako
O HMcTe HHCTPYKIMjE¢ KOPHCTHIM Ha JIpyroj] miardopMu oHe 61 OHIe HeynoTpeO/LHBE U

MOpasio OH ce M3BPLIMTH NpeBoherme Ha oarosapajyhu onkojr.

HoGpo peuieme 3a npoGiieM [PeHOCHBOCTH HY/E HWHTEPHPETEPCKH je3dlM. Y roTpebom
HHTEPIPETEPCKHX MIPOrpaMCKHX Je3HKA HIBOPHH KOJ1 OCTaje HENPOMeIseH a KOMITajIupa ce
v ontH aceMOuepcku ko OBakBa je CHTYallHja KOJI KOMIIa)Mpaa Jaga IporpamMckor
Je3MKa UMjM pe3ylITaT KoMnajaupara YMHa OajT koa. Jla OM ce H3IBpIIHO OBakaR Mporpam

noTpebaH je TyMau WK MHTeprpeTep.

[lpepnoct  viorpebe  MHTEPHPETEPCKHX  IIPOTPAMCKHX  J€3HKA  je  IPeHOCHBOCT,
(urexcHOUIHOCT M curypHocet. JloBo/bHO je mporpaMm HanmucaTH jeanoM M oH he ce
HIBPIIABATH HA CBAKO) APXHTEKTYPH HA KOJO] je MHTepiperep joctyiad, 6es norpebe ja ce

H3MEHH HEelITO Y caMOM TporpaMy HIM Jia ce oH npwiarofd. 36or KoHTpole Kojy




HHTEpPIpeTep HMa HAJ THM IITA [POrpaM MOMKE pajMTH, CHI'ypHocT je Takolje Beha.
Hurepnperep moxe Grokupary oipeliene paiibe W THME CrpeunTH HecHrypHe QyHkimje

HIIM pajiibe TIporpama. JeHa oJ MaHa HHTEPIPETePCKHY Je3MKa je Op3HHa H3BplLIaBambha.

Cama samura copTBepa ce JIOHeKIe 0CJiamba Ha Mpollec KOMITa)IHparba J1a OH ce IIPHKPHO
HAuHH (PVHKIMOHHCAA Kao M Jia ce 3alliTHTH HMHTeNeKTYalHO BIACHHMINTBO. Pepep3Hu
HHKEHePHHT YHHH MPOIeC aHAIM3HPAakha CHCTEMA HIIH Heke CHCTEMCKE KOMIIOHEHTE, Be3a
Koje moctoje H3Mel)y KOMIOHEHTH M MpHKake BbHXoBe oaHoce H dyHKIHOHaIHOCTH [41].
Opo omoryhasa na ce oTkpHje cTpykTypa codTBepa, HauHH (PYHKIMOHHCAIA, KA0 H
(pyaKIMOHATHOCTH Koje nioceayje. Onpehen Gpoj MeTo/1a 3a aHalK3y H JOCTYIHHX ajiara 3a

ananu3y codpreepa Aajy MorviiHocT YBHIA ¥ CYIITHHY ofipeljeHor codTrepa.

Pepepsnn HHKelEPHHT j€ Jako KOPHCTaH ¥ aHaIH3H coiTRepa U MMa MIHPOKY HAMEHY, Hek

0J1 HaMEHa PEEEP3HOI HHKCHLEPHHIA CY:

- Ilponanakemwe MaauiuosHor koja. MHOMH ayTopH MaluuMosHOr codrBepa CBOJ
co)TBEP CAKPHBA]Y Y OKBHPY JETHTUMHOL copTBepa. AHAIH3IOM MAJIHIHO3HOL KOJIa
MOKE €€ pazyMeTH HauMH (yHKIMOHMcama 3J0HaMepHOr codTBepa H YOUHTH
oapehenn madIoHN KojJH ce MOT'Y HCKOPHCTHTH 3a KacHHje JieTeKToRame [42].

- Ilponanakemwe rpemku u pambupoctd. Yak u Hajbosbe jzajuupata coyrBepeka
peleiba MOTY HMAaTH TIPOIVCTE H Ipellike KOjH ¢é MOTY JIaKo MICHTH(HKOBATH H
HCIIPaBUTH.

- Iponanaxeme u ynorpeba (pyHKIHOHAIHOCTH KOje H3BOPHH ayTopH cohTRepa HUCY

MPEJIBUIEIIH.

PeBepsuu HEKCHECPHHI 3axTeBa KOMOHHALM]Y BelITHHE M Jo0po paszyMmeBame paspoja
copTBepa. 3a YCNEHO aHaJM3Hpamke HEONXOJHO je caBliajlaTH [penpeke y BHIY
LOTBapama’ KoJa, aHaIn3e Hapea0H U Joruuke ananuse. OBaKaB MeTO/1 HMa CBOje HaMeHe
Kao vy MO3UTHBHOM pelllaBaiy podileMa Tako MV HErarHBHOM CerMeEHTY VvV BHIY

'iJ'[(}}r"I'.IOTpGGB HHTENEKTVAIHOT BIACHHINTEA U HEORIAIITEHe VIIOTpede CO(i.'lT‘BB]Ja.

2.6 Beb oxkpysceme

TpeHyTHO Haj r[onleapH}'ﬂ cepeuc Murepuer mpeske npejicrasiba cepsuc Bed (eurn. World
Wide Web). Hazup Be6 ce uecTo HorpeiliHo KOpHCTH Kao cHHOHHM 3a MHTepHeT Mpesky.

HuTtepHeT npejacTarba riobaino nope3ate pauvHapeke Mpesxe, 1ok Beb npencraesba jenan




0J1 cepBHCa KOJH 34 CBO] pajl KOPHCTH TV Iodanny Mpexy. Kpajem ocanmjeceTHx rojunHa
Tum Beprepce-Jlu (enrn. Tim Berners-Lee) noueo ce GABMTH pazBojeM cepBHca KojH O v3
nomoh VHHBep3alIHHMN WIeHTHQHKATOpa JOKYMEHATA V MPEKHOM OKPYEhY MOBE3HBAO
nokymenTe W HHpopmanuje [43]. Pagehu v Epporicko) opraHuzailji sa HyKJIeapHO
uHerpaxkueame 1990 rogune Tum Bepuepe-JIu (eurn. Tim Berners-Lee) zappmaga pazgoj
Beba (enrn. World Wide Web) u va nposiehe 1991 sajeano ca npeum Beb cepeepom nyiira
v paj Beb [44].

[IpeoburHa Hamena Beba je 6una ja nosexe # oMoryhu npueTyn 10KyMeHTHMA KOJH CY Ce
HAJIATHIIH HA PasjIMuMTHM JIoKallHjaMa [oBe3aHuM MpekoM. PaiBojeM Jo1asH ce 1o HOBHX
NPOrpaMCKHX je3HKa Koju oMorvhasajy H3BpIIaBaIbe HA CTPAHH CepBepa a THME H KPeHpa e
JIOKYMeHaTa ca JMHAMHUKUM cajpkajeM. 3a (vHEIMOHHcame Beba Tum bepuepe-Jiu

pa3BHja TPH TeXHOJIOTH)e:

- Yuupepzanuu wiaeHTH(HKATOp JoKyMeHata (eHrin. Universal document identifier)
KOJM ce KACHM]e 3aMeeH ca IabloHCKOM JoKallujoM pecypea (eI uniform
resource locator URL)

- Jesuxk 3a oGjap/buBame HyperText Markup Language

- Ilporoxon 3a npenoc Hypertext Transfer Protocol

IIpernen crpanuiie Ha Beby nmoumme vHocoMm nokauuje pecypea v Beb Gpavzep unm
npahereM JIMHKA Ha CTPAHULIM KOJa BOJIM Ka pecypey HIH JAPyroM JokymenTy. Beb Gpaysep
JATHM 3all0MHIbE pasMeHy NMopyKa y THosajuuy Ja 61 Jo00HO H MpHKa3ao TpaKeHH pecype

HJIH CTPaHHLY.
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Cmmea 27, Yuemhe pavnrnTis Bed ceprepa

Anau Beb cepeep je ox mapta 1995 na jgo panammer JaHa HajnomyiaapHHiu Bed ceprep.
IIpea Bepauja Anau ped cepBepa kpeupana je ojf crpae PoSepr Mekkoia koju je GHo
KJBYUHH ¥V pa3Bojy Bed cepBepa HAIIMOHAIHOT 1[eHTpPa 3a MPHMeHY cyIlep pauyHapeTBa (eHr.
National Center for Supercomputing Applications), nosuaror kao NCSA HITPd. Kana je
Mekkon Hanyverno NCSA cpenunom 1994, passo) HTTPd je ogrohen, oapelen Gpoj sakpna
(enry. Patches) 3a noGospllama Kpy:KHIA J€ IIPEKo eJIeKTPOHCKE IollTe BeJHKor Gpoja

JIPYTHX [IPOTpaMepa KOjH ¢y CauHHH/IM [IPBOGHTHY Anad rpyIry.

Ofjammeme kako je Anau ceppep joduo ume jao je 2007 rogune bpajan Benenpopd
roBopehn Jia je 3601 HEKOJIHMKO PEBH3Mja CepBepa H NPHUMEeHHX 3aKpra (eHri. paiches),

ceprep LocTaje MO3HAT V IPYIIH Kao 3aKpIlbeHn Bed ceprep (eHril. a patche Web Server).

Bepsmja 2 Anau ceppepa Ouia je OMTHa npenpapka BehnHe npee BepsHje Anau Koja ca
jakuMm (POKYCOM Ha Jla/by MOJYJAPHOCT M Pa3Boj TPaHCIIOPTHOT cioja, Jesrpo Anau 2.x
ceprepa MMa BulIe [IaBHMX yHanpehema 3a paznuky on Anau 1.x. Onu viopyuvjy UNIX
HuTH, Gosby mojipuiky Ha He-YHUX mmardopma unp. Majkpocodr miatdopmama, HoBw
Amnau API, ¥ OJIPUIKY 3a HecTy BepsHjy HHTepHeT rpotokoa (IP V6). Ilpso anda niname
Anau BeG ceppepa 2 je Guino v mapry 2000, a npro japHO NOCTVIIHO H3Jlalke O-TOT anpuia
2002.




Bepamja 2.2 je veena puume duexcuoununx opnamhema. Takohe je kapaxrepuiie
noGosblamke MOIYJIa 3a Kellupate caapikaja U MPoKCH MOy, Arad nojpkasa BeIHKH
Opo) (pVHKIIMOHAIHOCTH, MHOIe HAIPAaB/LEHE KAO CACTABHH MOJAVIH KOJH Hajorpalhy)v
jesrpo (pyHKIHOHANHOCTH. MHOTrH omre npHxpaheHH NporpaMcKH je3HIM 38 KpeHpame
uurepdejca cy nojapEAHNA d _perl, mod phyton, Tel, 1 PHP. Tlonynapuu moaymm 3a
ayTeHTHUHOCT VKIBYUY)Y mod_access, mod_auth, mod digest, w mod _auth digest,
HaceHuk mod_digest. IlpuMep 2nauajHUX (PyHKIMOHAIHOCTH je Mojipuika 3a SSL u TLS
(mod_ssl), proxy moayn, URL rewriter (Takohe nosHat kao rewrile engine yHYTap MoAyJia
mod_rewrile), npunarolhene nor parorexe (mod_log config) u nojapiika 3a GuITpHpame

(mod _include u mod_ext_filter).

[TonynapHa MeToja KoMIlpecoBama Ha Anau Bel cepsepy VK/byuyje CIIOJbHH MOAYIL,

mod_zip, HanpaBJbeH 3a oMoh koJ1 cMmalsea BeTMUHHe (TexkuHe) Bed crpaHuia.

Bupryennu XocTHHT JI03ROJbABA JE/IHO) ANay MHCTATAIM]M Jla KOPHCTH BHILE Pa3THUMTHX
crapHuX Bel cajroa. Ha nipumep, jejiHa Maiiiba, ca jejHOM ATiau MHCTAIALM)OM MOWKe

HCTOBPEMEHO oleIy:kuBaTH OHdie pasnHunuTHx Bed nomena.

Anau nojp;kasa nojicuiaBamke Mopyka o rpelikaMa, ayreHTHuHe Gase nofataka Gazupane
Ha cHCTeMHMa 3a yiipas/bame Oasama nojaraxa (enrn. Database management system -
DBMS), v nperopapame caapixkaja. Takolje je moapsxan of c¢TpaHe HeEKOTHKO rpadHuky
uHTepdejca. Anay ce NPBEHCTBEHO KOPHCTH A OICIYKY]E KAKO CTaTHUKH Caipika), TaKo 1
JIMHAMH'Ke HHTepHeT cTpanuie. Muore Bed annmkanmje ¢y auzajHupate Ha Takap HauHH

Jla O4eKY]Y PeKHM pajia H olllMje Koje Allad 1npyxa.

Anau BeG ceprep, cactaBuu je jeo nonyiaapaor LAMP (Linux, Apache, MySQL, and PHP)
Be0 ceppep anaMKaTHBHOI NakeTa. Anay ce J0cTaB/ba Kao Jieo MHoroOpojHo 3amrrhennx
coprBepckHX naxkera vibyuyjvhi u Oracle Database wim IBMWebSphere armganuoHu
cepeep. Mac OS X unrerpumie Anau kao yrpaljenn Beb cepBep M kao nmoJplky 3a cBoj
WebObjects atuIMKAITHOHH cepiep. Anay je vkbyueH ca NovellNetWare 6.5, rjie je aKkTHEHH
Be6 ceprep. Anau je Takohe viibyued v muore Jlunyke JueTpubyimje. Anau ce KOPHCTH 32

MHOI'E 3aJaTKe I'71e caup}lcaj Mopa GHTH Ha paclionaraiky Ha CHIYpaH M MoYy31aH HauKH.




Jloxarmja rjie ce HaJA3H capIKaj Tj. XOCTHHI je BakaH daxrop. KopucHHIM jKelle 1a IbHXOB
cajipikaj cauyBa MHTETPUTET M3BPIIABalba, JIOK ayToOpH codrBepa #xelie a jature codreep

OJ1 HEJIETATHOT KOIIHpaik-a | MD,E[[-[[]JHKOBBH)H_ Ha_] yemihe ce 3a XOCTHHr KOpHCTE :

- JleseHH XOCTHHT

- BupTryennu npHBaTHH cepBepH

Jle/beHH XOCTHHT je JaBHH CepBHC KOjH Ipyixka veiayry Bed cepsepa. Benuku Gpoj xocTHHT
CepBHCa je JIOCTYIIaH Kako KoMepHHjalIHuX Tako H GeciuiaTHUX. Kako ce XOCTHHI cepBHC
JIeJTH Ha BHIIIE KOPHCHHUKA NOTpelHa je aIMHUHHCTpaIMja oJ1 cTpaHe OHOT KO NMpYiKa YCIVTY.
OBo 3HAUH MHOTO Marke KOHTpOJIE 3a KOPHCHHKA Kao H MorvhHocTH 3a passoj. Ckopo cap
copTBep KOJH je HaMetbeH cTaHaapanuM Beb cepeepuma panuhe u Ha Je/beHOM XOCTHHIY,
AJIH pa3BO] COIICTBEHHX pellicikha Kao M KOHTpoJa cy orpaHnucHH. MaHe OBaKBOTI HauWHA
JipKaba Mo Jle/beha cajlpikaja ¢e THYY OIPAaHMYEHOCTH caMor ceppHca. Y cayuajy
HENMPaBHJIHOT TI0JIClIaRaka TIPHBHIETH]ja HaJl ¢ajnoeuMma, Moryhe je Ja HeoBIanITeHH
KOPHCHHIIK JTOOH] ¥ IPUCTYIT JIe/beHUM PECYPCHMA M J1a HA Ta] HAYMH OCTBAPE MPUCTYIT CBHM
(hajnosuma. [lepdopmance oBaKBMX cHeTeMa HHCY Ha BHCOKOM HHBO M MOT'Y OHTH Mpobiiem
ko1 npeonrepehera cuctema. 3601 Hel0CTATKA NPHCTYIA K/BYUHHM CErMeHTHMA cHcTeMa
KOPHCHHK He MOe HHCTAIHMPATH CBOja pellieikha HIH UMaTH Belly KOHTpPOJIY HaJl cepBepoM
v BHJIY M300pa nopToka, ciayimama caodpaliaja Ha oapehenum noemamhienuM noproeuma
KOJj€& MOJKe KOPHCTHTH 32 alUIHKAIH] Y KOJY XOCTYje Ha cepBUcyY. AJIMMHHCTpalMja 071 CTpaHe

KopHcHHKa ce Hajuelnhie oBapba ynoTpeboM Bed Gazupane KoHTpolHe Tadne.
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Cmika 28, Kowrpornsa Tadma Beb xocriur
BupryenHu nmpUBaTHH cepBepH CY BHPTYAIHHM PauyHAPH KOJH Ce& M3HAJMIBY]Y 3a nortpebe
xocTHHT cepirca. BIIC croj onepaTHBHH cHeTeM M KOPHCHHK MMa Hajl cepBepoM TIVHY
KOHTPOJIY TAKO [1a MOMKE H3IBPIINTH HHCTANANM]Y JOJATHHX cepBHca M OMJI0 KakBOT
copTBepa KOJH je Npe/iBHheH 3a orepaTMBHH CHCTeM KOJH ce KOPUCTH Ha cepeepy. 3a selinny
namena BIIC mma dyuxumonamsocti usnukor ceppepa. 36or muardopme BUPTYEIHOT
pauyHapa OBH CepBEPH C€ jaK0 JIaKo KOH(PMIYPHIIY M HHeTamupajy. [leHe w3HajMibHBamba
BIIC cy sHauajHO Mame 0J M3HA)MIbHBAbA (IM3HUKOT cepBepa, Aok nepdopmaHce Mory

GuTH NpUOIIKHE (HIMIKOM PElICY 38 XOCTHHL .




BupTyenHu cepaepu

MHTEpHET

Crmea 29 Apxrrextyvpa BIIC

Ipeanoct v n3dopy BIIC ce ornena v peheM HHBOY CHIYPHOCTH, jacHO Je(MHHCAHHM

pecypcHMa Ha pachiojaramy M MorviHOCT HHCTajJalMje W nojeinasama codrBepa Ha

cepBepy v cKiajy ca norpebama.




3 Tlpernen mocrojehinx pemema

TpenvrHo nmocTojH BeJUMKH Gpoja JOCTYIIHHX pellielsa 3a 3alliTHTY H3gopHor koaa. Onpeljen
Opoja peliersa je GecriaTaH JOK JAPYIH JIeo NpeIcTar/ba)y KoMepliHjaiHa peierba. [Ipema

HATHHY 2allITHTE H3BOPHOT KOJA OBA PCIICHQ MOYKEMO ITOJCIHTH ¥ JBC OCHOBHE T'PVIIC:

- Anarti 3a KojoBatke/ HQpoBaibe H3BOPHOT KoJIa

= AnaTH 3a MackKHparkc H3IBEOPHOD KOJa.

O6a npucTyna uMajy ceoje IpeHOCTH ¥ MaHe. AHanIH30M NocTojelinx penersa fonasu ce

JI0 3aKJbYUKA J1a HH Je/{Ha MeTO/1a He HY/H OTIIYHY 3aliTHTY.

3.1 Kooosamelwughposame uzeopnoz kooa

Koposame win mudpoBarbe H3BOPHOT KOJla ¢y JBOCMEPHE MeTo/le KOHBEPTOBatba ajll ce
cvIITHHCKH pasiuky)y. [udgporame ce Gazupa Ha ckpuBeHOM napaMeTpy (KbV4) KOJH ce
KOPHCTH Y IIpOLECY KOHBEP3Hje W3 oTBopeHor v wmMdpopanu Gnok. OGHuHO je mosHar
AJITOPHTAM KOJM c€ KOPHCTH ajM To HHMje yBek norpeGuo. Konopawe ca apyre crpane
fpecTaB/ba KOHBEP3H]Y Y KOJO] ¢€ KOPHCTH [MO3HATH AJrOPUTAM Kao M fapamerpH 3a
KOHBEP3H]Y TAKO Jla CBAKO KOME Je TO3HAT aaropuram mMoke Ge3 npobieMa W3BpPIIHTH

MOBPATHY KOHBEP3M]Y ¥ OPHIHHAIHE (opMar.

Behuna PHP kozepa ce v cyINTHHH TOHANIA K40 MexanusaM 3a mudgposaibe. OHU cajpixke
TajHy KOMIIOHEHTY KOja clipeuaBa JIaKy KOHBEP3Mjy V OTBOpeHH (opMar Kao M aHaimu3y.
Opakpa KOHBEP3H]a OTNIPAR/IABA 3aTBOPEHH KOJ1 MEXaHH3aMa 3a IH(popamke. YIpapo oBakae
3aTBOPEHHM KOJ crBapa 3aBucHocT oj Tpehe crpaHe T). TBOpaua MexaHHsMa 3a

KoJloBaIbe/ MH(ppoBame.

Tpenyrno Ha TpaumITY n0cTOIH opeher Gpo) KOMEPILMJATHHX Pellieha KOja BPLIE YCIYTY
JHMCTPHOYIIMjE MeXaHM3aMa M ajaTta 3a 3allTHTY M3BOPHOT KoJa H(poBameM WM
KojoBamkeM. Mehy HajnonymapHHjHM Hajlasd ce 3eH] UVBap KOJH BpIIM IIH(ppoBaibe
KOHBEPTOBALEM MJIM KOMIIAj/IMpamkeM H3BOpHOI koza v Oajt koj [45]. Cinuuan meroj
KOPHMCTH JOII jeJlaH MOoNyJapaH KOMepIMjaTHH ajaT 3a 3aliTHTY 3alliTHTHHK H3BOpa

wSourceGuardian™ [46], nojpaTHo oBaj anar uMa MoryhHocT orpaHHuaBatba H3BPIIABAA HA

onpeheny HUII anpecy. ¥ kiacu panuje crioMeHVTHX pellera Halasu ce u lonCube PHP




Encoder* [47] oBo peliee BPILIH KOMIIAJIHPamkE v 0ajT KOJI M THME IITHTH H3BOPHH KOJI 0]
kpabe, HeoBIALITEHE H3MEHE WM KOMUpaba. 3alTHTa CKPHIITH M M3BOPHOT KOJla BPLIK ce

VIOTpeSOM alUTHKALM]e HHCTAIHPAHe HA pauyHap.

File Edm Wind ow Healp
#dd | | NewFoider | [Remave from Project| | Refresh | TargetPr® versons: [ 4x [715.0/5.1 W52 153 W54 [¥55 Wiss
File = Date Modified  Type
4 Untitled
B brina.php 08-Sep-15123:22... PHP Script =~ ¥
r
@ Untitiad - Encoding Rezult s

Spurcebuardian 10.1_ € Encoder Evaluation (built: Feb 10 2016 d0:32-324)
Cepyzighe (=) 2000-2016 Ssurceluazdian Ltd
Supporta encoding for PHP wversiona: 4.3,4.4,6.0,6.1,6.2,6.3,6.4,6.56,6.€

1 total files

C:wUsezs nenadiDocumencaibezina . php - ok [3]
1 files, L prooassed, O &Ifoss

Dectination Folder  C:/Usars fnenad Doasments l Choaas

ﬂ I Lodk I [ Advanced ] Press Control to encode only schected files and folders | Emcode

Crmka 30, [prxa3 HAKOH NPoEca IAMTHTE CEPIITE

Osako sairruhena ckpuira ce rocrasiba Ha cepeep. Ynorpeba samrnhene ckpuirre ce BpIun

v3 noMOh eKeTeH3Hje HHCTaIMpante Ha cepeepy.




SourceGuardian

SourceGuardian Loader Support enabled
SourceGuardian Loader Version 10.1.5
SourceGuardian Loader Build Number 0x00000016
phpSHIELD Support enabled

sourceguardian.restrict_unencoded 0 0

Crmga 31, [Tprkas pernctposane excremie y PHP

OBakap HauHH 3a1ITHTE HYIH MOTYIHOCT oTrpaHHYaBama H3BplIaBalba CKpHITE Ha ojpelen
BpEMEHCKH 1epuojl, oapehen joMeH, 3aKkbyuaBare W3IBpLIaBamba Ha ojpeheny JokauHy
ajpecy.

1
= e, & v et
File  Edit  Fuoject  Help
ci= L
T Guasrel Exphoier = 0 || e = =

l$E5 8-
¢ ¥ bai
Geneval information Links
Broduct Mame bz Increaie Seduiy usen oblukiation. Lear P
Product Yersion: 1 Ensofls projen

| - EE R

| Ot Locakion: | CALBerinenadiDeskiop [Bromse]  _ . i
Tandiosde [ | Conk ity 3o

l Compatiity: | Zend Guard Losder for PHE 5.5 = rguire: Secusty detlingd

| r i Configure oblucation Exbode Ly
Enortinctng: | IOBIREREE B Confgure PHP snewded s hopdery
Werboriy Level  |Vesbose == Wieewr theese setiangs in L Peemat fl
Source Optiom

+ Lie globel sowris oplang

FHP 58 =| |phg
¥ Wes =| | phtel

Mo

ik Ves

Creerviewr | Security | Exclude List | Header Ieforrnation | XML Editer
.:.P\-Ww'slﬂl:mll:.'ﬁwm = i

Merrage File e Miamnybas
& Emors K itemnt) '_
B WEnings 0 e

Crimga 32, [Tojiem apame NApaMeTapa JAMTHTE
HDHME‘FHO je Jla HAKOH 3allITHTE CKPHITE JIOA%H 10 maqajHe H3IMEHe ¥ [-bEHOj BeJJHUHHH.

Onpehenn neo kona v zamrruheHo] CKpUNTH 3ay3uMa M MeTO/a IIPOBEPE J1a JM MOCTOJH




EKCTEH3Hja Ha cepBepy Kao y OAroBop y ciyudajy rpemke. Ha oBoj MeToam mposepe

NpHMEEeHA je TeXHHKA MACKHpPakha H3BOPHOT KOJIa.

aurceGuardian

:2php @
.H' (! fumction_exists(

%__v = phprersion();

$ x = explode(”. ", $_ v);
3 n=3% x[8] * 10888 + $_x[1] * 180 + §_ x[2];
L u = strtolower(substr{php_uname(), @, 3)):
$ f=3% 0= "{iuad.” . substr($__v, 8, strpos($__ v, e B s T
3 ffm% A m “ixed.' . $_ v . S I, TH
3 ed = ini get('extension dir');
if (!§ e = realpath($ ed)) die(extension_dir does not exist: ed);
if (3 _n < sez05) {
4 de= getaud();
if (@F_d[1] == ":"} {
$_d = str_replace{’\'," [ ',substr( 2)):8_e=str_replace("\"," [/ ", s t
t s 1 Hefr ! ixed / ff f dixed f f
. d.5_F file L 4 _ s.% d.% & L 4 [ §: {$_ dedirname(3_ d);Ff (file_exizts(3 e.3_d.3_f
f l f (f i d $_d.5_F); f fon_exists('cg load ) ){if
{file xists($ i & L d2(%_ T H- e af{file 1sts(% 3 ' $_Te)) dl(% , functic exds [
g load' )} {die{ 'PHPseript < B » "._FILE_ ."' < / B > isprotected by ¢ AHAEF = "http: 2 r n » Sour
ceGuardian ¢ / A > and requirestheSourceGuardianlonder < B » "3 0. £ S By . Tnescurceﬁuardlnn]nuerhasﬁntbem{n

stalled, or anutlnitlll:dcor'r::tly Plcisefmdth:r:qmr:dloid:m:.th;nS-ourc:éuar‘dlunm:tullauund:rﬂtory or visitt
Ile ¢ AHREF = "hitp:/ ourceguardiar iweds/" » SourceGuardianphpenceder < / & > sitetodownloadit .

turn sg_losd( czwsiscmsnszrmmmumnumm / LXiVg + GEI2BH1EWyNbHVEpLExDPVpmINAIVRHNBS /
pM\rijrl:ngwmﬁﬂl ogfiihnl / gRVESINy 16267 FYn3viCEGDSVRCEQRGhHDZOMC 3Rh 1tuF cuSiias 1 2CcpXT SGhM40q3NbECHUQDSUYDX 214 +
T#-EOEMAADEAMB-.S-)'M ! \‘.Oj?! + uegHSLIWTDLLGHY / BﬂGc.’,SDyS(CGdlfl;qe&jﬂ?SBSfS:-DFﬁSIj;-TUkBinFIEECILSSﬂ { VoBrFWeH31o
?WMHH‘S:{fJMCZP!IfK-ECGCnSyDﬂu + JHqM!l:GSM&\"lby‘fvutfﬁﬁ £ TeQbzatSteGJuwiEsHRTATpud YBr Jahuw001ir 3iby 2XvBGkdLlxic8
BOFG3TwFF74ctNIKQUUm / ShSyhE93qsbOnRend taM0sCoiu / €wwlds / za + nFpFEfSbsZqK2Grx]Zrmieb]163CKuHN1 1M IMIEGETmHBOA
ARRAEAABLELDFRzET212XZnEVINMCy RSy YTl + ehqzG24rRVepBpHRZgri7SUpkvebiSulurzGNSBLSAMN + ryGKK / CkN2501ghHEFNZEUOHIS
19aZEHAG + /F1DEnNZO0bA3AQeBOYXBRDCLrDqe MHONO3IpERORSHIGBIZ + SH + réeTyKypAHeSUIDkTRA / AlhADXoky2yfyd0SAHSSENKEX
UrgménPybICCzFDGO1IGrPHAKer PEZnT priflaRlgstmvELbFmwt EFvSUk20p] 716 + s6a<DzPTPN2ZTvEfWwVs1AFSLTrw + UuHtlrkhEipHHIOEGF
FhC11GE0BpFEuBRBYMVNASAAMALARABPUESSWIrgbg / LUhbdT7y 7LwBUSIRZENISCpIMLE LPBNT ninscO83K 265 DImGg DL Iw]Br FQz FaFkwFipavli7
CEw / BolquSdfhPty10wuyTfpl3dalyxyUlshl kodndVxbTHpkQlSte r SAThwz 3PVl e TwnBwlLcobtzH1pzaIKT Sx5kQTwhsc gl rns ahGRHIHS 3viik
6B | eSYiAnc3UEhyD3tPetirfi6 / DOQEERrxdiDSA4RDIUNEbCO2ZBBIF TmB 1AM AWAAAAE D IXUFBM / rderSZafelyiml7cubUsd lugliSxEom
m5Lbi89716852H KozhsduSCSUEYLIFeiBhmsPplbghToxtalz xRZghUVNG2f 2ngu i fomiUOKUKzZp + 85m22yGINQCT + AUSSmMPXASHCZBNSIZvC
VEHIgXtgH3Ten30AT K CZRAGNKLYXViz vEHhTVAIN  Frea8s2xrbeTOBBITPHTTANETHO + MzBBYLwGNOYGcK jmbIDwBUSeTIud + 1te(MAlil =

‘diexit

Crmga 33, Tprxas mudponasor koja ca SourceGuardian

TpenyrHo nmocroju BesMKH Gpoj) KOMEPLH]JIHHX M GeclUIaTHHX pellieha Koja BpLIe YeIyTry

JemmdpoBamba KojJla HHPPOBAHOT V3 NMoMoOh TPEeHYTHO NOMYJapHHX KOMEPIH)aJIHHX

petietba. TecTrpano je Tpu periieiba Koja ce jase Ha unreptery. lIpso Tecrupano peieme

[48] BpuM vernemmHo aenHdpoBarbe MOMyJIapHUX KOMEPLUHjaTHAX pellieiba Kao ITo je 3eH]

uyeap, . SourceGuardian™ u

~onCube PHP Encoder”. Joul jelHO KBAJIMTETHO PELLEH:E

wDeZender” [49] nyau moryvhnocT aemndpopaiba (hajiopa kao B MorvhHocoT Jekoauparba

MacKkupaHHx hajliosa.




Roadsend, phc —r[ C ]
HipHop ——b[ C++ ]
Quercus —r[ Java ]

Phalanger —b[ Net ]

Crmrga 34, AZamin 3a ROMIJIHPAKLE Y APYTE POIPAMCKE Je3Kke

PHP

Y rpyily Koja BpIIH 3aITHTY H3BOPHOI KOJA KOJOBaEmeM WM HH(DPOBabEM MOKEMO
VBPCTHTH H ajlaTe KOjH BpIIE¢ KOMIA]IMPamke ¥ HeKH JAPYTH NporpaMcky jesuk. OBaj Hauuu

Takohe Moxe yOpaaTH HIBPIIABAILE WIH H3BPUIMTH 1IpeBoleise v MallMHCKH.

3.2 Ilpuxpugamwe u3eopHOZ KOOQ

IIpukpuBalme WIM MacKHpaimhe H3BOPHOI KoJIa je MeTojla ¥V KOjo] ce H3BOPHH KOJI
TpaHcopmume v 30yibYjyiH M Tellko pasyMJBMB KOJ a IpH ToMe ce 3ajpikaBa
r[)}m[cuuouammc:'r OPHIHHATHOT H3BOPHOTI KOIA. Y [Mporecy MacKHpalba HIBOPHOr KOJa
]ID'I']JE:GHDJG HMATH 1T B&]:l["[ HHBO HE [PENO3HAT/EHBOCTH a IpH ToME OYYBATH LUTO DoJbe

nepdopmance H3BpIIABAILA.

Benuku Gpo) MeTpaskvBarba Je BpIIEH Ha TeMY Mackdpama M3BOpHOr Koza. BplieHa cy
TeopHjcka HerpakuBama [50] [51] [52] [53] kao W aHalM3le NPaKTHUHHX pelicHa

MacKupamba WiBopHOr Koja [54] [55] [56].

Y [MpHMCHH MAaCKHPalbad H3BOPHOIT KO l'[OGTOj]d HEKOJIMKO IIPHCTVIIE, OBM IIPHCTYIIM CC

MOI'Y KOPHCTHTH HOjB}IHH&‘lHO HJIM KOMOHHOBATH.

B<iphp
S${"G\x4c\x4f 62\x61p\xT2" =" \xT3\ x75\x6d";
S{™\ x4 i f " 1="vAXx61\x72\x31";
F{"\x4T7\x4c0 ™ ) =" =
Snkfaxxhtb="\x73u\xé6d";
S{S{"\x47T\x4c\x4fB\x41\x4c5"} ["\x69\x68\x62\xTagg"] }=3;
Srioicuswhkf= :

S{S{"\ x94T \xd4c\x4£B\x
£zjhjlyoakgl=""xTa\x6
S${Snkfgxxhtb}=5{5%zjhjlvoakgl}+5{Sriocicuswhkf}:

&cho$ {5 { "G\ X4cOB\R41LS"} ["\X6T\XTO\XE L\ XTBrur\XT2\ X628\ xTO\XT2"]};
[

Crmuxa 35, [Tpngas MackmpaHor goja




Coryua) MacKMpaHOT KOJIa HA HPBH NOIJIe/a JieJqyje HEUHT/LHBO, ajlH HAKOH jeJIHOCTABHE

KOHRBEpP3Hje XeKcalelMMalH MY BPeTHOCTH KO/ Jé MHOTO YHT/BHBH]H.

<?php

$ {"GLOBALS"} ["gpoxrurbapr™] = "sum";
£ {"GLOBALS"}["ihj=zgg™] = "wvarl":

£ {"GLOBALS"}["pnfsbhamv"™] = "var2"™;
Snkfgxxhtbh = "sum":

£ {$ {"GLOBALS"}["ihjzgg"]} = 3:

Eriocicuswhkf = "var2";

£ {& {"GLOBALS"}["pnfsbhgmv"™]} = 5;

$zjhjlyoakgl = "wvari":

$ {Snkfgxxhtb} = § {$zjhjlyoakgl} + § {Srioicuswhkf}:;
echo § {§ {"GLOBALS"}["gpoxrurbapr™]}:

2>

Crmka 36, Jlemndgponan ko
MHCKHpa}be [mojgaraKa je leLl jEﬂHH METOJa 3a MacKHMpame H3IBOPHOI Kojla. Opa meToj1a
MCH.a HAYMHH Ha KOjH ce rojgamH cmcurraj v Mcmnpuj}-', Macxp{pau,c mojiaraka ce 00ap/La Ha

cieziehum Metoiama [57]:

- Ilpomena viore nojgaraka (JIOKaJHH v IJodajHe)
- Ilpomena THNa eHKOAMpPaILA, 3aMeHa BPEJAHOCTH H3PazoM

- Crajame BHIIE TTPOMEIBMBUX ¥ HH30BE

Onpehena uerpaskuparba [53] [58] [59] moiasze 10 3aK/bYUKA J1a MACKHpalbe H3IBOPHOT KOJIa
NpecTaRba 3HauajaH KpunTorpadcku Mojen ca mHpokoM npuMeHoM. Ilporpad wam
HIBOPHH KOJ1 KOJM ce Mackupa 61 Tpeao Jla iMa CROJCTBA [IPHe KyTH]e Koja Ges oG3upa Ha
H3MeHe Ha KOy Mopa JlapaTd npejeuhenn u3naz sa oapehenn vnas. TpenyrHo nocroje

HCTPRKHBAKA KOJUMA €6 MACKHPae Ko/1a nnobosbiuasa v3 nomoh xapasepa [60].

Ma-::fmpa}be H3BOPHOT KOJA MOMKE ITPEJICTAB/BATH CaMO JCJIMMHUYHO PEUHICHC. PHP CaJIpxH
Ipelke H pambHBOCTH KOjG cE MOy HCKOPHCTHTH H Ha Taj HauMH ce moxke Jgohu o
samrrrheror KOJa. Oge rpeaike M pambHBOCTH CC Tal(ﬂb'.‘- MOr'y HM3MaHHIIVIIHCATH

KOHTPOJHCAHHM YIIAZHMAa W TeHepHcareM rpeimkn v PHP,

3.3 Pauynapcmeo 00 nosepema (enzi. Trusted Computing)

Pauynapu nanac v OcHOBH NpelcTap/bajy oTBopeHe ruiardopMe Koje KOPHCHHKY 1ajy

o

cnoGoay usbopa xoju codreep he xopueruTH, MoryhHoeT na uMra, ynucyje m Opuie




nojarke Koju ce Hamaze Ha ypebajy. Opakap HupBo croboze aoBeo je jio oapehenmx

npobiieMa, Kao Ha puMep:

e OnacHocT 1O KOPHCHHKA, KA0 CY OTBOPEHE IUIaT(iOpMEe IOUIOMKHE HanaIiHuMa
PazIHUMTHX BHPYCA, TPOjaHala W INNHJYHCKOT co(TBEpa Kao H pasJIHuYHTHM
NPOrpaMcKHM pPelIci-NMA KOje MOTY NPHKYIULATH HH(popMallje 0 KOPHUCHHKY.

e OmacHoct nmo Mpexy, kako je morvhe ma je mmardopma sapamena onpelenum
3noHaMepHAM coreepoM Moxke johu s10 Hanaja yekpahusamkeM yoiIyre, HIHPeHa
3apase [MyTeM MpPeke M YTPosKaBalbe OCTAlMX pauyHapa ¥ MpesH.

¢  OmacHoct no AMeTpuOyTEpe MYITHMEIHMJalHOT cajipikaja, ayTope aliMKalMja
copTBEPCKHX pelleha je oTBopeHa IIaTdopMa JJ03BoJbaBa Je/beibe Ge3 orpaHHueHha

WM YTHITAja HA KBAJIHTET.

Ja ©u ce nocturao el HuBo GesbenHocT, kao W MmorvhHoceT samrrure codreepa W
cajipikaja ol MHPaTH30Baba | HeoBJallTeHe yroTpede noTpedHa je 3aTBopeHa apXHTEeKTypa
pauyHapa koja he Ha XapasepckoMm HHBoY 00e3BeIMTH uyBabe K/byUeBe Kao M Ipollec
mupposama. KibyueBn W npouec mudposama He Ou Tpebanu OHTH N0J KOHTPOJIOM
kopucHuka. OBaKBO pelerhe Moxke oMOryiMTH cepBepuMa M copTREPCKUM pelller:HMa Jia
HMajy mardopMy o noeepeia. OBa natdopma MOKE CIPeUHTH HVpebe HH(pOopMallija,
Jie/bebe MYJITHMEIHJAIHOT cajlp/kaja MM HEeoBJIallTeHy YIoTpedy NporpaMckix pelieiba.
[Liatopma Koja HY/IH OBAKAB HHBO 3AllITHTE HIIAK MMA H HETATHBHY KOHOTALH]Y KOja ce
MOKEe CAKETH Y NMHTalHMa IeH3Ype, JHuHe cioboje W BlacHHINTBA. PauyHapeTBo o1
MoBeperba V3MMa KOHTPONIY 0]l KOPHCHHKA M jaje je jMcTpubyrepuMa caipikaja M

copTRepCKHM KOMIIaHH]ama.

PauynapcTBo o1 MoBe peba Npe/IcTaR/La pelleihe 3aTROPeHe pauyHapeKke apxXHTeKType Koja
rapaHTyje CHMIYpaH pajl alulMKaildja, CHIYPHY KOMYHMKAIM]y HiMmehy aluikaimja u
armMKalfja ca cepBepHMa. Y  HajecHaxkHMjeM o0amMky o0esbelyje ce mmdpopame
xkoMyHHKalHje uimelhy pauveapa u nepudepHja Kao WTO €Y TACTATYPA, MHII U MOHHUTOD.
Kmyuern 3a mmdporame cy yrpahenu v xapagep ypehaja  HHCY JOCTYIHH KOPHCHHKY.
Pauynap noxpehe onepaTHBHH cHCTeM caMo ako MoKe J1a MOTBP/IH el 0B WIIEHTHTET U JIa
BepH(HKyje HheroB uuTerputeT. CHIypHa KOMYHHKALH]A CHCTEMA M CepBepa je rapaHToBaHa
Takohje MOTBPIOM MHTETPHTETA M HICHTHTETa YaK M Tpe MoKpeTama KOMYHHKAlMje ca

ATUTHK AL OM .




Xapasepcka NOAPIIKA IIPEJICTAB/LA BAWAH JIe0 HMIUIEMEHTALHMjE PauvHapCTBa 0]
nopepesa. [lope xappepeke mopiike koja je Ty 300r Kbydera 3a mHppopakke, Takole je
norpeGan o6ap cHCTEM 3allITHTE MEMOPHJE H OTTIOPHOCT Ha (u3mMuke npenpaske. Ha
NOYETKY HHHIMPaha OTIEPATHBHOD CHCTEMA KOHTPOJIA Moske OUTH IIpejiara nporpaMy Koju
ce HANAIM V MEMOpPHJH KOja ce Moxke caMo uutate (enri. ROM) Ha norephupame xeu
BPEeJHOCTH OlepaTHBHOT cHcTeMa 360r norsphuBama uaeHTHTeTa W MHTerpuTera [61]. Ha
HCTH Ha1HH CE MOMKE IMIOTBPJAHTH IMOBCPEH:-C TIPOTpaMHMa np}dje JO3BOWBABALA IBHXOBOI

nokperama [62].

BIOS SETUP UTILITY

TCG/TPH SUPPORT [Yes]

Crnxa 37, AxTHBHPabe Gy HEUNOHAIHOCTI PASYHAPCTRA OJI NOBEPEHhA
Kpunrorpadckd KbVYEBH KOJM ¢y XapBepy 2aJViKeHH cy 2a H3Boljele CHIYPHHX
onepanuja. ¥ TPEHVIKY [POH3BOIHE KPHIITOrpaicK KJbYU ¢ IeHePHIIE H CMELITa ¢e Ha
xapaeep. OBaj Kby ce HHKAJL He IHa/be HEKO] JIPYroj KOMIIOHEHTH, Xap/Bep € Harnpap/beH
HA TAKAB HAYMH Jla ce OTexkaBa Jo0Hjalmhe KWbYUa PeBep3HHM HMHKCHEPHHIOM, YaK H 3a
BlacHUKa cHeTeMa. [lporpam Moe caMo TNpoclieIMTH ToJaTke KojH ¢y mHQporaHn

XaplBepcko] KOMIIOHeHTH Ha Jemudporamse. Jlemmdporanu nogartak fie ce 3aTUM uyBaTH




y samrruhieno] Memopuju, uunehn THMe aa Oyae He JOCTYNAH OCTANIHM AIUIHKAIlHjama

CHCTEMA.

Pana [IPHMEHA pauyHAPCTEA 011 [IOBCPCHLA MDTHBHCHHajC YIIpaB/LambeM 3allTHTOM IIpaBa Ha
JIHTHTAHH MYJITHMeIMjanHu caapkaj (edrn. Digital Rights Management) [63]. My3suka u
BHJI0 MaTepHjan ¢y mudporani U Moryhie BPIIHTH perpoJIyKIH]y caMO Ha [pero3HaTHM
arHKaiMjama Ha ofipeheno) mardopmu. AIUIHKALH]e HHCY JO3B0/bABAJIE KOPHCHHUIIMMA JIa
npaee konuje. Taxole ammkaiiMje Mory jia orpannue Gpoj penpoavkiHja Kao M Bpeme

PELPOIYKITH]C.

— Potvrda dozvola
Kreiranje sadriajai &l "
— snimanje P Tokevidozvola
) Kreiranje dozvola
Sadriaj
> Skladitte Metapodaci
Upravijanje
215 » sadriajem
— Trgevina Placanje
Distribucija
} Upravljanje
dozvalama
| Upotreba sadriaja
- Pratenje

Crnka 38, Iy HEIIOHATIHA APXATERTYPA YIPAREAA SaIITHTOM NPARA HA JNTHTANHI caJp®a)
OpakaB MexXaHH3aM 3alITHTE ca,up:-lcaja Ors{(}]'}"]iHBane SAIITHTY O,.‘J,p‘.‘-]]ﬁHO BpemMe. l-lpoﬁ.l]e]'s{
j!.‘- Hac:rajac- HAKOH IIPBOI" [IPOHA/IAKCHHA ¢1abocTH HIIH YCIIGIHOT 3a0 DMIaMeha MexaHH3Ma

3ALITHTE [{(le‘l CE MOTa0 INPUMEHHTH Ha caB samruhenn ca.:lp:»xaj.

Ilpumena pauyHapeTBa 0J1 HOBEpEHA MPOTEKE Ce Jabe 0J1 3alTHTE MYJITHMEIH]aIHOT
cajipakaja. Y JIaHAILIELE BPEME MHOTO BayKHH]Y HMOBHHY ¥ €ICKTPOHCKOM OKpPYHEHY UHHE

JOKYMEHTH H CJICKTPOHCKa TIOLITA. Jamrura e/IeKTPOHCKE ToIITe MOMKe GHTH Y (I}O]JMH




nomre Kojy Heje Morvhe mpocie/iuTH, Koja cé YHMIUTABA HakoH ojpeheHor Bpemena,
salparbyje TaMIIame cajapikaja mopyke ¥ clMuHo [64]. Opranuszaiigje MOry NpHMEHHTH
CHCTEM 7RalllTUTe Hal JIOKYMEHTHMA Jla OM cIpeuHJM Iypeibe HHopMalMa IpHMeHOM
cHCTeMa pauyHapeTBa of noBeperba. JIOKyMeHTH KpeHpaHM Ha pauyHaApUMa KOJH ¢y
Be].'!]ddlldKDBal']H m{ajy MOI"}-’EHOCT HHTARA, MCIRalka H CHHMARA JIOKYMCEHTA, Ha CBAKOM
JIpYroM pauyHapy JOKYMeHT je HeynoTpebibus. OBakap MeTo/1 3allITHTe J0KYMeHaTa Takohe
Moke OMOTYRMTH CHIVpHY pasMeHY JIoKyMeHaTa HiMely JiBe cTpame ITYTeM KaHala

KOMYHHKalIH]e KOjH HHje 3amiTulien [65].

ITpumena pauyHapeTBa 01 OBEPeIba ¥ MPEKHOM OKpYKeHY Moxe o6esbeIHTH Jla Jla caMo
AVTOPHU30BAHH PAMYHAPH MOTY IPHUCTYIIHTH MPEXKH HIM OMTH 1-eHHM uiaHoBH. TpenyrHe
TexHHKe o0e30ehBaba MPHCTYIIA KOje ce KopHeTe, HIIp. HeHTHpHKOoBae (pH3HUKe alpece
MPEKHOT aIanTepa, HUCY aJIeKBATHE jep ce 0Baj MapaMeTap MOXe JIaKHpaTH. Y norpebom
pauyHapcTBa o1 noeepewa obesbelvje ce na camo nnardopme ca oxpeheHuM xapagepom
MOry HpHeTYHHTH pecypeuma. Ilporokonom norephuama (eHri. Attestation protocol)

MoO3Ke ce HIeHTH(PHKORATH U 00esbeuTH Jia tiatdgopMa KopHueTH ofobpel codrrep.

besbenrocHa Gapujepa (enri. Firewall) npejacragiba joun jeiny npHMeHy pauvHapeTBa o1
nosepemsa. M3sopHo, SapHjepa MOKe IIPETIIOCTABHTH JIa MOJKE BEPOBATH CBHM WIAHOBHMA
yHyTpamike Mpexke. MeljyTum, BenmkuM pasBojem OexHUHHX [PHCTYIIHHX Tauaka,
BUPTYEIHHX [IPHBATHHX MPEXKa W TYHEI0Balha cMalbyje ce pasivka wiMely vHyTpanibsux 1
CTHIO/bANNIBHX WIaHOBA Mpexke 1o npermaMa. Takolie mnpobiaem npeiacrasmba  Kojl
juetTpubyupannx  GesbesHocHuX  Gapujepa  CHIYPHOCT Jla ¢y [OJIGIIEHH  Ipema
OPraHuzalHoHe] [OJHCH, jep KOPHCHHK MOKe HA pauvHApY H3BPUIHTH H3MEHY JIOKalHe
nojmce. Opo ce Moxe W3behH HMIUIEMEHTALM]OM LEHTPAIIHI0BAHE MPEKHE 3allTure. Alu
Y CIIYUA)y JHCTPHOVHPAHMY MpeskHUX Oaprjepa pauyHapeTRo oJf MoBepeika Helie T03BoIHTH
Melhalha MapaMeTapa M v3 KOMYHHKAIIH]Y v MpeskH obesbenuhie Kako 2alllTHTY Mpexe o1

](J]HjEHTﬂ TaKo | 3alliTHTY [{ijen'ra O] MPEHE.

Muoru cepBHcH Kao wTo je AMa30H W cIMuUHO DasMpajy CROje YCJAYre Ha TIOREpe:y
kopucHuka. Tprosuna koja ce ofapba uimely KopucHHMKa Ha cepBHcHMA Kao 1o je EBay
ocllalkba ce Ha ToUITehe KOPHCHHKA Y TProBHHH, Kao M Ha CHCTEM OLelbHBalba 3a
vrephuBame nopeperma. [Ipofiaem je jep v TAKBOM CHCTEMY KOPHCHHK KOJH MMa JIOIIE

NOBEPCHC MOXE KPCHpPATH HOBH Halor M THME YTHUATH Ha IIPElO3ZHABAHLC. Ta[{O]jﬁ




KOPHCHHIIN MOTY IIOCTABHTH JIAKHE HHGOPMALLH]€ HA CEPBHCE KAO [ITO j& BUKHIISM]a (eHI L.
Wikipedia) a saTumM HakoH GIOKHpama Halora MOTY jJe/HOCTABHO KPEHPATH HOBH HAJIOT.
Pauvnaperso o1 osepetba oGesteljvje /1a je1an MIEHTHTET KOPUCHHKA Oy/1e BesaH 3a JeJIHyY
xapaeepeky mardopmy. Opakae cuereM oGesbehyvie jeqHocTapHy HAeHTHOHKAIM]Y JeIHe
nardopMe U BEeHY MoBe3aHoCT ca KopucHHKOM. [IpoGiiem Koju Mode HACTATH YV OBAKBO]
NPHMEHH je VIIPABO Be3aHOCT KOPHCHHKA 0J1 TIOBepea 1a Xap/iepeky miatdopmy. Axo 6u
JIOIILIO JI0 KYIIOBHMHE [TosoBHOT ypeljaja kopucHUK 61 MMao npobieM 3a HIeHTHOHKOBALEM

HoBepersa jep 6M 0HO GHIIO BE3aHO 3a IPETXOHOr BJIACHHKA.

Jla 61 pauyHapcTBO 071 NOBeperha HelpaBHo (YHKIHOHHCAIO TIoTpeGHa je J1a ce 3a ImoveTak
V TNPOM3BOIH Xap/Bep MPOH3EO/M €a MAPOM KJbYUeBa jaBHHM M rpuBaTHuM. [IpuBaTin
K/bYU ¢€ UyBa YV UMIY M HUKa] ce He ofjaBibyje. Yun je ornopan Ha (pH3MuKe yTHIA)e U
Haraze ¥ npe he johM 10 VHHIITABaa UMIIA HETO JI0 NMPOHAIAKEHA NPHBATHOT KJbVUa,
Memopuja mopa GurH samrrihena ga OM ce crpeunid co)TBEPCKH HAIIAH YV TIOKYILIA]Y
no0Mjamka NPUBATHOI Kby4a y Ipollecy onepandja NOTIHCHBAKA. AIUIHKaLMje ce
BepudHKY]Y cepBepy mabyhu XapIBepekd jaBHH KJbYY 3aje/IHO ca JMIHTATHEM TTOTIHCOM
arumkanuje. Cepeep npoBepaBa Jia JIM je XapJBep H alLTHKAIM]a of] [IOBepetha [pe Hero nIro
nomake caipikaj. 3alTuTa MeMopHje Mopa OMTH Xap/IBePCKH HMIUIEMEHTHPaHA M jaka Jia
OH CIIpeurIa NporpasMe, IpeMa KojHMa He [IOCTO)H [I0BEpeibe, J1a jo] IpHeTYIIe. Xapieep 3a
PauyHAapCTBO ©J1 INOBEpPehba MOpa MMATH M CHIYPHE YyiasHo H3jzasHe kanaine. OBo je
HEoIXoJHo 300T IpeliM KOje uMHe XapieepckH vpehajH KojM CHMMA)Vy Kvlame Ha

TacTaTYpH, caipikaj eKpaHa WM 3BYK KOJH ce PeTIpofTyKyje.

Crika 39, Kapapepeka KOMIOHCHTA 1 CHIMAC CapHaja

CurypaH yi1a3Ho H31a3HH KaHaJl KOMyHuKalHje o6e3belyje na ca yias U3WUKH IPHCYTHOT

KOPHCHMKA paszIHKYje 0J1 IporpaMa KojH MoKYIIABa Jia ce MpeIcTaBH Kao KOPHCHHK.




MajkpocodT je jeaH oj rIaBHMX MOKpeTada NpHMEHE pauyHapcTBa o] nopepemsa. Ia
noueTky Majkpocodt paseuja pemnerbe Palladium [66] koje kacHHje Merha uMe ¥ CHIrypHa
pauvHapcka ocHoBa HoBe reHepanuje (enri. Next Generation Secure Computing Base).
Pememe Ha koum je Majkpocodt pazmo je HyIHI0 MeXaHH3aM VIUbYUHBAKA PAUYHAPCTBA 0]1
noBepema v nocrojehe cucreme [67]. JlBa peskuma paga 6u pajiia napaieiHo, CHIYPHH
PEKHM M HeCHI'YPHH peskuM. Hecuryphu pesxum pajsia 6u 6uo nonyt Windows ollepaTHBHOT
CHCTEMa TPEHYTHO H KOPHCHHK OH MMao notnyHy ciaoboay. CHrypuu pemum 6H GHO
sareoped. Kopucuuk He Ou mmao norpely ja ra KOPUCTH Jo TpeHyTKa Kaja Tpeba Jia
NPHCTYIIH Calipika]y KojM je samrHheH MeXaHH3MOM pauyHapceTBa ol Noeepersa [68].
HmMriemMeHTaIHja CHIYPHE pauyHapeke ocHOBe HoBe renepanrje (CPOHT) nnanupana je v
Vista oneparueHy cueteM. MajkpocodT ce OCIIOHHO HA XapBepCcKH MOJIe]l JH3ajHUpaH o/l
cTpane ['pyiie 3a pauyHapcTBO of nopepemsa (euri Trusted Computing Group) na ou
oGe3beHo rapasesiHo oKpyketbe 1o Hasusom Nexus koje je Tpebaio ja dpyHkimonuie y3i
MaTHuHH onepatuBil ciereM. CPOHI je Tpebao na obesbeljyje u auetpubyupa nozsone u

NpHBHIIETH]€ Be3aHe 3a yiioTpely Mojiaraka.




Left Hand Side Right Hand Side
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Crmga 4. Curypra pasy Hapcka oCHOBa HOBe reHepatiie (enrn. Nexd Generafion Secure Comprfing Base) [70]
Majkpocodt uuje vebyuno CPOHIT v Vista onepaTHBHH cHeTeM M cyikKaBa pasBoj CROI
pellietsa 3a pAYYHAPCTBO O/ [IOBEpPEH:A H YCMepaBa ra Y IIpaBly HMMIUIGMEHTALHje ¥
BHPTYAIN3ALH]H Ha cepBepcekiM matpopmama [69]. Craboctr opor cucTema cy rmpoHahene

H 00jaB/beHe Y OKBUPY pajia 0 TeMIIMPAHHM Halla/liMa Ha pauyHapcke vpehaje [70].

Hajsehe kpuTHKe HA pauyH pauyHapeTBa o)1 IIOBepea THUY ce MorvhHooT ja komiiaHuje
CTEKHY MOHOIOJCKe No3uiMje. Y ojpeleHd cerMeHTHMA JaHac nocToje npobleMH ca
xkoMnaruduinHocT uiMely crannapna dgopmara goxvmenara. Yeolewe pauyHapera o]
noBeperba Moke H3asBaTH joml eehn mpobieM v opBoj oONacTH Ma M CHTYAIIH]Y Jia je

KOpHCHUK nipubyhen j1a kopuetH ojipeljero codreepeko peieibe.




4  Mopaen npeasioKeHOr pemiermna

PHP je caunmeH U3 age 3acedue nemue. lenune koje unne PHP ¢y 3ena Manmmna (enri.
Zend Engine) u PHP jearpo.

SAPI

1l 1

3eH T MalliHA ) PHP jesrpo

1 1l

Ekcrensuje

Comka 41. ApxirekTypa PHP

3eny1 MalIMHA ce HajlasH Ha HajHHKeM HHUBoOY PHP jesrpa. Jeana ojl ocHOBHMX (pyHKIIH]a
Koy 3en MarmHa obassba je npesoherbe, 3a Jby/ie UMTBHBOT KO8, ¥ 3eH1 0IepaTHBHU KO
H M3BpIIABalke OBOT Koja. 3eHj] MalllHHa Takolje YIIpaBiba OIICEroM [pPOMEILHBHX,
memopujoM u yryvhyje nosuse dyuxumjama. Jpyru geo npeiacrasba PHP jesrpo. PHP
VIIPaB/ba KOMYHHKAL[M]OM M Be3amMa ca aluIMKaTHBHUM TIPorpaMckuM HHTepdejcom ceprepa
PHP. API ceppepa ninu SAP[ ¢10) 0IHOCH ce Ha NTOBE3HBAILE ca OKpYKelheM Bed ceppepa,
Apache Beb ceprep, [IS wim Heku apyru BeG cepeep. SAPI omorvhaea v3 nomoh yrpahenor
KOHTPOJIHOT ¢JI0ja CHIYPHH peskHuM (safe_mode) W orpanduarame Koju ¢ajioBH Mory
npucrynurn PHP  (open_basedir). lpumikom noxperawma APl cepsepa nokxpehy ce
NoJIcHeTeMH jesrpa. [TpH kpajy mporeaypa NoKpeTama YHHTABA)Y ¢e KOJIORH 110je/IHHAMHHX
eKCTeH3Hja. YuMTaBa ce KOJI CBaKe EKCTEH3M]e TOJEJMHAYHO, W [03MBa [IPOLEIVPY
HHHIHpawa Mojayiaa (MINIT). Opo omorvhapa cBako] eKCTeH3MJH Jia HHHIMpa CROje
HHTEpPHE TIPOMEH:HMBE, JIa PEerHcTpyje VIIPap/balhe pecypcHMa H Jla PerucTpyje cBoje
dpvakimje v 3ena mamuHu. Yupaso 30or ogora omoryheno je na 3ewy npenosHa pyvHKLM]e

H3 CKPHIITH H VCIICHTHO H3BPIITH O.IIPB]je[-[B 3aJlaTRe.

VY nacragky PHP ueka na saxteB SAPI cioja 3a o6pany crpanuue. ¥ ciryuajy eraniapiasor

HnazHor uuTepdejca (CGI) nim koManaHo HaHjckor uanasa (CLIN ynyhupamse 3axTera ce




OJIBMjA caMO je/IHOM. Y civuajy ,Apache” Bed cepepa, Mukpocodrosor , /IS ceprepa,
ynyhupare 3axTeBa ce 0J[BUJa O]l CTPaHE YIAbEHOT KOPUCHHKA W MOHAaB/ba ce Heospehen
Opoj miyra. bes 003upa Ha To Kako 01 Koje cTpane cTiskY 3axTeBH, PHP sanounme nagamenm
3axTeBa 3eH/l MAILMHY 38 YCNOCTAB/bAKEM OKpYAKeha y koM he ce ckpunTa u3BpiuapaTu U
3ATHM [O3HBA 3aXTeB 33 HHULHpambeM cBake ekctensuje (RINIT dnrumja). RINIT
(pyHKLIMja Jaje exkcTeHzMjamMa MOTYRHOCT HMHMIIMpama NpoOMemHBHX, JehHHHCama

NoTpeOHUX pecypea M H3BpIIaBal:E Npe/iehHHUCAHNX 3a/laTaka.

[To po6ujamy 3axtera, 3ena Mamuua npesoau PHP ckpunty v GiokoBe W 2aTHM Y ONKOJ
KOJM MOKe MpocleJHTH H HiIBPIIMTH. Y cIyuajy jla je 3a onkoj norpefHa Heka ojl
ekcTeH3Hja 3en | MaliHa ie NPUKVIIMTH NapaMeTpe M IIPHBPEMEHO IPENYCTHTH KOHTPOIY
EKCTeH3HJH JI0 Kpaja H3BpliaBama. Oso omoryhaea mnojuszame Hupoa Ge30e/JHOCTH

NMPHIIHKOM VIIoTpe(e eKcTEeH3H]e 3a 3allITHTY H3BOPHOT KOJIa.

[To zappmeTky H3BpIaBamha ckpunte, PHP noszuBa (pyHKIM]Y 3aXTEB 24 TalllelheM
(RSSHUTDOWN (yHKIHja) cBake eKcTeHsHje. 3aTHM, 3eHj MaiidHa obaB/ba uminhere
Koje H3BpuIaBa pVHKILH]Y ,unset () 32 cBaky NPOMEILHBY KOPHIITEHY TOKOM [PeTX0HOr
saxtera. Haxon uninhesa koje 3appiuapa 3es Maiina, PHP veka HOBH 3aXTeB HJIH CHIHAJ
34 rameme. Y cayuajy cranaapaHor uinasHor uarepdiejea (CG) MM KoMaHIHO JTHHH|CKOT
Huiaza (CLI) we nocroju Komamjaa ciejeher 3axTeBa Ia AlUIMKATHBHH [POTPaMcKH
untepdejc ceprepa sanouMibe ramee. Tokom ramema PHP npojasd kpos IMHKIVC

NMo3HMBama (PyHKIHje railielba 3a ¢Be eKCTeH3Hje, 3aTHM TacH je3rpo | cBoje MoJICHETeME.,

[Ipepnoskeno peluetbe ce He Gaszupa Ha MoBepewy Tpehe cTpaHe H TO je jeiHa 01 KJbYUHHX
(pYHKIIHja KOja M3/Baja OBO pellehe o1 nocTojelinx pemema. [Ipeanoxkeno peemne HYIH
3aMITHTY Ha HHEOY H3BOPHOr KOJIAa KA0 M M3BPIIHOT Kofa. Y TpeiokeHoM pellerky JIBe
KOMITIOHCHTC CV 'I'aj]']ﬂ. Jc,u,l-[y 'I'ﬂjH}" KOMITOHCHTY MOMKC YHHHTH aJIFOpUTaM [{Ojl-[ CC KOpPHCTH,
Maja 1o Huje obape3no. TajHH KJbYY UMHH KOMIIOHEHTY KOja je TajHa ¥ CHCTEMY Kako je
noxessHo npema Kpukoxopum npuniunuma. JlogaTHu 3aiTHTHE ¢10] [IPYIKA HEUHTILHBOCT
KOMIIajIUpaHe ekcTeHsHje. Pelemse ce Hazupa Ha peylTaTHMa W CaTHAILHMA HCTPAKHBAA
3QIITHTE H3BOPHOI Koja ynorpeGoMm Kpunrojomkux Mexanusama [71]. Ca acnexra
KPUITOJIOTHjE 3aIUTHTA M3BOPHOT KOIAa MOKE ce IJelaTH Kao VCMoCTaB/bambe KaHaua

CHI'ypHE KOMyHHKalHje u3Mel)y TBopua ckpunrre  PHP unrepnperepa. Uncrpykumje, v




(hopMH M3BOPHOT KOJIA, KOJH IIPEJCTAB/bA TAJHY MOPVKY, NoTpebHo je ja ce mudpyjv Ha

TaKaB HAUMH JIa caM0 MHTepIIpeTep Moxke Ja Jemmdpyje/TyMaun nopyky/MHETpyKIHje.

Ayrop Ocranu PHP wHTepnpetep
F -
Anuca EBa Bob

Croga 42, [peferanbake Npobiesa - MHTEPIPETEPY CE HE MOMKE BEPOBATII

Y cnvua)yy PHP uureprperepa heroB HW3BOPHH KOJT jeé cloDOHO JIOCTVIIAH H MOXKE
NpeIcTapbaTh ¢lady KapHKY V KOMYHHKAIM]H. 3JOHAMEPHH KOPHCHHK MOSKE M3BPIIHTH

npepoljerbe M3BOPHOr KOJa MHTEepIIpeTepa y3 H3MeHe koje My omorvhapajyv ma nohe 1o
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Crnga 43, Mogen sTeopeHe excTeHIe
Mognesn 3a 3aTBOpeHOM eKCTEH3HjOM pelnaia npodiem AUcTpudyIHje Kbyua. [Ipobnem kojn
OBA] MOJIeJI MMa OIJIella ¢€ V OTeKAHOM HIBPLIABAIY KAao M 10TpedH 3a JMHAMMUKHM

VUHTaABAHEM CKCTEH?S Hje.

;_b‘ #‘* ==
WapopHu MNpeeohene Onkog Wuppoeare Wedpoeann Lewwdposare Onkog Vaspwaeare PeaynraT
Kog, OnKo4

Crmxa 44 Paspojun sogen




@ajn-cucTem PHP

IF@ > ExcTeH3unja

Ky

»> WHTepnpetep/VM >

WnhpoeaHK Pezyntat
onKen

Crga 45, Mogen npe/ose Hor peiea
l[pGHJIU}KEHU pelehe UMHE JBe KOMIIOHCHTE, KOMIIOHEHTA HaMeH€Ha 3a mwbpona}be

H3BOPHOT KOJIa ¥ eKcTeHzHja 3a PHP.

B =
=
HMapopsun Mpapofpeie Crmoa Wndposanc Whppopasn  Qousdpopsec Onxog MaspusiBanse Peaynrat
w07 oD

Conrea 46, Pasmmrgirri HiBOoN HAlla A
Mexanusam 3a l.l.lHl.prBa]-bE paiaH oy obuuHOT HHTEpIIpeTaTopa M LIPEBOAH H3BOPHH KOJL
YV OONKQJ, Y3 JlojlaTak Jla TakaB KoJl mutbp}'je ()lecl')euum ANMMOPUTMOM H KJBYUEM.

Iudpopame koje je xopuutheno v cryauju ciayuaja je AES. Illto ce THue anropurma 3a




mndporame, TeopujeckH Morvhe je kopHeTHTH OMJI0 KOJM cHMeTpHunH mmdapcku

alropHTam.
& sidiistring sifrac(conse sod::stringd ulaz, const stdiistringi kljuc, const std:istzingd inicilalnivekzor)
]
scd::srring LTlaz:
CryptoPP:: CFB_Mode<CryptoPP: :AES»::Encryption encryption((byte®)kljuc.c_stri)., kljuc.lengthi}, (byte®)inicijalnivektor.c_str(}}:
] CryproPP::ScringSoures enezypror[ulas, tros,

id meW CryptolP:StreanlranalosmaticniAlies (nSEyRTLOS,
1 new CryptoPP::Basedfd4Encoder|
rew CrypcoPPr:ScrimgSink(izlacz).
false
1¥ 1
e

19 TeRurn ialazs

Crma 47. Jleo xoia MexaHITMA 32 MGPOBAte
[ludporann kox ce chuma v daja y3 Jozarak nosueama (QyHKIMje eKCTeH3Hje 3a
Jemudposame. 3a McnpaBHo mwHdpoame moTpedan je khyd AyviuHe 32 Oajta, M
HHHIHjalHH BeKTOp IyvikKHHe 16 Bajra. AES je wzalpaH 3a cTVIM]Y clyvdaja jep je alropHTam

KOJH je V POLLIOCTH HajBHIIIC TECTHPAH M HCIIMTHBAHA ieroBa curypHoct [ 10].

<)

=
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Crmxa 48, lIndposanmn cazpaa) Horor dajna
,U,pyra KOMIIOHEHTA CHCTEMA 3allTHTe jﬂ GKC'I'@HSHja. EKC'[‘EH3Hja ce KGMl[ajJ[H]Ja H
HMIIIEMEHTHPA Ha CepBep. Yiora GKCTG]].'&HjG jC }'[G[][H(l]pﬂﬂil]hc KOda i l'[pOCJ'[G]jHEﬂ]hC Ha

HiIBPLIABAHC.

PHP mocnenyje penukn Opoj ekcreHsHja, ¥Yaumajyhu v ob3mp nap m3yseraka, pyHkuHje
PHP mnporpamckor jesuka ¢y JeduHucaHe YHVTAp Heke oJ ekcreHsuja. Misopuo PHP
Jlonasy ca npeko 80 yrpahenux excTeHzMja, orpoMal Opoj J0JATHHX eKCTEHHja MOXKe ce

npounahu vy ,,PECL" cknamumry [72].

[Toctoju BuMme MeToja 3a KpeHpame excreHzuje. OCHOBHa MeToja ©e CAcTOJH M3
KOMITajiMpane ekcTensuje y3 momoh cagpskaja tpu dajna. Ipen dajn je uzsopuu dajii, v o
caapxu pyurimje. JIpyra daja je dajn zarnaeska v o caapsku pedepetiie Koje ce KopHcTe
oz crpane PHP 3a yuntaBame excrensuje, u tpehu daji koju je konduryparonu dajr unja
je yiora TpHIIpeMa eKCTeH3Mje 723 KOMMajiHpamke Y OKpYKewy. ¥ JIHTepaTypH ce
NPeNopydyje NpaBbelke KocTypa exkcreHswje Ha nouetky [73]. Osa) nporec kpeupa

ocHOBHe (hajioBe W cajipika) noTpedaH 3a MoveTak.




Ha camoM mnoueTky H3BpIIABAILEM CKPHIITE KpPeMpa c€ JIMPEKTOPH|YM ca IoTpeOHHM
(pajnoBMMa  3a ToOueTaK IpaB/betba ekcTeHswje. Hasue aupekTopujymMa M OCHOBHH

napaMeTpH c¢ TeHEPHITY Ha OCHOBY 3a1aTol’ HMEHA CKCTCH'].HjE_

Croga 49, enepncaie AHPERTOPH|VMa 1 noTpeSmix dajnona

Axo nuje noTpebHa NpoBepa MOCTOjamka clo/bHUX (hajioa jariasiba, OUGIHOTEKA MIH
(VHKIIM]a B3 IBHX MOJIVII J€ CKOPO cIipeMaH 3a KoMmnajmupaise. [lotpebHo je camo yKIOHHTH

KOMEHTape u3 KoH(pUrypalHoHor dajiia ¥ Moje ce 3aroueTH KOMIIajIHpatbe,

Crmixa 50, Kondnrypiucame 0 KoM THpake eECTeR|e

OsHake u  JedHHHIM]Ee HMEHA M Bep3Mje eKCTeHsHje viHcand cy v dajay
~Php_imeekstenzije b w 6uhe ymernyrn v nedunmncama yuyrap 3enn mamune. Jla on
Jeduancany (PpyYHKIHjE Kao M NpoMel:HBe Koje he eKcTeH3Hja KOpPHCTHTH MOTpeHO je
Kpeupath ¢ajn koju jgedununie dyvakiuje. Opo ce ofap/ba JI0ABAILEM IApaMeTPa KoJl

HIBPIIABAILA CKPHIITE 34 ITPARJLEILE KOCTYPa.

Ckpunra renepuinie ajnore | imeekstenzijec™ wu . php_imeekstenzije h” umena oBHX

(hajiioBa ce He Metbajy. Hue dyvHKIH]E je noTpelHO JeKIapHcaTH Y OKBHPY KOH(IHIYpalHje.
55 module imefunkcije()
Cmika 51, Jlexnapicane naveHa §vHEDN)C

Benuku npobieM Ko OBakBe HMMIUIEMEHTALMje  €KCTEH3H)e  je  MONpPHIHYHO

HEQOKYMCHTOBAHA 3en MALMHA H BHCOK HHBO KOMILICKCHOCTH.

Crnenehn nawmina je ynorpeba PHP-CPP tutnanoreke. Ora oubnnoreka oMoryvhaea nucatbe
excreHsdje yrorpeGoMm C++ mporpaMekor jesuka. YnorpeSom PHP-CPP Gubnnorexe
morvhe je pajuTH ca NPOMEHMBHM, HH30BMMa, (QyHKUHjama, ofjekTMMa Kiacama
jeaHocTagHo kao ¥ v PHP ckpuntama. Takohe Mory ce xopHeTuTH cie Morvhnoctn C++
nporpamckor jesuka. bubnuorexa nonasu ca 3 dajua. [lpevinmameM KoMIlpecoBaHe

JATOTEKE H IHEHHM pacllakHBalbeM ;mﬁujar»m OCHOBY GKCTGH'SHjﬂ.




Mame Type

|| main.cpp CPP File

|| Makefile File

4| yourextension Configuration settings
Crmiga 52, Cajipmaj GudimioTexe

Majn 3a kpeupame excrensuje , Makefile™ canpiku uHerpykimje 3a xommajiep. [orpebue

H3MeHe ¥ OBOM (pajiy ce THUH Ha3MeHe MpoMeruBe ume  JNAME™,
21 MNaME = PhPCodeProtection

Cmmgea 53. Masena v dajmy

[Torpebno je kao ume koudurypamuonor gajna yIHcaTH HAZMB eKCTeH3Hje, 2aTHM Y (ajn

VIIHCATH Ha3HB eKCTeH'jHjE.

=] PhPCodeProtection.ini Ei]

I 1 extenzion=FhPCodeProtection. 2o

Cringa 54, Cazpaa) kordmrypannonor dajna
[Mocnemmu hajn je v ocHOBH ajn 3a1yiKeH 2a UMILIeMeHTaI ] v exerensuje. [louernu dajn

je npazat ¥ notpebHo je JojaTH (yHKIHje U Kiace Koje he UHHUTH eKCTeH3H)Y.




Sl man.cop £

1 #include <phpcpp.h>

2

3 [

4 T * tell the compiler that the gec _module is a pure C function

5 Lowy

£ asxcarn "CU |

T

9 * Fuonction that is called by PHP right after the PHF process
10 * has started, and that returna an address of an internal PHP
11 * atrucure with all the detaila and featurea2 of your extension
12 #
13 * @recurn vold- & pointer tc an address that i2 understood by PHP
14 - wf
15 FHPCPP_EXPORT void #get module ()
16 H {
17 /f scatic(!) Php::Extension object that should scay in memory
18 // for the entire duration of the process (that's why it's static)
19 static Php::Extension extenaion("ypurexgension™, "1.0"):
20
21 ff Brodo add your own functicns, classes, DAMSIDAGESs To the extension
22
23 // return the extension
24 return extension;
25 - ¥
26 }

Crnga 55, Tprikas maGnona ocHoBHRO dia)ia

VY uMIUieMeHTal|jH je Moryhe KopueTHTH cTaHjiap/iHe yia3Ho/ W3jiasHe onepatope (<<) Kao
H crieuHjanie gyukumje (std:endl). Kpearopy OnbIHOTeKe HIAK NPeNoOpyUyjy VIIOTpedy

Sld:cer’ kao W yiorpedy .,sid::cout' [74).

Kana ce PHP kopuetn kao Moy seb cepsepa, cradjjapada jedmnunuja wiasa (stdout) ce
npocielyie na TepyuHan. Y KOMEPLHJATHOM OKPYKEHY TEPMHHAI HHJE AKTHBAH, CAMHM
tiume he npociehenn wsnaz Gurn waryGiben. Yopago 300or oBora vV MMINIGMEHTALH|H

eKCTeH3Hje ce He KOPHCTH  stdour” (pyHKIH]ja.

PHP-CPP Gubnuortexa uvau , Php::out” winas koju ce Moxe Kopuetuti. OBa IPOMEHHBA

je neo joGpo nosHarte Kiace . std::ostream class™

[Mopen tudmmoTeke PHP-CPP 3a ekcTeH2H|V je MoTpeGHOo [01aTHO VBECTH H OHOIHOTEKe
LCrypto++. OBa Gubimoreka je OeciularHa W jaBHO jgocrviHa [75]. Y wabnony je

NoTpedHO JeMHUCaTH K/LYY Kao HHHIIHJATHH BEKTOP.
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Crmrea 56, aGnon CECTCHI)C
Hakon mnocTtapbama BpCAHOCTH K/bhyUa H Hl]HllHjﬂj"lﬂl' BCKTOPa MOME CC HIEPIIHTH

K{.'IMIHI_'I.J[M pame EI{U'I'{iH'SHjU !

Crinra 57. hl_'ll\llfil'l'lllp.'i]l.l! CECTCHIH)C

Hakon xomnajmiparsa eKcTeH3Hje V IHPEeKTOPHIVMY J00HjaMo HOBH (pajil ca eKCTeHZH|OM

50" 0Baj daji je eKeTeH3Mja Koja ¢e JHCTPHOYHPaA Y KOMEPLIH|allo OKPYKEIbE,

/home/nenad/ekstenzija
Marme ’
= .

| main.cpp

| main.o
|| Makefile
 |ippep.
LI ppepso

Crmga SH.;[]IJIQ‘KTL\P]I”‘M CECTCHEI| € HAKOH KOMITA)THPaHa
VY cnyuajy Mokyiaja nokperamma salliTHheHe CKPHITTE a JIa HUje 3B plleHa UMIIIeMeHTallHja
excreHsuja jobuhie ce nopyka o yiorpebu Herocrojehe dwhrknmje. [lopen konmpama

eKCTeH3Mje Ha cepiep MoTpeSHO je YIIBYUHTH eKCTeH )Y ¥ Kondurypauuonom qajny PHP.




[TpoBepy HMIUIEMEHTAIIHjE €KCTEH3M]E MOMKEMO H3IBPIIMTH NPErJieJIoM KOH(HIypalmje

PHP.

PhPCodeProtection

[ version [109.4

Crnea 59, Mudopsawga o excrenugn yaytap PHP nadopuapna
Opakpa MeTOJla KpeHpamba ekcTeHsHje ogabpana je s0or dekcubuaHocTH W MorvhHOCTH

NaKe HMIJIEMEHTAIH]C PasIMMUTHY KPUIITOrpa(peKHX anropHTamMa vy eKeTeH3H] Y.

V cnyua)y nocrojama nmotpede 1a ce 3amTHTa KOPHCTH Ha BHIIE CAJTOBA, HEOIINOJHO je
HMAaTH BHIE cepBepa ca 3aceOHHM KoHHrypauMjama Jga OH MOIVIH KOPHCTHTH HCTY
CKCTeH2H)y Koja je npeiasuljeHa za Bume cajtoBa. JemHo pelneimbe Koje 6HM ce Morio
NPUMEHHTH CJIyuajy jeJJHOT cepBepa M norpede 3a 3alITHTOM BHILE ¢ajTOBA jé JMHAMHYKO
yuHTaBaike ekeTeH:uje. PHP canpxu yrpaheny dyvukumjy dif ) koja ce MOKe KOPUCTHTH 3a
yuurapame excrensuja [76]. Oso omoryhasa ja PHP nosusom uip. dif "pphp.so™) yudra
ckcrensd)y. Opa yvHKIMja MMa orpanuuciba 300r curvpHocTH. Jle/beHH XOCTHHI
oMorvhapga j1a BHIlle KOPHCHHKA XOCTYj€ CBOJe caJTOBEe Ha HCTOM cHeTeMy. OBakap cHcTeM
je HAJKPMTHUHH]A JOKALH]4 34 HIOHAMEPHY MMILIEMEHTALIH]Y oBe (pyHKIHje. 3i1oHaMepaH
KOPHCHHMK MOXe Ha HallHcaTH CKpHOTY MM nporpam koju he wmarn moryhHoct

HEOBJIALMITEHOT NPUCTYIIA JPYIHM JHPEKTOPH] YMHMA.

[Tpo6aem v nonvhenom peuwemny je nocrojame MorvhHOCTH Ja ce CHHUMH HIM VXBATH
cajiprkaj u3iasa w3 excrensuje. Cazipica) koju mMoske Gute yxsahet je onkoj koju je moryhe
AHAJIM3UPATH PeBep3HUM HHKewepuHroM. OBakpa caafocT TMOCTOJM H Y JIOCTYIIHHM

KOMEPIHJAJTHHM pelliehuMa.

Buinu Hupo CHI'YPHOCTH CC MOXKE ,1‘_106}'1'1'[-{ Y CJ]}"‘[ﬂj}-’ 3aTBOPEHOI HHTEpPIIpETEpa, YHME CC

clipeuaBa '.H[O}-’[[O'['pﬁﬁﬂ Ha HHEOY OIIKO4.




5 ExcnepHMeHTAJIHA aHAJIH3A

[TouerHa aHalK3a Koja je H3BpIleHA j¢ aHAJIM3a BpeMeHa H3BpIIaBamba cKpHnTe samtuhene
pasIMUMTHM JIOCTVIHEM Merojama. Cxpunra je samrrmhena ynorpeboM TpH Mmeroje
MACKHpalba M3BOPHOT KoJa Kao M MeToJoM IHdypoBaiba, Ha Kpajy je ypaleno TecTHpambe

npejuokeHor pemesa. Ko koje je tectHpat je

<?php

$start = microtime(true);
$varl = 3;

fvarl =5;

$sum = $varl + $varl;
echo $sum;

$end = microtime(true):
$time = number_format(($end - $start), 2):

echo 'Stranica je ucitana za ', $time. ' sekundi';
g

Bes zawTtuTe
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Crmka 6(). Happmanaie ckpiimme Hea samTime
Ha comum jC Jaar ]']Ja(]]]d'-ll(H IMpHKa3s BpeMEHa Hi3BpIIaBaiba TECTHE CKPHIITEC Ha CCpBEpY.

Cmka npukazyje 100 u3ppinapama ckpHnTe koja Huje samrtuhena.




Mackmnpare 1

0.3000000
0.2500000
0.2000000

0.1500000

0.1000000
0.0500000

0.0000000

= W M M~ = W M Mo N M P o= MM Mo N P
= e NN M SF S S W W W W W M~ M~ D000 0 O

Crnea 61. Happmasaike CEPHITE MACKHPANIM K006 |

Ciuka npukasyje 100 usepimagama ckpunre koja je samrruheHa MeTofioM MackHpama

H3BOPHOT KOJIA JABHO JIOCTYITHOM METOZI0M 1.

Mackupatree 2

0.3000000
0.2500000
0.2000000
0.1500000
0.1000000
0.0500000

0.0000000
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Crnngka 62, Hippimasarke ¢ EpHITe MACKHPAHIM KOZoM 2
Cmuxa npmca;yjc 100 H3BPIIABAILA CKPHIITE KOja jc samrruhiena METOLOM MaCKHpatba

H3BOPHOT KOJIA JABHO JIOCTYITHOM METOIOM 2.




Mackuparbe 3

0.3500000
0.3000000
0.2500000
0.2000000
0.1500000
0.1000000
0.0500000

0.0000000
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Cnnga 63, Hippmapaike ¢EpHITE MACKHPANNM KOZoM 3
Cimka npukasyje 100 u3Bplnapama CKpHnTe Koja je samrruhedHa MeToIoM MacKHpara

H3BOPHOT KOJIA JABHO JIOCTVITHOM METO/I0M 3.

Wnppoeare
0.4500000
0.4000000 A
0.3500000
0.3000000
0.2500000

0.2000000

0.1500000 _}
0.1000000
0.0500000

0.0000000
1 5 9 13 17 21 25 29 33 37 41 45 49 53 57 61 65 69 73 77 81 85 89 93 97

Cringa 64, Mrapmagathe cEpHITe ¢a MNQPOBAHIM K040M

Ciuka npukasyje 100 usspmaBama ckpunte koja je samtuhena merojom mupposama

H3BOPHOT KOJIA NPoGHOM Bep3HjOM KOMepIMjaIHOr pellietsa [45].
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Crmxa 65. [lapanesmn mpHKal IDEPIMARAKA CKPIIITE

Ha counu je npukazan pezviarar Mepema 100 uippmagamsa ckpunre Ha cepiepy. [Ipoceuna
BpeMeHa JaTa ¢H Ha TabelH.

TaGena 4. [Tpoceia BPeMEHA INBPINABALA JIDCTYITHIX PelicHA
Be3 3alTHMTe

Mackrparoe 1
0.1482685

0.1505777

Mackunparoe 2 [Mackuparoe 3

0.14878057| 0.170781069

LWnppoBaroe
0.169218663

Kao mro ce BHIH Ha CIHIM BpeMe H3BPIIABALA je NPHOIHIKHO, V3 Mala oJICTYNAaba.




MNpeanor pewera

0.4500000
0.4000000

0.3500000 K
0.3000000

0.2500000

0.2000000

0.1500000 j
0.1000000
0.0500000

0.0000000
1 5 9 13 17 21 25 29 33 37 41 45 49 53 57 61 65 69 73 77 B1 85 B9 93 97

Crinka 66, Bpese maspmanata ckpiime samTuheHe Ipe/UIoReH i peiiiethen

Ha caunm je rpadiuky NpHKa3aHO BpeMe H3BPIIABAILA CKPHITTE IPEIIOKEHHM peliieheM,
AHAITHI0M CBHX pesviiraTta JI0J1a%H ce J10 3aKJBYUKA [TpeMa KOM BpeMe H3BRplIaBaiha CKPHIITE
saiTHheHe peIokeHHM pelieheM MMa ¢peliby BpeJHocT v nopeheisy ca D0CTVIIHMM

penlcmuMa.

Y3 UMITIEMEHTAIH] Y PEaTHOM CHCTEMY NPe/UIOAKEHO pellieihe He NMoKasyje cropHje Bpeme

H3BpLHIaBakA ¥ OJJHOCY Ha JJOCTYIIHA PCIICH:A.

Jonarno Mepeme je u3BpieHo Ja 01 ce YTBpAMIa Gp3vHa H3BpIIaBaiba y3 3aiare Gynkimje

salrTkTe. 3a TV HaMeHy je kopuiuTeHa gyukuma curl_*.

<?php

for ($i=1; $i=100; $i++){

$ch = curl_init():

curl setopt($ch. CURLOPT_URL, "http://localhost/test.php"):
curl_setopt($ch. CURLOPT_HEADER. 0);
curl exec($ch):

curl close($ch);

$starttime = microtime(1):

$result = curl _exec($ch):

$trajanje = microtime(1) - $starttime:

echo S$trajanje <br>:

i

g
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Comika 67, Bpese mppmaka cEpimme 5ot 1amTire

Mackupatbe Koga 1
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Cnmxa 68. Bpese mepmagarsa ckpinte samtihicse MackHpames KoJa pemersen |




Mackupare Koga 2
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Crmiga 69, Bpente inppHIapaa ckpunTe samTihene MackHpaiLeM Ko/ pemeiem 2

Mackupare Koga 3
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Cnmxa 70. Bpese mepmaparsa ckpinte samtihcse MackHpames KoJa pemeem 3




Wudposatse
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Cnnga 71, Bpese mappima ek cEpiTe samibene mndporkes Boa pemees SoureeGardian

MpegnoxeHo pewerbe
0.0012900
0.0012800
0.0012700
0.0012600
0.0012500
0.0012400
0.0012300
0.0012200
0.0012100
0.0012000

R I T A e e e e e e I B A
P I I I T S S Y T T - T - - - - -

Crnmga 72, Bpese mppmaparka ckpiime samTihieHe npe/ioEeHing peileikeM




Chart Title
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Crmga 73, [lapaniennm OpHEas Bpesena IBpianiiLa CKpImme
KPOS JOIAaTHO MEpeme H TeCTHpalke HoJla3H ce J0 3aK/byuKa Ja BpeMe H3BpllaBarba
CKPHIITC samrtulicne JIOCTVITHHM pElIci-HMAa H BpCMC H3BpPIIaBalka CKPHITE samTHheHe

HPeJUIOKEHHM pellietbem HeMajy 3HauajHa oJICTyIIamba.




6 3ak/byuax

ITpeamer HcTpakMBaiba OBOT pajla MHMHEe MOTYNHOCTH 3a 3aIITHUTY IPOrPaMCKHX PEllIciba
HaMEeHhEeHHUX 3a HIBpIIaBatbe ¥ cepsepckum Beb okpyxemuma. Beb okpyikerbe npeictapba,
O [MHTABY 3alITHTE, JeIHO 01 HAJH3a30BHHJHX M3BPIIHMX OKPYKEha ¢ 003MpoM Ha TO Ja
ayTop peliera YecTo HeMa HHKAKBY Be3y. HUTH KOHTpouy Hax wuM. Iloa samturom ce

NPBEHCTBEHCTRCHO TI0JIpaTyMeRa)y:

- o0esbehMBambe a ce NPOrpaMcKo pellieihe M3BPLHIABA ¢aMO YV CBOM H3BOPHOM
(HeH3MEBbEHOM ), TIOTIIYHOM 00JHKY H
- obesbehupame sla ce IPOrpaMcKO pelicibeé H3BPIIaBa caMo y IMPOIYKIHOHHM

OKPYKEH:HMA 34 KOJa Je ayTop JIA0 carjiacHoCT,

IToceGan doxye paga uumhe woryhHocTH samrrure  pelnerma  3aCHOBAHMX — Ha
HHTepnperepekuM jesuimma. Kao npumep je xopumihen PHP jesuk. Opakae n3bop je
HAIIpaB/bEeH W3 HeKouMko pasiora. Kao npso, PHP je nanac wsyserno nonyiapan jesvk v
Nnpolemyje ce Ja je Ha eMy sacHoBaHa Benuka belimna Be® cajropa. CaMuMm THM,
JIONPHHOCH OBOT pajia JIMPeKTHO HMa]y HAjIIHpY IPUMEHY [UIe/laHo v 06/1acTi KojoM ce paj
Oaen. 3arum, PHP je usBopHO MHTepnpeTepekH je3HK, ald ¢y KacHHje YE/BYUEHH M JIPVTH
KOHLIIEITTH, Kao 1to ¢y npesobetse. onkon, JIT u BUpTyaiHa MallliHa, TAKO Jia JaHac MOCToJH

BHIIIC aKTHBHHX HMI'[J'[CMC[[T&I[Hjﬂ., VITIaBHOM Cﬂjﬂﬂ[[ﬂ JAOCTYVITHHM H3BOPHHM KOJIOM.

r_l']ﬂm]}' ocobeHoCT OROT paga YHHH carjejJjapaie l'[]:lﬂﬁﬂ(:[\-la H  pelemka  3alllTHTE
copreepekHx peuierba vV Bel okpyvikelHMa Kpo3 HNPH3MY CTAHJAPAHOT KPHITOJOIIKOD
mojena. OBakas NPHCTYI ce MoKazao kao noceGHo edmkacan y anaiausu MoryvhaocTr
NpHMEHE KOMIIOHCHATA ¢4 OTBEOPEHHM H3IBOPHHM KOJIOM Y KPeHPalY HOY3MaHOI H3EPHIHOT
Beb oxpyxema, oIHOCHO OKpyXKemha ¥ kojeM hie OuTH Morylie M3pplIapame codTRepekor
pemema samtuhedor v nperxogno gedmuucanom cMucay. [IpuMenoM oror Mojena
]]pD].LIH[:)CHjE OCHOBHH KOHTEKCT aHa/IH3E, OJJHOCHO (J-l-[ﬂje BpIIcHAa Ha PA3JIHUYHTHM HHBOHMA
nperolersa W HIBPIIABAILA H3BOPHOT KOJA, VKBYUY]YNH peBep3HH HMHKEHePHHI Kao
CPEeJCTBO IIOJPA3VMEBAHO JIOCTYIIHO HANajauy y [OKYINA]y Hapyliasawa saurture. C
o03MpoM ja v noctojehMM aHalM3aMa HHCMO HaMIUIM HA CTPHKTHO TPHAPKABAILE OBOT
MOJIeila ¥ aHa/lIM3H peliciba M3 MOMEHYTOT JOMCHE, OBAKAB IIPHCTYID IIPEICTAER/ba HETOB

nocedaH TEOPHjCKH JOMPHHOC.




ITopen anmanmie TEOPHjCKMX MOJIENA M IIPHHIMIA, Y OBOM pajy je, Kako IPeTXOJHHIA
pasBojy CONCTBEHOT MOJIe/a pellietba, H3BPIIeHa JleTa/bHa aHaIH3a nocTojeiux npucryna y
oBo) obuactu. [IpuMapho, aHanM3MpaHa ¢y TPH OCHOBHA MPHCTYIIA 3aIITHTH H3BOPHOT KoJla
- Mackupatbe, udpopame W npesohiebe v jesuke HUKUX HUBoA. Jlo1aTHO, KO3 ONHCAHH
cTAaHJap/IHH KPHITOJIONIKH MOJIe]l aHAlIH3HMpaHa cy noctojeha xomepimjanna pemicma,
oJiHocHO YTEpheHH ¢y HMBOM 3aluTHTEe Koju oHa Hyje. Ilpuimkom anammse nocrojehmx
pemetba nocedHo cy obpalenn pojaTHH NpolieMH KOJH OHA TIPOY3IPOKY]Y, IIpe CBEra
3aBHCHOCT 0J1 NpoH3Bohada pellierba, kKao K noTpeba 3a MOHOBHUM TPETHPabeM H3BOPHOI
KOJla M IbErOBOM 3aMEHOM Yy H3BPIIHOM OKpYAKeY MNPHIMKOM CBaKor 3HavajHHjer
yHarnpehuBama HHTepIIpeTepa MM BUPTYalHe MamuHe. TeopHjcka KoMNOHEHTA JIONpPHHOCA
OBOT JIeJIa pajla orJjle/la ce ¥ cTaH1apAH30BaHo) aHaunsu nocrojehux pelema, 10K wberopy
NPaKTHHHY KOMIIOHEHTY UHHE PeryITATH NOMEHYTE aHalIH3e, 0JJHOCHO JacHO YKa3HREalhe Ha

HEAOCTATKE THX Pellicha.

Ha ocHory vrepheHux npoliieMa M HEIOCTATAKA, V paly Je Jar COICTBEHH MOJIEl
cIoBoIHOT pelllerka, ¢a No/APa3yMeBaHo JaBHO JOCTVIIHHM H3BOPHHM KOJIOM, UHJH j¢ 1[Hb

Ha OJINOBOPH, HIIH HCITMTA MO['}’I]HU-C']'H OJIrosapaka Ha GJ]E.I[E]'[-G JAXTERC!

= GJ]OﬁOJI]lO., OTBOPEHO pelllcihe KOjG CIIMMHHHING 3aBHCHOCT OJ1 T[')Chc CTpaHe oj]
TIOBRCPCHA,

= EJIIHMHHHCAILE NOJATHHX l[]JUGJ[ﬂMH Kﬂjﬂ YBOJIE l[UC']'CIjE]'la 3ATBOPpEHA PeIICHa.

- NOCTH3am.¢ HCTOI HJIH BHIICT HHBOA 3alllTHTE O] OHOTa Kﬂj}] HyJjae l'[l'}CTOthﬂ
34TBOpCHA PCLICHA.

- HIYCTPOBAILE CYIITHHCKHX Hpﬂﬁﬂﬂ[\la V OCTBApHBAILY 3alITHTE Ha OBOM IIOJBY,
reJJaHo ca KPHIITOJMOMIKO ACleKTd, Kpo3 OIIHCaHH CTaHdapiHH KPHITOJIOINKH

MOJIEI.

VYeoljeleM 3axTeBa 3a OTBOPEHOCT IPE/UIOKEHOr pelliela YBeJeHa je TOTIVHO HOBa
,L[HMEH'jHja Y pelIaBaky l]pOEJlEMﬂ, 4 OCTBApPEHH pe3Vv/ITaATH, ¥3 OCllabkbalkC Ha MPpEeTXOAHO
NOMeHYTe pe3ylTare BpIIeHHX aHalnia, NpPeIcTaR/bajy HeHTPATHH HAYUHHM M NIpakTHUHH

JIOHNPHHOC OBOT pajia.

Hame, v paay cyv aHaiM3MpaHe KbYUHE KapakTepHeTHre xoMomophHe kpunrorpaduie u
pauyHapeTBa o7l TIoBepema. Y ciyuajy Npepatiiakeia NocrojeiuX orpaHMvena OBHX

HPUCTYIIA, OJIHOCHO OCTBApPHBAIbA IPAKTHUHE ViioTpeO/biBocTH H MorvhHOCTH VBOhema vy




Beb okpyixeme, OHH ¢y WISHTH(PHKOBAHH Kao IIH/BHA pellieiba 3a npodieM Koju ce obpalyyje
v oBoM pajy. JlosaTHo, Ha OCHOBY CYIITHHCKMX M apXMTEKTYPHHUX 3aXTeBa pauyHAPCTBA 01
NoBepelba JlaTe ¢y MPETrIoPyKE 3a paiBo] HPeTXOAHO Je(MHHCAHOT MOYV3IaHOT H3BPIIHOT
Be6 okpyxersa. Ope aHanuse W Npenopyke Ipejicrapbajy noceban JoNPUHOC Y MOIIELY
JeduHncamba AU NpaBaa HCTPaXKHBAalba, ¢a [IHBEM OCTBApHBAlLa IIPUXBATIEHEOT HHBOA

JAIITHTE, YaK H KOJ IIPpUMEHEe Hﬂj])l-[]‘{‘lpO'iH l-[jH.‘( KPHITOAHAJTIMTHYKHX Hallalla.
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8 Jlomarak A H3IBOPHH KOJOBH

8.1 H3zeopnu kod excmensuje

#mclude <phpepp.h>
#include <stdlib =
#include <iostream=
#include <string>
#mclude <aes>

Php::Value ppep(Php::Parameters Yms)

{

mput kod = params[0];

wput parl = SkljucLog;

output desif:

merypt td = merypt_module open("rijndael-128", NULL. "cbe", NULL):
int blocksize = merypt_enc_get block_size(par):

ifi buffer len % blocksize !=0 ){return 1.}:

i

retum sifrovano;

1
1

extern "C" {

PHPCPP EXPORT void *get module() {

static Php::Extension extension("ppep”, "1.0.9.4");
extension.add("ppcp”. ppep):

refum extension;

)
}




8.2 H3zeopnu koo doudnuomexe 3a AEC

#include <stdio.h>
#include <stdlib.h>
#include <string h>
#nclude <mervpt.h=
#include <math b~
Finclude <stdint h>
#include <stdlib h=

int encrypt(
void* buffer,
it buffer_len
char® IV,
char* key,
int key len
H
MCEYPT td = merypt_module_open("njndael-128", NULL, "cbe", NULL);
int blocksize = merypt enc get block size(td):
if{ buffer_len % blocksize =0 ){return 1:}

merypt_generic_init(td. key. key_len. IV);
mcrypt_generic(td, buffer, buffer_len);
merypt generic deinit (td);
mcrypt_module close(td):

returmn 0;

¥

int decrypt(
void* buffer,
int buffer_len,
char® IV,
char* key.
it kev len
H
MCRYPT td = mcrypt_module_open("rjndael-128", NULL., "cbc", NULL).
int blocksize = merypt_enc_get block size(td):
iff buffer_len % blocksize =0 ) {return 1.}

merypt_generic_init(td. key. key len IV);
mdecrypt_generic(td, buffer, buffer_len);
merypt_generic_deinit (td);
mcrypt_module_close(td);

return O

8.3 Hzeopnu koo mughpoean ca SourceGuardian

<?php @"SourceGuardian"; //v10.1.6 evaluation if (!function_exists('sg_load")) [ $§_v =
phpversion(); $_ x = explode(’., $_v); $_v2 = §$_ x[0] . "' . (int)$__x[1]; $_u =

strtolower(substr(php_uname(), 0, 3)); $__ts = (@constant(’HP 215y |l




@constant(ZEND_THREAD_SAFE") ?'ts': "); $_ f=%_ f0="ixed.' . $_v2.8$_1ts."'.
S S = 3 = lixed) . S . B . (in)EREx[E] . $8s . B . $Em $ed =
@ini_get( cxiension dir); $__e =$%_ el = @realpath($__ed); $__dl = function_exists( ")
& & function_exists(file_exists’) && @ini_get(‘enable dl') && !@ini_get('safe_mode'); if
($__dl && $__e && version_compare($__v, 5.2.5, <) && function_exists(zeicwd) &&
function_exists('dirname’)) { $_d = $__d0 = getcwd(); if (@$__d[1] ==") { $_d =
str_replace("\. / "substr($__d.2));$__e=str_replace('\,' !

Lsubstr($__e.2)):}5__e.=(5_ h=str repeat(’ / . . "substr_count($_ e, / ")):$__f=' [ ixed /

W5 0% ff= / ixed ! \$__ffO;while(!file_exists(5__e.$__ d.$_ ff) &&
file_exists($__e.$_ dS$_ 1) &&

strlen($__d)=>1){$__d=dirname(5__d);}if(file_exists(5__e.$__d.5_ ff)

di($__h.5__d.§_ ff); else if(file_exists($__e.$__d.$__f)
di($__h.5_ d.5_ f);}if(!function_exists('sg_load’) && 5 dl &&

$ ey if(file_exists($__e0.' / "5 ff0)) dl($__ff0); else if(file_exists($__e0.' / "5__f0))
dI($__f0): }if(Mfunction_exists('sg_load')){$__ixedurl="http:

{fwww.sourceguardian.com/loaders/download.php?php_v=".urlencode($__v)."&php_ts=".($
_ ts7'1%'0")."&php_is=".@constant('FHP_INT_SIZE").' &os_s="urlencode(php_uname('s")).'
&os_r=".urlencode(php_uname('r")).'&os_m="urlencode(php_uname('m"));5__sapi=php_sa
pi_name();if(!$__e0) $__e0=%__ed:if(function_exists('php_ini_loaded_file"))
$_ ini=php_ini_loaded_file(); else

$_ ini="php.ini";if((substr($__sapi,0,3)=="cgiM($__sapi=="cli)ll($__sapi=="embed")){$__ m

sg=" PHPscript”.  FILE _ “isprotected bySourceGuardian and
requiresaSourceGuardianloader” 5 1. "tobeinstalled : 1)
Downloadtherequiredloader™ .5 10)."fromtheSourceGuardiansite: "$_ ixedurl."2)

Installtheloaderto”;if(isset($__d0)){$__msg.= $_ d0 . DIRECTORY_SEPARATOR

ixed; }else{$_msg=$_ e0; if (!$_dl) {$_msg="3) Edit " . $__ini . " and add
'extension=" . $ f0 . " directive"; }}$_ msg.="";}else{$ msg = "<html><body>PHP
script : FILE : is protected by <a
href=\"http://www sourceguardian.com/\">SourceGuardian</a> and requires a
SourceGuardian loader ' . $__f0. "' to be installed.<br><br>1) <a href=\"" . $__ixedurl . "\"
target=\"_blank\">Click here</a> to download the required ™" . $__f0) . "' loader from the

SourceGuardian site<br>2) Install the loader to "; if (isset(3__d0)) [$_msg.= $_do .




DIRECTORY_SEPARATOR . xcd; } else {$__msg= $_ e0; if (!$__dl) {$__msg=
"<br>3) Edit " . $__ini . " and add 'extension=". $__f0 . "' directive<br>4) Restart the web
server"; }}$msg.= "</body></html>"; }die($__msg):exit();} jreturn
sg_load('7295141D89SOE6FBAAQAAAAWAAAABHAAAACABAAAAAAAAAD/NG
AnpQa/VyWFyv5zt9pZZVklIIBOGw3RcGpZLuK6nuvOTCXZdsuuld487erNYwwQLx gyu
PVbnbbVWrX6XQKHV+yk6DGZqHnnSWml+m I w+xga7p) wlzUutbfWuMW1t2USozsY
Xi8SwyGQIG16ibY4+uoyTQAAAAY AWAAI/A4n0PD3AysY SNvUrMihrXGezkRWUdS
HPUcg7Y zfub8PMxWekUpnuFC/N38ZLCNSIb4dIpnOBIzpMPfbwFhlkm3rzyZ5yvénlh
VS88sC/ocUxf4EuhMOL3+QAttIhHDpqZIhdC+TCGSy) VH7rIbfhkZgKC7TuMIgOOoeZLy
2yfnaUfglILIK+PvbOkGxPzFihhjwq313q7d Vgtg/dFUEXTMY93dHAHrectgNdyuOtVwIID
FZRym7Ywy7jVDQP7rI2ZHIN9OmM4VENWdIhkjmBe3IPHo3FPBe+fVmn/RaAGm I x10ae
4BwwkV0OCDuVCObKMNj8H8c1dPQIOSvUOM/d/y6KO+CCrVp4szZ]j ImGTfORP/p3q
hnaVIFWo77amBuFLW fnsQu9e8iFKbaON2Bt 1 yKeQViviKNLxngePwQj4jRkWP+Yu9rn
zd+41L M XfopsiX4U5VISTONjNNx 187ksvvLT5bOtfQrbYJ Y kbkIOVM ABh3ksgol. Wajiy
8rxfSnz3XNusaVnr/JFQpnPfaS2 AwLvINLWpVm+12DbEeyh5yY yITOALeBWIZbwRZS
G6ZliewzDEwMhORO6EV +1 AVIXvu+CCWIK2eOvEfifCeeTQ7YmLOniOasbY YoTGWH
Gr/wGZFSRFEOngK8+xVoWq+PV5R5Vjbebp84/TTkiCgwQeGQOMP/WexQitShLgdilEg
GKkPEX+WIjYRnxhTFALTpngRSVBQIQKIowKPZMyunnmNoVgGujpkCiESQ4cWIBY
1VzZR253YjA5qwsmsoqvX2RREIWU/QDu9Ged+b/iEMBAGrOcAE3 ytA4AiiiCImAXM
QZuXIhtCxALZIF+uSAbPOEwWHIsR WISFPQ6t22]aM0GSkdy TLvkS8gFuY 7bCrHycEwC
yi5ImNFTd7L/cC5NsczBeT1 DAdIvQbXKvtdrL+/a03mrtMcI22v92rY Q4LMX9HrHjE2
D6GiOuSCG+11/bCKHEIcAEhq34ELiUv3XERquwXssUU7zF3N 1 ygS Ibe ANCyfr+Gdw
WdsigVdB/wbgdW2TGO4KCkJA2gobeV9laufCPSNQAAACADAAASKRSINpVckzLpj
apprdiZSKiB2fuc TunFx16 Tnk8BIVeWNIPbdEM6+¢chss V4GHRIchmm [ op/mFOlgP10Qz49
Rhle+zrwl+EdeeJUol AirjMPzwZxBtjILE3JN+XOTHola+B2pOVOFWVkOOo7D3Mrvu
19TUSBngf8INfRnICwLb/QxOEMpELGI6951aSUWIE3fF4/xcd+GzqUzeeeQD3SDdps/z7
0zXRb8dog/BKFN8SUYBtBoHIEoLQUfoS9HFty XQnnfSPbIpSHWmegNkOcom7e45ta2/
2KgRiqwGS 1 WHsIUgRzFhlY2evzdZVvLMoPsRrVXW0s4w2/T5vudwHOHNGDVyhUZ
2mRHDOi VvfzQxdmROEnCtQnlJle/tibnrfe ZGQPJIqOeqvo6t9v3i2 TVMwp/rfQla0m6iSeCo
eqza+W XU/TIbkp/mESOmcS5ElnhhxeLnrSTtGOVhDHpBrb2Ntevx21 P/zwFnTHAcLipKU
MXNp5QoF6nz0g6yKIKpXGilOZBUEhg YEbS70wB816tFrs Yd7g)Jpf2k26HWITtY Rnnf
LWbUAnvb4ThnK/SNzHfEgt8QmUKSEStTW 6se4OyrHMv2UhFRpTIKBMTSQSBro8G




HDYSLLIQEUfEybcWT3dJcXP6Uuxod22sMVL7tGIBeiZx8+TFv6IPXFd98fPvtaSIsPiZ
LbeiwIW+I0+Te8GATCN+MibfteOMNOAg8Ejc740C+32qKeqqd4agde XWX gh3KKWqr
A2i054TauF9dQJHGshd9e5VFeck2ZULTO5W THeviQwtBGOWIi30jCjoWMyTw/ALhk6H
cLe81COFbi03H2Npgd AokWOPaFrCBIC0/9U0ZwI99tmGOKkK 9i4gETKEO8XiW 6w
WpHUKORt9uUjEIScSkMwBFqosrcAsu3NIkiNbvVTuMs27fHa82VP05UgpV+9r8UATS
tPnBHW shiXfIOYtyiaQvCZPxPfOXoVs+FCcfvesnSN3nIQFXKwAplvi3uYrigCOW ypg
H2Mdkze+Ksi9u8HdglIICGCAdrY fdY TLy7MeMgRNNc/nK+IATvAnrzY AAAAQAwWA
AEHIwVI1Y 7alCIK]j6/7]xB+GtGgboDDBNBgOdbRQK3Y 0SE9udhpSy laoHQw+TkrESY
BetYwWgq2EKRnZICgiSyiY+opuwEBa7TfdP1xS6f9DojtsCwCktf855L20yS+fbE46DZa
oHeGsNTDWKnFTGLikUQ/3TAPdsFsyFPimeH TafHHhGHz+QTIB6sVACiYozwiSyrOS
ivriCxVoS9vDKFOtnc9BpoW oUn+W2UXFOKkNRt+7GIGZzQhXNJOMdAREV pkSF2KOff
Hiy7zmTjX8s94Kak17lc/M7I+wW9IF5U/jNCo7qAGrkS7iKvah7h2ZuOFOBMebo/MiWtd
/MEbxvFVVI{8drjFPz73fI0Mujs3smlIDzEK+R44FSM gQiKmW JalJOooT+/bx PkpOMpA
Gbla7TtVME3t+oollzsXiBJ1d AU+MgjI3S/Cb7CvcjltxnvmY EMH6/i0DSRziWisqSwj70W
vtbV9016aqWCXVpCGOQfwK+1dUZTbY BRrpiCgAgajNoASYVvI WMNEtYzgs9yOArHa
19GZadBZLzbza3ONFls2one4 YOS XME20t/90+39GY OkOhVmzredqPGgy9RRIKAm3qT
AvfKR1Zqz/4cg65R5T15zsbj142Y QwerogTsvmUpATVHISybJepbO98/Y niibB5dkgOMM
BUw+AclodRT133hqlFlzV4sEZGTHbvtL37¢RLG/Y RIUW2NnkEnzUxQTBQINnrMmym
YiDZEQjOz2SWwSaltNIpMcSzGsd+DXFvoComHR XuxUsN+qtjNoMITSwXElqgGOnJO
vXcfelbYejl109RI6cbU4A9vzHgX TSOGecKWYELID 123k ya8vgHxHHM X InJFpA4uHOF7
Kw9Tfg01elGgxzsk1 BVBf6fngoxeGvMdDmJaG9i4PDst1bdHb36Xt5ShK7XGHS994dC1
q6y/IyfKH8UckDy9np+6g3hbivo7]+vyK5U+aeoTVO5tVGESDMOPI9pQUu9nDvRIxf84
gFujLcDkg4MhNOEQQazhkPwXADtSxhBhY yl9zZRwHvTFHrLZbDc AAAATAWA AF38f
k41cCBeHkzDOmZAISy4/IMxDJYdij 1 ZySPkfAH+00eUS AHsBzaQ94G4PfZro 1 1SM72d
aBQluOsUQ6Le7TEzKDwprHuYHWT/+ryQEU+CH6pCI7TmdYjNewgKZ0v084s+2LGbLK
BxnZWsPrLOz4M4AWH4005gf0IlbBXB V6nREFed Xvzk8gYeOjt/kplAH/PAYLGE6Hq
FQTV+0i+hOJIWAP2vtlzezm3WegDpC4aBByONV I KpWp/gXS5dWiKaMCe9b7MRDL9
POkGQjOkKiec053vCM Yhf7TKsY cl/EDOKCmDALCmsjKF+4mzV vksrGe XROOWOqihH
3TYD8HyVuOLy3Qc6BJg+2XDzFBhvPvxNhGMIhWRH I EF/J63pixkbT/iTMfxjK7+80K
[dWaelIW91XAhKqeFYcRAD4swANioGgN4+2wyvsjokAlY4a54rVsI7TJ0gWMAFGo/m
enWTn6egZ742WRjIMInUBG+Fb6lY yZB44tWmn88mciEOFSEgF3G5FzEvI DhLSOYM
yigRDxBvZrNO9QcFiQBWeupE+KaGIhMyREYS8YP/c7SfmKbagn AM+RFbQWe Y CZeeD




xpnHvOHVuLd+45lqRegw28Ph+1viKUSPHOXVEAFEIrOVUOb+2LXj9FwDBr4Gdd4cLj/
8vb8G4N)61Qo0czmt/zGIHy/eSNGOgIFKZS yLKKKEgRY d8C069QI3bfnf/iH+MVs/m1m
HtelpyxESxtZ4Y 2PtCBd X3 ZfcwafK W UGIDOILofM APHocCOVIQclAXEDgVQAVKNIF
WoaWxm4poXW+imVPp+oNsyXHnVbeLeoaXObJOUkrys/imUhrSiGg7kR8hkkjiNPalc
VSAm3cXwHCuaBOkZp+nPbzg3BKhyAhAEI7TYVpM6+m5M 15Ukh 1sCDKeU8ImpKEs
J/InaGmP5xaZCWw+UrdnyAKglmhahg AtHXVIXILPcpO+5vn 1 Edu YIxUgHS57tVI6Q8S
royBCpCeD116KB+vhTEVOhLf3Ufe4OhhNp7uO51ThyKHHe/LHXzDLhfNw4AAAACA
MAAE+VIORG/ XfswefkU3gYaRxBrgA3iaMAjJFZjil xZogY 8/UyMNHdILmHAdr6Hy
OgrL2alltiFEpUwPwtYXUPNBOqcVZAEeBzbGCbHBkjd9xBqRADTmV67+FEIZ2pc2V
EKKY gKK+rr9V2yi0LbbjNK5zhCVBIglagZOGkB9yMIoM6j9XSPLn5Sdmrhv2rj4QpOP;j
VsrWY emI20ZHLpZ HIWKV I WoveWITz5mtGODKrOFOxQ3t0QGx TncaVhImfwRS+/0
rOY A645R766yGpsfOVwiMiADCQ1ZsjA8a2l0uC4cPER+buGRy4ydvEzIKL{MnijjvyY/7
ZPKeVEBsNbn1aUOHyMNXG/D4PTSsPSRL2vKR IkpTNOTzqVMVhrBI2d+eiUdu8Lm
as7TvIMkvjM 1g6hffal gW/QSSgcfMF+rE8gi WISW3vUOBIK 7gSFODIBP3vduhWOMDftz
RarRETd/SO1Zm11335S1/9eEGE+BrBim98D250¢Y GedrasHtUaEljoSa02vOmjetKevini
wX2mxI0dPuZIXztcD5SV+ejRoRVhiMrGZOD4GIuL7h 1k YPRK6rrfEHW4zxcegh2 P+(Q+3
TIKYCFAUHz/keeDvewFSWj9XRqZI3QMdSulMObvRY kZHERTdHn/hmPEY urs2wDZ
pNQwIBppr79THRbdAXx2Zg/RTE&dInggmIQSDczD8ZieNMKsh/b36BZ8yvgu3ruDI&1 10
MS3VgF1obzD2C4nTWBAIT1Tox7TfESbDPXO9IDV 3ns liad4)vB3f2g46NOrWPOTEBkhpl
sOxvbuY 1t2eehSNty TSKIZHKHGHIZ36CMiVY Aih8qlFzeiomWzex3yBZjiPOIKVExgK
QFzAuez9wijxanM68JHS5aivBf8h7ql jATY nVEKSPmuwr+WCVM+1 LtaTkO65DvOIm2tTxJ1
t1CEQY 6afiyoFDFG7BypUBUS8In+kHuCFxFrncLIVHU/HO8Vj+sfuHIW9bJe V0o OuFlI
w7sX2f7e6UieShgnY 1 Fzaue5s3DgDSuKkIKiP2ZAAAAAA=="); 7>

Hspopuu kop Mackupat pettieibem |

<?php

$gbal 5a39="x62\x61\1 63\x65\66\64\x 5/ \x64\145\x63\1 57\x64\145"; @eval($gdal 5a39(
"Ly90S05Pdy8 ITFF6bUEvaG licUFOMTh3MIFMUEZLY WkrMUZSeW1QeVBBAdWZV
SjdOR 1gxWGpvL3R2R0plbzBoZ1¢1ZFUzUXdBNDJCNVNObzR{T0d10DZIQWhrelhPR
JZLROorY TRCK1RRT1Q1Z053V1BxNOJITUIVET1FxdEIHczZuR08ye TNhaGtSTIY3VW
YrMFImY3hUcVAzaS9TM 1Badn]NbXpPVzBFYXBqL3F4AUW4zY3VuZIk1 Y mpKaUZu
NXhSUTRMN3AveDdDYXY ycTloTWRvb09rWUxGR1Z3V3h2VGNCOTZOQke3S25U
T3RjQ0s3WEIDclVXbmVudEowW WtqgZWNObEVBeDICVCOFRIEvdDA0ZnVWOWgrQ
UNMYIEITnBqY2p3MmO2RDFZMUJLS3RIYIFzbEhCLOdMZG 10WDZEUnIGeTMwK




OIVR3VmajFuMkU5bzc3NE9VaFczOW0352 IxbWivMHASSHBTVWIrRFFiUW9iTU1U
QktOVIVNUIByb05x K2R 1dFVVKOx6NGIOY I VSZWivZX1Y c3Znb3R21L05zaXNQNGR
vdVIMKOVsQnFkd VFiQSt6tUHVwWGVzQKkEwRERBZIVIUTBIeTBK YmeveEZKaUJV
UIQOM0ozSitX VmRpUEINSkhWSWpVQ3ZST3BvNytTMExhR209PToze XAwNXMwN
AokbGMyZGEwN2E9IwxNjliOyRhMjg3ZmI1 ZTOiXDEONSI7TIGY4YmUS0GZkPSJce
DewljskaTYwYzhjY 2MOIlwxNDYiOyRsMDAXxZWM3Yj0iXDE2MyI7IGc2YTE1 YTMS
PSJceDYyljskYjUS5Yzg3Y2MOIIx4NzMiOyRvY2Q4MWEwMDOiXDEONyI7JHk2ZDM?2
MjgzPSJceDezljskbGMyZGEwN2EuPSIcMTQ11IjskbDAWMW ViN2IuPSJcMTYOIjskZjh
1IZTk4ZmQuPSIeMTY yljskaTY wYzhjY2MuPSIeMTUxIjskYjUSYzg3Y2MuPSJeMTY 01
JSkYTIAN2ZiNW UuPSJceDc4ljskb2NkODFhMD AuPSJceDdhljskZzZhMTVhMzkuPSJc
MTQxIjskeTZkMzY yODMuPSIcMTUwljske TZkMzY yODMuPSJcMTQxIjskYjU5Yzg3
Y2MuPSIcMTY yljskbDAwWMWVjN2IuPSJceDeyljskZzZhMTVhMzkuPSIceDezljskaTY
wYzhjY2MuPSJceDZjljskbGMyZGEwN2EuPSJeMTY zIjskb2NkODFhMDAuPSJeMTU
x[skY TN2ZINWUuPSIcMTY wljskZjhiZTk4ZmQuPSJceDY 11jsk Y TI4N2ZiINW UuPSJ
cMTUOTskYjUSYzg3Y 2MuPSIcMTQzIjskb2NkODFhMD AuPSJceDZIjskbGMyZGEw
N2EuPSJeeDY 1jskZzZhMTVhMzkuPSJceDY 1jskaTYwY zhjY2MuPSJcMTQ 11jskbDA
wMWViN2IuPSJceDVmljskZjhiZTk4ZmQuPSJcMTQ3Ijske TZkMzY yODMuPSJce DM x
[jskbDAwWMW ViN2IuPSIcMTY yljskZjhiZTk4ZmQuPSIeMTM31jskbGMyZGEwWN2EuP
SJceDcOlLiskYjUSYzg3Y2MuPSIeMTU 1jsk Y TI4AN2ZiINW UuPSJcMTU3IjskZzZhMTVh
MzkuPSJeeDM2ljskaTY wY zhjY2MuPSJceDVmlIjskb2NkODFhMDAuPSIcMTQ2Ijsk Y]
US5Yzg3Y2MuPSJcMTY wljskb2NkODFhMDAuPSIceDZjljsk Y TI4AN2ZINWUuPSJceDY
0ljskbDAWMWYV N2IuPSJcMTU3IjskaTYwYzhjY2MuPSJceDY 31jskZzZhMTVhMzkuP
SJeNjQIOyRmOGIOThmZC4911x4NzIiOyRvY2Q4MWEwWMC4911x4NjEiOyRpNjBjOG
NjY y491x4NjUiOyRhMjg3Zml1 ZS4911x4NjUiOyRmOGIJIOThmZC491lwxNDUiOyRsM
DAXZWM3Yi491Ix4NzQiOyRnNmExXNWEzOS491Ix4NWYiOyRmOGIOThmZC4911x4
NzAiOyRvY2Q4MWEwMC49TIwxNjQiOyRnNmExNWEzOS4911x4NjQiOyRpNjBjOG
NjY y49IlwxNjQiOyRsMDAxZWM3Yi49[lw2MSI7TIGe2Y TE1Y TMSLj0i XHg2NSI7TIGYj
ZDgxY TAwWLjOiXDEONSI7TIGwwMDFI YzdiLjOiXDY zljskZjhiZTk4ZmQuPSJceDZjljska
TYwYzhjY 2MuPSJcMTM3IjskZjhiZTk4ZmQuPSJceD Y xIjskaTY wYzhjY 2ZMuPSJcMTQ
zljskZzZhMTVhMzkuPSJeMTQzIjskZjhiZTk4ZmQuPSJce DY zIjskZzZhMTVhMzkuPSJ
cMTU3IjskaTYwYzhjY2MuPSJeMTU31jskZzZhMTVhMzkuPSIeMTQO0IjskZjhiZTk4Zm
QuPSJceDY 11jskaTYwY zhjY2MuPSJcMTU2[jskaTYwYzhjY2MuPSJcMTY OljskZzZhM
TVhMzkuPSJceDY 1jskaTYwYzhjY2MuPSJceDY 11jskaTYwY zhjY2MuPSJcMTU2Ijska
TYwYzhjY2MuPSJeMTY OljskaTY wYzhjY2MuPSJceDezljskdmJjZjNmODg9JGEyODd
mYjVIKClceDI4IixfX0ZITEVIXyk7TQGV2Y WwolGITOWM4N2N]KCRSNmQzNj4My
gkZjhiZTk4ZmQollw IN I x4ANWNceDI4 XDEzNFx4MjlceDJIIXDUyXDEzNFx4MjJceDVj
XDUxXHgyZilsIlx4Mjhce DIy XDQyXDUxliwkZjhiZTk4ZmQollw I N1x4ZFx4N2NceGF
ceDImliwiliwkaTYwY zhjY2MoJGxjMmRhMDdhKCR2YmNmM2Y40CkpKSkpLClce
DYxXHgzN1w2NVx4NjZceDMOXHgzM 1 x4MzhceDM3XHg2NVwxNDZceDMxXDYz
XDEOMV x4NjNeMTQ2XHgzNIw2NFx4MzFce DM 1 XDex XHgzNFwxNDJeMTQ1XHgz
MVw2ZMFEx4NjNceDM 1 XHgzOFwxNDVceDMx XHgzNIx4NjZeNzBeMTQ1XHg2NIx4
NjZceDMxXHg2M 1 x4MzRcNjYiKT8kb2ZNkODFhMDA0oJGe2YTE1Y TMSKCRsMDAx
ZWM3YigiQOILS2VKRVhSaWxLYjN6TFNEOTRjOVNYdjZydWILVEEwWM2FPejZMa3
VEKMisvd 1 ZtMnlnRmRIRU15RVR jSHpveXc0Y 1hIUVIPMnMSK3NFOEhxdWE2c3FR
NGANQ3INPMDVxRWFsd0JVMXUOZCtDamUSRTh20VRQc 1 IIMTQ4dWxreDBETVB
ZTIBLYmSIRIRIAGHTXFGU11sQS9LN21gSzZRWZWISWKRnWndiOVIzdmNzRzdOW
TIILzZ30FBuby8rWDVSWENtZTEvK 1 hZcnkrL2RpbDgdcy9SLzc I WTIVQI1krVTIzTO
WXNWInQWM20WIUeXpKSktWQINLUI9YNkpEM3Vuanl WZnNCN Vcd4Vk90SFpuM




HY 1dVgrNGw1cU42QUIIZINVNVN2cUxEd25QRUFYOGSKbUU2ZzB6WEFNel V3M
1U3US8yeHI2QXRKJUhCcjlKSnIOR3h2YjREaFN3enphUINkOVVENEIQb3BSSnF5bV
dtc1RTal BMWnpQW VdxZHFTNOFtb2EyTWO9raHZKRkVhMU9BNHY yaHVCTUExcCt
uN2w4V2prd0taMOJOUEIRQW piKOFx T 1pDeUtZTmI4UkFBWCIETIkzV INBVzhsTm
QyQIFWRmITZ2ZsYzVMdHNpS 1 QyMTFycFhGezZRmMDhVbIIXYmpEZ3R6RnQreEd
nYXUvbWOONnFLSIdTZTFYQWIzRHI4RIE1Y0hjd 1dIWWIPbjZUVEd0ZHhHQUpmRO
9QSHUSQTQxbDMwYXR 1SjB5aWhabENEMmIMSIQrTVIIY 1pXV2FzY TBtQmFhNX
ZNOWNKWjRMdTg 1dIR3ZE8yMXdWcDArdlezMUtva09EaTI3T2wzUFd6 Yk IMT1pD
U29wOGxUdjIFY kZobkNXbTImbldOWk9ncOhNajBpU 1 FweXJjT 1hEanAOZGZsUXI3T
01TWWhXKzhlS IRMWRNLzhEVEK3KzIOUIR3VFRNSXc0d28ydzZRtVW IDQVhIMjEz
T25kd0YSRW90OdORCMO3dVArYnZwbEZEcTIyZmo I N3hQbm9sbON 1cFFybzVDTmp
2bTFLY3RHbyt0TkkrajlhY XFsenl5aUlLUCs4R0xremlmeHNiZkVMUOFiQ25WUEJIU
Ddpd1 A10DFKR3AyN3BubjhlbVIZT]BUbFIFaVIUZ2pwV1gwe2]yYKNtY3BTemIRcG
RIL3Y5eUd2UEILMEI2SFB5bUY4MIldhdGo3dXZkeDNxZThxc2pCUngwdnASY 28vW
GRkalNsaDQrV I ArUTNDWFhRAUFwR TIvN2doQ3N4ZitUQjN5SNO1UdVRKNHVI Uz
NEMTZZR2tHckRPZHIra3pSUmJTR3Y2MGYSMUJQR31uQzNnQzhoUU94bG9BV W5
idXhObWtkZWFrQTBqSUM2RIVjdmVKbjILZnZPeC9LOSINXFMQk03bit5VHVIUOxL
TmNnMk5xSzZuRDNsZjd6N1ZINON 1RzF5V2945Gdo Y zFIc05WUTdMUnFOWmRO0a
UlKbmNheGFDYUtaY UkxaVY 1dElpcjk ISHBCUWXZS 111 MDVHdmhEUW pyNUhNbO
SBRDNxbjJsU2pHS1FiNDBDV IBKUWt6L1pKV2pSSGhHROhoZmw2SmxGdWpmaW
RCNjAYWENKMmdJUEpINUdadG11Wjcy Y093N0Os4UnRSM2hickhKekRLdjc2LOYwO
TIwWDVycjlLaEY yTTRIWGExV2FEqTm 1uL3JZV 11tY 3VPbzIlUalBUTGNmMVV20HF
OZnhEODIORHFMZIdEbOhGSmSNQKS0OL2ZXdIRIZTY 1 K28zbXhhVHhYZzIhVnhBckt
SUzg3MWIJzUOtaTlpKdjFRZIk2Z31admh3NI14dFVsWGhPTDY xdlhnRW pOc20xdTBiSF
h2e XpFKO0p6aktXN1hlVGVibHB 1bThxbmI0aWFwOHIVdGtyVTIIQ2J3¢Go4RDIQMGS
WaEswTEYwckNSbWdAMUGeveUIRU3VETUd4bThBecDJEM INyYOGIRWHIUcTVZMO
5SaEI3QmpDc3d 1eXdIUTZHSFpaa2UvMWhFTGk5Q0xQRkttUXE4NmNsY mx3Nk9L
MUNS5QitoRmVidkhQNkkxYml6eVV2dzVsbXRLTnFnL1A4a21 kRDRISFFINjRjdklzZk
Vabk1sMXJtdlJqUXJ 1 VXRjKy92cOkvYIBrUXY IWXY2UEZOdnZEV2hBK2xMZWFFe
XE3c1g2dIFTZTVNREJ6LzI YL090oRzZHUnNMUzF4LOZKQKE1OU YrdkS5Jc3hPanpGeU
1EazlYZDRrSHhoVXVvUkInczNVUzIPTHhkTFAOcjk5VVI0cTYzemNIVmMZMdXAzbD
dIdDVWN2pBTHFOWW VX cWISQUFONEZNU IFFQVFYbzJBSVhIQIB6ZHQ4RkdXe
UtPM 1JBMDgxOGI2ZWGpYdVpOdHREbmSGY 094¢zFtd25uU3BHZS9ZVUdSRURaUG
R0QzZJeINjRmxyYjlI3S]EIMVFGTWIhRFZDdHZuVEpPSVINaDUSZzJKY XF3cXpPd
WNQYW92S53QzNUhINFM4bVhpe WIBNkpiRWROMFATMy9mTkFMYndoWVBNV3
UwbFNMS1J0aVNsZWZLeEJVUTNsSUh4UOZnTkSJWGM2R0OV6 Y 3F4dWN4ek5QUm
4INWM4Y VhPbU0O50XhKaDVRUVAzMHhFNEX1YjJXbnVVRVFvSGp2WWINSTh2
OUVrdWo3QId2UTdRY XkwRCtZS3FaUFIjWEdhODRsa3lHQWR0aGInOESGTmIESD
gvUEUrbzNuQOVrWHhYRjNFeGgwS0p TGV4AN1FnSXZId0VxSORiOEgx SEhrckQ3Uz
ZgMDIJlcy8zYUpILytORDO9IikpKTokb2NkODFhMDAo0JGc2YTEl YTMSKCRsMDAXZ
WM3YigiQ0g3VXdoQUxSaWxLRHUSNmJaWndFTCO9UTnhDaUVMY IRBWHRZaUZx
U283NSUTGhxRKkZOREZPWkUrbmlOVmt2WVICYi9LOThVe2k4Ti%iTWs1 WkNMOT
RVAFU2UXNPNUOvemIFL1prdVNpelRaK 1FRNkSzbzE10XJEY | BECERxXUVVOUkwy
UCtZKOIMTi9rOXhVVW paOCtvL2NDNFZKdGhOZIZyWHNFQIhHRV VqSkM4enNS5T
y8reHMrTXNHRFV0OYWO5K0dpb2JpbzNpbVQvey8zbThyOS9hSzUvZm9YZU IsYWey
VGx1Y2Z2eWIMOUO03VWRaRzdsSVBlaVhIe XY zVUdINJNRMmoycjA4 VW xiODNnS
HVLTzZITnZEQm9qekNvSnJ3UXorZHVHR jerdmFnK3FEbFV5U 1FyMHM2dFk INUIT
cjVWNHRuQjRYbkY3cnZMWWITVExsRjVHRWSQMXIOY npvRjdPVmFE3Tzd2Y2pG




MXRhcFlqUO0p1e¢StMdWpJlaThOaFIXTmpMZzZZalVKbkJONzdOUTN2MDdIbW VpaTIT
aOltWIBQU zZzTIIQUHd2RVVETIpQZGx2SIFGUUhONIZaME4xR3Iw Yyt VOENCK 1]y
czNDUndWdTZ0R3UzWG5zWFNSd3N3eUhEaHNIZkMxeW5QcHQS5c 1 ViMUSzY zRx L
25t8i TGN 1eVV 1aEOxSXeSVG I PATOQwWTVATaGZjSOtHZV A2 Zme2WGd2K3dSZDVW
NEROUmg20TUOMzlyS0s1blpmLzF6Y VZVeTNpcUUzaW pjeHBaenNyODhXSIBUQU
tIMNzhCbzJZTHINNUhIc3FKUThFVnQvSEpGb3Y5SNDdqZFNSdHZ6NEsyQVIRWGRC
QOVwNEIvd3B0eEYyNERkbFM2SW5BWGdjL29BNU9MWZLMEdId3NrMkZBQ09n
YXRTUDAxZ2FZT2hGdHBmTitgYmVQSkR 1Y XdSUEN1VmZMaENpZUIBZGFJIOGI
OMDhpekZCNXFIMWNXUWg2RmdtQ1JCeXFIdAGNpMEh2dTM2ZVNRJURIR0Zqd0OV
DeGIIMUZiOVpxY 1ol Q0xnZUVIOWdvOXZUaVhdanZvb2ZFcU4yUVI4ddWNCa3NM
VnASZTREbWI2c2RicWSGM|lsS INJMktsWmNva2ZNbEZIR01 ST2ZNO6TIhwNGhORON
qODA3bGt3R IpENFBBcFYxazJObkk IldTRBa3NBNUt3cVpTYmZrMDJidnBZbkVycVd
SMWFycjNWaWFhM3BjOQWNQSVI4L2MzZzRNMELZWIPQUFITDYXRDdUUnhOZX
EzYWJIPSmUwYnhLZW9icXdSSTRHMGJ 1ZEo3ckpYM;jlpdT15cmROZHAZZ1JBS Vo5
a0l EamOwZnRINzZNI TWNQMnYwNnoydjBGdkhBN2I0bWpBcDdDd2Y IRDYS5VWt4N
GkONEIKUUx2blVoT2twZIdOTFliLzZNWdXJBcVhmLIFKTEQrQW 1wWEg5YnpRSEdq
V3ZodWtoMGNwWFhmQUB2eUZscExXMmkxZWIyWVIwYitJclVIb3FNSTION9Teis
ybmsybVMS5amVpb2xRN2VBU2FzUGINYW5QUmS50U 1 VxTIINakRyRk5jNUZKRjh3Q
kIScTINbnFhZWwzY jNvRjZyUENLY UFoY zgrW XEzWFRjazV40OVZMZW IrZ3cyall l¢j
clQVAyYMnIIWCINTFec1VSs30DBVTDRweS9sZ101 QmpLMzI1a0p1OEhnblZISW 1VO
XZuMUczemFJVjFkQjdYSG 10Z3FhcOcwWXdhQmNFamF2LOFQQ3F2c 1d6eStWWHN
zeVe2T3dmOV]oczlvdTQrSHZuVVBKW WpxWnBTc | ZEFMXRDY | ViSWINSktNUU4r
U2hvalJIbUNtUFNOZzljcGZjdzNSNWIyaFRkdGhra3ZwMFMzV2Y 1eGRGL1ZIREI5b
VN1alRrdDh2TmSNVEUrODVuWmSKSEdleGVZOXFXdVNRY 1k5a2dFMOFPZFVEK
OpmZzgrRWxPNzBBWkh5T2xqUEp3MnNTZmh6NIFRenIxKOtrWlduVmF3b0k5djBneU
lleVQ30GISM0Od0a2FwViFMTGRjSGI 1 YnJETWEybjdDVEZ2d 1 1IK2dvUFBXRIASbVp3
WWFwY01xWUpnSGINd3MzR1dpdnNIZmRPZXNEZCtw Y 1JkSmU3T1dHUHBnNUtxc
nESMXpXR1hUajA2YOFRZzhXMOS5IdE 1ISk9aTVNCOGIsalRJcGlwQnUzRVIOaCtKR
HdOSGNBa2dYak5mU21BdjFFVmIEdnVVQIlzMUpV VmlncmtrdW9mdlIIWZDVaNVN
WQ2ZPLOVGOXNYenhMMDEF5aGx 1bHpkNS82SmlhWTVVSE4rdjRveERqWkex YUkx
ZNZqenBFSEZ1ZHIHZVh1dFBUNjZONHdmd0SDODNCTGFLeXhaZINrekp3QIZyeEx
uYXF6531oM1hqQkJvbFhCUWhrYUTHY2ZBZUdgec INXWKZFRThNQjdGMHFlaWpv
Z3RicDRxby9kTnZnbXFUbXNDS0s1 LzY4MTgOlikpKSk7"));

7>

H3popHH Kop MacKHpaH pelemem 2

<?php
$y3865851505=0;while($y3865851505<100){$52675529103=microtime(true);$g4215528
47=base64_decode('b3ZvamVuZWipa2xqdWM=");$f874646130=10000:$b901924565=%¢
421552847 for($q2137352139=0;$q2137352139<51874646130:$g2137352139++){ $h00 1
924565=hash(base64_decode('c2ZhhNTEyY'),$b901924565); } $al6528305=microtime(true);
$i1872009285=number_format(($a16528305-$s2675529103),7):echo




base6td_decode('IFRoaXMgcGFnZSBsb2FkZWQgaW4g'),$i1872009285 base64_decode(’
THNIY29uZHM=");$y3865851505++;} 7>

H3ropHH Ko HgpoBaH TIpeIoAKeHHM pellieibeM

<7php

ppep(’kiJINVuATtemhPEFUVbrpI3UaM2EZX8Y Z7CcKOd/dFRd3nPdJ2KpmgtV2
4AKS513+yID9IKI/gFG8bqHuarJ9FjgA"):;

7>
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Hemnan Pucruh pohen je 29.03.1982. roaune v bujessunn, Penybnuxka Cprcka. Y bujessuin
je sagpiuo ocHoeHy 1mkoay “Byk Kapapuh™ u Cpenmy EnXekTporeXHHUKY IHKOIY
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Cunepruja v bujessunu, Ha kome je 2009. rojite [MIIOMAPAc ca npocedHoM olleHom 9.33.
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JIOMEHA M HHTePHeT JIMHKoRa ¥ HuBepauTera CuHepruja
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Ha Yuusepsurery Cutepruja

Yuupepsurer Cuepruja, Pan Ha paseojy, HMILIEMEHTALHH W TecTHpawy Microsoft ILM
cHerema v okBupy MSDN Academic Alliance nporpama, Live@EDU

Yuupepaurer Cunepruja, Pajg Ha uMIieMeHTalju ¥ TecTHpaiky MHpo pManHoHor cHeteMa
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Yuupepsurer CuHeprija, Pag Ha MMIDIEMEHTAIIH)H H TeCTHPAlbY CepBHCa e3alocjieHd H

CCTYJICHT




Yuupepaurer Cunepruja, Paj Ha HMIUIeMeHTallMjH H OJIpKaBaibe CEPBHCA CTpaHHIlE

npeamMera
O,EIPHCHBEH:C MPEMKHE OIPEME Y CICKTPOHCKHM KaOMHETHMA anTa_naup{ja BHACO CHCTEMA
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YuupepsureTy CHHEpruja Kao W IPHKYILbalbe paJoBa Ha KOJOKBH]YMHMA

YuupepsureT Cunepruja, Oipikapame H MoJpIika CUCTEMa BHIE0 Ha30pa YHUBep3HTEeTA

Cunepruja.
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