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Camkerar

bpoj kopuchHuka mobuinux temedona ce noeehapa w2 Jlana v Jan. AHamasupajvhu
HCTOPH]Y MoOHIHMX ypehaja, MoEKeMO 3akbyuMTH Jjla ¢y npoussoljaun moGuimux vpehaja
pazBuIM HOBe Beoma copuerrduumpane vpeljaje koju ce ca paBoM MOIY Ha3BATH NMAMETHHM
renepornma. 3601 wuxope noeehade ¢nocoGHOCTH M HM3A UHILEHHIA, KOje YTHUY Ha Hatil
CRAKOJIHEBHH JKHBOT, TIOCTAJEMO CBE BHINE M BMINE 3ABHCHH 0J1 MOJICPHHX MOOHIHHX Tejedona.
[Mamernu TenedioHy, KOpHCTE e HA PamIM4HUTE HAUWHE, 0] OOHUHOT Telle)OHCKOD pa3roBopa,
nperpaskupaiba  Murepuera, ynorpede pasaux  ceppuca (CMC, MMC. e-maun) mgo
viotpebe (poto-anapata, kamepe wiam GPS vpelaja. Passojem MoOKIHE TEXHOIOTH|E, jaBbajy
ce | IpBH Ge30jeTHOCHH MPOGIeMH, KOJH YTHYY Ha KOMYHHKAIIHOHH KaHan, 0/IHOCHO, MpeHoC
nojaraka oji NolliHbaola Ao npumaoiia. besbjennocHe npujetbe 3a oe ypehaje nocrajy cee
BHILE H3paxKeHe. jep JOolI VYBHJEK IMOCTOJH Hejocrarak ojropapajvhux  GeszGjeaHocHUX
MeXaHH3aMa M anara 7a 3amtaTy. [lojaroM onepaTHBHMX cHcTeMa 3a MoOHIHe TeledoHe oBaj
nmpodiaemM ce Beh moueo yenokibapati, CBakM ONEpPaTHBHH cHCTEMa c¢a co0OM JIOHOCH BEJHKH
Gpo) TMOroAHOCTH 3a KOPHCHHMKA, aji M Hu3 OesGjenHocHux nponyera. Mmajvhu v Buay cee
nomyaapuuiu npueryin HorepHery, npeko moOuiaHux vpehaja, jaibajy ce OIACHOCTH Koje ce
oaHoce Ha Oe30je/no KOMYHHIMPAIEE Kao H Ha a3y VCIOCTARbalba KOMYHHKAIIHOHOT KaHaja.
36or nopehaHe MACOBHOCTM, ¢a MpaBOM ce [OCTABbA]Y NUTamka Oe3djeHocTH MOOHIHHX
KOMYHHKaLHja G0 KOT YUecHUKA v KOMYHHKAaIM H. Open source NpojexTH NporpaMepuMa Hy e
YMTABR CIICKTap pasBoja cONCTBeHHMX pjelliciba Koja cy fa3MpaHa Ha HXOBMM macjaMa. Cnodoa
MPHCTYIIA H2BOPHOM KOJY je 01 jeJIHOT ONepATHBHOI cHCTeMa HATIPABMIIA ONEPATHBHH CHCTEM
KOJH Je I[pPeBasHILA0 CBE OCTAJIE CHCTEME H I0CTAO TPKHIUHM JIHAEPp YV CBHjeTY MOOHIHHX
teneona. AHAPOH/1 ONEPATHBHH CHCTEM je DP30 cTekao rmomyaapHocT Mehy nporpaMepuMa, ma
UaK M IIHpe, jep ce ocjatka Ha JaBa MporpaMcKH jesHK. AHJIPOHI ce TI0jaBbyje Kao OTBOpcHa
rurarchopma 2a Mobuide vpehaje, koja omorvhara mommdimkalivjy uak U Ha HHROY ONEPATHRHOD
cucrema. M3 tor pasiora, tporpamepd umajly MorvhHoCT pasBujama  KepHeli-GasHpaHHx
Ge3GjeTHOCHHX MeXaHH3aMa Koju HACY VoOHuajHK 3a ocTane MoOMiaHe nnartdopme. Aaponn
onepatusHl cHereMm Oasupa ce Ha Jlunvke oneparuBHoM cucreMmy M npuiaga Open source
acouujai . 3a cBOJMX cejlaM TOJHHA [OCTOjaba, 10 TPEHYTKA [Hcamha OBOT paja, AHIPOW
OlepaTHBHH CHCTEM HanpeoBao je J0 ceoje 7.0. pepauje. Y OBOM paly, H3BpIICHA je aHAIIA3a
Aunnpoun Ge30jelHOCHAY MEXaHH3aMa, YOUeHH ¢y ojpeheHy NponycT Koju ce MaHu(ecTvjy v
HHCKOM HHBOY Ge36je/iHOCHOI OKBHPA KOJHM Je OKpyieH cucreM. Peiyirari uiBpiieHe aHkete
VKa3y]y Ha HeJ0BO/baH HHMBO KOPHCHMMKOP 3Hamba M3 obmacTH Ge3fjefiHOCTH TNPHIMKOM
ynotpebe mobumuux Tenedona wa Wwurepuery. Ha ocnopy jerambHe aHanuze AHIPOWI
OIePaTHBHOI CHCTEMAa, Kao W heropux Ge3fjeHocHHX MexaHu3aMa, Jouuio ce jo ojapehennx
pesviITaTa Koju ykasy]y #a norpedy nojmsama HHBoa 6e3Gje/IHOCHOT OKBHPA KOJUM je  AHJIPOnL
okpyaen. Ilpennoxene cy mjepe 3a ynanpeheme, onHocHo, noguzame HuBoa OezljeqHocTH
yviorpedbom  SE  Linux-a. M3ppmena je xomnapandja # [OpHKasaHe cv  pasjHKe
umely AOSP (Anjpons Open Source Project) H npe/UIoKeHer SE Anppous
(Secunty Enhanced) cucrema. Ha kpajy paja jart je 3ai/byuak ca MpagiMMa HAPETHOT pajia.
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Abstract

The number of mobile phone users 1s increasing day by day. Analvzing the historv of
mobile devices, we can conclude that the manufacturers of mobile devices developed new very
sophisticated devices that can lg”ltfll.ll}-‘ be called smart phones. Due to their increased capacity
and number of facts that affect our daily lives, we become more and more dependent on modern
mobile phones. Smart phones are used in different ways for telephone conversation, Internet
search. use of various services (SME, MMS, e-mail). use of cameras or GPS devices. With the
development of mobile technology. there are also the first security problems, which affect the
communication channel, ie, data lransfg}om the sender to the recipient. Secunity threats to these
devices are becoming larger, because there is still a lack of adequate security mechanisms and
tools for protection. With the use of operating systems E}lohi]c phanes this problem became
more complicated. Each operating system bnings with it a large number of benefits to users, but
also a number of security vulnerabilitie ving in mind that the Intemet via mobile devices is
increasingly popular, there are risks ted to the safe communication and the stag
establishing a communication channel. Due to the increasing massive use of mobile devices, it is
necessary to consider the questions of security of mobile communication of any participant in
communication. Open source projects offer to the developers a whole range for developing their
own solutions that are based on their ideas. Possibility of access to the source code of an
operating system made an operating system that has surpassed all other sysl.em:a‘ld become a
market leader in the world of mobile phones. Anaponn operating system, has quickly gained
popularity among developers, and even beyond, because it relies on the Java programming
language. Anapouny appears as an open platform for mobile aices. which enables modification
even at the level of the operating svstem. For this reason. developers have the opportunity to
develop a kernel-based security mechanisms that are not usual for other mobile platforms.
Amnjipous operating system 1s based on Linux operating system and belongs to an Open Source
Association. During seven years since il was invcnlcc@til the moment this paper was written,
Amnnpoun operating system advanced to 7.0. version. In this paper. an analysis of the Anapoun
security mechanisms was made, certain deficiencies were identified which are manifested in the
low level security framework that surrounds the system. Rc of the survey conducted indicate
inadequate level of user knowledge in the area of safety in the use of mobile phones on the
Internet. Based on a detailed analysis of the AHﬂ[@:pemting system, as well as its security
mechanisms, there are certain results that suggest the need for raising the level of the secunty
framework of Anapoua. The measures were proposed for improvement, ie, for raising the level
of security using SE Linux. The comparison was made and the differences between the AOSP
(Ama pen Source Project) and the submitted SE Aunpoun (Secunty Enhanced) system are
shown. At the end of this paper, the conclusion is given with the directiens of the future work.
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HUniekc cimka

CHeTeM CHHepPrije olepaTHBHOI CHCTeMa

Apxurektypa Openmoko oneparHBHOT cHeTeMa
CucTtemcra opranusaiija MobHIHe Mpexke 1o cueteMy heimja

Bpemencra manja MoOHIIHE TEXHOIOTH]e
(DYHKIHOHHCAE CHCTEMA Tee(DOH-TIPEMa-MPCHKH
MoGumn Tenedon ca uaTerpucatim Ge3djeIHOCHUM OTIHjaMa
Ypehaju ca AHIPOMIT ONEPATHBHUM CHCTEMOM
Amzipouj] aHaTOMH]a
HAL ¢ynxunja
[Topeliemse crpykrype paga JVM u DVM
bBunjep npoiec
Power Managment npoiiec
[Tpukas nocapammsux APl HuBoa 3a AHIpon onepaTHBHE CHETEM
JKuBoTHH LMKIYC AHIPONT aTUTHKAIH] €
Marsen nposopa AVID
[Ipernen ynorpeGe Annponn OC no rojamHama
- [Tpen Anapons tenedon ca 1.0 API
Google Nexus mobuanu Tenedon
MotopoJia Tabier pauyHap ca 3.0. Anapouz OC
Nexus 7 moounun tesedon ca 4.1, Anapoug OC
Google Nexus 10 tenedon ca 4.2. Annpony OC
Kit Kat Aujipoun 4.4
Nexus 7 ca Anaponn4.4.1. OC
Pexnamua cimka LollyPop OC 8. 5.0.
Pexnamua cimka Marshmallow Ansapona OC 8. 6.0
TpRUIIHE YIHO OTIePATHBHUX CHCTeMa Y NpeuX 3 semaina Epporne

Meroa neneTpallMOHOT TeCTHPaILA aITHKAIHje

HMsrnen N Map nposopa ansukaiuje
HMarnen BusvBox Annponn an:lmcauuje

Anamza anata Wireshark

Kpaimratuena  npoigjena  OeaGjejiHocTH  Ha  OCHORY  VTHIQa W
BjepOBATHOCTH Mojare oapehenor puznka

Ynopeann pesyITari JeJHOT 0l TECTHPaba cTAGHIHOCTH cHCTeMa ca
AnTuTu anarom

Uparedni rezultati jednog od testiranja stabilnosti sistema sa Softweg
alatom

Jezan npumjep Aizipont 6e36)eIHOCHOT pleliersa ¥ KOMY HHKAIH] i
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Hujiexce Tadena

Tadesa1: JacryiubeHOCT AHIPON ONIEPATHRHON CHETEMA V IHCTPHOYLIH]H
E Google Play ceppuca

Tabena 2; T paanmmm yano maMeTHHX Teacdona ¥ eBporn# 3a 5 poachnx semasba

Tabena 3: 20 najuenthux mamwepa 3a AHIPOHJL OTIEPATHEHM CHCTEMA 110
Kindsight Security Labs v 2013 roaunn

Tabena 4: ' 20 najuemhirx Manwepa y apyroj noxosuan 201 5. romue Ha ocHORY

| peayarata Alcatel-Lucent’s Motive Security Labs

Tabema 5: Anwmza yobuuajenux 6e3dje/IHOCHAX NpoIyeTa Y KOy H in3ajay

Tabesa 6: [Ipennoienn HuBo yOiaxapamka W HaNop 1oTpeGaH 3a NpPHMjEHY
pasHuX MPOTHBM|Epa 3a cBaky beadjeHocH mpobiem

Tabena 7: CucreM npoTuBMjepa v AHJIPOWL OTICPATHBHOM cHCTEMY 3a BopOy
[IPOTHE BHCOKOT PH3UKA M IIPHjeTHU

Tabena 9: KapakTepucThke TecTHOT TenedoHa

Tabeaa 10: Oanoc parorexa AOSP u SE Annponna

Tabena 11: Pesyaratn AnTuTu benchmarking anata (n = 200) v KoMIiuieTHOM
TECTUPALY

Tabena 12: Pesvaratn Softweg benchmarking amara (n = 200) v KoMILIETHOM
TECTUPALY

Tabesa 13: Kapaktepucruke TectHor Mojiena MoGuiHor Teiedona

Tabea 14: Yruua) M npujejUior sa oTkIamame rpemaka v Kepnen jesrpy
sepsuje 3.10. 3.14 u 3 4

Tatena 15: WaeHTudmkanmonn npukas npee Moryhie rpemke

Tatemna 16: Waenrudmkatmonn npukas apyre morvhe rpemke

Tabena 17: Waentudmranmonn npukas tpehe moryhe rpemxke
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Hnjaexc rpadmka

I'padux 1: YKynan CBjeTCKH TPMKHIIHH Y/IHO ONEpaTHBHHX cHeTeMa 34 MoOHIHe
vpehaje 1o npoussohaumma,

I'padux 2: Yiuo rnobanHor TpAHINTA HaMeTHHX Telnediona v npeonM kBaprany 20135-
TC TOQHHC

I'padmx 3: Yano rnofanHor TPAHIITA NaMeTHHX Teaedona v npeoM kpaprany 20106-
T€ FOJIHHE.

I'padmi 4: Hz60p kymaia npH KYIOBHHE HOBOT MoOHIIHOT Tenedona

I'padm 5: YKymaH CBjJEeTCKH TPKHIIHH VMO ONCPaTHBHUX CHCTEMa 2a MoOMIIHC

vpehaje no nmponssohaunma vy CAJ|
I'padux 6: I"padmuic npukas yuecranoctu uHdexumje kon Auapons u Windows OS

I'padux 7: Ilopehame Gpoja maneepa 3a AHJIPOMI ONMEPATHBEHH CHCTEM HA OCHOBY
uerpaxusaba Kindsight Security Labs

I'padux 8: PacT HOBMX OTKPMBEHHX WIOHAMJEPHHX AIUTHKAIMjA ¥ APYToj MOJOBHHH
20135, reaune npema F-secure

I'padmsc 9: Pesnrarn  ankerHor nuTama o  Kopumhewsy naMerHor MoOWIHOT

resiedona

Ipagux 10:  Pesnrard aHKeTHOT NUTamba 0 KYNOBHHH HOBOT TelledoHa

Ppadmic 11:  PezsraTu ankernor nuramka o GeszdjeanocHuM edextina TokoM yrioTpebe
Teeona

Ipadguic 12:  Pesrard aHKETHOT [MHTaba 0 KOMIPOMHTALIM]H MOOSKHIHOT TeaedoHa

Ipadmic 13:  Pesirarn aHKerHOT [WTakda O [03HABAKY CTAA KOMIPOMMTALH]E
mMoOuIHOT Tenedona

Ipadgmic 14:  Pesirari aHkeTHOT NUTamba o Oe30je/iHocTH MoGIIHOT TesedoHa

Ipadux 15:  Auxerno murame 6p.1.

Ipapnx 16:  Ankerso nurame 6p.2.

I'padmic 17:  Auxerno nurame 6p.3.

Ipaduxc 18:  Anxerno muTame 6p 4.

I'padine 19; AnreTno nurame 6p.3.

Ipajus 20:  Anxero nutame 6p.6.

I'pabux21:  Awnxerso nurame 6p.7.

Ipadmx 22:  AnxerHo nmuTame 6p.8.

Ipagui 23: | Ankerso nurame 6p9.

Ipapmic24:  Ankerno nurame 6p.10.

I'padmx 25: AnkeTno nurame 6p.11.

I'padm 26: Anrerio muraibe 6p.12.

Ipagux 27:  Auxerno nurame Gp.13.

Ppadux28:  Auxerso nurame 6p.14.

Fpadux29:  Auxerso nurame 6p

Ipaguic 30:  AnxerHo nurtame 6p.16.
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I'padmk 33:
I'padmx 34:
I'padiui 35:
Ipadux 36:
I'pagmx 37:
I'padux 38:
I'padmx 39:
Ipadux 40:
I'padmx 41:
I'padus 42:
I'padmx 43:
I'padux 4H4:
I'padimi 45:
I'padux 46:
I'padux 47:
I'padui 48:
I'padui 49:
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I'padmi 51:
I'padmx 52:
I'padmux 53:
I'padur 54:
I'padux 55:
I'pagu 56:
I'padmr 57:
I'padux 58:
I'pagux 59:

AHKeTHO nuTame 6p.17.
AHKeTHO nmuTame 6p.18.
AnkeTHo nutame 6p.19.
AnkeTHo nuTame 6p.20.
AHKeTHO nuTame op.21.
AHKeTHO nuTame 6p.22.
AnkeTHo nuTame 6p.23.
Ankerno nurame 6p.24.
AHKeTHO nuTane 6p.25.
AHKeTHO IHTamke 6p.26.
AHkeTHo MUTame 6p.27.
AHkeTHO ITHTamke 6p.28.
Aukerno nurame 6p.29,
AHkeTHO MHTamke 6p.30
AnkeTHo nuTame 6p.31.
AHKeTHO nuTame 6p.32.
AHKeTHO NHTame 6p.33.
AHKeTHO mUTaLe Op.34.
AHKeTHO nuTame 6p.35.
Ankerno nutame 6p.36.
AHKeTHO nuTame 6p.37.
AHKeTHO MuTame 6p.38.
Ankerno nutame op.39.
Auxerno nurame 6p.40.
AHkeTHO nuTame 6p.dl.
AnkeTno nurame 6p.42.
AHKeTHO nUTame 6p.43.
AHkeTHO nuTame 6p.44.
AHKkeTHO nHTame Gp.45.
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Hnjexce npmiora

Ipuor 1: [Tpuvjep SELinux viopka

Ipwior 2: 5. pEMjEp scpuﬂicy__scnpp

[Ipmwaor 3: [Tpunjep sepolicy property

[Ipwior 4: Ipumjep sepolicy mac

[Ipnaor 5: IIpumMjep mae permissions.xml gatorexe

[Ipntor 6: [Tpumjep x309 ceprudrrara

[pwror 7: IIpuMjep nagopror kb 1a 3a timer.c datoteku

Hpnaor 9: [Tpumjep H3BopHOr K6/a ca paziMKaMa crape u HOBe JaToTeke pipe.c
pusor 10: [Tprmjep npukasa fs/pipe.c ca patIMKOM JIH]EI0BA H3BOPHOT KO1a
Ilpmwsor 11: [TpuMjep uapopHOr KO natoTeke timer.c %a Tpeln npuMjep npHje 1

Moc/IHje H3MJeHe
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Hujiexce CTpaHinx plljl.“[ll

A
AVD Ampoun Virtual Devices Emyaarop KOjH omoryhaea
neipuHHCabE XapiBepeKHX H
corBepeknx  VHKIM]A  CTBAPHOT
Mozcaa Axaapont vpchaja.
AVRCP Audio/Video  Remote  Control HuTtepdeje 3a xomrpoayTV. Hi-Fi
i vpehaja u ¢
Profile
AIDL Amnjponsa Interface Definiion  Owmoryhaea jgedmHmcame  HauHHa
Language IPOrpaMKHpaiba 3a KIHJEHT B CePBHC Y
IHBY  KOMYHHIIMpajy Je/iHOr  ca
JIPYTHM.
APK Anppoun Application Package File  Mneranaumnonn naker 3a
AMCTPUGYLH] Y AHAPOMI AIUTHKALIKA,
API Application Programming Interface  Cxyn WwHKIIHj4, TTPOTOKOJIA H alaTa
38 NPOrpaMHpame ariuKalmja.
A2DP Advanced Audio Distribution Profile  Ilpodmn kom  aedmnnimne naunn na
KOJH C€ MYITHMEIHJAJHH M ay/Auo
Cajpia) MOMKe TIPeHHJeTH ca JejiHoT
na apyru ypehay myrem Bluetooth
BE3E,
B
BLE Bluetooth Low Energy PAN mpesxa 3aciopana na Bluetooth
TEXHOJIOTHIH,
BREW Binarv Runtime. Environment for ONEPaTHBHH CHCTEM .F_].H'jaj[-l}'lp{-ll-l (i}
o crpase QUALCOMM-a, HamujeeH
Wireless je 3a MoGHIHe Teledone.
C
CAAC Context Aware Access Control Owmoryvhasa npHeTyln  ViipaBibakby
Be30jelHOCHUM pecyperMa Y CcKiaiy
ca JelpunmucanoM  Ge3djeHOCHOM
MOJIMTHKOM.
CDMA2000  Code Division Multiple Access Amepuary cranmapi 3a 3G mpeke
96 ] |
CPL Common Public License Becriatana  open-source JMICHIA
cofpreepa ofjarbena o1 crpane 1IBM
KOMIIAHH]E,

CPU Central Processing Unit OsnauaBa  NEHTPAIHH  OpoLecop
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DAC

DRM

DEX

DVM

E
EGPRS

E-MAIL
EPL

extd

FPS
I'HD

FUSE

Digital-to-Analog Converter

Digital Rights Management

Dalvik Executable Format

Dalvik Virtual Machine

Enhanced Data

Evolution

Electronic Mail

Eclipse Public License

fourthextendedfilesystem

Frames Per Second

Full HD

Filesystemin UserSpacE

rates for

GSM

JeJIHOT pauyHapa,

Enexrponckn vpeljaj umjn je sanarax
J1a KOHBEPTY]€ JHIUTAJIHE ¥ aHAJI0rHe
CHIHAJE H ODpHYTO,

[pencrariba HauMH ojipeliene
3AIITHTE KOJY KOpHCTE Tpon3Bobhaum
xapapepa.  coTBepa. BIACHMIM
AYTOPCKHX TMIpaBa W MOJeJIHHIH ¢
HaMjepoM KOHTpOJIE viioTpebe
JUTHTAIHOT cazpia)a HAKOH Hherone
npojaje.

Oznauapa cKYN BPHjEIHOCTH KOje cV
kommaTuGuine ca Dalvik knacama.
ITpomec v Amnnpoujl ollepaTHBHOM
CHCTEMY KOJM J¢ HaMHjeHeH 3a
HIBpIIABAIE AllIHKallMje [HcaHe 3a
Amgpont.

Jururana texnonorvja 3a MoOHIHY
renedionujy koja omorvhasa eehe
Gpauie [peHoca rojaraka.

CepsHc 32 pasMjeHY
IMMOITC.

Jlutera koja ¢e KOpHETH 0J1 CTpaHe
Eclipse Foundation a Bezana je 3a
Jgedmuncame onpehennx yeinopa 3a
CV/ICKE CIIOPOBE KOJM ce 0jHOce Ha
ojpehene narteHre.

CHIEKTPOHCKE

CHereM  sanucHBamba JlaToTeKa 13a
Jlunvke. paserjen Kao Hacbe THHK
ext3 cuerema

I{(‘!pl-il}'l'ii ce¢ 3a O3IHAYABRAHC ﬁ]'!'ﬂlilc

NpHKaza  KajpoBa 10 JeJHHIH
BpEMEHa.
Ilpencragiba npHeaz  ciavKa v

pesoavimiu o1 1920 x 1080 rmukcena,
v 16: 9 dhopmary.

Mexanuszam  Unix
eHeTema KOJH

ONepPaTHBHOT
omoryhaea

10
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GNU

GPL

GPRS

GSM

H
HAL

HCE

HTTP

HTML

|
IDS

IMSI

IMAP

[PC

GNU's Not Umix

General Public Licence

General Packet Radio Service

Global  System  for  Mobhile

Communications

Hardware Abstraction Layer

Host Card Emulation

HyperText Transfer Protocol

HyperText Markup Language

Intrusion Detection System

International Mobile  Subscriber

Identity

Internet Message Access Protocol

Inter Process Communication

HETIPHBHIIEIOBAHHM KOPHCHHMLIIMMA J1a
Kpeupajy BJIACTHTE CHCTEMCKE
jJaroreke Oes npenpaemsama Kepnen
KOJI4.

bBecrinaran  onepaTMBHH  cHCTEM
capuan Unix-v. Jlo6uo je Ha3MB 10
njecyu The Gnu

Becratia  jasHa  gMnedna  sa
colprrep.

Cepeuc  moOmame  tenedionnje  2a
npeHoc nakera nojaraka sa 2G u 3G
CcHCTEME MOOHITHE MpeHHE
KOMVHHKalHje.

[Tporoxon Jpyre  reHepaimje

JUTHTATHEMOOHIHE Mpeke Koja ce
KOpHCTH 3a MobuiHe Teledore.

Onmeyje HA3 Bpije/IHOCTH NoTpeDHMX
2a  o0Oes0ujehuBame  codrBepcke
nojpuike norpedbHe 3a paj MoOHIHAX
vpehaja.

Copreep 3a emyiauMjy BHPTYEIIHE
NnaMeTHe KapTHIS.

[Tporokon 3 JIHCT pUOY LH]y
KOMAaGOpaTHBHHE  XMIIePMEIH]CKIX
HH(POPMALIHOHUX CHETEMA.
Cranmapann markup je3uk koju ce
KOPHCTH 32 KpeHpatbe Bed cTpaHuia.

AniMKalmja KOJM  [paTH  MpeskHH
CHCTEM WIM aKTHBHOCTH V  ITHIBY
JeTeKIHje »IOHaMjepHe aKTHBHOCTH
HIH Kpiieiba Ge3dje/iHocHe MoIHTHKE
u npeaysuma ojapehene kopake.
Kopuetn ce 33 waeHTH(pHKALH]Y
KOPHCHHKA KOJH KOPHCTH VCIVIY
MODHIHE Mpewke M TpecTap/ba
Je/IMHCTBeHY MIEHTH(DHKAL]Y Koja je
IMoBe3aHa ca 3\.-105[1}][{]']!\.1
MpeAama.

[Iporokoi 2a pajg ca eIeKTPOHCKOM
HOIITOM.

AKTHBHOCT KOja CHYKH 3a pasMjeHy

CBHM
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IPSec

JAR

JNI

L
L2TP

M
MAC

MAP

MITM

MMS

MPEG

Internet Protocol Security

Java ARchive

Java Native Interface

Laver 2Tunneling Protocol

Mandatory Access Control

Message Access Profile

Man-in-the-Middle

Multimedia Messaging Service

Moving Picture Experts Group

Near Field Communication

HojaaraKa MNpeEo  BHIIECTPYKHX H
HECTO  CHEUHATH3HPaHUX  [polleca
KOJH KOpHCTE paziHiaHTe
KOMVYVHHEKAIIOHE [TPOTOKOJIE.

Ilpotoxon 3a  odesbjeheme 1P
KOMYHUKALIM]E,  BPIUM  [IPOBjepy
AYTEHTHUHOCTH KA0 M IH(PHPOBALE
ceakor [P mpakera 3a  cBaky
KOMYHHKAIIMOHY CecH]y.

Kaaca Jara narcreke.

Owmoryvharga nperpasvepuMa jia 1y
ozpehene (native) MeToJe 34
VIIpap/Lalbe CHTYallHjaMa Kaja ce
AITHKALH]A ¥ HOTIYHOCTH HE MOJMe
nucaT v Japa nporpaMcKoM Je3mKy.

TyHeIMHT TIPOTOKOJI KOJH ¢¢ KOPHCTH
3a VPN mpee.

Bpera KOHTpoOJIe NPHETYIA KOJOM e
OllEPaTHBHH CHCTEM OrpaHuuasa 3a
npdeTyn  ojpehero] onepaildjy  Ha
objexTy.

Oupehyje ckynn ocoluMHa M
HOCTYIAKA 34 pasMjeHy  [Mopyka
nimely vpehaja.

Jenan o 0b/IHKe AKTHBHOT
MPHCIVIIKUBAILa Y KOjo]  Hanajay
OCTBapyvje  HelaBMCHC — Bese  ca
cTpaHaMa W pasMjemyje  Topyke
HiMehy X,

[peacragiba  crangapil  3a  ciiame
HOpVKa Koje VKIBYUY]Y
MYITHME]IH) AJTHH canpxaj 3a
MoGHIHE Teaedone.

Crannapann dopmar  2a ayiHo ©
BHICO KOMITPCCH)Y H npcHOC
noJiaTaka

“IJEJ,-'I,L"I"JIBJLE]. QOITHEK Kparko- JOMCTHE
GemMiuHe KOMYHHEAIH)e.
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O

OpenGL ES  OpenGL for Embedded Systems Ioapmxa norpedna 3a
NPOrpaMHpaihe ariMKaiHja
(API}) 2D wu 3D rpajuke. koje
0DHYHO  3axTHJCBa)Y  XapBepcku
vOpsany rpapHuky  1poLecopeky
JEJAMHUILY.

0S Operating Svstem Coipreep KOJH VIpaB/ba XapaBepoMm
pauyHapa. VIIa3HO-H3Ia3HHM

JETTHHATIAME, MEMODH]OM. ITPOMecHAA
M KOPUCHUUKHM aIUIHKaliMjama.

OHA Open Handset Alliance I'pyma  kojy wane 84  pazimmumre
TEXHOJIOTH]E B MOOHIHE KoMIIaHHjc
UMK je Wb 3aje/HHUKO yOp3aBame
MHOBAIIM]A ¥V CBPXY nonyjie foratuje,
jeprunmje w Boke  mobwime
TEXHOJIOTH]e.

P

PDA Personal Digital Assistant MoGuann yvpela) koju nma pyHkimjy
JIMUMHOT MeHaLlepa IojiaTaka.

PP1 Pixels Per Inch Jepmnuna  3a Mjepeme  ryerolie
MHKce a,  OJHOCHO, pesoIyimje
ekpana  vpehaja v pazmumTHM
KOHTCKCTHMA.

PPTP Point-to-Point Tunneling Protocol Ilporokon 38 WUMILIEMEHTALH]Y
BHPTYAITHC NPHEATHE MPEiKe.

POP3 Post Office Protocol Annmkanpja koa pagn Ha Hurepher

HHBOY Kao CTaHOapiIHu [POTOKOI
KOJH ce KOPHETH 0] CTPaHe JOKATHHX
e-Mauil KIMjeHTa 3a [pey3HMame -
mail ropyka ca ViabeHOr ceppepa
npexo TCP / IP peze.

POSIX Portable Operating System Interface Cxvn  creumpuuenx  crasjapia
NPOMUCAHKUY O] cTpaHe
IEEE koju ciayke 38 VCNOCTAB/LEH:E
KOMIATHOWITHOCT Wimely pasiuauTix
OINePaTHBEHHX CHCTEMAa.

P2P Peer-to-Peer MjemioBira MpeskHa apXHTeKTypa
K0ja CBojY (JYHKIMOHANHOE OCTRApY]e
pasMmjeHHM Mojataka wamely JBmje

Tauke.
R
RAM Random-Access Memory OrnepaTHEMA MEMOPH]a pauyHapa.
RTI Right-To-Left Opjenratja nucarma TEKCTa.
L :
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RIM

RPC

s
SELinux

SDLC

SDK

SMS

SMTP

SNI

SIP

SSL

SRT

SQL

SOlite

Resecarch In Motion Limited

Remote Procedure Calls

Security-Enhanced Linux

Software Development Life Cycle

Software Development Kit

Short Message Service

Simple Mail Transfer Protocol

Server Name Indication

Session Imtiation Protocol

Secure Sockets Layer

Service Response Time

Structured Query Language

Structured Query Lite

OnepaTHBEHH CHCTEM JIH3a) HUPaH 3a
BlackBerrySmartphone vpehaje.
[Tponec KOMYHHKAalIH] e KOJH
oMorvhara jga ce ojapehenu npoiec
M3BPINABA ¥ JIPYTOM  JIPECHOM
HPOCTOPY.

Jlunyke — KepHenl MOV  KOJM

obesbjehvye GesljeiHoCHH
MOCXaHM3Ian 3a l.'ll'.“i"lr_\'l)ﬂﬁﬂll:t
KOHTpPOJIC [IPHCTYIIA.

Onmcyje HpOIEC IJ1aHKupamka,
KpeHparha, TECTHPALA u

HMILIEMEHTALIH]E HH(O pMAITHOHOT
cHeTeMa.

Cer codrBepekux  ajara  KojH
omorvhagajy creapare anjikaija 3a
oapehenn IPOTPaMCKH MAKeT.
OmNepaTHBHM cHMCTeM WIH ojpeheny
pasBojuHy ruardopay,

Cepeuc Mo GHITHE Teneonnje
HAMMjEIbeH 34 Clalke W IpHMaibe
KPATKHX TeKCTYAIHMUX MopyKa.
Murepuer craniapi 73a  [peHOC
CICKTPOHCKE TIOMITE.

(Ospaka 2a  cepBep Koja  IoMawKe
KIIM]CHTY ¥ TPEHYTKY
HHHIM]jaI3alje Ha [OUETKY
npoleca VeNnocTaBBamka KOHEKIIH]e.
Ilporokoa 3a KoMYHHKALM]Y KOJH ce
KOPHETH 18 KOHTPOJIY
MYJITHME/IH)QJIHHY  KOMYHHUKALIHOHMX
cecHja.

Kpunronomen  nporokon KoM je
AusajHUpaH  Jla  npyawun  GesGjemHy
KOMYHHEAIIM]V npexo Hurephera.
[porexno spujeme namehy ynvhenor
jaxTjesa v JloGHjeHoT 0IroBopa,
ITporpaMexu  jezux HamujereH 3a
yIpapbaibe  pelaiMoHuM  Gazama
MoAaTaKa,

Peslanmona Gasa nojgataka moro/iHa a
moOuHe ypehaje, HMIUIeMeHTHpPaHa v
C nporpaMckoM jesHky.,

14
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TMSI

TD-SCDMA
U
UMTS

USB

v
YAFFS

Q

QVGA

W
WAP

WVYGA

WXGA

WikFi

Temporary  Mobile  Subscriber

Identity

Time Division Synchronous Code

Division Multiple Access

Universal Mobile
Telecommunications Svstem

Universal Serial Bus

Virtual Private Network

Voice over Internet Protocol

Yet Another Flash File System

Quarter Video Graphics Array

Wireless Application Protocol

Wide VGA

WideExtended Graphics Array

Wireless Fidelity

Haewrudukanmona o3Haka Koja ce
najuerthe mame wsmelhy mobuiHe
MpeHe H KOPHCHHKA.

Kunecka pepaya 3a 3G moOuiHy
MPEKY.

Tpeha reHepaiidja MOOHITHHX
cHeTeMa 3a MoOHIHe Mpeke GasupaHe
Ha GSM cranmapay.

HMunverpujekn cTaHap KOju
Jepunnmnie KOMYHHKATTHOHA
[POTOKOJI k| [OBESHBAHE,

KOMYHMKALH]Y W Hanajambe wHimehy
pauynapekor vpehaja W apyrux
eleKTpoHCKHX vpehaja.

[TpupaTHa  Mpelka  Koja  MoO#e
KOPHCTHTH YCIIyIe rnobanne MPCHKE.
Haumn  peammzaumje  Mcnopyke
riacoBHe KOMYHHKaLH]e "
MYITHMEH]AIHHX ~ cecHja  Hpeko
Internet Protocol mpesxe.

Haumn sanucHBama rnojaraka UHjH je
BHCOKH  NPHOPHTET  HHTEIpHIET
HOMA KA.

Peronynmja expana op 320 x 240
ITHEKCC]IA.

Crangapa 2a  IpHCTVIL  [0JaIuMa
npeko GeRHTHE Mpeke.

Pesonvuuje expaHa kao wWro  je
720x480 (3: 2 - opMar), 800x480 (5:
3 - d(opmar), 848x480, 852x480,
853x480 mm B834x480 (l6: 9 -
thopmar) nuKcena.

Cxyn pasiHuHTHX peloiyiija expatHa
v wide screen (hopMmary.

Bewuuna TeXHOJIOTH]a KOja
omorvhapa pasmjeny nojaraka Wim
NOBE3MBAILE elleKTpoHcKHX vpehaja v
Mpexn win Ha Mareprer kopuerehn
24 GHz UHF u 5 GHz SHF paauo
TallacHMa.

15
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WiMAX

XMPP

Worldwide  Interoperability  for

Microwave Access

Extensible Messaging and Presence
Protocol

Crannapn sa DexuuHy Nn:\lj\'!lni-:u!mj b
JIM3aJHApaH  Jla  Npy:xkd  Gpa3mny
nojaataka o 30 no 40 Mbit/'sec, kao n
o711l Gbit /sec 3a (puKcHe cTaHHIIE.
Komynukanuony [POTOKO 3a
pasmjeHy nojaraka OGa3MpaHMx  Ha
XML jesuky

16
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Vuanpehewe Ges3ojeonocnux Mexanuzama MoGinnix meneghona ca AHOpoud onepamueHiiM CUCIEMOM

1. YBO/J
1.1. MoTuBamja n onmra pasMarpaiba

Ha moueTky OBOI HMCTpajkMBaiba, OCHOBHM YTHCak je GMO Jia He MMOCTOJH OMepaTHBHH
cucTeM 3a MoOuiHe vpehaje KojM HyAH JOBOJBHO (IeKCHOMIHOCTH 38 KOPHCHHKA, KAo HH
JOBOJbAH HUBO GBEGjﬂﬂHDC'I'H, KXUnoreTnuku PEUYEHO, BehH HHBO KOPHCHHYIKE dJJ'lﬂKGHGHJ]HOCTH
j€ ¥V KOHTPaJHKTOPHOCTH ca HHBOOM Oe30jesiHocTH nmocMarpanor cuereMa. OMoryhasamem Belie
ci000/1c KOPHCHHKY KOjM yIpas/ka ypehajem joBojgumMo y nuTame OezdjeHOCT, OJHOCHO,
HAPYIIABAMO HHTEIPHTET IIOJATAKa KOJH CY apXMBHPaHH y ypehajy. WM OHHX LI0J[aTaKa KojH ce
Tpebajy AHCTPUOYHpPATH U3 JejiHe Tauke Yy Apyry. Ysumajyhu y oG3Hp Jocajaiiba HCKYCTBA, Kao
M casHama 13 obmacti Ge3bjeanocTH MOOHIHHX ypelaja. NocTap/ba ce JOII JeJHO XUIIOTETHIKO
nuTake Koje ce OJHOCH Ha HUBO cTaHaapide GesbjeaHoctd v MobGuiHuM ypehajuma. Jla nu ce
MOMEMO ca cHrypHowlhy oclloHMTH ocole Koje pykyv]y, nOpeko MoOuiHux vypehaja, ca
HH(popMalHjaMa BUIIer WK HajBUIIer HUBoa Oe3bjeanocTn? 3001 Tora cy y pajy Kao UHILCHHIE
HaBejlcHe aHamze ojipeljenux 6e36jeIHOCHIX cHeTeMa.

Cappenena rinobaiHsaimja je v BeIHKO) MjepH NPoMHJeHIIA CTPYKTYPY HHBOPMALMOHHX
TexHonordja. Ha reono/Muko] clieHH CTBOPHIIA ce jellHa BPCTa TAKMHUAPCKe JIHCLMILIMHE, Koja,
Kao MpHMapH# 1ML, MMa Hapyllapamke cBakepere OezbjesnocHor obpyua, O6umo Ja je pujed o
COLM)AJIHO] WK TeXHoJIomKo] HHeTaHiu. Jlanac, noctoje GpojHe UMHeHUIE Koje YVKA3Y])y Ja ¢y
FeoMoMTHKA M TeXHoorHja Ge30jeIHOCTH ¥ CABPEMEHOM MOCHOBHOM M HOJMHTHUKOM CBH]JETY
BeoMa nopesate. TexHonoruja Oesdje/IHOCTH Kao CBe 3HAUajHM)a KateropHja v MehvHapoanum
OJIHOCHMA, HACTOJH Jla DY/l 3acTYIUBCHA YV CBHM  TCOMOJHTHYKUM TIPOJeKTHMAa KOJH ¢y O]l
HHTEPEca 3a Je/HY HAIM]Y HIH JPYINTBEHY 3aje/IHHILY.

bez2fjeaHocT Kao uMibeHHIA, OMII0 Ja je pHjed 0 HAI[HOHAIHO|, CHCTEMCKO), JTHYHO].
KopriopaTHRAO), WKW Guio kojo) apyro) v fexGjemocTi, farmpa ce HA HEHUM OCHORHHAM
Havenuma. Jejaan Ge36jelHOCHH JaHAall je JaK OHOJMHKO KOJHKO J€ jaKa Hmerosa Hajcnaduja Kapuka.
Ako 3a nocmarpaHu Ge3bje/IHOCHHM CHCTEM MMOCTABUMO MOJIAHE lapaMeTpe Koju ce Mopajy
MHTETPHCATH Y TOKY HMIUIEMEHTallHje cHcTeMa, MokeMmo pelin jla je Taj CHCTEM peslaTHRHO
moysiad. Y cayuajy jaa Ha oapeherom mjecty, ¥ Heko ojpelieHo Bpujene, Taj cucrem jedmHnne
ojipelieHy rpeluky, Koja je uaKk M HajMamker WHTeIMTeTa, OHJA MOKEeMO 3aK/bVUMTH Ja Taj
GenGjeTHOCHH CHCTEM HHje HeNyHHO (DYHKUW]Y H 12 He NpeJIcTaR/ba PeNaTHBHO Moy 3/1aH CHETEeM.

Crenndmunoet obslacTH MpUMjeHE pesyirara MCTPakKHBaIba, ¥ OBOM pajy, NpyKajy
MoryRHOCT onTer TeXHHIKOT JolipuHoca u3 obaacty Oe3djeHocTi. Jejan o1 MOTHBA Y U3pau
OBOI' pajia jBGTﬂ Hipaja nperieja akTvelHnHx TGKI-](‘-'JTOI"HJE KOjB ce, Kad KoHavaH Wk, MOTIY
YIOOTPHjEOUTH Y KOHKPETHOM CJyuajy., Kao ¥ JOKYMEHTOBAIbE Mpolleca pealniallHje pjemiemha
EKBHBAJIGHTHOT IPEIOKEHOM.
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1.2. IlpejiMer neTpaknBamba

MoGwisn tesieoHH ¢y CBOJOM MACOBHOM TPHMJEHOM MOCTATH HEM30CTABHH, KAKO V
CBAKO/IHEBHOM HBOTY, TAKO W Y KOMEPIHMJATHHM cHCTEMHMA. TeleKoMYHHKAIIMOHA HHIIYCTPH]A
JIOKHMBJENIA je BEJIHKH Pa3BHTAK M HANpeJOBala j¢ Y CIOMKEHY PauyHAPCKY MOOHIHY MPEKY.
Takole, nojapa naMeTHux, cwmapm, TeledoHa Moke ce Y ofaly NOCMarpaTH Kao ToveTak
HOBOT MHICHH]YMA. Y Cpejiibe PasBH)CHUM, PA3BH]CHUM H H3PA3HTO PA3BHjCHUM 3eMibaMa Gpoj
MOOHMIIHKX MpeTIIaTHHKA Jej[HaK je. HIIH [peManryje Opoj cTanoBHMKa. TokoM pasBoja. HacTae
cy YeTHpPH TeHepallMje MoOwinux Mpesxa. Tpeha M ueTBpra reHeparndja Ipy:kajy 3HauajHa
nofo/bllaka Y CBE TEUKSHH]EM MPEHOCY NOJATaka MYJITHMEIMjJAIHOT caapaaya. Jadac,
MOOHITHHAM KOPHCHHITHMA ce HY/IH nobosbiana dyHKIHoHATHOCT MoOHITHHX Ypehaja, kao mTo je
HeoMeTaHo npeTpaxusambe Mureprer cajipiaja. ynorpeba TeleBHU3Mje, pajl ca elCKTPOHCKOM
OLITOM, HABHIalMjoM u 1. Y oBom paiy, Guhe nar nperien paseoja MmoGuiHux mpexa, o1 1G
na cee 70 4G cucrema, cnue cranaapaa koju ce kopuere (GSM, GPRS, UMTS), kao u ananuza
IpHMHjeIbeHHX Oe30je/IHOCHUX pjellIeH:a.

Cge nonyinapuuju npuctyi MurepHery npeko mobuinnux vpelaja, ca coGoMm JIoHOCH M
HH? OIIACHOCTH Koje ce ojHoce Ha Gesfje/Ho KOMYHMIMpame Kpos wmpexy. Takohe. nuratbe
GesdjennocTH MOOMIHHY KOMYHHKAIlMja, je BelaHo 3a OO KOI YUecHHKA Y KOMYHHKAIHH.
Iopen Tora, na 6u ce AoBo/bHO 00e30HjeIH0 KOMYHHKALIHOHH CHCTEM,HEOIIXOHO je [pely3eTH
cBEe Mjepe 3a ocurypawe GesfjeHOCTH caMor KOMYHHKalMOHOT KaHana, Benukn Hanpeaak y
OeAKMIHIM TexHolnorHjaMa, pactyvhia noTpaxmba 3a  MoOMIHOmMNY KOPHCHHKA TOKOM
tenedonupama U npuetyna Hureprety, Aoeen ¢y a0 noTpebe 3a HArpajgmkoM 00JLHX, 0JHOCHO,
Ges0jennujux MoOHaHuX Mpexa. C ob3upom Ha TO Ja je Gpoj MpeKHHX cepBUca, Ka0 H HOBHX
KOPUCHHYKHMX VCIIYra, CBAKOJHEBHO Y TopacTy, MoBehaBa ce M BpPHJEJHOCT TpEeHECCHHX
undopmaimja. Jla m1 je moryhe oapehennm GezbjeHoCHMM MeXaHM3MHMa VTHIATH Ha
narehathe Huroa GexbjenocT v ojipeheron MoBunHoM HHQOPMATTMOHOM CHETEMY TPEJICTARLA
XHMIOTETHUKO IHTabe Ha Koje he GUTH JlaT 0IroBOp ¥V OBOM pajly.

Jepan o wejnocrataka AHIAPOMJ ONepaTHBHOT cHcTeMa je wmorvhuocT nHapyimiaparmba
cTaGHIHOCTH pajia CHCTEMA YC/bE YIIAJLa OJ1 CTpaHe HeoBJAITeHHX KopHceHHKa. Kao jenHo on
morvhux pjetierba koja ce Mory npumujeHutH 3a nosehame Gesfjesnoctor nusoa jecre IDS
(Intrusion Detection/Prevention System). 1DS npeacrarma noGpo npuiaaroheHo pjeineibe 3a
JedHnncalbe HOPMAJTHOT MOHANIaka CHCTEMA, MPOrpaMa WiH KOPHCHHKA, Y WY OTKPHBaIha
OJICTYIIAILA, MM 34 OTKPHBAILE 3I0HAMJEPHUX 1IporpaMa Koje MMOTeHIMjalH| Hanajau HacTo)H
HIBpIIATH. Moxke ce jgedmHucatH ¥ kao cucTeM 3a mpaheme M oTKpHBame cTamba ypelaja,
OJIHOCHO, TPOMjEHA Y IEMY Ha OCHOBY cTama Oarepuje, Memopuje, CPU-a u abnopmainux
[IPOMjEHa KOje ce JIelaBajy v CHCTeMY.

IDS Moske Nocay#HTH 0 KA0 JJeIOTBOPHO CPEJICTBO Y OTKPHBAILY HENO3HATE [PHJETIHE.
Byayvhu na  s3noHamjephd mporpam Moske Op3o NpHIACOJHMTH CBOje MOHAIIAmke V CKIaqy ca
AKTYEJIHUM CHIYPHOCHHM anaroM, Jjeioteoproct IDS-a Mome ce cMalbHTH TOKOM BpeMeHa
JjenoBarba. [IpHimKoM H3BplaBaba Ha [IBHOM Ypehajy. 3ioHaMjepHa aIlUHKAIH]a, MMA 34 1Hb
na octane Hernipumjehena. Ha ocnosy ananuse, noctojehn IDS 61 ce rpeao moudukosatu y
By yHanpehema mwerosux Gesdjeanocnux ocobuna. 36or Tora, npodma camor cuerema, Tpeba
KOHCTAHTHO OJIPyKaBAaTH MCIIPAaBHHM a caMo jedunucane pajme tpeba jga Gyay norsphene on
CTPAHE CHCTEMA.

Y nowerky, oOcHOBHa Bepidja AHJIPOM] ONEpaTMBHOI CHCTEMa HHje cajpikala
unTerpucan Gesdjennocnn cuctem. Ilopehame HupBoa Ge3GjeqHocTH MOApayMHjeBa HaKHAIHY
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HAJIOT PaJliby OTEPATHEHOT CHCTEMA, 0JIHOCHO, V OBOM CIIVUajy, HHTerpaunjyv Security-Enhanced
Lintix-a.

V paay he Ourn jerasHo ananmsupana ynorpeba Securitv-Enhanced Linux-a koja

IPE/ICTARBA [OTO/IHO Pjellehe 3a orpaHHuaBamke MoryliHOCTH HAIaIaua MIM 1polleca TOKOM
H3BpILIABALA HeXKebeHHX aKiMja v olepaTHMBHOM cHeremy. OBo ce noceBHO oriena vy
CHTYALIHjaMA KaJia MOTEHLMJAJIHH Hanajad cTekHe HejlerajHe MpEBHICIH|e HIH J03BOJE.
OrpannuaBaieM MOIYAHCTH HM3BpLIABAIA IpOLleca KOJH ce Mmokpehy ca poor-a, cMmamyjy ce
eBeHTYallHe MocHje/Hile v cIyuajy Hanaaa Ha cuctem. MeljyTHM, MOITo cBAKH IpoLiec 3axTHjeRa
moryhHoeT W3BpiIaBama ojipeleHMY KOMAHIN 3a HOPMAJIAH PEAHM Pajia, OBE KOMaHIIE He CMH)Y
ourn 6mokmpane on crpae SELinux-a. ¥V cioyualy na je HekH 01 npolleca KOMIIPOMHTORAH,
OJIHOCHO HATIAIHYT, TOTEHIHjATHM Hanagau he jom vBMjeK WMATH NPHIMKY Jia H3BPIITH
norpeGHO cKeHHpalbe 3a MiBpliapambe Hamaga. To nozpasvmujera aa he vanag OuTH camo
CKPEHVT WJIH JI)eTHMHYMO VHHIITEH.
CurypHocHH npobieMu v AHJIPOWI ONepaTHEHOM CHCTEMY HCIO/LABAJY c¢ H Y JIHJEIY KOJH ce
Oapn MpexHuM npujershama. TlojgMzame curvpaocuux npenpexa (Firewall), uma 3a wus
clipeyaBaibe [POTOKA [0JATaKa Ye/be/l H3BPLIABALA HIOHAM]EPHHMX nporpama koju cy Beh
uHcTamupank y ypehiajy. Mehyram, 6ymyhu na nucy cBu Hanaju Mpexno opujentican, firewall
MOJKEe BEOMa KOPMCHO Jia YTHUE M HA Jje/IAMHUHE CKYIIOBe Hanaja. Ynorpeba curypHOCHHX
mpernipeka npvika morvhaocer samrure nporoka uHpopmanMja kpos Mpeknd kanas [lomrro
firewall mTHTH caMo J0 HHBOa KepHeNa ONEPAaTHBHOT CHCTEME, MPOIMYCTH OTKPHBEHH Y caMoj
KOHCTPYKIIMJH MOTY V3POKOBATH paibMBOCcTH v cHereMy. Mnak, v komGunammm ca SELinux -om
MoOue ce nopeharTh HHBO 3alliTHTeE,

Ynorpeba SELinux-a Guhe jgerasbHo onmcaHa v oBoM pajy. MpexHu KoMyHHKAIHOHH
KaHaJIM HHCY JeJIHHa aITepHaTHBa 3a IIyperhe MPHBaTHHUX nojaraka us vpehaja. Oro ce oganocH
Ha Moryhuoct ynotpebe SMS nan MMS nopyka koje cam firewall He Moke KOHTpOIHCATH.

CHIYpHOCHH HPOLIYCTH ¥ AHup{JH,u ONEPATHBHOM CHCTEMY HCIOJBABA]Y C€ M ¥V IHjely
cepTHMKalHje KOPHCHHIKHX armHkandja. [lpH u3ppinapamy 3ioHaMepHHX IpoTpaMa Impoliec
gcpmdrmca[mjc TPEHYTHUX KOPHCHHYUKHX alliHKalyja, MpejicTarlha HieaIny koHTpa-mjepy. To
MoJjIpa3syMHeRd JIa CBAKH nporpam Tpela GHTH JIeTakHO TECTHPAH W aHaT3HpaH npuje 1npoieca
cepriudukanmje U lapama KOPHCHHUKHX 103BO1a, Camo v TOM c¢jiyuajy 3I0HAMJEpPHH IIPorpaMu
lie 6utH npecpernytn Beh v panoj dazn maepmaeama. Jlegunncamed KOPHCHHUKHX JI03B0JA
camo 3a ojipeheny rpyiy anMKalMja cMamyje ce pusiK 01 Kopuiihemna 30HaMjepHHX porpamMa
ca HAJBHIIHMM KOPHCHHIKMM JI03BoJIamMa. Y OBOM ciyuajy nortpefHo je  MOJH(MKOBaH:E
nporpamMa 3a HHCTAJIMpalbe AliMKalMja, Tako Jia KOpMcHMK Mma morvhmocer oabammpaisa
onpehene nozpone. Ope Jo3BONe ce He MHjelajy ca Jo3Bodama oJ Bell MHCTaTMpaHux
armkanmja. [us oBor pleiiemsa je 3amrira o1 J1o/]je/bHBaba HernoTpefHuX 10380Ja Koje 61 ce
MOrJie 3I0HAM]EPHO KOPHCTHTH,

Jomr jc-:ﬂua y HH3Y Npenopyka 3a noeehame nueoa 6e30]e/IHOCTH NpecTar/ka g poBamke
MOJIATAKA, KOJe je BPIC MOYHIAHO CPEJICTBO 34 3AlITUTY TPHBATHHX TI0JIATAKA, HAYUHO je
3ACHOBAHO W MMa JIYIV HCTOPH]Y ¥ l{opumhc}bv MIudpoBanu mojarm CY UMT/BHBH CaMO
BIIACHHKY HIH BIACHMIMMA Kbyva. Y ciayvua)y oryhema ypelhaja nogann ocrajy HeunT/EHEH Gen
viotpebe Kbyua v pasymMHoMm Bpemenckom uutepsany. [Ipumjena nmdposama v Awnjponuy,
[O/IpasyMH|CBA H3M)CHY allHKaluja 3a npuetyn SMS/MMS, c-maniry, KoHTaKTHMa H CJL

PazpMjameM MeXaHH3Ma 32 KOHTPONY TPHCTYVIIA MofalliMa KOpHCHHK MMa moryhaoct
orpaHHvera NPUCTYIIA CBOJHM TIPMBATHHM TIOZIAlMMA, 3aBHCHO OJ1 VCJOBAa ¥ KOJAMA ce HallasH.
VenoBH 33 NPHCTYI MOTY OHTH  MjecT0 KOPHCHHMK4, BpHjeMe H BpcTe MOOHMIHE Mpexe,
KoHekiMja HaWi-Fi mpesy u cia. Opakpa KOHCTpPYKIMja cHeTeMa Meie OHTH JjefIOTROpHA Y

24




Vuanpehemwe Gesgjeonochux Mexanuzama MobunHux meneghona ca AHOpoud onepamusHiiM CUCIHEMOM

payIHUMTHM cHTvanMjaMa. Axo ce vpebaj Hanazw y VCJIOBHMA KOjH JIO3BO/BARAJY TPHUCTVII
oapehenum nosaumma, waM rpynM nojataka, onga he TH nojgane GUTH YHT/BMBH camo 3a
TpeHYTHOT KopHeHHKa. Y coyuajy oryhema ypeljaja mujemsajy ce veiozn v kojuMma paau vpelja)
IITO V3IPOKYje JIa HA OCHOBY OUMTAHUX BPH|e/IHOCTH Mojali Helie GHTH JOCTVIIHH 3a VIIOTPedy.
L opakgor GesGjeaHocHOT pjellieiba je JeMHHCAIE VEJIOBA Y KOJMMAa MeXaHH3aM pajad H
HAUMH AKTHBHpama, GUIO Ja je TO PYYHO MM ayTomatekd. Muauwe, AHapoui onepaTHBHH
CHCTEM O] Bep3Hje 3 1a Hajlabe NoJApKaBa Xap/ABepeky OpHjeHTHCAHO MH(poBa:e.

Ipyjapa KOpHCHUKA HA OCHOBY KOPUCHUUKOT MMEHA M JI0THHKE WIH HA OCHOBY HheroBHX
GuomeTpujekux napamerapa je Beh n06po noswata w nposjepeHa GesfjesHocHa MeToja Y
cIyuajy aliTHTe [PHBATHUX [OJATAKA Al He M V [pollecy MNpeHoca [0JaTaka Kpos
KOMYHHKAIMOHH KaHan. ¥ ciavuajy orvhema vpehaja koju na ceGH MMa MMIUIEMEHTHPAH CHCTEM
KOPHCHHMUKE NpHjaBe.cMamyje ce MorvhHOCT HApyllaBamba MHTErPHTETA CAMYBAHUX IOJATAKA.
Hnaxk, curyprocHn MexanuzaMm je GeckopucTan v ciyuajy fa je vpeha) orvljen nakon nposjepe
KOPHCHHUKMN TapaMerapa. AHJAPOWJl TOCje/iyje JeJHOCTABAH  CIPEeH-JIONK CHIVPHOCHH
MexaHuzaM, Koju ce jeaktHBupa nomohy “HOME™ racrepa 3a orkbyuaBame ypehaja. Lnb
oBakpor Oe30jeJHOCHOT pjellethe je pasBHjabe JPYror CHIYPHOCHOI pjelliera, Kako OW ce
KJIACHUHH CHIVPHOCHH MEXaHH3aM 38 NpHjaBy KOPHCHHKA 11060/bIIA0.

CuereM npuMjeHe NpuBaTHHX Bupryeanux mpewa VPN (Virtual Private Network) je
pietietbe Koje ce OazMpa Ha KoMOMHalM]H Beh NpoBjepeHHMX MeETOla TIPOBJEPE CHI'VPHOCHE
pHjeun B MpPoBALA KOMYHHKAIIMOHOT KaHana. Y AHIpou]] OnepaTHEHOM CHCTEMY 0J1 BepiHje
1.6 u sume, mamnementupann  cv PPTP, L2TP u IPSec nmpotokeim koju ce kopHuere 3a
oprauusaimjy VPN-a,

Kana je y nuramy samruhena mpexa, v ckiony cnposolema CHIVPHOCHE TOJHTHKE,
MpHMjEHA HEHTPAIHOT VIABCHOT VIPaBRbaiba MOKE OHTH AJCKBATAH MeXaHHiaM 3alllTHTE.
AJIMHHHCTPATOP CHCTEMA VIATLEHOT YIIPaB/balba ¥ OBO] CHTVALIM]H TIPEICTaBba c1aby KapuKy v
Jany GesGjenHoctd. MorvhHoeTH Ja/bMHCKOT viipaB/baiha vpebajenm v onapebeno] mjepu cy
orpanuveHe. Y KoMOHHAIIH]H ca JOJATHHM CHIYPHOCHHM pjeHIeibAMa, Kao To cy firewall nin
KOPHUCHHYKH MMILIEMEHTHPAHNA CHIYPHOCHH MEXaHH3MM, CHTIYPHOCT ce 3HaTHo nokehapa. Ogaj
MexaHnsaM omorvhasa sanrrury nojaraka JabMHCKUM TIyTeM v ciyualy otvhema vpehaja. Yak u
¥ CBAKOJIHEBHOM Paj1y, 4KO CHCTEM IIPEIO3HA [OKYIUA] M3BPLICHHA MAIMIHO3HOT 1iporpama, John
hie 10 akTHBHpama OBOT MeXaHu3Ma. Y clyuajy Hamaja, cHeTeM Moske Kondurypuearn firewall,
TAKO jla cripujeun mypeie uHdopmaiija w3 cuerema. 36or nosehare ynorpeGe v nociosne
cEpxe nokebHa je vrorpefa oBaksor cuerema. Mnax, cse HabpojaHe craBke 3aBHce 0]
ajleKBaTHOI TIoJlellaBama ojl c¢Tpane kopucHuka. To nogpasymujesa aa ce ypeha) y cmaxo
BpHjeMe Tpeda OpaTHTH, INTO 3aXTHjeRa TMOTPOUILY pecypca NMOTpeOHMX 7%a opraHuzalM)y
CHCTEMA JIAJbHHCKOT YIPABIbatha.

Cucrem ynpapbama pecypcHma je jom jefan OGesGjexnocHn npolsem vy Ampapoua
orepatiBHoM chcTeMmy. OBa) cHcTeM MpecTarRiba CHTYPHOCHM MEXaHW3aM KOJH MMa 3ajiarak
orpaHudeRe pecypca cucerema 300r  wioHamjepHe ynoTpeGe MeMOpMjCKOr MpocTopa W
nporiecopeke cHare ypehaja. Paj cucrema ce Gasvpa HA pacriojjjeld CHCTEMA, 3ABMCHO O]
norpebe amIMKalMja v cKJIaIy ca bHXoBoM BaxkHowhy uippmabama, bes opaksor naaopa
MEMOpHjCKe W Tpoliecopecke cHare uuje Morvhe ocuryparn cmameme yTHIIAJa M3BpIHIABAIbA
sjloHAMJCpHHX armkala. MaiuiemeHTanma HaseacHor Ge30)eIHOCHOr MCXAHH3MA 3aXTHjCBa
MOAMHKALM]Y CHCTEMA, 3aBHCHO 0J1 KOPHCHHIKOT TIO/IelIaBaha W jKelheHOT HHROA 3alliTHTE.

Jlummtupajvhu dakrop kon ynotpebe mMobHiane TenedoHHje €Y CBAKAKO TPOINKOBH
viorpebe OesbjennocHor pjewemsa. Obesbjehewse  GesbjeHOr KOMYHHKALMOHOI KAHANA
onrtepelyje cRakor KopHcHHMKA, WM (UpMY, Koja u3 Oe3bje/IHOCHUX paziiora Kelld OCHIypaTi
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HeoMeTany KOMVHHUKaLH|y. Jlanac, kako ce nosehasa Gpoj yenvra Koje ce ojHoce Ha MoOWIHe
ypehaje, unmeHuna je ga he yeiayre Koje Hemajy 3arapaHtosad HHBC Ges0jeflHOCTH GHTH YAk
decruiato  jocrynHe. Haump  werpakuBama vy OBOM  pajly  VOIOBILEH |€  IIPEIMETOM
ueTpakuBama. MeTojl HeTpaKMBama je GasMpaH HA OCHOBY IPETXO/HHX TEOPHJCKUX CAZHALA,
Ka0 M HA OCHOBY HOBHX HAYUHHMX casHamba W3 oBe 00IacTH, Koja ¢y MOCAYKHIA Kao OpHjeHTHDP H
OMIITH MYTOKa3 Yy HeTpakuBamy. Merpamupame he ce Gasuparn Ha koMOMHALIMJM BHILE
HCTPAKHBAUKHX METOJd, Kao INTO cY OCHOBHE METOJMUKE M CHHTETHUKE, XHIOTETHUIKO-
JleIVKTHBHA, KOMIMApATHRHA, CTATHCTHYKA M MeToja npakce. Ol NMpUMapHHX M3BOpa MojaTaka
KOPHILTEHO j¢ HEKOJHKO ayTOPCKMX pajoBa Ha OBY TeMYy H3 TOMeHYTe o0HacTd, a Kao
CEKVHIIAPHH MIBOP KOPHINTEHE CV KILHIE JPVIHX ayTopa M eeKTPOHCKH HMIBOPH I0JaTaka.
BpemeHcky neproi v KoM je BPIICHO HCTPAKHBAILE |¢ USTHPH T0/HHE.

OCHOBHH LIW/b CHPOBEJEHOI HCTPAXKHBAILA & Jla ¢e vV OBOM Pajly JeTa/bHO AHAIH3IMPA
TpenyTHa Ge3bjeocHa cHTValija AHAPOW/] OTIEPATHBHOT CHCTEMA H JIa C¢ CKCIIEPHMEHTATHIM
IyTeM Jlokaxe Jia je Ha ocHoBy Morvhe maMjene crangapaior Amgpoua kona morvhe noseharn
HuBo GesbjenHocTH. [TocTapibeHO je TEOPHJCKO eKCIIEPHMEHTAIIHO OKPYIKEE W JIaTa je aHalm3a
JN00M]eHHX pesyiITara, Ha OCHOBY KOJHX J€ VKA3aHO HA TPEJHOCTH H HEJIOCTATKE TPeHYTHOr
cHCTEMA,

Ca cuaenehom xHnmorermuxkom anaimzoM morvhe je noeehatn creneH nopjepema v
KOHKPETHH OTICPATHEHH cHCTeM. yioTpedom oapeheHux rpenopyka 3a moSobliale KOMILIETHOT
besbjeiHoCHOT cHeTeMA.

lenepanto riejano, MHCAOHA TIPETIOCTABKA V IUIAHHPAHOM HCTPAXKHBAILY jECTe
JIeTA/bHA aHallM3a, Ha OCHOBY Koje je npeiokeHo nobolsluame OesdjeHOCTH vV AHIPOMI
orepatuHoM cucremy. Hayunu umn v oBom pajay Ouhe yeioB/beH HayuHOM JIECKPHIILIHJOM
HCTpajkHBaba ca eneMenTHMa Ges3bjeIHOCTH KOJH ce ofHoce Ha AHIPOH OTIEPATHBHH CHCTEM,
JIOK JPVIITBEHH [[HJb OBOT pajia Mpe/cTae/bajy ocHOBHe ocobHHe cHeTeMa koje he OuTH
HaGpojaHe v oBoM paily. Havuua ompapaaHoct HerpamuBama jexd vy ciBe Beho] norpedu
Gez0jeaHoOr npeHoca mojataka WiMel)y Ba ¥ BMINe KOpHcHMKA, a KOJH ce Dailupa Ha ynorTpeOH
onpehenux Mexanmzama. [lpobrmem koju ce namelie v oBOM HeTpakHBamY OJHOCH ce Ha
noGobiame  Ge30je/IHOCHOr MeXaHu3Ma vV AHJIPOWL ONEPAaTHBHOM CHCTEMY. [Ipeamer
HCTPaKHBALA Y OBOM Py je aHaimza npoiyjere GesGjeHocTH AHIPOW/L ONEPATHBHOT CHETEMA
Kao H HeroBux OeibjeqHocHuy Mexanuzama. Mmajviu vy BHIY EOMIUIEKCHOCT mIpejMeTa
HCTPakKHBALA W OMIIMPHOCT Matepuje, JedwHucaHocT MpodieMa HCTPAMMBAKLA MOKe ce
PE/ICTARHTH TIpUMjeHOM ofipeheHHx cHIypHOCHHX npenopyka. lIurame koje ce mnocraBika v
OBOM pajly OJIHOCH c€ Ha TO KOJHMKO Je TpeHyTHa GesbjesHocHa HNpacTPyKTypa clpeMHa
OJIFOBOPUTH Ha cBe Belie [pHjeTIbEe Koje [pPeJICTAR/LAjY pPHEHK 2a ojpehenn GesGjeaHocHH
cucrem? Kommko je TpedyTtHu Ge3Gje/IHOCHM CMCTEM T0Y3JIaH M JIa [H [PEHOC TIOB]epIbHBHX
noJjaraka oJ1 NoIIWbaola o [IpHMaolla Moxe OMTH chnpeMaH Jla OJOBOPH Ha €BEHTYaIHE
HHTepHe H ekcTepHe npujeTibe? Jla mm je Morvha meropa Haaorpajina, HIM je rnoTpedHa M3MjeHa
amjena GeatjeHocHor cierema? OBaj pajl MMa 3aJaTaK Jia O/IrOBOPH HA OBA IHTAMmA.”

Y
Mivman Mivkenith, Crpitrra ns setcgonorme wayador paga, Vevoepsumem v Hemounow Capajeay, 2007
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1.3. s nerpakuBama

VY oanocy Ha ocTasie HayuHe pajioBe W3 oBe o0acTH, v NpeiokeHo] auceprauuiu he ce
HIBPIIMTH aHaiu3a nofosbiuarka oA0paMOEHOT WITHTA KOJH € ICCTABLEH OKO AHIPOH]
OIEPaTHRHOI CHCTEMA, ¢a [WbeM oAbpaHe o/ MHPOKOT PAcloOHA CHI'YPHOCHHX TPHjETIHH. Y
[HBY Mojusata, GesGjennocHor HUBoa Y AHJPOHI oneparHBHOM cuctemy, v paay he Guru
Pe;UIOKEHO HEKOIMKO pjemerba. Hajsumm npuoputer he 6urn jgar vonorpebu SELinx-a v3
ojipcheHH 3aIUTHTHM 301, CHCTEMY JIETCKIHM]E HAalaja, KOHTPOJIH TPHCTYNA [ojaluMa,
(marpupamsy nojaraka. cepTrpHkanmje ojapeheHHx arMKanMja ¥ IO e/bUBAILY JI03BOJIA KAO
jeaHom oa HaumHa vHanpelema OGesGjennHocHmx mexanmszama. Takole., Ha OCHOBY pesyirara
ckcriepuMenta, dulie aHanMiIMpan HHBO 3AIITHTE KOJH ¢ JlaHAC KOPHUCTH H KOJHU OM ce Tpebao
HMIIeMeHTHpaTH v GeifjeIHOCHOM MeXaHH3MYy AHIPOMI ONEPaTHBHHOI CHCTEMA Y LHbY
nojiMzama Hupoa OesbjenHoctd.  JlaskmHeko ynpasbawme, VPN plememe kao ¥ MexaHuzam
npHjape Ha cHcTeMm Ouhe aHanMIMpaH Kao Tpelopyka Kako ©OM ce ocHTypania MpegHocT
MOOHIHMX onepaTepa Ha TpaumTy GSM pena.

Unbennia je aa ¢y MoOuiHu TenedoHn Op30 NpeBasHILIN pasiuKy ¥ oJHocy Ha obuune
pauyHape, ¥ CMHCIY IIPOLIECOPCKE CHAE, TEXHOJOIHje M3pajie U PA3HOBPCHOCTH OlEPATHBHUX
cucreMa. MehyTuM, nojesMua orpannieiha MOOHIHMX vV ojiHOCY Ha aeckron vpehaje he ocrarn
Ha cHasu Uy Ovayhuaoctd. Toctoju MHoro fokaza ga Mo Ha roueTky goda Hanajga Ha MOOHIIHE
yvpehaje. M aa ¢y nurama Oe30eHOCTH MOOHIHMX pjelleibd, PauyHAPCKHX TIPOTOKONA H
KOPHUCHUMKHX anjnKalyja HajBaxHHja MuTama v ovayhHoctw.

1.4. Hayune xunorese
Kunorese l{'ﬂjc HHHC OCHOBY OBOI" paja cy.

1. Benmuku nHanpepax v GekHUHHM TeXHoJorvjaMa, pactyha nmotpaikma sa modwiHomhy
KOpHCHHKA TOKOM Tenedonupama u npucryna Mureprery goseinu cy o norpebe 3a
H3rpaboM B0IBHX, 0/IHOCHO, Ge30]eIHHHX MODHIHHX KOMYHHEAIMOHHX CHCTEMA

2. C oGsupom nHa T, ja je Opoj MpeKHHX CEpPBHCA, Kao H HOBHX KOPHCHHUKHX YCIIyra
CcBaKOjIHEBHO Y mopacty, nosehasa ce u BpwjeanoctT upeHecenux uudopmaimja.
Yuanpehewe GesbjesHocHH Mexanusama JaupextHo he saBucuTH 0j1  cpejcraBa
yioseHux v Oe30je/IHOCHH cHeTeM.

3. Vnanpeheme cucrema Gesbje/THOCHUX MeXaHH3aMa IIPH MPEHOCY TNOJATAKA Y JIMPEKTHO)
J€ KOpenalij| ca KBAIMTETOM [1POLIECa heroBor [IPpojeKToBama, ClpoBoleba H cHeTeMoM
HHTErparmje.

Ilocebne xunorese:

1. ¥Ykoomko ce oapehenum MexanHiMHMa MOMKE YTHUATH Ha MOJAa3HY Tauky CBakor
mobuanor ypehaja, kao nMjena MoOMIHOTr onepaTHBHOI cHcTeMa, omja je moryhe y
ozapehero] Mjepu rosehary HUBO Ge30je/IHOCTH IPHIMKOM [IPEHOCA [10/IaTAKA,

2. Tlorehana notpeba 3a Quexcubunnomhy codrrepa MoGuaHOT TeledoHa JoBeNa je 10
pasBoja HOROT, KOPMCHHYKH OPH]eHTHCaHOT ONMEepaTHBHOI CHETEeMa ca HH3oM ojpeheHnx
OT'0/{HOCTH KOjH OGHUHOM KOPHCHHKY OJIAKIIABA]Y pyKoBawe ypehajem.
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3. Hewemenn (aktopu Koju vruuy Ha Ge3djejHOCT KOMYHHMKAIHOHOT KaHala MAame cv
H3pwKeHH ¥ ypehajuma KojH KopHeTe norogHo n3abpaHH KOPHCHWMKH OPHjEHTHCAHH
onepaTHBHU cHeTeM. Buine nanazja va Ge30jeiHOCHH CHCTEM KOJI MAMETHHX TenedoHa H
Bella yuecTalocT Hanaja Jemaga ce NPHIMKOM IPHXBATAlLE, NPEy3HMAala H clamka
NojaTaka oo0peHUx 0J] CTPaHe KOPUCHUKA.

4. Hupo eavkaumje oGUuHOr KOpHeHHKA, W3 0GhacTH Ge3bjeHOCTH, je V¥ KopelalHju ca
morvhuomhy koMnpoMuTOBaK:a MoDHIHOT ypehaja.

1.5. MeTo/ie HeTpaRiRamka

Kpurepujymom norpefe nojeiMHHMX jMjelosa HeTpamupaba Ouhe kopuinrede crefehe
METOE!

® METOJa anaiuie, aricTpakIMja, crieliMjaan3aija U JIeIyKIHja;

&  CHHTE3d, KOHKPETH3allMja, TeHepaH3alH)a U MHIVKIH]ja,

®  XHIOTETHUKO-JCIAYKTHBHA, AaHAIMTHYKO-JCAYKTHBHA, CTATHCTHUKA MeToJa M
MOJIEIOBALE;

® METOJIa aHKeTHpAILA,

ITpuMjeHoM OBHX METO/IA, KAKO FOBOpE JIOCAIANILN Pe3yITaTH HeTpakHBamka, Moryvhe je
BAIMJIHO OCTRapeihe HAyHMHOT M JAPYMITBEHOT [Hha HeTpakupaiba, llpueTyn meTpaxkupamsy je
HH']'E]'pHTHBaH. CHHTETHYKH, V TOM CMHCIY IITO CE HHjﬂ,ﬂHDM METOAOJDINKOM I]OC'I}"[[K}" HE ﬂaje
HckBYUKBa npeanoct. [100]

Y HPHEYIUBEAREY 110J1aTaka l]pHMHjGHH]’lE CCl HMCIIMTHBAHC, AHKCTA H MCTO/Ja aHaJIHM3¢
cajipkaja jokyMenara. [101]

Amnammsa he GuTH OcTBapeHa Ha JIBA HUBOA!

® Ha HUBOY €KCIIEPHMEHTAIIHE aHAlW3e peallHuX cyGjekarta, H

® Ha HHBOY CEKVHIApHE aHAIM3e pesyJITata paHHjMX MCTPaKHBABA W AJIeKBATHE
JTeparype.

1.6. Jotipuuocu aucepraiije

CTpyuHH JOMPHHOCH:

1. mperiej CBJeTCKMX TpeHIoBa Y obiacTd Oesbje/iHOCTH H yHaupelhema cHeTeMa
KOMYHHKaIH]je MoOHIHIX ypehaja,

2. mpernea pjelnerma KojM ¢€ KOPHCTE TIPH MPOJEKTOBaba W HMILIEMEHTALN]H
cucTeMa 1a GesbjennocT U yHanpeheme cucremMa KoMyHHKaLIH]e,
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3. npumjep vnorpeSe cTaHAapAHe METOJOJOIMjEé MW ANATA 34 COTBEPCKO
MOJIENIOBAbE Y 1MJbY pasBoja (DYHKIMOHAIHOCTH Ge3bjeIHOCHHY aruiMKalldja
MMILIEMEHTaLM]e Mexanu3ama 6e30)eiHoCTH.

4. pa3Boj comcTBeHOr pjeliema 3a yHanpeheme OesljeZiHOCHMX MexaHHIaMAa
MOOMIHHX TesepoHa ca AHAPOMIL ONEPATHBHUM CHCTEMOM, BepH(PHKOBAHOr ca
acreKra Teopujcko MHGpOPMALHOHE aHAIH3E, OIMCAHMM MPOLIECOM pa3Boja,
ynoTtpebe, anamie nepdopMacH U nopeljera ca 0cTAINM CPOJTHHM pjelichuMa.

HayuHH JI0NpHHOCH:

1. Herpaxupaise ce MOXKeE OIIMcaTH Kao noTpeda U elba 3a JeduHicaibem
HOBOT CHCTEMA M METOJI0JI0TH]e piellielba 3a vHanpeheme GesfjeHocHHX
Mexanusama MoOHIHHX Tenedona ca AHPOH]T ONEPaTHRHHM CHCTEMOM.

2. llpernea w ananuza JocaJalllbMX HeTpakHBama U goctravha v obmactu
vHarpzhemba Ge36jeIHOCHHX MeXaHuama 3a AHJIPO]l OllePATUBHH CHCTEM.

3. Awnanuza [MOCTHIHYTHX pe3yiTaTa H3 OBe 0bJIACTH.

4, llpwujeanor cMmjepHHIIA 3a NalLH Pa3Boj. .

T2

Pesyiaraty paza Ha 0BOj] JIOKTOPCKO] JMCEpTaLMiH cy O0jaBkeHH Y BMIE pajoBa ¥y
yaconuenMa ol Mehynapojsor amauaja. Takohe, Ha BMIIe HAVUHHMX CKYTIOBA, Y %E€MJBH H Y
HHOCTPaHCTBY, MyOIMKoBaHHM cv pesyatatd opor pamga. llojenune maeje oy peh minoxene na
MeljvHAPOIHHM CTPYUHMM H HAVUHMM CKYIIOBMMA.

1.7. Crpykrypa ancepraiije

VY pany ce aHamMaHpajy noctojehin Ge36je/THOCHH MeXaHH3IMH KOJH CY MMILUIEMEHTHPaH! V
Ansponst onepatusHoM cuctemy. Takobe, pasmarpa ce ja 1M ¢y NPEUIONKEHE CMjEPHHULE
Oe:0jeane 3a vOnakasame HEMEbCHOI PU3HKA ¥ cayuajy Hanana. Paj ce BGasupa Ha OCHOBHOM
XUINOTETHUKOM IHTALY Koje je NocTakbeHo v oroM paxay. Hazue pana je: | Vuanpeheme
OesbjeTHOCHHX MeXaHM3aMa KoJI MOOHIHHX Teledona ca AHIPOWI OnepaTrUBHHM CHCTEMOM™ .
Hakne, v pagy ce nomumy uetupu entutera. 1o cy: 0e3bjeHOCHH MeXaHM3MH, MOGHIHM
tenedonu, AHApoWI W onepaTHEHH cucTeMd. OBH eHTHTETH €V YV paly cIOjeHH ¥ jelHy
JEMHCTBEHY TeMaTCKy IeJIMHY ca IiH/heM ofje/IMibaBaba v 1jeIoBHT TeMaTcki 6ok, [1peu auo
pajla OJJHOCH C€ HAa TPEHYTHO cTarke 00J1acTH 3a KOjy ce Besyje AHJIPOH/I ONEPATHBHH CHCHTEM.
Ananuzupana je MoOMIIHA TEXHOJIONH]A KOJa ¢ paHH]e KOPHCTHIIA, OHA KOJa ce JaHAC KOPHCTH,
Kao ¥ TeXHollorHja koja hie ce Tek KOPHCTHTH Y MOOHIHOM MPeHOCY MoJaTaka KoJ Hac a Koja je v
CEHjETY TeK Y MOYeTKY.

VY HacTaBky paja M3BpPLICHA ¢ M eHEepa/IHA aHAIKM3a OlepaTHEHUX cuctema. Msasojenn
ce ONepaTHBHH CHCTEMH Koju ce Kopucre sa mobuwine tenedione. Ha ocnoBy pesyirara te
aHanuze,y JPYToM JHjely pana HiBpilieHa je JeTakHa aHanuza AHJApPONI oTlepaTHRHOT CHCTEMA.
,]1{] ACTA LA jﬁ HCTpawcHa KOMILICTHa CTPYKTYpa <¢a CBHM pPeJICBAHTHHM CEIrMEHTHMAa OBOT
cHCTeMa. AHAIM3MPAHA je HCTOPHja HACTAHKA AHJIPOM ONEPATHBHOI CHCTEMA, 110 BEp3HjaMa. H
ykazaHo je Ha ojJpeheHe npegHocTH v vV ojJHOCY Ha npeTxoaHy Bepsn)y. Tpehu awo pana ce
0JIHOCH HA JIOIIPHHOC AYTOpa OBOj MaTepHjH. AHAIM3HPaHK ¢V Oe30jeIHOCHH MEeXaAHHIMH Kao U
IbUXOBE TIPEJHOCTH M HejocTai. [Ipeanoxkene cy W3MjeHe Koje ce ojHoce Ha yHanpeheme
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Oe10]eIHOCHUX MEXaHH3AMA W M3BpUICHO je nopeleme ca npujammuM pesvirariMa. Ha kpajy
pajia ar je 3ak/byuak Koju ce ojiHocH Ha yHanpeherme Ge3fjeiHocHUX MeXaHH3aMa ca AHIPonL
OTIEPaTHBHOM CHCTEMOM.

L.8. Ilpersen y obi1acTn nerpaknpama

YV npunpeMHUM pajilbaMa OBOI HCTpaskHBaiba (asupao caMm ce Ha cTpyvyHe H HayuHe
panose w3 obiacti AHapona GesbjesHOCTH KOJM ce ojHoce Ha MoOHaHe vpehaje, onepatHsHe
cHcTema na mMobmmane ypehaje. xao w 2a remepamry GeaGjeanoct HudopMalHOHNHY CHCTeM:.
Jlnuna uerpakurama cy noueaa 2009, roguue M j1o caj cy ofjaBkeHa y rotoso 30 pajgopa.

1L.9. Tpenyruna curyanmja

VYnorpeba Mobunuux TeaedoHa J0KHBBABA BETHKY CKCIAHH]Y ¥ TTOCHE/IEHX HEKOIHKO
roguna. [Ipetnocraeka je ma i y HapeHHX HEKOJIMKO TOJMHA, Yo/besl eKelaHzHje pacTa Opoja
oBux MoOHIHMX vpehaja, muxoB Gpoj npeMatiury 6poj dukcHux temedonckux nunuja. Ipema
ojpehennn anamuzamadpo] akTHBHMX MOoOMIHMX kopucHMka v 2014, rogunm he mocruhu 7.3
OuiHoHa.

Cge Beha yrrpeGa MoGuiHor tefedona v npuBaTHe M NOCJI0BEE cBpXe 01 nponssohaua
renedona saxrujera 1o Quekcubuinrju codreep koju je uuterpucan v vpehaj. lMosehana
norpeba 2a duexcubumnomhy codreepa Mobunuux ypehaja jopena je o pazroja HOBOD
OIEPATHBHOI CHCTEMAKDJH ca coOOM JIOHOCH HM3 [OFOJIHOCTH KOJH OOMUHOM KOPHCHUKY
oJaKIIaBajy pykosaise vpehajem.

Iprr mMoGuanmu tenedoHH ¢y GHIHM XapJABEPCKH NPOTPAMAPAHH, CIAMYHO JALHHCKOM

yipasmauy 3a TB. Ilpuruckom na Tacrep memapsana ce ojpehena omepaudja on crpane
xapasepa. [la 6u ycappumim yrparbupocT MoOMIHHX TeseodHa, npouseohaun cy 3a cBaku
HOEH Xap/iBep TpaBHIH 1 ojroeapajyhim codrrep. H3nasak Ha TpsKHIITe HOBe cepHje oapeleHor
THHa TenedoHa 3axXTHjEBAN0 je M HOBY Bep3Hjy codTBepa WM peensnjy Beh noctojeher.
Curyarmja ce pOMHJEHIUIHA TPOH3BOIHOM OMEPATHBHHX CHCTEMA KOJH CY MHOIO JONPHHU)E/N
rmoGosbiamwy (yHKIMOHATHOCTH H YIIPABLHBOCTH MOGHIHUX TeedoHa,
OrepaTHBHH CHCTEM MpeJICTARbA KBYUHY Be3y HiMelly KOpHCHHUKMX anjMkallHja U Xapjsepa
vpehaja Ha koM ce maepmaga. [IpuiarofjenocT onepaTHBHOT cHCTeMa 3a KOPHCHUKE MOOHITHHX
ypehaja v BellMKO] MjepH JIONPHHHO je nobobliamy wHxoBuxX (wHkumuoHanHoeTH, OcobuHe
JA00p0 MPOjeKTOBAHOT CMEepaTHBHOT CHCTeMa OTNeajy ce V MpHIArofeHOCTH KOPHCHHKY H
KOPHCHHYKOM HllTﬂp[l'lGjG}'. KOPHCHHYKHM 3['”“’[1(3[11‘1j‘¢1]\{ﬂ. Kao H JOCTYIMHOCTH HO']']]GﬁI-]HM
KOPHCHHHKHM [10JIaI[HMA,”

[TorpeGa 3a ycaBpiuiapameM YIIpaB/bHBOCTH, KOHKPETHO, MOOMIHUX TeleoHa 10Bea je
JI0 Tora Ja npouseohaudnpuMjersyjy cacBUM HOBY, cBeOOYXBATHY M IPOrpaMcKH  OTBOPEHY
iardopmy koja he BesnkoM Gpojy KOPUCHHKA LIPYIKHTH VIOJaH U ehukacan pajl.

Toxom wmeTpakupama, JOLUIO ¢€ JI0 3aK/bYUKa, ja je AHIAPOMJ ONepaTHBHH CHCTEM
TPEHYTHO TPUKHIIHKM JMIEP ¥V OMUIACTH MOOWINMX onepaTHBHHX cHcTema. [lanac, cBe BHIe
HeTpaXkuBaua o0apba aHajn’e W MCTPAXMBAILA Koja ¢y BesaHa 3a GesbjeHoctT MoGHIHNX

il i
http-//symbianresources com
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CHCTEMA M KOMYHHKALMjA, YKOMHKO ce ojpeljeHHM MeXaHH3MHMa MOKe YTHUATH HA ITOJA3HY
Tauky cBakor MoGHIHOT ypehaja, kao aujena MoGHIHOT oNepaTHBHOI CHeTeMa, oHla je Moryhe y
ojpeljero)] mjepu nosehat HEBO Oe30je/HOCTH NPHIMKOM YCIIOCTABBANKA KOMYHHKAIIHOHOTD
KaHala 3a 1npeHoc mojataka. Jemam o akropa KoOjH VIHUY Ha HHBO OesdjeHOCTH
KOMYVHHMKALIMOHOT KaHala jecte W caM M30op ONEpATHBHOI CHCTEMA KOJH Ce KOPHCTH Y
moOmwiHuM vpehajuma. [orehana norpeba sa puexcubuanomhy codreepa mobunHor Tenedona
JOBENA je JI0 pa3Roja HOBOL, KOPHMCHHUKH OPHJEHTHCAHOI ONEepaTHRHOT CHCTEMA cd HHIOM
ozipeheHHX TOTOMHOCTH KOjH o0MUHOM KOPHMCHMKY OJlakilaBajy pyvkoBame ypehajem. BpojHu
moGuiHn ypehajy kao mro ¢y BlackBerries, iPhones i uredaji pod Aujgpoua oneparuBHUM
CHCTEMOM JIOBEIIM CY [0 [paie DI[}-’llHjc Ha TpaMIITY Mobuanux ypehaja. MacosmHom
ynorpebom namerHux Ttenedona noeehapa ce norpeba yeohema peher nupoa samTuTe
HHTErpuTeTa MHQOPMALHja Koje ¢y noxpameHne v oBuM ypehajuma. Hemebenn axropu koju
yTHUY Ha Oenfje/THOCT KOMYHHKAIIHOHOD KaHala Malbe ¢y M3paieHn ¥ ypehajuma KojH KopHeTe
MOToJIHO l-['.!aa]]ﬂ[[lfl KOPHCHHYKH Dij(‘;[l'['HCﬂ]l["[ OTEPATHBHH CHCTEM. Bume Halmajia Ha
GesbjenHOCHH cHCTeM KDj cMapT ypebaja M peha yuectaliocT Hanaza jemiapa ce NPHIMKOM
[PUXBATAKA, [IPEVIHUMARA H ClaA 1101aTaKa 0/100peHHX 071 CTPaHe KOPHCHUKA.

Ha TpamnTy ce mory Hahu pazmuurta Ge3bje/iHocHa pjellemha Koja TIpyxKajy CHTYPHOCT
Ha camo ojapehenom Huoy, MalbH HMBO CHIVPHOCTH, ¥ NPHHLHIY, HOIAPAIyMHjeBa M Maibhe
yiOKeHHX cpejicrasa, [le/laHo ca KOPHCHHMUKE CTpaHe HeolXoJHO ]e Jla ce pa3jBHje CBHJeCT 0
moryhum GesbjeHocHuM npobneMuMa, MTO Mo’Ke OMTH MOBE3aHO ca BPCTOM OMNMEpPaTHBHOT
CHCTEeMa KOjH Ce KOPHCTH. H[—[EH[(L CBAKH OIEpPAaTHEHM CHCTEM, Kala c€ TOBOPH O MOﬁHJ’I[[HM
vpebajuma, v ceOu uma uHrerpucad ojapelend Hupo sawrture. To mory OHTH alulMKalnje 3a
KOPHCHMUKY KOHTpoJy ayreHrH(puKaldje, oudraBame OGHOMETPHMjCKHX mapamerapa, (iirep
nojaraka Wi naMjenckd firewall m en. 3a pazmmky on apyrmx nponzeohaua onepaTHBHHUX
cHerema 3a mMobmme vpehaje, Google nocjeayje AHpon1 onepaTHEHK CHcTeM KojH je Gasupan
Ha open source pjeietby. Anzponi omoryhasa npuarohasatbe HIBOPHOT KOA KOPHCHHUKHM
norpedama koje ce Mory Je(pHHHCTH Kpo3 KOpHCHHIKe H Oe3bje/IHOCHO opjeHTHeate (JYHKIH|E.
I"napnu npoGnem Kox oBor OTIEpATHBHOT CHCTEMA je Taj mro je k61 3a AHAPOHIL jJaBHO JOCTYTIaH,
Kd0 H TO Ja Bﬂh]‘l[‘[ﬂ. [(()j_ld _]DlLI }BHJGI{ ['[P]Jf.‘r HnperiiciaHa M y HoTiyHoOTH lc-:..'mpaHa 0] cTpaHe
apen-source ‘IGUL[HJa].lP‘[jE .EELH,I[]JUH.H O]lﬁpﬂ[HBHH CHCTCM [IPBCHC] IBECHO _]E Ha]\-[}']jﬁ['hﬂH 3a
KopucHuke MoOmmux vpehaja, 6uno ma cy To tenedonn, PC uan tabner pauynapu. Anapoun
orepatiBHi cHereM Bepauje 4.0 koju je HamujemeH npedHocusuM tabier PC pauyHapuma Huje
POJEKTOBAH KAO OPEN-sCUrce rpojexar.

Ioc/bemsn pesyarati 10 KOJUX ¢y JIOULIH ayTOpH H3 OBe 00JacTH YCMjepeHH cy Ha
npobieMe KOjH ce 0JIHOCE Ha HapVIIagame Oesbje/IHOCHOT OKBUpa caMoT AHJIPON]] Olle paTHBHOT
cucrema. MMajviii v BHIY ONACHOCTH KOje MOT'Y YTHIIATH Ha CMamkethe HUBoa 0e36)e/HOCTH Kao 1
noeehatom norpetom 3a yOnakapame Heme /beHHX forahaja, v oBoM paay he OHTH anainzupana
nocrojelia ¥ npeaIokKeHa OPUTHHAIHA pjeriersa 3a caHupake CHIYPHOCHHX TPONyeTa Kao | 3a
yvuanpelewe nuBoa GesbjeHocHor cuereMa v AHapowl onepatusHoM cucremy. Ha ocromy
AHAIIM3C JIPYIHX ayTOpCKMX pajoBa, Kao M Ha OCHOBY BJACTHTOI HMCTPaXHMBauUKOT paja OoBa
JHcepTandja fie JaTH NOTIYHH [periie/l CBHX CHIYPHOCHHX IPOINYCTa KOJH ce Jielapaly v
AHIPOH ONEPATHBHOM CHCTEMY. Kao M NPENopyke 3a mHUXOBO npesasmiaxeme. Ha ocHomy
pesyiTata cKeNcpHMcHTaJHor aumjeaa, 6uhe aara npenopyka sa yhaupelheise curypHocHor
MeXaHH3Ma Y OBOM OMNepaTHBHOM cHcTemy. [102]
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2. OIIEPATUBHH CUCTEMH

V undopmatanm, OS (Operating system ) npeactae/ba ojapehenn ckyvn MHCTpYKIMja W
Hape/IGH Koje Y CBOM KOXEIeHOM cTalby M3BpIIaBajy HH3 HapeaOM koje cy ynyhene oj crpane
KOPHCHHKA, H/IM KOPHCHHUKKX anmkatmja. HapenGe cpakor onepaTHBHOr cHETEMA 01 KOMAH M
33 VIpap/ealbe YIa3HO — WiTazHMM vpebajuma ma cBe 710 KOMYHHKAIM|C ¢a KOPHCHHUKHM
alMKalMjaMa ojlHoce c@ Ha (PYHKIMOHAIHO pjeliehe CHeTeMa, Koje 3a Wb HMa pjeliaBame
OCHOBHUX KOPHCHHUKMX noTpeba. Y KopelauM)u ca alIMKaTHBHUM NPOTPaMHMa, OIepaTHBHN
CHCTEM CTBApa Je/IHHCTBCHO KOPHCHHYKO OKPYIKEIhe HAMM|CILCHO 733 yrojaH, edexrtaH, M y
oapchenoj mjepu, Ge3Gjenan paj KopHcHHKa.

2.1, MyHKUM A 1 34T ONCPATHBHOD CHCTEMA

Oneparueau cucreM (sislemskl softver) je ckyi nporpaMa KojH yIpap/bajy XapiBepoM.
nojlaluMa M H3Bpiaeajy Hapejibe kopucHuka, Heke o1 oco0HHa ¢BakoT ollepaTHBHOT CHCTeMa
cy: [31]

yrpapibame rponecopom (CPU),

yilpaB/batbe MemopujomM (RAM).

yIpaBibatbe [Mo/annmMa,

yIIpaB/baibe arkarujama,

VIIpaB/baibe MOcI0BHMa H MHTEPIPETAIHja KOMaHIHOT je3HKa,
PYKOBaIbe YIA3HO-H3IA3HUM OllepalMjama,

PYKOBaIbe IPEIIKaMa M IPEKHIHMA,

omMoryliapaibe BHIICCTPYKOT TIPHCTYTIA,

3AUITHTA Pecypea 0/1 JI0HAMEPHUX HAMNAa/a, CyUuajHHX IpeiaKka KOpHecHHUKA | rpetiaka v
KOPHCHHYKHMM TTPOTPAMHAMA M CAMOM ONEPATHBHOM CHCTEMY,
obesbjehusame mobpor uurepdejca 3a onepaTopa U KOPHCHHKA,
obpayyH kopumheHHX pauyHapeKHX pecypea.

Craku olleparuBHH cHcTeM Tpeda ja nocjeayje u cienehe ocobuue:

HerospemeroceT - napajienusam (Concurrency)

3ajegauuko kopuitheme, ofHoCHO, JHjesbembe pecypea (Sharing)
Ioysnanoct (Reliability)

Curyproct (Security)

VYnorpebmuroct [Usability) u

Jjemupoct - mogynaproct (Modularity)
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OIEPATHEHN CHCTEM

Cika 6p.1.CrcteM cHHEprHje onepaTHBHOT cHETEMA.

OnepaTHBHH CHCTEM  KOHTPOJIMILIE W VIpaeka pauyvHapoMm v3 nomoh  Hapenou
KOpHCHHMKA. KopHCHHMIIM Kpo3 aniHkallHje KopHcTe (YHKIMjE pavyHapa Koje ce OJjHOce Ha
obpaxy, Memopucame H TpaHeep unpopmaimja. Ja O jegHa aliMkalMja  [IPABHIIHO
dyukumonucana Tpeda Gurn npunaroheHa orepaTHBHOM cHcTeMy 11pH uemy he KopuernTH cBe
IBETOBC MPEJIHOCTH.

OnepatueHH cHcTeM  O0jelMIBYje vV CKIAAHY IljelnHHy (JYHKIHOHANIHE je/IHHHIle

pauynapckor ypehaja u cakpupa o xopucHMka oapehene aetambe (PYHKIMOHHCAHA KOJH HHCY
OWTHM 3a 0OHUHOT I{UpHCHHI{a.EHﬂ.'-lH, OIEpaTHBHHA CHCTEM HMMa ABOCTPYKY VIIOIY.

C jeiHe crpaHe, OH YIpaB/ba JMje/IOBHMA 0]l KOJMX Ce CACTOJH PAuvVHAPCKH Ypelhaj
(npouecop, /O xoHTponepH, pajHa MeMOpHja), ca IbeM Ja OHH Oyay INTO IOTIIYHH]E
ynotpedbern. C pyre ¢rpane, onepaTHBEHA CHCTEM CTBAPa 3a Kpajikel KOPHCHHKA padyHapekor
vpehaja npueTymauHo pajiHo OKpykeme, Tako mTo nperBapa vpehaj on mammne koja ynpasiba
HYJIaMa M je/IMHUIIAMA Y MALIMHY KOja VIIPaB/ba JaToTeKaMa H rpoliecuma. [99]

i
i
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2.2, lloajena oneparuBIHX CHCTEMA

Ollt}pa'l'HBHH CHCTEMH MOTY Cce ]'IOJIHjEJ][-lTH o BHIIe oOcHoBa. JegHa oj noujeua ce

3aCHHBA H Ha:

Opajy mporpama KojH MOTY HCTOBPEMEHO Jia Gy/Iy v MeMopHjH, [28]

Opojy KOPHCHHKA KOJH MOI'Y HCTOBpEMEHO JIa KopHETe pauyHapekn ypeha).
HAUHHY 3a/laBaikd KOMaHHM H

[PEHOCHBOCTH HA PA3IHUHTE APXHTEKTY e,

Ha ocuosy Gpoja mporpamMa Koju MOry OHTH HCTOBPEMEHO Y MEMOPH]H ONCpPaTHBHU

CHCTEMH ce JMjelic HA

MOHOIPOTPAMCKE - MOHOMpOllecHe (JeAHONpOLecHe) - ¥V MEMOPHIH MOIY Ja Jpke W
HIBPIIABA]Y CAMO jelIaH IIPOrPan.

M}ﬁupurpamcm - MYJITHIIpOLECHE (BHILETIPOLIECHE) V LIEHTPAJIHO] MEMOPH]H MOXKe Ja
cC HATA3M BHILE NPOTPaMa HCTOBPEMEHO, 0] KOJMX ce caMo jejlail N3BPIIARA Y Je/IHOM.

Ha ocHoBy Gpoja KOpHCHHKA KOJM MCTOBPEMEHO KOPHCTE pauyHap olepaTHBHH CHCTEMH

ce Jidjesie Ha:

JEHOKOPHCHHYKE (singlenser) -HAMMjeHmeH 3a pajl jeJHOr KOPUCHMKA M ONTHMM3ALM]Y
pajia KOPHCHHUKHX allIMKALM]a ¥ TAKBOM JEIHOKOPHCHHUKOM OKPYIKEH:Y.

BHILEKOPHCHUUKH (mulfiuser) BHINEKOPHCHHUKH ONepaTHBHH cHcTeMH — oMoryhaeajyhu
KOPHCHHIIMMA M ILHXOBHM AILTMKAIM]AMA [PHCTYIL CBHM PECYpPCHMA [OBEIAHMUM Y

Ha OCHOBY 3a/1aBdiba KOMAaHIH OlIEPpaTHBHM CHCTEMH CcE l[HjEJ[E Ha:

OHEpATHEHE CHCTEME KOMAHIHOI THIIA - KOMAHJE Ce 3a/aBaly YKyLaBamheM HapeiaOu ca
CBOJHM MapaMeTpuMa, U

orepaTHBHE CHcTeMe ca IpadHuKHM OKpYKelmheM- ONepaTHBHY CHCTEMH KOJH HOocjely)y
KOpHCHHUKH Tpaduuku uHTepdejc.

ITpema npenocupocTH ypehaja Ha KOJH ce HHCTAIMPajy, ONEPETHEHH CHCTEMH Ce MOTY

[ID_[[HjEI[HTH Ha:

OnepaTHBRHE cHcTeMe HaMHjemeHe (JHKCHHM pauyHapekuM ypelajuMa — cHeTeMH KOJH ¢y
Hamujersern PC pauyHapuma, cepBepuMa H HEKHM HOOTeGOOK patyHapHMa.
OnepaTHBHE cHCTeMe HAMHjeheHe MOGHITHAM pauyHAapcKHM ypehajuma — CHCTEeMH KojH

Yy HAMHjeleHH MOOHIHHM TeleioHHMa, TaGNeT pauyHAPHMA W HEKHM HOOTe(00K
pauynapuma. [30], [34], [95]
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2.3. OneparuBun cicremn 3a moonsme ypehaje

Ha ocHoBy HMcrpaskuBarba VTBphEHO je Ja MOCTOJH BEIHKH Op0] OTIEPaTHBHHMX CHCTEMa

KOJM ¢y HaMHjermend MoGunaum ypelajuma. Heku o1 THX cucTema ¢y HaGpojaHH v HAacTaBKY:

Symbian, muzajpupan za IIJIA vpeljaje u mobunne tenedone, aumo je Open Source
aconMjanMje. Symbian je BIacHHUKM opjeHTHcada ruaTdopya v BiaacHumTey Nokia
koMianuje 3a ozpehene mobuiane renedone. Ipunaga EILT (Eclipse Public License)
KoJu ce kopueTH oj1 cTpane Eclipse Foundation. On samjewyje CPL (Common Public
License) xoja ompelvie ojapehene veiose BesaHo 3a cyicke criopoke KOojH ce 0jiHoce Ha
ojpehere narcHre,

Windows Phone onepartusnu cHerem je BiracaumnTso kommanmje Microsoft. To je
nporpamcky 1iardgopma sarsopenor kéia. OBa] oneparHBHH CHCTEM YKbYUYje IVHY
uHTerpanu)y Microsoft yeayra ca armmkaijama kao mwro ¢y: OneDnve u Office, X0ox
Music, X6ox Bumeo, Xbox Live urpe, Bing, kao uuTerpaimjy ca MHOIHM JIpYTHM He-
Microsoft nponseosuma kao wro ¢y Facebook u Google venyrama u ¢, Windows Phone
vpehaju cv Hanpap/benu npeenctsero 3a Nokia, HTC, Samsung u Huawei vpehaje.

i08, - 108 je pracuumrreo komnanuje Apple Inc. To je codreep saTBopeHor Kéua M
piaacHumTea. lpojekruBan je Ha open source Darwin jesrpy oleparHBHOI CHCTeMa,
Apple 1Phone, n Pod Touch, 1Pad kao u apyra renepamma Apple TV kopucre 108
OTEPATHEHH cHETeM Koju je HacTao oj Mac OS X oneparuenor cuctema. Tpenyrao 108
ce KOpHCTH Ha oJf cTpare Foxconn komnaxuje u Hekux aApyirux Apple napruepa.

RIM (Resecarch In Motion Limited), muzajnupan 2a BlackBerry Smartphone ypehaje.
Windows Mobile, npsencreeno je nammjersed 3a pax ca Pocket PC, Smartphones,
[lopraGne Media Centersi on-board pauynapuma 3a ayromoGune. Windows Mobile je
BaacHuIITRO Komnanuje Microsofta To je nporpamcku sarropena nnardopma. Iloctoje
ozpehene papujanre opor oneparupror cuerema, Windows Mobile 6 Professional koju je
HamujerseH 3a touch screen vpebaje. Windows Mobile 6 Standard nuje Hammujemen 3a
vHoe JoaupoM npetuMa Beli 2a ynorpeby ¢ onoexkom. Microsoft je u3 npoussoime
noeykao Windows Mobile OS, koju ce jom VBHjeK KOPHCTH Ha HekHM ypehajuma. y
Kopuet ceor Hopor Windows Phone onepatusHor cucrema.

Palm OS. jusajuupan onn crpane U.S. Robotics-a 1 Palm Computing, Inc, namujersen 3a
Personal Digital Assistants (PDAs).

BREW (Binary Runtime Environment for Wireless), gmsajumpan oj crpane
QUALCOMM-a, namujerseH je 3a MoGuiHe Tenedone, .

Savalde, paizeujan ox crpane Savale OS, namujemsen 2a MoOumme tenedone. basapan je
Ha Sun Microsystems' Micro Edition naatdopmu.

MontaVista Software, ca unrerpucanuM Linux OS, HaMujemeH je 33 ayTOMATCKY
CIEKTPOHUKY, KoMyHHKanmoune ypehaje kao v 3a moGuine Tenedone.

Sailfish onepatusun cucrem je iaacuumrso ¢gupme Jolla. To je open source npojexar
koju je obGjapmen je  noa GPL mmuenumom. Y 2012 Linux Sailfish OS Gasupan na
MeeGoonepatusnom cueremy v3 noapmky MER core amerpubyumje je nokpenyr sa
japay viorpeby. Ilpem wpehaj, Jolla (mobunuu Tenedion) buo je Nokia N O wu
npesenropan Je 2013, roauue v Majy.

Firefox, open source onepaTMBHM cHcTeM Koju je Dasupan Ha Linux kepHely H KOPHCTH
Mozilla jague muenie. Firefox onepaTeHH cHcTem je BIACHMINTBO HelpodHTHE
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oprammzanpje Mozilla Foundation. Hamujemen je na cmapt Ttenedone u tabner
pauyhaape. Kopueru ce u 3a koMyHHKalH]y ca emapt TV,

e BlackBerry 10 u BlackBerry cy nporpameks satBopene muardopme. BlackBerry 10
(npujammsr BlackBerry BBX) npunana napeanoj redepauujun BlackBerry oneparupamx
CHCTEMa HAMMJEHEHUX naMeTHUM Tejedonuma u Tabiier pauyHapuMa.

o Tizen je onepaTHBHH cHCTEM HaMmHjemheH MoOHIHHM ypehajuma, vEbYUYjYhH namerHe
renedore, rtabier pauydape, pauyHape y ayroMoGWIy, NamMeTHe TeleBHIope M Cll.
Pasgujan  je o ctpane Linux Foundation, LiMo Foundation y3 TeXHHuKY KoMIanujy
Intel 1 Samsung. Tizen je open source uuje cv riaagHe kommonente Linux kernel w
WebKit runtime, ¥ sajy 2013, roaune Tizen je wigao sepsn)y 2.1, 110 KOJHUM HATHEOM
Nektarina.

o  Openmoko, npunana Open Source acouujaumi. 6asupat je Ha Linux OS u kopucTH ce
1a MoOHiHe Tesepone. Openmoko je open source projekl HamMjemeH (PYHKIHOHHCALY
NpBOT ¢J1000/IHOT OTIEPATHBHOT CHCTEM HA CBHjETY HaMMjeibeHoT 3a MoOuiHe Tenedone.
OnepaTHBHH cHCTEM c¢  JIMCTPHOVHpa VvV  aKVPHPAHO] BEPIMjH  NPEKO  Mpewke
auerpudyTepa wMposM ceMjera. Cactoj ce amukanuja M mebyciojesa a Gasupa ce Ha
Linux kernelu. Koa 2a Openmoko je mucan y japa nporpaMcKoM Je3HKY H JI0cTyIaH je 3a
npey3uMalbe Ha 3BaHHTHO) Wed JTOKaIlHju.

o  Google Awapomny, oneparusiu cucrem Sasupan Ha Linux kemel koju je npeencrseto
naMujemseH 3a touchscreen vypehaje. Opa) oneparHBHM cvereM he OMTH JeTabHO
AHAIHIMPAH ¥ OBOM pajly.

X
e e i e i
e e e

e —— e

Cimga 6p.2: Apxurexrypa Openmoko oneparHBHOT cHcTeMa.
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3. MOBMWJIHE KOMYHUKAIIHOHE MPEXE

MobunHe KOMYHHMKAIMOHE Mpeie [PEACTaBbajy CaBPeMEHM craHjapa v riobanHo)
KOMYHHKaLjH. 3acHUBajy ¢e Ha TpeHocy nojataka wimelhy jBuje win Buine Tavaka. YnorpeGa
MOGHIHHX Mpeka J[JaHac NPelAcTAB/bA CACTABHH JIHO CBAKOJHEBHIE Y CBHM pa’BHjeHUM
apxasama. Mobuwinn yvpehaju ynorpebmasajy ce 3a renedonupase, npuctyn Hurteprery kao u
3a 06aB/berbe CBUX OHUX pajlib Koje ce 06apbajy Ha NepPCOHAIHOM paryHapy WM Ha HEKOM 0]1
apyrux enexrpoHcku vpehaja. Janac, cee Bullle bYIAH KOMYHHLHPA FOTOBO camo yrioTpeGom
mobunHor tenedona. Kpajem npourior 1 nmoueTkoM oBor BHjeka yrnotpeba MobunHor tenedona
Jc Ouna npasa pHjcTKOCT.

Hertopuja moGninux TeedoHa NouMibe ¢ pajBojeM palHo TeXHO/JIOTH]e H JABOCM]epHHX
paauo vpebaja v BosuimMMa, Te ce HacTap/ba rojasoM MoJlepHux Tejedonckux yvpehaja u yenyvra
BezaHux 3a MobGuany rtenedonujy. 3HauajHH TeXHONOWIKH pPaiBoj), KOJM padMKyje [pBY
reHepauujy MoSWIHHX TejedoHa 01 NPEeTXOHHX reHepanMja, je viiortpeba Buinectpykux henunja
1 moryhHoer npeHoca nosusa u3 jeaue heauje y apyry. OBo ce ojjHocH Ha norpedy KOPHCHHKA
KOJH TIYTYje V TIoJIpYYjy TOKPHBEHOM ¢ HekoaHko henmja tokom pasrosopa. [97], [87]

3.1.1. GSM

GSM (Global System for Mobile Communications. u3eopro Groupe Spécial Mobile)
[pe/CTaBbA TPEHYTHO HAJMOIYJIAPHH]M CBJETCKH cTaHaapi 3a cucreMe MobuiHe tenedonuje.
To je mpexa koja je opranu3oBada no npuHimny heamja. Opa oprauMzanfja MoapaiyMujeBa
VCIOCTARLEILA KOMYHHKAIIMOHOT Kanaia npexo henmja koje ce Hanase v HenoepeHoj 8IH3HHHe
MoGuHor kopucHuka. [17]

Cnuka 6p.3: Cucremcka oprannsaija MoGuiHe Mpexe 1o cuctemy hemmja.
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GSM npeacragba NpoTOKOJ 3a Apyry resepaimjy (2G) aururanHe MOOHIHE Mpeke
HaMmjereHe MoOHIHHM TeledonumMa. To je rnoGanHu cTanjaapi 3a MoOMIIHE KOMYHHKallMje ca
pexo 90% yigjena Ha TPKUINTY, a JOCTYIAH je v Buine o 219 semaba i TepuTopHja.

GSM je nusajHHpaH TAKo Ja NpyHka MHOPO G0JkY CHIYPHOCT 0J1 aHAJIOTHUX CHCTEMA TpRe
reHepaliije M Mojpxaea yMmjepeH HuBo GesGjeanoctd yeuayra. Kopuerw anaropuraMm  3a
mudposaie ropopa, GMSK aururamy Mogavnaunjy (Gaussian Minimum Shift Keving), ecniopo
npeckakame (ppexpenumja 1 TDMA apxurextypy. Hako nocroje GesGjeaHocHu npobliemMu 3a
GSM  Mpewxe, vinorpefa HOBHJHX cTaHzapia ¥ ajiropuramMa v ojpelieHo] Mjepu Moike To
OpOMHJeHHTH. Ymorpeba ayrenrTHkammje. nudpopaa KOMYHHKALIH|E M [IPHEPEMCHHX
HIeHTHHKATIM]CKUX BpojeBa OCHIYPaRa MHTETPHTET KOPHCHHUKHY MOJATAKA IIPH IIPEHOCY Kpos
KOMYHHKALHOHH kaHai. 30or vrorpebe aurdrande moayviaguje uTDMA merone npucrvia
KOMYHHKAIIH]CKOM KaHaly

GSM cueremu Ge3 uHTErpHcaHor cucteMa mmdpoBama ¢y ceakako OesfjeaHH|u ol
AHAJIOTHUX CHCTEMA.

GSM GPRS EDGE UMTS HSPA HSPA+ LTE LTE+

1990 2000 2010 2011 2014 2016

Camka 6p.4: Bpemencka Muuja MoGuIilHe TEXHOIOH]E.

3.1.2. IMSI

IMSI (International Mobile Subscriber Identity) je 64-6uTHH WICHTH(HEAOP KOJH CIYKH
3 P‘[JJ,CH'['H[IJHKOBH[—]:E MOOHJIHOT KOPHCHHK& ca MODMIHOM MPEHKOM. [Mame ce camo [lpHJ[HKOM
[pHjaBe KOpUCcHHKa Ha Mpexy. Jla 6M ce cripHjeunio Taxupaibe
IMSI ce pujerko ce mame uiM ce mwabe TMSI (Temporary Mobile Subscriber Identity).

Hore venyre koje je veena UMTS (Universal Mobile Telecommunications System)
TexXHONOrHja 3axtujeBaly Bumm HuBo Oesljeguocrn. UMTS pruza uslugu  medusobne
autentikacije izmedu dva UMTS kopucnuka kojy omoryhyje USIM. [IpoTokon ce zacHupa Ha
obocTpano] nporjepy wiMely Mpeske U KOPUCHHKA.

3.1.3. GPRS

GPRS (General Packet Radio Service) je nakerso opujeHrHpana MoGHIIHA yeiIyra 3a
npeHoc nojfataka 3a  kopHcHuke 2G w 3G KOMYHHKAIHOHMX — cHCTeMa  MOOHIIHE
KoMyHHKatmje(GSM).
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Y GPRS venvsu  nocroje OesdjeanocHH pusHiK Te je morpebHo obesbujeautn
ojrosapajyhu nuso GesGjenHocTH Kako O ce 3alITHTHO KOMYHHKAIIHOHH KaHal.
GSM/GPRS mpexmxe koprcte TBMI ( Temporary Mobile Subscriber Identities) dyyuxumonaisoct
Kako O ce 00e30H]eIH0 MHTETPHTET MPEHeCEHHX I10/1aTaka ¥ MOOHIHO] MPEKH KA0 MICHTHTET
KOPHCHHUKA,

Haenrurer kopucHuka ce yTBphyje ¥ KpaTkoM BpeMEHCKOM MHTEpBAIY Y TPEHYTKY Kaja
ce mMoGuan ypela) komexktyje Ha Mmpexy. Kana mobGuianu ypehaj venocraBu Besy ¢ MPemxoM,
Mopa npy:xuTH ceoj IMSI Gpoj.

3.1.4. 1G mpewxe

G npejcrariba TEXHOIOHW)Y MpBe reHepaumje Modumne tenedonnje. Omkyje ce
AHATIOMHMM TIpHHIHIoM paja. [Tojapnia ce 80-THX rojMHa NpolUIoT BHjEKa W Tpajaia je Jio
NOueTKa JMCHTAHE epe, 0JIHOCHO, 10 nodeTka HapeqaHe 2G renepanyje MoOmiHe TenedoHHje
K0jd je pajInia Ha IPUHIAITY JTAMHTATHAX CHTHANA.

3.1.5. 2G mpesxe

JlepenecerHx rojuHa MpoLUUIOr BHjeKd [M0jaBMia ce Apyra resepauija (2G) mMoBHIHHX
tenedpona, koja je kopuctuia GSM cranpapn. 2G TeneoHCKHM CHCTEMH €Y ¢ Pas/IMKOBAIH O]
MPeTXOo/HKX FeHepaliija y ToMe [ITO ¢y KOPHCTHIIN JIMTHTAIHH MPEHOC YM]ECTO aHalorHor, Te ¢y
VBEJIH HANPEHO U Op3o meredhon-npema-mpexcu, oJHOCHO, phone-to-neiwork curnaansupame.

Couga 6p. 5: DyHKIMOHKCAE CHCTEMA TeIeOH-TIPEMa-MpesKH.

YroTpeda MODMIHMX TeledoHa Apyre reHepaldje je DHJa ReoMa pallMiHa, IITO je
JIOBEJIO JIo MacoBHe yrnorpebe MoOuiaHe Teledondje v crakoaHesHoM xuBoTyY. Beh je nmocrano
jacho na he norpakiba 2a velayrama npeHoca nojataka, kao mro je Huteprer, nocrarn cee peha.
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Camum THM, nojagmIa ce 1 notpeda 3a cse Behum Gp3pHaMa rpeHoca NMoAaTaka y of[HOCY Ha OHe
Koje Hy U 2G TexHOIoTH)a.

3.1.5.1. 2.5G mpewe

2.5G je apyra ¥ no redepaija MobuiHe TenehonHje Koja HYIH Heke JI0JlaTHe YeIyre v
ojiHocy Ha ocHoHy 20 Texnonorujy. Ipeencrreno ce muem Ha GPRS koju nosehasa nipenoc
nojiaraxa ca gocafaunsux 56 Kbit's na 114 Kbit's, Taxohe, oBa renepaumja kopuctury 1 WAP
(Wireless Application Protocol) npucryn, MMS (Multimedia Messaging Service)., kao u
HurepHeT KoMyHHKaIMOHE yeayre , kao mto ¢y e-mail 1 World Wide Web cepeuc.

3.1.5.2. 2.75G mpewe

Texnonoruja 2.75 mpejcrasba npenas wiMmelyy apyre u tpehe rerepaumje MoOHITHE
tenedonunje. Yeolhemenm 8PSK mudiposama v GPRS Mpese cy npepacie v EDGE mpexe. EDGE
Evolution (Enhanced Data Rates for GSME volution), Enhanced GPRS EGPRS
(Enhanced Data rates for GSM Evolution), nm IMT Single Carrier IMT-SC (Single-carrier
FDMA) saapsalie ¢y KOMIATHOHIHOCT ¢a CTapHjMM JHMHTAIHAM MOOMJIHHM TEeXHOIOIHjaMa
Koje v oBoM ciyualy omorvhasajy vHanpehen Haumn npesoca nogaraka. Kao camu spx GSM
cranapaa nouetkom 2003-e roamupe. kommanuja AT & T y CAJl, je mmnmementipana oBy
mpexy. EDGE je nocrao cranpapn oa crpane 3GPP  aconujaimje kao juo nopoaune GSM
CTAHJIAp/IA M NIPEJICTABIbA HAZIOIPAILY KOja Jlaje noTeHnHjalHo nosehabe npotoka nojaraka ojy
Tpu nyra y ceojerey GSM / GPRS mpese.

3.1.6. 3G mpexe

Hmajyvhu v suay na gocapammba 2G Textonordja HHje uMaia Moryhinoer 6psor npexoca
nojlaTaka nojaBuia ce Hopa, ciejeha, rewepaija Mobuiane TexHonorHje koja je vasgana 3G
(Tpeha renepanmja). Ipeu nvr je npeacrasmena 2001, rogune. ['1aBHa TexHosOMIKa paiinKa,
KojoM ce 3G TexHoJorKja pasiuKyje v oHOCY Ha MPETXOIHY, je yrnoTpeba npeyeMjepaparma
MaKeTa 3a MpeHoc Mo1arTaKa.

Cranzapansanmja oBe TexHolorHje je GasHpaHa BHIIE Ha NoTpzGe HEro HAa TEXHOJIOTH]Y
v emucay nosehama GpinHe W KosMuMHE npeHoca mojaraka. 3G omorvhasa GpsuHe 1peHoca
nojaraka ¥ a0 14 Mbps. Opa Texmonoruja noapxapa MpeHoc: TeKCTa, 3BYKA, aHHMHMPaHHX
CJIMKA, TeJIeBU3Hje Kao W ocTanux yeayra. OBaj cranpapi y ceOH caJipku BHLIE IoJIcTaHAapaa
kao UMTS esponcku u janancku 3G, TD-SCDMA, kutecku 3G u CDMA2000 amepuukn 3G.
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3.1.7. 4G mpemwe

4G npesicTaBiba  METBPTY TeHEpalMjy cranjapaa moOwine TtenedoHHje  Koja e
HacheaHuk crapux 2G 1 3G cranpapiaa. Bpsuna npenoca nojartaka wiHocn oko 100 Mbit's 3a
KOMYHHKAIH]V ¥ PEXHMY BHCOKE MOOMIIHOCTH KOPHCHHKA, 0JIHOCHO KOMYHHKAIIM]Y H3 TIOKPETa,
i 3a Op3uiy npexoca u o 1 Gbit's v cramy Hucke MOOMIHOCTH, Kao LITO je MHPOBAILE, WIH
metha, OBH CHCTEMH ¢y HaMHjelmeHHM 3a oMmorvhasame nojpinke pajga 3a cpeofyxsaTHa M
GeaGjenna 1P Gasupana MoOHIHA HIMPOKONOJACHA pjellieha, Kao 1re ¢y MobuiaHu vypehajm.
Oworvhasa nogpuiky 3a ultra brodbend Internet npucryi |, [P tenedonujy, gaming cepruce, kao
H CTPHMHIIT  NAjpa3IHUHTHIHX  MyJATHMe Hjaannx  caapkaja.dG sMobHmm  cHerem  je
crangapanzosad 2012 rogute.

3.1.8. 5G mpemxre

535G  reHepanuje MOOWIHMX MpeKa. HIH OCKWUHHM  CHCTEMH TIeTe  reHepaldje.
npeacTapbaly Oyvayhy remepanm)y crangapia smodunse Tenedonnje. Ha ocHoRy nocapainmer
TEXHONOLIKOT pacTa, MpeTnocTaBiba ce, 1a he ce 5G Texnonoruja ynerpedibapat Hakon 2020
rojnie. OBa TeXHOIOrH]A JOII YBH]EK HHJE NpeicTaB/beHa ¥ OKI0 Kojo) enelindpHKkaliHje Ha Builo
KojeM chOyxOeHOM  JIOKYMEHTY, HHTH Je ©OMI0 Koje THjelc 3a  cTamjapaulalu]y
TeNeKOMYHHKalHja ofjasuao cranapa. TpenyTHO ce ¥ CBHIETY KOPHCTH MOOHIIHA TeXHOIOTH]a
JAedmnucana v cagamiben [TU-T 4G crangapay.

3.2. bBes0jeiHocT MODI/THIIX MpesKa

Y MoGuaHMM MpekaMa GezGjeHocHH nMpoGiaeMH ey Be3aHH 3a 3alITHTY KOMYHHKAIHOHOT
KaHala, 0JIHOCHO, MOJIATAKA KOJH ce HME IpeHocH. Y1 nomoh oGHUHOr TIONHIIM]CKOT cKeHepa v
CTAPHJHM AHAJOTHUM CHCTEMMMA  OWIO e JeJHOCTABHO [PECPECcTH M [IPHCIVIIKMBATH
renedoncke pasropope. Takohe, GesGjeanocun npodiieMy ce oHOCE W Ha clipeuaBare npesapa
nytem Mobunanux Ttenedona. Hajuemhe ce xopuerw TB. KioHHpame MoOHIHMX ypehaja™,
OJIHOCHO, NIpeoTHMae WieHTHTeTa. Metogom mann in the middle, snonaMjepHH KOPHCHMK, Ha
OCHOBY CasHaha MosHije MoOHIHOr KopieHHka, npecpehe curnan u npeicrasba ce 6a3Ho)
CTAHMUIM Kao ORNATeHH npetnnaTthHuk. [39], [48], [54]

GSM mpexke cy BeoMma palbMBE Ha OBakBe Hanajle jep ce KOMyHHKauMja uimely
tenedona M GasHUX CTaHMI@E, Kaja ce venocrassba "cMrypan kaxan', ofaB/ba IyTeMm HH3a
npeaBuUbHBHX KoMarpi. Henocpeano npuje u Hakon nosusa, Teiedon u Gazna cranuia
pasMjerbyjy Ao 40 nakera mmdporanux nogataka. Ilomro Mobuinu oneparepH He MHjerbajy
JIOBOJBHO YECTO OPHIMHAIHY CHIVPHOCHY IIOCTABKY, HocToju MOrvhHOCT Ja 3oHAMjepHH
KOPHCHHK KpeHpa ajaropiaram. koju ca ojapeherom mnpetssomthy "noraha" koje he ce komanje
kopHeTHTH. OBO je HajBHIIe H3pakeHo Kojl ko crapux GSM (2G) mpewa. [27], [50], [64]
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3.2.1. besdjeanocHn npod/IeMi ¥ MODIIHHM MpeRaMa

Hexu oj1 GesGjeiHocHux TipofiieMa KOjH ce jaBibajy v MOOHIHHM MpEKaMa cy KIOHHPaHe
mobunaux  ypelhaja, oamocHo kpalia MIeHTHTETa W JakHO nNpejcTaB/bame. Y clyualy Ja
HEORIAITEHH KOPMCHHME TMPECPETHE M casHa TMOMIM]Y MoGuimHor TenedioHa, casHao je H
Mo3HIM)Y KopucHuka. Jlanammsu MoOuanu ypelaju oMmorvhy)y KOPHCHHKY YCIYTE TIEPCOHATHOT
pauvHapa. Hako ce paau o Bpio xopucHHM ypehajuMa, v3 IHX ce Japbajy cJIHUHH 6e30jeIHOCHH
npobieMH Kao M KoJl MepcoHaJIHMX pauyHapa, kao wro ¢y: kpaha wuenturera, vekpahupame
VCIIVTa, HEORIAIITEHA ynoTpeda, MoJMeTame 3I0HAM]epHHY arumkanuja e Taksu ypehaju,
KOJH HMQjY FoTOBO cBe ocoGHIle IMepcolliionr pauyiapa nasMnajy ce , swmart phone’ wm
nameTHH Tededod. Heke o npujeTibH KojHMa ¢y H3JI0KEHH [IaMeTHH TelledioHH ce 0JIHOCe Ha:

e TekcTvaiHe nmopyke (SMS, MMS, E-MAIL)
s  KOHTAKTe WJIH ajipecap,

&  BHIACO W avIHO 3allHce
®  CcayvBaHe JlaToTeRe

e Dazy nojlaraka

Ho mojase GPRS u UMTS nporokona, crape GSM mpexe cy KOpUCHHUHMA TIpyHxale
oapehenn nupo OexbjennoctH. Ilopehana Op3una npeHoca M KananuTeTa KOMYHHEAITMOHWX
KaHaja cy ce nosehase nojapom GPRS u UMTS rexnosorije koje cy Hajorpaljupate wim cy
OcMHILbEHE Tako Ja OvaykommatuOuine ca GSM cucremoM. Bpoj veiyra Koju ce ce HyJIHIe
KOPHCHHIIMMA, Kao INTC je NpeHoc MyJITHMeAMjanHor caapxaja, Takofje je moeehan. Hexu
fesdjennocHn HepocTauM vy GSM mpexkama, Kao INTO ¢y TocTojameé TIPHjETIRE Hanaa
}"l[O’l‘pﬁﬁU]’t[ JIAEKIS  IIpHETYIIIe Ta'dke H ]le']i]].l.l'l'H]lh‘[[H [peloc [(P]lll'fﬂl'p{]ll}ﬁ[{}]x KpyHena H
ayTeHTHKAIM]CKHX MOJlaTaKa Y caMoj Mpekd cy MenpapibeHH npH Hajorpagami GSM cietema na
texnonoruje Tpehe remepanmje. HMmak, GeabjeqHocHe mnpHjeTse jolll VBHjEK MOCcToje M
3/I0HAM]EPHH KOPHCHUIIM CTAJIHO CMHIIULA]Y HOBE HauuHe Hanazaa.[9). [21], [38]

HajGosbu Haumu sarmuTe MOGMIHKX ypehaja je npumMjeHa HCTHX Mjepa 3alliTUTe Kao Ha
JMYHOM pauvHapy. AHTHBHPYCHH NPOrPAMM €V BPJIO VUHHKOBHTH V 1PeIO3HABALY 310hvIHHX
[POrpaMa, Kao M Y BHX0BOM YKIAkahy Te ¢¢ KOPHCHHIIMMA TIPenopyuyje bHXoBa yioTpeba u
Ha moOHmuM vpehajuma. Hakon mro je mobunum ypeha) sapasen saohyanmm mporpaMom
MOCTOJH BjepojaTHOCT JIa Fa HHje Jako VKJIOHMTH. 3060r Tora je Ao0po KOPHCTHUTH aHTHBHpYCHE
nporpaMe nocebno Havujeimene MoOHIHHM ypehajuma. [Tpwinkom xopuinrema HMutephera
KOPHUCHUIM Tpelajy nasuT Ha nocjelinpame cyMIBHBHX Wed CTpaHHIIA H OTBapambe cyMIBHBHX
nopyka ejexrponnuke nomre, Takohe, npenopyuyje ce npeysuMalbe HCKLYYHEO MPOrpaMa KojH
MMA]y JIHTHTAIHH TIOTIHE U HepTHdHkaT. [32]

Yemyre 3G mpewa Hye nobokmany GpyHkIMoHaaHocT MobHHUX ypelaja B Heomeran
ToK nojaraka. Taxkee ¢y veayre cBaxoiHeBuua u mMorvhe je pehwm ca curypuowhy na he
[IPYIKATELH YOIyra IaJ0TrpaHTH nocrojehe eTpyKrype Taxko Ja nojapranajy [0Be TeXIonorHje.
Y TOM TIOCTYNKY NOTpeSHO je MatuTH Ha [0jaBy CHIYPHOCHHMX HEJI0CTATAKA KOJM CY BE3aHH
yipaBo y3 Hajorpazsy veiayra. [locrojeha sammura je nosossHo j106pa 3a crape TexHoiorije, mna
J€ © HAJOrpa/iiboM CYCTaBa moTpefHO HAJZOrPaHTH M OGHOBHTH 3alUTHTY MOGHIHMX CYCTaBa.
JenHake curypHocHe TIpHjeTse Koje Toctoje v (PMKCHHM MpexaMa, MocToje v OemHuIHuM,
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IIpy:kaTe/b  yelayra Mopajy NpHIAroJIMTH CHIYPHOCHE Mjepe pa3sBojy  TeXHOIOTHje Te
CIPHJEUNTH Hamnajaue ojl YIpoxkapamba JOCTYIHOCTH Mpeie, GecnpHjeKOpHOCTH Tojataka W
nosjepeuBocTH uupopmanuja. Crangapau 3a 26 w1 3G TexHoIoOrHje cajipike MEXaHH3ME 34
ayTeHTHKAIM]Y M CHKPHILMjY, MelhyTHM, HHMje J0BO/LHO OClamaTH ceé MCK/LYUMBO HA Te
GesbjeHocHe cTaHaap/e.

Hako curypnoer 3G mpesa o3HauaBa BeJIMK KOPaK HAlpHjel Y OJHOCY Ha [POLLIe
reHepaimje, joill YBUjek rnocroje 6e3djeJHOCHM TIPONYCTH Koje TpeGa pujerinTi v 6vayhHocTH.
Kopuenunm ceux mobuinux vpehaja, a nororoo tpehe n derspre renepaunje. tpeGajy GHTH
cejecHH Oe30je/IHOCHHX MpHjeTIbH Koje ce jar/ba]y vioTpeGoM MoOOHIHE TeXHOIOTHje M
IPHMHjCHHTH Tperopyucte Mjepe samrute. Mako npujeriba ModkIa HMje je/IHAKO OfacHa Kao
OHA KOJI Mpeka JIMUHHX pauyHapa, unak, nocroju oapehenn nupo BjeposarHohe Hapymabama
Besbjennocnor okeupa cuetema. [88], [89], [102]

3.2.2. Hamamn ma I'CM

Tunmuunn Hapajgd Ha MOGHIHY MpPEkY VI/BYUY]Y NPHCIVIIKHEAIE HWHIH JaKHO
IIPE/ICTARbAILE, OMOHAIIAILE MPEXe, NMPey3IHUMalbe KOHTPOJIE HAJ JHje/IOM CHCTEMA, YTPOKeHHM
MpeRHHM UBOPOM HIIM BE30M. M MaMjeHa, OpHMcarbe WIM Cllaime JIaXHUX CHrHaja., Te Kpaba
KOPHMCHHYKHMX [I0JaTaka Ycljellan Hanal IojijpasyMHjeBa Ja Hanaiau [ocjeayje nocebHo
npuaarohen mobunnu ypeha) wumm 6asny cranuny. [67], [83], [92]

3ioHaMjepHH KOPUCHMK MOKE H3BECTH MOoKyIa) yekpahupama yeiayvra cliambem nocebHo
JethHHUCaHMX 3aXTieBa 5a 0JJaBoM, WIH 0OHOBOM MoJioxaja MoOMIHOT vpehaja M3 nojgpyuja v
KOjeM ¢€ KOPHCHHMK He Hala3M. YKOJIHKO ce oJUIYHUH 3a Hisoljeme Hanaja ¢ YORjeKOM Y Cpe/IHHH,
Hanarau ce ynorpebom npuiaroberor mobunnur ypehaja wim GasHe cranuie voauyie wimeby
MpEKE M KOPHCHHKA. Y TOM cIyuajy, MOGHIHHM KOPHCHHLM ce WieHTHPUHKY]Y Ha OCHOBY
NpPHBpeMEeHHX WAeHTHTeTa. MNak, nocroje ciyuajeBH Kajla Mpeska TPaky KOPHCHHKA J1a ITOHIALe
CBO] MpaBHd WIEHTHTeT Vv o0MMKY jacHor Tekcrta. Hamamm koje Hanajau Moxke M3BECTH V
[IOMEHYTO] CHTYALIH]H CY:

o nacuBHa kpaha maenTHTera — Hanajau uMa npunarohenn moGuianu vpeha) u nacusHo
ueKa 1ojaBy HOBE percrpailije, Wik pyieme fale nojaraka jep ce y THM ClIyuajeBHMa
01 KOPHCHHKA TPARkM J14 Nola/ke CROjE NMOJIATKe ¥ YHCTOM TEKCTY.

e awrTHBHA Kpaha wienrTnrera — Hanajau uMa npuiaroheny GazHy cTaHMIY Te HHHIMPA
KOPHCHHKA J1a c€ NPUK/bYUH HA HeroBY 0asHy CTaHMWILY a 3aTHM TPakKH J1a MY [OLIbLE

ceoj IMSI.

Y oBOM cilyua)y Hariajiad ce MOKe MackWpaTH M IpeTBapat ja je npaBa MOOHIIHA
MK, To moxke YHUHHHTH Ha c/bejiehe HaunHe:

s  VYkMmameMm eHKpuniHje Hamely kopHcHMKa W Hamaja4a — Hanagaud ¢ npuaaroleHom
0a3HOM CTAHMIIOM WHHMIHMPA KOPHCHHKA HAa INPHJABY HA IHETOBY JIUKHY CTAHMIY H Kaja
KOPHCHHK KOPHCTH YCJIyre cTaHHIle, olliuja IH()poBambe, HapaBHO, HHje VKJbYUeHA.

e  VYEKMIameM eHKpHIIHje usMehy KopHcHMKa M TpaBe Mpexke — V OBOM CIYUajy TOKOM
VCIocTapbamka Mo3uea MoryiHocTH mHdposamka MobuiHor vpehaja cy npomujebete U
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MpEKH Cce UHHH Kao Jia INOCTOjH pavmka uively amropurva mmdpoBama u
ayreHTukaimje. Hakon Tora mpeka Moke OUTYUMTH YCIOCTABMTH HECHTYPHY Be3y.
Hanajau npexia Besy M JIaKHO ¢ PEICTABBA MPEHKH KA0 KOPUCHHK.

Hamajiau moxe W3BECTH Hanajl JaxHo ce npejcrapbajylim kao oGuuan xopuchuk. To
moske nocTuhu Ha cienehn HaduH:

o  VYnorpeGoMm yIpokeHOr ayTeHTHKALMJCKOI BeKTOpa — Hanagau ¢ npuiarohenum
MOOHIHNM YpeljajeM M YIpoKEHHM ayTeHTHKAIIHJCKUM BEKTOPOM HMMHTHPA KOPHCHHKA
MPEMA MPERH W OCTATHM KOPHCHWATTHMA

o [lpucaymkupBameM MocTynka ayTeHTHKauMje — Hanagad ¢ npuiaroheHuM MoOHIHHM
vpehajeMm KOopHCTH NojaTKe Koje je Jo0HO IPHCIVIIKHBALEM.

OTHMabEM OJUIATHUX T03HBA Y MPEKAMA ¢ UCK/bYYEHOM EHKPHILIM]OM.

OTHMabeM JI0JATHIAX TT03HBA KO KOJHX je MCKILYUeHa eHKPHITIN]a.

Kpaljom moSuaHor vpeljaja Ha KojeM HHje MOCTAB/bEH MEeXaHH3aM 3aK/bVUaBalba, Kao 1ITo
j& 3allITMTHA NOIMHKOM, HEOBJAIITEHH KOPHCHMK MOMKe TakBaM MoOHiHuM ypehajem
saTpakuTH yeuayre Ha TTIPC mpeskn npeteapa)jyhu ce s1a je H3IBOPHH KOPHCHHEK.

Mobuann kopuennin yrorpedbarajy GPRS yemnyre v3 npeTnoctasky jia cy Mojalll KojH ce
ALY ca M IpeMa BHXoBoM MoOHIHOM vpelaly samruhenn, Te ja je rapantoBana 0es0jeiHOCT
npeHeceHUX mojaartaka. 36or tora je 3a npotec GesbjeHOCTH MOJaTaKa JHPEKTHO OJIFOBOPHAH
pagasai veayra. GPRS cranmapan Hyme aaropurMe 3a cTBapaibe JeAHHCTBEHMX 3ajeQHHUKHY
KpUOTOrpaficKux KILYUeRa y CBPXY M3MjeHe H CKPHBaha PeOCciIHjeIa NaKeTHHXY M0/IaTaka KojH
ce makby pajimo nyresuma wismehy smoGuianor ypehaja m SGSN-a. Ceakm nyr kama ce
ayropusosann GPRS mobuinn ypeha) perverpyje Ha Mpeky. VENOCTaB/bd Ce JeJIMHCTBEHM
3aje/IHMYMKH KJBYY KOJM CE KOPHCTH 3a mK(QpoRamke CBUX MOJaTaka KojH ce npeHoce Himehy
moduTena u SGSN-a. [59]

VY nouerky ¢y ce HabpOjAHH eeMEHTH KOPUCTHIM HCK/BYUHBO 3a GemMMYHW [IPH)jeHOC
[NIACOBHHX MTOPYKA, 4JH YBOGEILeM VeIIyra pazMjeHe HerJIacoBHMX M0Jiaraka, Kao IITo je NPHCTYI
Hureprery, crnoMenyTe ¢y KOMIIOHEHTE HIMHjEIbeHe TAKO Ja TOJKABa]y W TaKBe YCIyTe.
Hanorpaawa goctynaux venvra nosehana je 6poj pera veiayra Ha MoGuiHo] Mpexu. Camum
THMe, 1osehao ce pusmk o1 oviopabe. [30], [52]

ITopchamem ¢yakumonanuocTn koje MoOumHu  ypeha] wHyaW, jaB/kajy ce  HCTH
Ge:0jeHoCcHH 1podieMH Kao M Koj MobuinHux pauyHapa. besGjennocHu npofieMu koju ce
japbajy v MOOMIHM Mpekama I1pu npeHocy mnojaraka morvhe je npasasuhn usGopom
opropapajyher onepatHenor cucrema 3a MoOGuanm ypelaj. Jemam on TakBHX omnepaTHBHHX
cHCTeMa HAMHjeHeH MOSHIHHM vpehajuma KojH je GazupaH Ha OIeH coyplle pjelleiy jecre
AHApPOU] ONEPATHBHH CHCTEM.
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3.2.3. ¥pehaju 3a npucaymknaise ['CM-cherema

VYnorpeba ypehaja 3a seorpanMueHo npucivinkusambe GSM komyHukaimja omoryvhena je
Jeauno GesbjeaHocHHUM enykbaMa W TO caMo Y capajiibi ca TeJIeKOMOHHKAIMOHHM KOMIIaHHjaMa
koje tipyxajy GSM veayre. Ilpuenyinkupame ce BpIIH JMPEeKTHO Ha IIEHTpalH olieparepa
mobuane Tenedonmje. [lotpebua onpema ce MHCTATHpPA NApPAIEIHO ¢a ayIMO-KaHATHMA KOJH
CJHIVIKE 34 [IPpeHOC Mo daTaxa.

Xparamwe u jiemnbpopatbe curnaia Mobuite tesieonuje GexUIHUM ITYTEM M IIACHBHUM
HaurHoM Moryhe je yv3 yinorpeby npodecnonanie onpeme u TO V3 JIBA OCHOBHA OT paHHYEHhA:

1. 71a ce MOTY TIPHMATH caM0 CHTHAIM V JIOMETY jeiaHe GaszHe cTaHMIEe, 0JHOCHO, 0 25 KM
34 CHrHasle koje OasHa craHMua abe MobuiHoMm Tenedony u ox 300 go 1000 M 2a
CHIHajle MOOHIHOT TEJ]edlUHa [rpema 5&3H0j CTAHHIH [TO 3aBHCH 0] aHTeHe,
KOH(HUIYpalH) 1 TepeHa U cil., 1

2. na je Opoj Beza Koje ceé MOrY HCTOBPEMEHO MNPHCIYUIKHBATH Yy oba cMmjepa BpIO
OrpaHHYEH.

Y peansom Bpemeny niocroju Mmorvhuoctu fenmdipopamha cMrHana koju ey mmdpoBaHi
ciaabujum AS/2 aaropuTMoM. JI0K je 3a JemudpoBambe AS/] alropuTya ¥ pealHOM BpeMeHY Y
BelnaKM ciyuajera noTpedHa M NOJAPIIKA TeleKOMYHHKAIHOHe Kommnanije. Y Takse ypehaje 3a
qemdporarse yrpaljenn cy uwrauu  SIM kapruna, u3 kojux v oapehenom BpeMeHCKOM
[eprojy. 0ko 15 MMH, MOI'Y MIIMMTATH CBM Nojaud noTpeGHM 3a NpUCIVIIKHBake MOGHIHOT
tenedona koju he xopuerutn v CHM kapruny. TpeGa nanomenyTh u To, aa 0u ce omoryhuino
MPHCIVIIKHBAILE, MOTpebHo je | Jo0po Mo3HaBaTH caMy HH(PacTpyETYPY oneparepa MoOWiIHe
renedionm)e.

Behuna crjercknx GSM oneparepa kopucrd AS [ 1 anrpuram 3a nmdporamwe SMS, MMS u
TeneoHCKHX  pasropopa. Y cTapty  Je  OBa]  anropMtamM  OWo  TajHa,  aimM
HHpEPIHUMHHKEHEPUHTOM, JIOLIO j¢ 10 HYPetha HEeKHUX JleTaba BE3aHAX 34 0BA) aJlrpUTaM KOJU
ce ojiHocH Ha Oesbjenncun acriexT. AS /1 xopuerd 64 - GUTHH KbVY M MOKe GHTH HATAJHYT
kopucTehy XapjBep Koju ce JZlaHc KOpHMETH. AKO ce y3MY JIBa MM TpH mMd)poBaHa TekcTa,
MO3HAT OTBOPEHH TEKCT MOpyKe. JI0 TajHOT K/byua ce Moke Johu Ha ocHoBy mojataka W3
npopauyHcke tadene. [41]

Cnexrap ypebaja nomoly KOJMX ce MoO¥Ke HIBPIIHTH IIPHCIYLIKHBAaIbe W HaIA30p
TenedhOHCKAX NPHKJBYYaKa NPWIHIHO je BeJmK, Jeana o mux je Mispaencka gmpma Comverse
Infosys y capaamu ca ceojoM cecTpurckoM upmonm Syborg Informations systeme” 3 Buxbacha
v Hemaukoj, nenopytyje onpeMy 3a MPHCIYIIKMBAIbE ¥ KOMIUIETY KOJH ¢€ Kao Haj30PHH LeHTap
NPUK/BYYYje HA KBYUHA MecTa MpPeKHMX onepatepa. Simensov npueaymmu cuctem LIOS?
omoryhara Ha jeHoMe MecTY HcTOBpeMeHy KoHTpouy K jo 10000 kopuenmka. Netline
Technologies® u3 Tel Aviva, ucniopyuyje GSMtooth’, ypehaj kojum ce Ha MamHUM VIabeHOCTHMA
MOJKE TIOBHITHOHHPATH MOGHIHK TenedoH.

oducts/Lawful-

Interception/LIOS ONE/Pages/LI0OS OMNE.aspx
“hutp-//www netlinetech.com/
"hitp-//www automatika rs/baza-rnanja/obrada-signala/prisluskivanje-gsm-komunikacija html
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3.2.4. ¥Ypehaju 3a omeraise 'CM-a

Beh nomenyra thupma Netline Technologies va tpsumuty nyzm vpehaj C-Guard Cellular
Firewall. Taj ypebaj je Benmumne wyrHje unurapera, a HaMmewmeH je oHemoryhaeamy
pyukimonncama ceux MobumHux Tenedona y ojpehenom npoctopy. Ha taj maums mMoGumnm
TeneoHM ce MOTY NPHCHIHO HCK/BYYHTH V IPKBAMa, KOHLUCPTHHM JBOpPaHaMa, PECTOpaHHMA,
amd ¥y GonHMLAMa vy KojHMa OM MOTJIM NIPOY3POKOBATH CMeTH:€ V (DYHKIHOHHCAY
MEIMIMHCKHX eJIeKTPOHCKMX anapara. 3a Takee Glokartope MoOMiHe KoMyHHKalMje nocebHo
BEJIMKHM HHTEpec ToKazyjy aparicke jp#ase. [Ipuje nekoimko rojuaa je apskasa Bahrein kymmna
3000 Taxpux ypeBhaja, va cayicberio TyMaueIiLe Kako ILHMA JKeJIH OCHIYPATH MHP ¥ IaMHjaMa.

Cie BuIlle TpasKeHy TEXHHKY 3a Ghnokuparmbe MoOHIHMX TejedioHa HyIH ¥ kommannja Cell
Block Technologies 1z Manchestera, u To wax na Hurepuery, y3 umjeny on 138 nonapa mo
vpehajy. Ha Tajany ce MoKe KVIMTH M IENHH OJOKATOpP, ¢ KOjUMa vioTpedy MOOHIHOT
tenediona v ¢cBojo) GaM3MHE Moske oHemorvhuTi Gamn cpako, ko To noxkend. Oupma Uptron u3
unaMjekora rpana  Lucknowa v cBojo] NOHYIM NpefcTaBba TEXHHUKY Koja MoOuiHe Tenedone
OnokMpa wak y kpyry oa roropo 2 kM. Ilpomajue nmjene opux ypehaja, xoju ce Hyzae Ha
HHTEpHeTY., Kpehy 071 HEKOIMKO CTOTHHA J0Japa /10 HEKOJIMKO JIeCeTHHA XHIbajia 10J1apa 3aBUCHO
0J1 HYIA3HEe CHare oMeTaua.

3.2.5. Moommun Tesedonn a ToIaTHOM 3aIITHTOM 01 IPHCIYHIKHBAILA

Themauka dupma Rohde & Schwarz'je 2001. rogune Ha TpskuITe H3GaIMIa MOGH/IHH
tenedon koju je memoryhe npuemymkupati. Pujeu je o ypebajy Siemens S351 nopatno
OIPEMIbEH KOJMPAHOM 3alITHTHOM TEXHHKOM, KOjJa He /10380/baBa "pasbujae”. Y Siemens-u cy
TBpAMIM Ja "uak HH xusbaxy Pentium raunara 3a JleceT MHIMOHA FojIHHA He OH MOIJIO OTKPHTH
KJBYY KOJHM cy pasroeopd kojaupann”. Hamehe ce qunema, kako pasymMHO o0jacHUTH YMHILEHHILY
na npowssohaun npuenviuamx ypehaja oxmjensom nponarupa nporusypelbaje. Y Simensu
oTknama)y Gui0 KakBy MHCHHYAuM]y M TBpAe Ja he mobGwine tenedone sawmruhene oj
MPHCIYIIKHBALA TIPOAEATH CAMO JPKABHHM YCTAHORAMA H MHCTHTYIMjaMa, a He TIPHBATHHM
ocobama, Te he nOpuMjermHBaTH BpIO  CTPOTY TPOLEJAYVPY HCIIHTHBALA  [MOJ0OHOCTH
noreHuujanuux kynaua. TopSec GSM je, v crapu. Simensov model §351, y koju je Kommnanuja
Rohde & Schwarz yrpagmna moceban kpunrorpapeku Moy Jearpa je, melvrum, xpunTo
MOJIVII KOJH je YV NOTIIVHCCTH HHTerpupean v 8351,

MIudposans  rosop ce npeHocu kpo3 TpaHcnapenrtan GSM kananma. 3a nocrusaie
HajBHIer HUBoA He30je/1HocTH KopHeTe ce koMOHHanuja jaBa anropurMa. To cy acumeTpuunu ca
1024- 6urHuM KBydeM 3a ofabup Bpere KOJa, H CHMeTpHMHH airoputam ca 128 - GuTHHM
KJbYueM 3a muppupame riaca. Jenan Jo1Mp Ha TacTep Je cBe MTO je MoTpeGHO J1a ce YCIIoCTaBu
mudposana  Beza. CaroBopuuk Tpeba camo ojabpati  Opoj] JKebeHOr MPeTIUIATHHKA, M
MPHTHEHYTH KPHITO TacTep KOJH ce HATa3H MCTIo eKkpana jia 6K ce mpeballio Ha KPHITTO PeHKHM.
Cpe ocTazlo ce BpIIK ayroMaTckH. Kaja je 1no3MB venoctagben v poky oi 15 cexvuian he ce
HIBpIIMTH pasMjena kieyua. [lpuruckom na tacrep CTOIL mmdpupann nosue moxe OHTH
PACKMHYT Ha MCTH HAUHMH KA0 M HOPMAJIHM TeleOHCKH [T03HB. MM € I03HB 3aBpIly, K/bYUeBH

*hitp-//www rohde-schwarz com/enhome 48230 html
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KOJH CV HACTAIM Ha NoueTKy cecuje ce Opumy. Ocum umdposama TopSec GSM onnmonanto
HYJIH join Heke GesbjennocHe PyHKIMJE Kao To je (pyHKIMja ayTopH3alje.

Ca nocebunm cofreepom Hexkomuko TopSec GSM npernnariuka Mory ce IOBezaTH v
satBopeHe rpyne kopucHura. [Iudpoany Bewv je Moryhe vernocTaBuTH camo, ako oda
KopHcHKuKa ypehaja npunagajy ueto] usabpanoj rpynu kopuchuka, TopSec GSM npuxianan je
38 KOJIMpaHy TOBOPHY KOMYHHKAIM]Y Ha (ppekBeHIIMjCKHM Nojipyujama o1 900 1 1800
MHz. Ocum uzmely nea TopSec GSM mobunna tenedona kogupamen samruheny TenedoHckn
PAasroBOPH MOTY C€ BOJMTH M ¢ NPHKBYUKOM ¥V (PHKCHO] Telle(pOHCKO] MpPekH. ald V3 VCIOB 14 ce
ISDN npuibyudak 3alimHTH jold jeannasM npouseoiom s TopSec cermenra. To je TopSec 703+,
KOJHM Ce MOIY KOIHMpatH cBH pazrosopd ¥ Euro-ISDN-y. Ca TopSec GSM moOuanmm
TeneoHnMa MOKe e, JIAKAKo, ¢ DHMII0 KOJHM JIPYTHM KOPHCHHKOM BOIMTH H TIOTIIYHO OOHTHE,
Hesamtuhene pasroepope.

Cauka 6p. 6: Mobuinu Tesedon ca unrerprucainm 6e36jeIHOCHAM OITIH]jaMma.

Jenan on weyunux Qaxrtopa 3a yerjex mo0uiHe TexHoloruje je MorvhHoer 1npyikatba
nobobiane (PYHKIMOHAMHOCTH Koja ce MOMe VIOPeJHTH ca (HKCHMM Mpekama. Y3 To,
pasBHjeHe cy HanpeJHe 0 Jajlekoce:kHe Mpexe Koje oMoryvhyjy KOpHCHHIIMMA JaKy JOCTYIIHOCT
nojaraka, Opse v eUKaCHe KOMYHHUKAL[H]E, Te JeiHocTaBaH 1pueryil MurepHery.

Crangapau xoju xopucHuinya omoryvhyy nomenyre veayre ey GSM, GPRS, UMTS uy
noeuje epujeme WIMAX. Haparno, jomn vBHjeK MOCTOJM MjecTa 3a pa3Boj W Kako pacte
MOTPAMKELA 38 KOJIHUMHOM HHpOpMannja U BHXOBOM OeclipHjEeKOPHOM KBAJIMTETOM, Tako he
HaripejoBatH ¥ MoOHMIHA TexHonoruja. 3G TexHoloruje cy npHeyTHe Bell HEKOJIMKO TOJMHA U
yekopo hie ux samujenutn 4G TexnonorHje. [83]

“hitp fiwaw ia nate int/niape/Product TopSec-GSM-VIP_323
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4. AHAPOHU]I OITIEPATUBHU CUCTEM

Aufiponsi je, TpBEHCTBEHO, 3aMMILBEH Kao BeoMa cHakKHa nuartdupMma 3a XWbaje
pazmaudTHx. MoOHITHEX Tenedona. Google je pa3sBHO ONEpaTHBHH CHCTEM 3a MOGHIHE Tene(oHe
KOju oMoryhaea nporpaMepuMa Jia NHOIY [porpame 3a Hera Y HNporpaMcKoM jesuky Jasa u
O0JIMKY])Y CHCTaB fpeMa cBOJMM roTpebama. AHIPOWI je ONEPaTHBHU [POrpaM HaMHjereH
mMoOmHaHUM ypehajuma, KoJM ce cacToju 0/ ONEPATHBHOI cHCTeMa, Meljyerojera M ocTanmx
KBYUHHX nporpama. OQIMKyje ce CHCTEMOM 3a YIPaB/halbe MEMOPH]OM H MpoIlecHMa Kao H
MPeRKHHUM Yeayrama.

Y noueTky AHIAPOMA j6 pasBHjaH NPBCHCTBEHO Kao ONEPATHBHH CHCTEM 3a MOOHIHE
tenedone. Jlabum paseojeM npepactao je y ONepaTHBHH cHeTeM, He cavo 3a Tenedone, Bel n 3a
ocTane moGuiHe vpehaje Kao mro ¢y: Tadier
PC. 1a/bHHCKH VIIpaR/bauM , rulern M ¢il.

Benuku 6poj animkaliMja ¢y BeoMa KOMIIIEKCHE, Tako Ja He 01 HMalIo cMHCIa TPOIIHTH
BpHjeMe Ha IHearbe KO/1a H3 nodeTka. H3 Tor pasiora kopHcHo je Ha ojipehens nauun pjemasaTty
npobieMe yrnoTpeboM npojekaTa MU je¢ H3BOPHH KOJ JIOCTYIIAH, OJAHOCHO, KOPHCTHTH open
source npojexte. Heku 01 Taksux onepatuBHUX cHereMa cy Beh nperxonHo naGpojanun v pajy.

4.1.1. Open source npojexTH

Awnnpoun npojext npuapyiked je OHA (Open Handset Alliance) v kojoj crako Moxe JaTH cBOj
Jonpuroc u nomohu y creapamwy capiueHor rteinedoHa. AHAPOM je Y MOYETKY pa3BHjaH
camocTalHo o1 erpade Google-a. na 6u ce nocauje npuapyxuo v OHA. AHapoua je ¢BOj KHBOT
sanoueo 03, nopemOpa 2007. rojune npuapyaupamem Open Handset Alliance-n kojy ey Tana
upnuie 48 (verpaeceTocaM) KOMIIAHHja U2 o0IAcTH Xaprepa, coTRepa W TeJeKOMYHHKAIIH]A.
Open Handset Alliance je ocHoBana ca L/beM MoMjepaiba cTaHgapia 3a MoGuiHe TenedoHe
Koju ce Gazupajy Ha open source-y. Jlo cazn, Google, je o6jarno sehuny kéia 2a Aunpons.

4.1.2. Amaponn paigoj

Ilpenpoctn Koje npyxa Anapoua oMoryly]y NpHIaroULHBOCT ONEPATHBHOT CHCTeMa
K(}jl: Hamajaul MOTY HCKOPHCTHTH 3a 3)']0}']]0'[']3(‘.5}" H YIpO3HTH 6€36j€ﬂﬂ0{31' IoJEaTaKa Ha
mMoBuiHuM TenedoHuMa KopucHUKa., YnieHHIa Je J1a KOPHCHUITH MOGMIHHX TenedioHa uyBajy
MHOTO NPUBATHUX NoAaraka y cRojuM vpehajuma, Ykonuko nanajiau HeOBNAUITEHO MPHCTYITH
ypehajy M ykpale nojartke, MOMKe HX HCKOPHCTHTH 3a JEUKHO Tpe/icTaRibaibe. Y clyuajy jia ce
mehy vipajesum mojampMa Hal)y ¥ OHH 0 KPeMTHHM KapTHI[AMa, HAlaau MOXKe HAHMjeTH W
(uHaHcujcky mwTeTy KopucHMKY. PasBo] nporpama 3a oneparHBHE CHCTEME HA MOGHIHHM
ypehajuma BpUio je ciMuaH pa3Bojy NPOTPaMCKHX TAKeTa 3a OlepaTHEHE cHCTEMEe HaMHjeiheHe
[IEPCOHAIHHM pauyHapHMa, IITO HallajlauuMa ojakliasa [I]JHJ]a]'O]]aBaH:E ITHCambLa BJIOh}’HHP‘[X
mporpama ia Mobuine ypehaje. Anapoust je Hactao kao sojeha rarhopma, kako sa namerte
TeneoHe, Tako W 3a TableT pauyHape.

Pamgny moppiiHHy AHIPOH]L OTIEPATHEHOT cHETeMa MHHH HEKOITHKO eKpaHa, KOojH MOTY Jia
ce CMJEEbY]Y JeJHOCTABHHM XOPH3OHTAIHHM cMHLambem nperom. Ha ceakm o1 expana Mory ce
M3BIAYUTH HKOHMIE PamTHUMTHX alIMKaldja, WTo AHAPOWI cBpeTapa v HajnpuiaroheHwHje
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MOOMJIHE OIepaTUBHE cHcTeMe. Y JI0meM JIHje/lV eKpaHa Hajla3h ce JIAVHIXEp Y KOM ce
cMjelITa)y TpeHYTHO akTHeHe arMkanuje. Ha cynpornom Jmjeny ekpaHa cwjemnrajy ce
CHCTEMCKC IIOPYEKE 34 []["[je HMTal¢ ¢c ayroMaTckHl OTBapa nocebHa ar[.r[mcaunja. Ogse nocraeke
PaIMKY]Y Ce V 3ABHCHOCTH 0] BEP3Hj¢ OTNIEPATHRHOI CHCTEMA H HHCY TEMa OBOT pajia.

Cimka 6p.7: Ypehaju ca AHIpoM ollepaTHBEHHM CHCTEMOM.

4.2.1. AHJIPOILT AHATOMILIA

AHIponu MpecTaRba NPBY HMCTHHCKH OTBOpPEHY M cBeoOyXBaTHy muaarqopMy 3a MoOHIHE
vpehaje. Ha oxpehenn naumn, Angpoun nnardopma. noapazvMujera copreepeky Tpky Ges
BIIACHHUKE IIpellpeke Koja clipeuaBapa MHoBaluje Ha MoOGuinuMm ypebajuma. Anzppoun je
nporpaM HammjembeH MoOGHaHMM ypeljajiMma, KojH ce cacTojd ce 0J1 ONepaTHBHOI CHCTEMA,
frameworka n ocranux KBYUHHX nporpaMa. AHJIPOMI je CacTaB/LEH O HCKOJIMKO OMTHHX H
3aBHCHMX J[H]€JI0Ba KAo LITO CY:

e XNapagepckn pedepenTHH IH3AjH - ONHCYje HH3 clocoDHOCTH kako 6M GHia
obesbujehena codreepeka noapiuka norpebha 3a MmobuiiHe vpelaje.

e Linux kernel - onepatuenn cuetem - omorvhapa KOMYyHHMKAIMjy Ha HHBOY XapJpepa,
YIpaB/ba MEMOPHJOM. KOHTPOJIMILE [pOLlece, BPIIM ONTUMHM3ALM]Y AIUTMKATHBHOT
codhreepa 3a MoGHiHe ypehaje.

e Open Source dudO/MOTEKe — KOpHCTe ce 3a pa’Bo] alviMkanHja, ykaeyayjvhm SQLite,
WebKit. OpenGL. n Media Manager.

Dalvik virtual machine - ppim onmumuzanyjy copTrepa 3a ModuIHe yvpehaje.
Run Time - kopHCTH ce 38 HIBPILABALE H JOMHHAHTHIX AHIPON/I aIUIHKALM)A,
vireyuyjviin Dalvik upryvanny Mammsy kao ¥ ocHoBHe OHOJIMOTEKE 3a NpYKaH:e
crienudpHane Augpona gyvakimonansocTH. Run Time je amnsajuupan kako 6m ce
edrkacHo KOpUCTIIA pajiHa MenopHja 1IpH vioTpedu MobumHuy vpehaja.

o Application framework - Bpin npesenrai#]y yevra ajsKaTHRIIOM clio)y, oMoryvhapa
NOHOBHY y1IoTpedy # 3amjeny komiroHeHTH yiobyuyiyhin Window Manager, Content
Providers, Location Manager. TenedonHupane u peer-to-peer cepsuce.

"hitp-/fwww itsvet. com/tekstnexus-linija-izazov-za-android-proizvo%C4%9 1 a%C4%8De/7773/
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Korisniéki interfejs — framework kopuuhen 3a 1nokperame KOpACHHUYKHX arlMKaluja.
Instalirane aplikacije — arumMkaruje MOKpeHyYTE V JeIHOM HIIH BHILE CKJIOMOBA H OCTAIMX
KOMIIOHEHTH, ¥ 38BHCHOCTH 0J] BEpP3Hje [porpama.
s  SDK (Software Development Kit) - xopucTu ce 3a u3pajay amivkalyja, VELYIV|e |
anare, plug-inove, Kao ¥ NoTpebHY KOPUCHHUKY JIOKYMEHTAITH]Y .
Integrated browser - 3acHoran Ha open source WebKit platformi.
Optimized graphics - ontumuzyje u npuiarohaea 2D rpadmuke u 3D rpagmuke
ubnuoreke Gazupane OpenGL ES 1.0 cranmapay (noGosbiname Xap/aBepeKux
nepdopMancH)
SQLite—penannoda Gasa nogaraka noroiHa sa motuine vpeljaje,
Media support - nojpiika 3a sehuny ayHo, BHICO M CIIHKOBHHX (hopMaTa.
GSM renedonnja - (xapasepeka saBucHocT Tededona),
IToapmea 3a Bluetooth, EDGE, 3G w WikFi - (xapneepcka 3aprcHocT TenedoHa),
Kamepa, GPS, komnac i akuesromerap - (Xapjpepcka 3apHcHoCT TelledioHa),
PazBojio oKpy:Kerbe - [MoJApasyMHjeBa OKpYKethe 34 CHMYIalHY pajia MoOuIHor
yvpehaja, ajara 3a npoHalaKebe rpelaka TOKOM NHcakba NporpaMa, MeMopHjeke U
TexHH'UKe ocobHHe nporpaMa, kao u jojatke 3a Eclipse IDE wm Anapowua Visal Studio
PaszBOJHO OKPYIKEI:C.

Cpaka anaukaima vy AHIPOHI ONEPATHBHOM CHCTEMY J€ IakoBaHa y .apk, apxuBy
JlATOTeKa, Koja je ciuuna Jar apxuen. Cee Anjpon arimkarMje cy nucane v Japa nporpaMckom
jesuky OGasmpade ¢y Ha APl dyHkumjama koje ¢y umivtementHpane v SDK  (Software
Development Kit) Anjpoust pazgojHo okpyikeme [8]. Hekonuko Ge3bjeJHOCHHX MeXaHH3aMa ¢y
takolje cacTaBHH AMjeloBH AHIPOWI PaJHOT NMOJAPYHja KOJH MOTY OHTH NpE/ICTARLEHH VY TPH
rnapie rpyne. To cy: Linux mehamzmi. pazBojno okpykeme M AHApowi crelndHIHA
CHIVPHOCHH MeXaHM3Mu. [66]

AJIlpoHjl aHTOMMja, HajlaKlle ce MpecTAR/ba HApeJHOM CIHKOM Ijje  CcBaka oJ]
KOMIIOHEHTH I03uBa c¢iejehy KoMmmoHeHTy. AHupoua 1pejictaBba  ckyn Beher Gpoja
KOMIIOHEHTH KOje Ce HEONXojHe 3a ocTBapHBame ojpehenor Opoja pyukimonannocrn. Osaj
onpehenn Gpoj (PYHKIMOHATHOCTH Ha3MBa ce co(TBepckH cTek. CopTBepTcKH cTeK Y 0BOM
CJ'I}"‘[ﬂj}" OSYH'.BH.TH HEKOJIHKO KOMIIOHCHTH [{Ojﬁ CY 3a/ViKCHC 3a 0DaB/bahe HEKOJIHKO JajaraKa
moTpeGHUX 3a W3BpLIekhe ojpehennx arumkaumja. M3 naseeHor pasiora 1o He YK/bYUYje caMo
onepaTMBHH  cHeTeM Beh M Hekonwkoe BHIIMX  (pyHKOMoHamHMX chnojera. Kojg  Auzgpoun
OMEePaTHBHOT CHCTEMA, co(PTBEPCKH CTEK ¢ CACTOJM O] OTEPaTHBHOI CHCTeMa, cpejlibar JiHjeia
(middlewara) u oxapeljeror Gpoja nporpama koju npyxajy sehuny pamuux dyuxumja. Jesrpo
AHJIPOMJI ONEPaTHBHOT CHCTEMa MnpejcTap/ba Linux xepHel, uMja je yiora KOMyHHKalMja ca
KOHKpeTHHH XapapepoM. Kepuen je saayxken M 3a ynpapbaibe MEMOPH]OM H HEOITXOJHUM
nmpouecuva. llpescrasma ¢ 3a ancrpakiMjy XapiBepa, LITO 3HAYM Ja CaipiKH JIOTHUKE
unTepdejce Npexko KOJUX KOMYHHIMpa ca BuimuMm ciaeachum cioje. Ilpexnoct oBaksor
MMILIEMEHTHPAHOT CHCTEMA ce Orjlela ¥ TOME LITO, V OBOM ciyuajy, AHIAPOH ONepaTHRHH
CHCTEM 3aBHCHM O KOHKPETHOT XapilBepa Ha KOM ce KopHcTH. OBakap HauMH KOHCTPYKIIHje
omorvhasa noproBame AHAPOM ONEPATHBHOI CHCTEMA HA BeJHMKH Gpo] pasznuuntux vpehaja.

[85]
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APPLICATIONS
f Home [ Contacts U| Phone | Browser D {OSTALD J
FRAMEWORK
Activity [ Window | Content View
manager manager | providers ‘ system
”Fiaci':'age i Telephony Resource Location Notification
manager manager manager manager manager ‘
LIBRARIES RUNTIME
- ~ Core
libraries

LINUX KERNEL

Coamxa Gp. 8:. AHJIpoH1 aHATOMM]A.

H=nan kepuena namazw ce midlleware cnoj. llpencraBiba ckyn cofireepa KojH
KoHTpoiMile Besy uimehy ammkaimje n xepdena. Iherop ocHoBuM auo npejcras/ba Jlansuk
BHPTYEJIHA MAIIHHA.

Jlansuk je MexaHu3aMm, KOJH Je ciiMuad JaBa BUPTYEIHO] MAIIMHN, M 3a[y3KeH Ja 3a H3BPIIABALE
JaBa wopa. Paszimka usmehy Japa u Jlansuk oriesa ce v ToMe LITO jé jaBa 1POjeKTOBAHA KAo
MYCXJAOWH ayToMaT HIM CTeK MallvHa, JoK je JlanBuK NpojeKToBaH Kao perucrap MallHHa.
JlaiBuk je moroHMIM 3a MOJIEpHE Tpotiecope, ako wro je ARM mukpo-ripotiecop koju ce Beoma
HecTO KOpHCTH ¥ MoOiHHM TesnedoHuMa M M3BpiiaBa Je Ha 3HaTHO edmkacHujn Hauwb Ta
MpeJHOCT OrJleia ¢ce 'y ToMe ITo AHAPOMI 3a CBaKy HOBY AIUIHKAIlHjy cTapTyje HOBH JlanBHK
ITO CBAKAKO ME ¥ NPeJHOCT OTpPaHHUCHMM MEMOPHJCKHM pecypeHMa Ha  MOGHIHHM
renedhonuma. Jlansuk je open source npojekar u ofjapban je noj Anarxe juieHnom. Hako je
Amnsipous sacHoBan Ha Linuxu, He moske ce pehu a je Angpous sanparo Linux, jep Belnukn jiHo
cHeTeMa He 3apHeH o1 Linuxa u MNpelicTar/La HOjL‘l[HHﬂ‘IEHG HIIH CKYTIORE a]'lJ'IHKa“Hjil.

VY camoj ocHOBH, Linux je caMo KepHesi ca pasiMuuTUM JpajBepiMa i Moy imma. Hak Hu
mKobka Koja je npupogara (shell) npepcrasma saceban npojexar. Opa WIKOIBKA CIIYIKH 34
[IPVIKALE jﬂ.ﬂ“ﬂﬁTaBHﬂr Hl-[Tﬂpd]BjGﬂ. Ca xomanjaHoM JT]-'][-[HjOM HeMa HHIITa Kao HH ca caMHM
Linux euerenmonm,
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4.2.1. 1. Cinoj Anwymianuje

AHIpou je Hocujall ojieheHOr CKyIa OCHOBHMX all/IMKallMja Kao [ITO Y. e-Mawi
kaujent, SMS nporpam, kanenjap, Marne. npeTpamuBaul, UMeHHK U ci1. Cee aluIMKalifje nHcaHe
cv v JaBa nporpamekoM jermky. Amgapous arsmkaiyje he 6uTH Jete/bio ofjainmene v oJfje/bKy
KOJH FOBOPH 0 AHJIPOWL AILIHKAIIH]aMa.

4.2.1.2. Application Framework

Cepeucr kKoju ce u3ppumapajy noj Axapons OS apllication framework-u nasupajy ce
Core Platform Services.Ceprucn cy ocosa Anzpou nzardopme. Y CVIITHHH, arIHKallHje He
MPHCTYNA)Y cepBHcHMa JupekTHO. [IporpaMepn koju paseWjajy amiMkaimje Ha AHIPOHI
raaropMu UMajy MOTIYH NPUCTYIL 0 caMoT ()paMewopk-a yioTpeGoM 0CHOBHUX allIMKarmja.

ApxuTeKTypa alLIMKalMje je MpojeKToBaHa TAKo J1a [0JeIHOCTaBd [OHOBHY YIOTpeGy
KOMIIOHeHaTa, WITO 3Ha4M Ja OWIo Koja alUIHKAlMja MOYe, Ha OCHOBY CBOJHX moTpeda,
KOPHCTHTH 10] Heolxo/iHe pecypee. Craka Jpyra aiyMKaiHja Mmocjiuje Moxe MoHOBO KOPUCTHTH
ope pecypce. HapasHo, oBo je mnpeamer cHUIVPHOCHUX orpaHuuena yuyrap framework-a.
TMomenyTH MexaHH3aM JI03BO/bARA KOMIIOHEHTaMa Ja OYVAY 3aMHjeHcHe 0] cTpaHe KOPHCHHKA.
OcHoBa CBHX alJHKamMja je CKYI YCIYKHHX M CHCTEMCKHMX KOMIOHeHaTa Koje cafpike
KOMIIOHEHTE¢ HaBe/leHe Y HacTasky paza. [22], |67]

4.2.1.3. Activity Manager

Activity Manager, KOHTpoJIMIIE *HBOTHH BHJEK aliiMKallHje o] MoveTKa J0 ramema. ¥
CVIITHHH BOJM pauyHa O [ITEAH eHepruje ¥ MeMopHje. 3a/arak My je Ja VIIpaB/ba KHBOTHHM
BHJEKOM CBMX alUmranuja u oMoryhasa gpahame aluiMKalija Koje ¢y ce M3Bpluapaje.

4.2.1.4. Window Manager

Window Manager, ynparba uckauvhiuMm nposopuMa v ciyvuajy oBagjemirera o cTpaHe
pasIMUUTHX allJIHKaLHja, ¥ CIyUa)y He O/13HBatba allMKaije YHYTap 5 cexyH/Iu.

4.2.1.5. Content Providers

Content Providers — omoryhaea npueryn nogaupma masMeljy pasmMuuTux anmvkanmja (CIOHIHO
kao v Mmenuky), onHocho omoryvhaea qMje/beme nojaraxa uamely Bume arjmkammja.
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4.2.1.6. Views Sistem

Views Sistem-BeHKH CKYTl KOPHCHHUKHX TIOTIEAa KOju Mory GurH kopumihenu 3a
ojpehene nauMne npukazMBama arIMKalMja, KpeHpame pasHux JMcTa, Mpeska, Teker Gokcena,
JVIMa/ii.Kao | opranusopame web nperpakueaua. Omoryhasa j1a ceu jgorahaju 6yvay BUIUBHBY V
0BIMKY JAyTMajii, Mana, cirdHna, Tabena u e

4.2.1.7. Package Manager

OcHosHa (WHKLHja OBOI CepBHca je Ja BOJM pauyHa © MOJallHMa KOJH ¢e IIaby o
[puMajy. vizbyuyjvin u uHdopMalMije 0 aKTHBHOCTHMA, KOPUCHHUKHM JI03B0OJIAMA, CEPBHCHMA,
nornHenuMa ¥ kopucHHnuMa. Pehn he ocranum ammkanmjamMa KojH CEpEHMCH ce TPEHYTHO
KOPHCTE M CJL

4.2.1.8. Telephony Manager

Opaj cepBHC je 3aViKeH 3a TIpyikame NpHeTyna nHdopmaijama o tejedorckoM ypehajy
KOJH ce KOpHUCTH. AIJHMKAIM|EC MOTY KOPHCTHTH METOJIE ¥ OBO) KJIACH KAako OW YTBPAHIE HATHR
MoOMIHe TeledoHeKe KoMIIaHWje, Jp#aBe vV KOJUM ce KopuceTH ypehaj kao u onpeliene npere
MpeTiaTHiukux  uadopmaimja. AlUMKalHje MOIY KOPHCTHTH OBa) CEpBHC 3a [pHMAaibe
ofaBjelTetba O POMJEHH caTaba MOBKIHOL PeTIIATHHKA.

4.2.1.9. Resource Manager

Resource Manager omorvhaea npueryn o “non-code” pecypea Kao INTO ¢y: JIOKAJTHO
ceToRalbe, IPadMuKH IeTa/kH H BH3IVEIIHH pacliope/l [10/1aTaka Ha eKpaHy.

4.2.1.10. Location Manager

Opa kiaca npysxa NpUCTYI cHetemy veiyre (usuuke sokaimje vpehaja. Hasenena
veayra gaje morvhHoer amjmMranujama jia W3BpLIABA]Y TEPHOJMYHO QKYPHPAIhE CTaba
reorpaexe nokanMje ypehaja, wiM jga ce uMipmM oapeleHa akiMja ol cTpaHe OBJalNTeHe
almkanmje, kajga vpehaj viasu v Gisuny garor reorpadekor nojoxkaja.

4.2.1.11. Notification Manager

Notification Manager - maje moryhinoeT npuxaza ojipelieHor odapjemrema y cratyc dapy
3a cBe ankaiMje. MeHaxkep obaBjemTersa Kol AHIPOHJL ONEPATHBHOT CHETEMa 0GyXBaTa TpH
TEXHHKE 34 [PeHOILe:e HHPOPMAIH|a M3 KOPHCHHUKE AIUIMKALIH]E.
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Tocy:
» Notifications,
s Intents i
e Content Providers

Notifications je TpajMIIAOHAIHH HAYHH VIIO30peha MODHIHHM KOPHCHEIMMA o1 crpane ypehaja.
Ynorpebom APl Qyukumja, Moke ce aKTHBHPAaTH 2BYUHH CHIHAI KAao 3HAK VIIO30peHha,
eubpaija win cejeriaehu flash yvpeha) ca LED diodama, kao M koHTpoJIHA cTaTycHa Tpaka ca
00aB]emTaHOM KOPHCHHIKOM HKOHHIIOM.

Intents npeacraskaly MeXaHM3aM 332 NpPUXBATale TMOPYKa M3Mchy  pasamumMTHX
anmkaumja. Ynorpebom ope Texuuke Moryhe je akrusupari ojapelheny akimjy Kpos HeKy JApyry
AIUIMKALIM]Y KAo LITO j€ HIpP. cHeTeM 3a Guparbe Tesedorckor Gpoja kpos arMkalujy 3a oGpaiy
CITMKA.

Content Providers je TexHMka Koja jiaje JeJIHHHCTBEHO IIpazo 0a3HO Op)eHTHCAHMM
anMKainmjaMa Ha vrorpedy Gaze.

4.2.1.12. budmorexe

Ocnopna (pyHknHja OGHOIMOTEKA je Ja jaajy cHary Anapoua niaardopMmu. AHIpoH
noapazyMujesa ckynn  C/C++ OHOIMOTEKa KOPHINTEHHMX 34 pasiMuHIe KOMIIOHeHe AHIpoM
cucrema. Ope GubimoTeke nporpaMepH Kopucre kpos Axzpous application framework.

Heke oj1 oBuX kbyunnx 6ubiaMoTeka cy cinesehe:
System C library - a BSD- ussesiena sapujanma cramgapiate C Gubaunorexe (libe),
Media Libraries racnorad Ha PacketVideo's OpenCORE, dtubamorexka mnojpikara
PeNpoYKOBALE M CMHMAE ¥ BHLIE BpeTa opMara KojH ce JIaHAC KOpHCTE.

e LibWebCore — mojiepua ocHoea 3a wel nperpaxupaie Koja ce KOPHCTH Y AHIpOHI
npeTpaskuBauMMa 3a NpHKasHBalbe kel cajpikaja
SGL — ocnorna 2D rpagmka
3D libraries — umminementipan Ha OpenGL ES 1.0 APls: 6uGaunorexa kopucty wim 3D
xapaBepeky akueaeparop (rije je morvhe), wiM yKbyuyje BHCOKO onTUMHIoBaHH 3D
coprrep.

o FreeType — kopucTH ce 3a npukasueatbe U 00pany ciuka (vector font rendering)

Cpe OuOmimMoTeke koje ce kopuere Y Auapona niaardopmu nucane ¢y y C++ nporpamMekom
jesuky. To cy nacnehene Gubnnorexe. Haciwehene (native) 6ubnuorexe us
c++ ¢y :Bionic libe (C runtime: libe. libm, libdl. dynamic linker.

Libe je nmojeaunauna GubiHoTeka MMIUIEMEHTHPAHA M ONITHMH30BAHA KOja je clIpeMHa 3a
yriorpedy ) Opa GubiauoTexa ce npasy Mpu ceakoM STy cBake Anjipous arukanuje. Hexe of
oco0uHa ope OMOIHOTEKE CV!

s Licenca — sagpikapa GPL Ban nomamaja kopucHuka. Bionie code kopueri BSD

JIHLIEHITY .

e Besmmunua-yunrahe ce y caku npoitec na 36or tora Mopa 6uri masa. Bionic je oko

200K, wim nona semrumte o glibe (GNU sepsmja libe).
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e  bpsuna-orpannuse CPU jenuuiie 3naun sia mopa 6urwn 6psa 36or Tora wiro ce jata
armKanMja He nippuasa Ha PC-ma koju uMajy ruradbutin RAM seh na MoGumnum
tenedonnma. Y opom ciyuajy CPU je npumapan v 3601 Tora mrmo uispine je libe-a
Mopa OuTH Op30 H epHKACHO.

Hexe o1 ocobuna BIONIC LIBC cy cnenche:
e He nmogpmaea onpehene POSIX (Portable Operating System Interface for Unix)
ocobHHe,
o Huje xomnatubuaan ca Bnu Libe (glibe).
Canp k61 Mopa GHTH KOMIIAIHpan notopo ja ou 6mo BIONIC.

4.2.1.13. Auapows media framework

Awnapoun media framework je fasupan Ha PacketVideo OpenCORE nnardopmu. Moske
JId PETPOIVKYjVje cTaHaap/iHe BHJICO, ayIHo M ciamMkoBHe hopmare. Mima noapiiky sa xapasep /
codreep codec plug-ins npeko cranzapia koju je noapxkan oz Khronos group'' .

IIpema Google, cBaku AHIpoH]I eMyJIaTop KOPHCTH OBe KoJleKe 3a pasjiMky oj1 short-
circuiting Ha KOM ce 3aCHHMBA ONEPATHBHH CHCTEM.

4.2.1.14. Surface Manager

Surface Manager ynpasiba IPUCTYIOM 34 [IPUKA3UBAILE MOJACHCTEMCKUX KOMIIOHEHTH 34
2D u 3D rpadgmuke jetalke KOjH ce Halase y cKoJomy BMuIe artuiMkandja. Surface Manager
oMoryliaBa UIMPOKOMOjacHOM ..composeru™ XpaTaibe CBAX JeTaba Yy MeMopHjckn Oadiep
moGuiaHor yvpehaja. Tlpuinkonm yukrasamba cliMKoBHUX oGjekara omorvhasa komGuHaimiy 2D u
3D aumjenopa w3 BHINE padIMUMTHX alUIMKallH)a a 3a clajame OBMX JMjesioBa kopuetw buffer
npeko Binder [PC —a. Moxe na kopuct OpenGL ES (OpenGL for Embedded Systems) u 2D
xapasepeke akiueseparope kao u aymn buffer sa yuurapame crpanunia.

4.2.1.15. WebKit

Ipencrarba Beoma molian web Gpowcep HaMMjemeM 3a npeTpaxkuBame web-a. OcHoRy
5. ¥ w . 7
merope apxutekType unni WebKit browser, koju je Takole Gasupan je na open source.'”

Hexke on weroBux ocoBuHAa cy:

Mhitp:/fwww khronos.org/
: “http:/fwebkit.org
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-Morvhuoer npuxasupama crpanuia npexo uujenor desktop-a, 0JHOCHO V IIPHKATHBARE V
fullsereen-vy.

-Ilvua nogpuika 3a CSS, JavaScript, DOM, AJAX.

-Ilonpinka 2a npUKasHBALE THHW]A.

-Web kit browser je eBoyampao o1 TPUBHJaIHE JIO jejlHe caBpeMeHe ariMkalmje 3a nperiej wed
cazpskaja. To je noceGHO Hiapaxeno o1 3.0, pepanja 11a Ha Jajbe.

4.2.1.16. Media Framework

Media Framework je 6azmpan na PacketVideo OpenCORE nnardopmu. Ilogpkasa
CTAHJIAPIHU BHEO, aviHo H cJMKoBHe (hopMate (1ojpiika 3a cBe dopMare) M HMa MOJAPIIKY 34
xapisepcke H codpreepcke plugin-ove,

4.2.1.17. SQLite

3a cknajMinTelbe nojartaka AHJPOM KOPUCTH jaBHO JocTynan codpreep 3Banu SQLite,
KOJH CJIIYKH 33 CKIIAJMIITEeIhe CEHX BPCTA MOJATAKA, KAO ILITO CY: KOHTAKTH, MMS, SMS, HTL..
SQLite je Beoma mohHa vHMBep3a/iHa TpaHcakiMoHa Daza MojaTaka Koja je JIaKo VIIpaB/bHBa
JIOCTYIIHA 3a cee arumkaimje. MMa Moryhnoct spahama nojaraka sa sehuny aninukanmja koje je
Kopucte. Ep3o n edmkacHo nmoxpamuBamke rojaTaka je oJ1 BeJMKOr 3Hauaja 3a ypehaj Koju je no
[UTalY MEMOPH|E OFPaHHUEH CAMO 110 CBOJO) TPHPOJIH.

SQLite npyixa nojpuiky 3a cse jgara-0a3MuHe aluMKallHje Koje HMajy 1pago Ha yiorpedy
Gaze camo 2a cebe. Ca apyre crpane, peli momenyra anatka, Content Providers omoryhara
yroTpedy Gaze oJ1 cTpane BHINE AIUTHKAIIH]A OJIHOCHO CBOJHM MEXaHH3MOM OICIVIKY]e Je/IHY
AIUMKALIM]Y 01 CTpaHe BHINE arljIMKaliy)a,

4.2.1.18. Audio Flinger

Curyi 3a VIIpaR/bahe CBUM aY/THO M3/Ia3HUM ¥ yiasHuM vpehajuma. Hheros sajarak je na
obpalyje Buue pazuntux ayvauo kanaia nomohy PCM-a, ojHocHO mweropor aujesia Koju
yIpap/ka KaHaIHcalkeM ayJIno cHrHala npema Buite ypehaja (speakphone, mp3 plaver, bluetooth
hendset, sByununmn, Mukpodon 1 i)

4.2.1.19. Hardware Abstraction Layer

HAL (Hardware Abstraction Layer) ce nanasu wsmehy keprena u 6utnnorexa. Kopuern
ce 3a paa ca ayauo, xamepom, bluetooth, gps, pammo wifi ypehajuma. V3 nomol mera
KOPHCHMIIM MOTY Jia Kopucte cf/ct+ Oubimorexe. 3amarak sy je jga jedwnuine AHIpous
Xap/IBepcKe 3axTjeBe 3a MMILIEMEHTAIH]Y JpajBepa, Kao M Ja pa3iBaja AHJIPOH JIOTHYUKE
mardopMy 01 Xapirepa TenedoHa.

56




Vuanpehemwe Gesgjeonochux Mexanuzama MobunHux meneghona ca AHOpoud onepamusHiiM CUCIHEMOM

Baxno je HamoMeHyTH ja AHApPOMA HMa creuHdHuHe XapiBepcKe 3axTjeBe 7a
JpajeepuMa kKoje kopHetd. M3 tor pasnora kopHceHTH ce . user-space” HAL. KomnoHenre koje
AHIPoH] KOPHCHTH HHCY CBe CTaHJapAH3oBaHe 3a yroTpedy apajeepa, sato mro cy Kepuen
apajsepn GPL (General Public Licence) koju e nmoapxarajy Biracuuuke IP.

Applications
Kernel

Hardware Abstraction
Layer (HAL)

CcPU Memory MMU Timer Port/Devices

Cuimka 6p. 9: HAL dvuxumja.

AHIpoH apXUTEKTYpa JI03B0LABa TIPoTpaMepHMa MMILIEMEHTAIH]Y BJACHHUKHX JpajBepa
v adjeny kKoju ce ognoed Ha HAL. Ilomrro ce HAL Opune o ucnpapnoM (QyHKIMOHHCAILY
Apajsepa. opmje nocrojn Moryhaoet pesmpexroBamba ojpeheHHX MHCTPYKUHMJA CHIYPHOCHOD
cHeTeMa oj1l crpaHe nporpamepa. llocefHa onakmiuia Kol AHIPOMIL OMEPATHBHOL CHCTEMA €
HMIUIEMAHTALM]A CONCTBEHOI CHIVPHOCHOT pjemieha. OBO ce OJHOCH Ha pjeliciba Koja
saxrujeBa)y ojapeheHy Mjepy CHIVPHOCTH TOKOM IIPEHOCA TOBOPHOT CHIHAJA WM I1IpeHOca
[ojaTaxa.

V npeTxo/HOM TEKCTY OIMCaHa ¢V TPH CIEHAPH|a KOJH CIHKOBHTO NIPHKAZY]Y CHTVALIH]Y V
K0j0] je noTpetHo nosehaTH HABO CHI'VPHOCTH ¥ TOKY npeHoca noaartaka. Tpehu coyua) v KoM ce
FOBOPH O IIPEHOCY TOBOPHOI CHIHAJMA ca jejHe Tauke Ha JApyry Ouhe gerabno onmcan y
cnenehem pajy.

4.2.1.20. Anapou Runtime

Kao u Jaga u NET . Angpoun xopucru eiaacturd Run Time u Virtual Mashine 2a
VIIpaB/babe MeMOpHjoM. 3a paziuky o 6uio kor frameworka, Awjgpoua v peajHoM BpeMeHY
nmokpelie M ynpae/ba JKHBOTHUM BHMjeKOM cBake arniMkaldje omoryhaeajyhn npumjeny

sJI0CMjela M3BpIIaBaIba ATUIMKAIIHja, saveTaphalbe Npolleca H3BpIIeba kKao M ociaobahame
pecypea noTpefHUX 34 NOKPETamhe aruiMkaiija Bumer npuopurera. [lpuopurer ce ojpelyyje Ha
OCHOBY 3aBMCHOCTH alllHKallMja KojuMa ce KOpHcHHK ciy:kd. Baman sanatak npejicTapiba
ocMrypaike Gpior raiiena aljiMKalldje Kojé HHCY akTHBHe, aXKYpHpame WM NMOHOBHH pecTapT
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ammKkaumja v nosagunn. OBo oy Bpio BakHe OcoOHHE KOje ce He JIONVINTAjy Ha KOHTPOIY
KOPHCHHMKHM allJIHKaLHja.

Anppowsi vkbyIyje ckyn Beoma OwrHux dubimmortexa koje  omorvhaeajy  sehy
(YHKIMOHATHOCT ¥ JOCTYIHOCT KbYUHMM OuGiauorekama Japa nporpamckor jesmuka. Cpaka
Ansipony annmkanuja nokpehe ce v colleTReHOM Tpollecy ca BIAcTHTOM MHeTaHioM Y Jlaneuk
VM (Virtual Machine). aneuk VM je npojexropad Tako ja oMorvhapa epHkacHo Nokperarbe
BHIIIC BHPTYEIHUX MALIKHA V peainoM Bpemeny. IIpuankom npesohema (popMHpa ce HIBPIIHK
(.dex)) dajyr. ¥V paaHoM pexuMy alUIMKallMje ca OBOM €KCTEH3HM)OM ONTHMH3OBaHe cVy 3a
ynoTpedy Malor jJMjena oinepatiieHe MemMopije MoGuiaHor yvpehaja. Jlamsuk VM noxpehe knace
KOje KOMIA) mupa)y Hiaspuay ¢gajn va nomoh Jaga nporpaMckor jezHka.

4.2.1.21. Dalvik Virtual Machine

DVL (Dalvik Virtual Machine) npejcrapiba BHPTVEIHO OKPYIKEe HAMMjEH:CHO 3a
HIBpIIABae  AHJIPOWA AalUHKaiMja Koje omorvhapa BHNOBO MNpaBHIIHO [OKpeTambe o
M3BplLIaBathbe. 3ajarak My je Jia reHepuire wispiie dajiope (.dex - Dalvik Executable) u Dalvik
Bytecode. ¥V Japa paspojnom okpyaemy (SDK) nocroju Mexanmzam Koju koHsepryje Jama
(ajnose (.class i .des) vy .dex dajnose koje pazymuje AHAPOHI arIHKAIHja.

Cpe Amwipona amamkanmje koje ce noxpehy Ouhe nokpenyre yHyTap BHPTYEJIHOr
okpyxerma HazpaHor Jlagsuk VM. Opo omorvhapa ga amiukaimje Oviay H3BpliHE Ha
pasIMMUTHM TeneoHMMa, OJIHOCHO, Ha PasIMUMTHM XapBEpPCKHM OCHOBAMA, Ca PaZTHYHTHM
(pyHKLIHjamMa U cI1.

Heke o ocoGuna DVM cv cnenehe:

-DVM je pusajuupan 2a paziniuTa Xap/IBEpeKa OKpyKeha,
-Tonpikara pume nponeca y VM no yvpebhajy,

-Jaka nojpika u3s CPU,

-Edpmracno kopumteibe MeMopHje.

4.2.1.22.1 DVL Gesdjeanoct

Kao miro je peusHo, ceaka AHJAPOW AIUIMKAIM]A, WIH EH JIHO, pajM v 1oceGHOM
npotecy koju ce Hanasny DVM (Dalvik Virtual Machine) - sandbox. Meljyrum, cam DVM ne
npoBoJiv HHKakae Hupo Oezdjennoct. Iherop sajarak je Ja M3BPINM ONTHMHIOBAIE TIpolleca
Kako OH ce HCHTH M3BPIIHINA e)MKacHo ca To Mamke pecypea. KopucHauke no3soe v AHIpoM
OIEepaTUBHOM CHCTEMY ce He cripoBojie vayTap DVM, ami. ymjecto Tora, vHyTap Linux kepHeia
ce MpoBoJIHTH ojipehene BesbGjennocHe Mjepe.
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Java Jawva
source sOuUrce
code coda

<Comp|e1
<Comp|a

Java byte Java byte
code code

é Compiler

Dalvik byle
code

Java byie code Davlik executable
Java VM Dalvik WM

Cumka 6p. 10: Topeheme crpykrvpe paga JVM u DVM

4.2.1.23. Core Libraries
Core Libraries'” npeacrarmajy rnapne APIs 2a Japa nmporpanckm jesuk. Omoryhapajy
CHAKHY, 4JIH MIAK JeJJHOCTABHY M 103HATY pasBojHY AHApou aatdopMy.

CacTtoje ce o1
-data structure.
-utilities.

-file access,
-Network access n
-graphic.

4.2.1.24. Linux Kernel

OcHOBHM ¢l10) cBake AHJIPOM]L allIHKalKje npejcragiba Linux kepuen. Jesrpo Anjponia
upnu Linux kepresn, sepsuja 3.4 u pue. Kepren omorvhasa cucremy nosehany curypHoct kao
TeMe/b CTabHIHOCTH CHCTEMA, MCMOpy MaHareésMeHTr, H]JOL[ECC MaHar‘EMEH[‘,HE’TWOPK CTalK H
olakmaHo vnpaebame. KepHen taxohe mma viory mehyenoja msmelly xapiasepa M ocraTka
codyreepekor jinjea.

“hitp/fopenidk java net/groups/core-libs/

59




Vuanpehemwe Gesgjeonochux Mexanuzama MobunHux meneghona ca AHOpoud onepamusHiiM CUCIHEMOM

4.2.1.25. Binder

Binder je Ha3zue 3a THI CHIVPHOI MeXaHH3Ma KOJH ce KopueTH v Axjgpouay. Crovikn sa
rmosesuBaibe npoueca nomohy cucrema orsopennx pesza. Cpe animkaiuje W CepBHCH KOJH ce
H3BpLIABalY v AHIPOM/T OKPYKEILY CTapTyY]V OBOJEHO, OJJHOCHO, CBH TPOIECH C¥ OJIBOJEHH.
36or Tora je norpeOHO /14 CBE AIUTHKAIM]E M CBH CEPBHCH KOMYHHIMPa)V M 3aje/lHO Mjele
PACTIOJIONKHBY  MeMOPH]Y. AIUIMKalMje H CepBMCH MoOry OHTH MOKPEHYTH Y OJIBOJEHHM
IIPOLIECHMA aJIH MOPA]Y KOMYHHLIMPATH H JIH]JeJIHTH [0jIaTKe.

IPC (Inter Process Communication), MO¥e cMAlLHTH 3HAUA|HO BpHjeMe o0pajie U MOTPOIIhe
MeMOopHje.

Vnorpebom Bindera nomasumo 1o caenelinx sakmbyuaka:

e Onakmapame KOMyHHKaIHje H3mehy npoueca,

e Pesyiryje Bucoke nepopMaHce Kpos 3ajeHHUKY MEMOpPH]Y ,

o OjpazkaBa caMocTalaH IIpoliec 3a o0paay 3axTjeBa

o Bpum Opojame obapelnTerma M Manupaibe obapjemrajHux objekara IIpeko
npoiieca,

e Bpim cuExponnzaiuy nosuea wimehy npoueca.

o [loapxarsa AIDL{Aungpona Interface Definition Language)

Process A Process B

(" AppA ) ( Context ) (Binderdriver) ( ServiceB )
Get service

Call object Marshal A E A

proxy | 1|1 |

object | 1|1 |

I |

Relayto | |11 1|

IPC threads 11 |

Call return Pl

Cimmka 6p.11: Binder process.

4.2.1.26. Power Managment

[losnaro je na ce moGumnu ypehaju nokpehy Ha esmexTpuuHy eHeprujy, 0JHOCHO, JOLI
vBHjeK MOOMIHM TenedoH paaw Ha OaTepMjcKH TNMOroH, He KOPHCTe CYHYMEBY HIIM aTOMCKY
eHepryjv. barepuje, Koje ce KopHcTe 3a paj v MoOMIHMM TeledoHuma, Takohe, umajy cpoje
TEXHHYKE 0cOGHHE KOJe ¢¢ OTJIea)y ¥ CMHCIIY KOIHUHHE aKyMYJIHPaha eIeKTPUUHOM CHEPrHjoM
H HBeHe eKOHOMHUHe ynoTpebe, IITO ¢Bakako OrpaHHuaBa KanalluTeT paga cBaKoT MOOHIHOT
ypehaja. 3a vuiTeny eHepruje KOpHCTH ce HHU3 MorvhHocTH Koje ce Kpeliy o naysuparma
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HeTOTpeOHIX AIIMKALIMA JI0 IhbHXOBOI caMor rametsa. Kao ajiexsarHo pjemene AHJIPOHI HY/IH
CROj cepBHC Koju ce soBe Power Managment. [26]
Power Management npejcragsa sogehn cranmapn 3a Linux OS.

Iberose ocoGuHe cy:

-Edmkacunje viipar/bame CHCTEMOM HATIAjalbA,
-wake lock crambe (KOMIOHEHTE MOTY 3aXTjeBATH Ja OCTAHY M10JT HAMOHOM ),
-logpuika 3a pasanunre Tunose wake lock-a.

JoBap npumjep 3a o6jexTHBHO KopuiTee wake lock-a je cuTyvanmja ka1a KOPHCHHK Ha
GPS-v npoHale Heko MjecTo a saTHUM el Ja nponabe M3 apyre alvMKaLMWje HIP. HMEHHKL
oco0y Koja Ty HBH, a Jia He raci GPS. VY osom coyuajy, GPS ce He racn, peh ce nanasu y cramy
MHpOBaiba ojiHocHo wake lock-a.

Takohe, noGap npuMjep je ca mp3 plaver-om, Kajia KOPHCHHK HE JKeJM Ja YTacH MY3MKY a
xohe j1a BpuIH Heke apyre nocope’”,

TURN OFF CPU.

Ciuga 6p.12: Power Managment process.
Caenehu cuignapuo onueyje gjenosame Power Managera v akiuju.

Onpehena Annpousl ansMkanmja npagd saxrjes a wake loke-om npema PM. PM npuma
saxrjes, npaey, U npociehyje wake loock npema POWER napajeepy, koju Hnp., paau oapeheny
aKIH]Y, TacH JMCIUIe], M ¢, 3a ojipeheHH BPeMEHCKH MEpHOjI 3ABHCHO KAKO Je KOPHCHHK
HIBPINHO [10JICIIABALE. Hakon Ttora H.[{L[ijl Cc IMoHaBJead © THM Ja OBOI IIYTa wake lock
saxtHjera rameme CPU-a, Opaj meton npeicraeiba BeoMa mohaH W arpecHBaH clleHapHo Y
OJHOCY HA CLEHAPH]O KOJH je IIPHCYTAH KOJ TPajHUHOHAIHHX ainmkaiuja. Opa) Ha'luH  je
IpPErnopyibHB sbor Tora 1WITO IMOCTHXKE OoJbe pesyiarare Kol YIOTEac CHCpl"HjE MOGHIHOT
ypehajaﬂ akolje cy BeoMa py)KHA HCKYCTRA ca alIMKaliijaMa koja Kopuere oee MoryhHocTH Kajt

92

“h ttp://developer android.com/reference/android/os/'PowerManager. html
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TO NPOTPAMCKH, 0J1 CTpaHe JieBesonepa, Hije Jedpunucano Ha npasyu Hauni. Wake lock je Beoma
moliHa ajlaTka a ¥ HETO EpHjeMe BeoMa JIolla ajlaTaka, ako ce He MPHMHjeHH Ha [IPABOM MjecTy.
IIpunukom nporpamupama wake loock Tpefa kKopucTHTH BeoMa NaibHBO V clyualy rauiciba
AIMKALIH]A.

Jlakme, Heka npernopyka 3a nporpamepe je Ia kopuere ; userdctivity (long when, ...J;

4.2.1.27. Memory management

Awnjipows1 nocje/iyje Xap/BepeKy KOMIIOHEHTY KOJa CIIVKH 33 VIIPAB/BANE MEMOPH]OM,
OIHOCHO, 3a Memory management. Ylora ope KOMIIOHEHTE J€ J1a pa3/iBaja MeMOpH]Y noTpeGuy
34 H?»B]Jlllﬂl—h'.’-jﬂﬂHDl' [poeca, Tako Ja 0oHa HE CMEeTa HIBpIIaBakky HEKOr JApyror npoleca, YuMe
ce CTBapa BHPTYEIHa MeMopHja, mnortpebHa 3a H3Bpiucke Tekyvher npomeca. Curyproct
WIBpIIABAILA [Tpolieca Y AHIPOH]L ONEPATHBHOM CHCTEMY OCHI'VPAHA J& CaMHM Je3HKOM Ha KOM
Je uipahena LWjenokynHa miaropma.

To e 3naum ja He Moke Johu jo “overflow-a”, ojiHOCHO, /10 NP2TYILABALA MEMOPH]CKOT
Dadpepa, Koju OH V3POKOBAO [Mjely, JCIMMHYHY, HJIM caMoO TOBPEIY TpaHHila HIBpIIEhA
rekyher npoteca.

4.2.2. JInnykc

Jlunyke je onepaTHBHHM CHCTEM KOjH je cinuaH JyHukey. [nasum jgmo  Jluaykca
Npe/IcTaRba jesrpo, ojiiocHo, kepHen. JIMHYKE ce cacToji o1 YeTHPH HHTETpaliHa JIHjeIa KojH
cy CIOjeHHn V JeJIHY KOMITakTHY 1jenuny. [Ipen, uam ocnornu jauo Jlunvkea je jezrpo. Ono ce
s0Be kepHelt. J{pyru JiMo je 3azysKeH 3a alaTke Koje yhpaBibaly nporpaMuma sa paj. Te anatke
HMajy (YHKIM]Y YIIpap/baba JatoTeKaMa Kao | 3a MaTeMaTudke U nporpameke sajartke. Tpehu
quo JluHyke onepaTHMBRHOr cHcTeMa uMHH Meljycno) koju ce Hanmazw uaMeby KopHCHWUKHX
AIUIMKALIH]A M Je3rpa cHeTeMa, JI0K ¢ YeTBPTH M0 0JIHOCH Ha NOAPIIKY 3a rpadwukn unrepdeje.
(1]

Jlunyke npunaga Open source aconmjauMjy M cloboman je JHCTpUOYLM]Y TIOJ
ojipeljeHoM KopHcHHUKOM JHIleHnoM. BeliMHa gaHanmmsux cepBepckHX pauyHapa pagy 1oj
JIMHYKC ONepaTHBHUM CHCTEMOM WIH KOPHCTH Heky oj1 Bepinja Jlunykea. [60]

4.2.2.1. JInnyke mexammzam

Cpaxu Augponn naketns ¢ajn (.apk) koju je macranupan noduja jeaunHerien Jlnnyke -
oB  POSIX(Poriable Operanng Svstem Inter face) KOPHCHMYKH je/iubCcTBerd  kbyd. To
omoryhasa jia He MOI'Y NOCTOJaTH JIBa 1Ipolleca KOJM ce H3BpLIaBA]y Y peajiHom spemeny. Opa
ocoDHHA cripevaBa aTuIMKaLHje Jia je/iHa JIPYTroj eMeTajy v H3BpllaBamy ojpeheHnx npoieca.

Jla Gn ce japMje anmIMKalMje H3BPIIABAJIE V pealHOM BpeMeHY, OHe MOopajy JIHjeJHTH
3] eIHHUKH KJBVY, OJIHOCHO, Mopa ce oGe3dujeaut Shared Key, xoju ce noctuixe yrnorpedom
MCTOr JIMCUTAHOT MOTIHEA 2a JaTy arnaukanujy. Jlatotexe y AHAponI onepaTHBHOM CHCTEMY
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(anaMKaTHBHE W cHcTeMoke) ce Oasupajy Ha JImHyKe MexaHM3MV Tako jJa je cBaka JaToTeKa
MOBE3aHa ¢a BIACHHUKOM JIATOTEKOM TPEKO K/bYHUa KOJH HMa TPOCTPYKY YJIOTY: MHTamka, [THcaka
H H3BpPILIABAIL. H]JB}‘] AHO KJBEY'A 3BHCH 0] BIACHHKA, JIOK JIPYTH 3aBHCH O]1 KOpHCHHEA.

Tpelin jgumo weyua je HaMHjemeH ocTaTky KopuchHuka. Cpe parotexe v Amjapoua
OfepaTMBHOM CHCTEMY €Y V BIACHMINTRY CHCTEMa, WM pooT KopHcHHKA. Jlo/je/buBate npapa
yroTpede patiMuHTHM KOPHCHHIIAMA 32 pasjiMunTe aruikalidje Tpeba OCHIVPATH CHI'YPHOCHHM
MoJielagaLuMa pHeTyna 3a Ty jgaroreky. [lojiemagame npueTyna 1aroTen Hlje notTpedHo y
ClyUajy J1a ce KOPHCTH 3aje/IHHUKK NPHCTYIIHM Kbyu., OBa) MeXaHHM3aM je HAlllao MpHMjeHy v
arMKalMjaMa Koje ce GaBe: KOPHCHHUKHM M VIIPABLAYKMM [POrpaMHMa, TepMHHAIHMA,
XAPABEPCKHM CCH30PHMA H CEHIOPHMA CTalha Halajaiba. ayIHOo M BHIEO viasa u ¢l [34]

Anjiponit nponec npejgctap/ba cranapand Jinayvx npouec. JMakne, mosxemo pehu na jenan
Amnjpous npotiec je jejmak jejtoM JIMHYKC npoecy, 0JHOCHO jejlaH AHJIPOM]] KOpakK ojroBapa
Jeamnom Jlunyee Kopaky.

V nouerky, MHOTA IMTalba cy Hocrambana Ha Temy Jlunvke-a. 3amro Jlunvke Kepuen?
Oparoeop je jmat v caeaehum koHeraTanujama:

o Jlunyke Kepren uma 106po uapraheny KOHTPOIY VIIpap/bitha MPoLecHMa 1
BeMEAM MeMopHjama( Great memory and process managment).

e To je Mojied 3acHOBaH Ha CHIYPHOCHHMM Jlo3BoaaMa, (Permission based security
model).

e Hurepraumja ca peh npopjepeHuM MoJeIHMa VIIpaB/BAYKHY Nporpama 3a tach
schreen, led 1td..
JlokazaHu yrpapkaukH MoJielL.
HMojiprika 3a sajennuke Gubanorexe.
Jom yveHjek je Open Source.

4.2.2.2. Kernel Enhancements

Amnzponst oneparustu cucteM pazu camo ca Kernel Enhancements jonatkoM koju jtoiasu
geh o1 Bepsuje Jlunykea 2.6.24.

Oga) j1o/1aTak ca coGoM JIOHOCH HI3 HOBHHA KAO LITO CV:
Anapm noprpam sa Oyhemse nporpaMa Koju ¢y y ¢Tamy MHPOBarba,
Ashmem (Amngpown shared memory driver), 3a auje/bete MeMopHje NOTPEGHHM,
arnMKaliMjaMa Ha KepHes HHBOY,
Binder- oreopena Besa u3mel)y Bullle anmkanm)a,
Power Management,
Low memory Kiler,
Kernel Debugger,
Logger.
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4.2.2.3. SElinux

Jenan on jmjenosa Auapous GesbjenHocHor mozena jecte W Amapons SELinux (Security-
Enhanced Linux). Ogaj jonatak uMa yiory ja oGesdbujenan uaspmeme MAC (Mandatory Access
Control) nHaj cBHM npolecHMa, HaKk W OHMM KOJH CY TOKPEHVTHM ca root NpHUBHIErHjaMa.
SELinux uma sajaTak ja o6e3tuje;m sehu nuso 6e3jenocrn Anjpons cictema. CBH JiHjesiorn
k6aa 3a SELinux ¢y japHo gocTynHM Ha yBua Ha www.Android.googlesource.com.

YrorpeGom SELinux-a. Anapowia cHcreMm ce Moske Gosbe 00e30MjeIMTH vV CMHCIHY
orpaHuuelba CHCTEMCKMX Yyeiyra Koje c€ OJ[HOce Ha KOHTpOJY NpHCTYIA ToJlaliMa M
ammkatHjama. Tarcole, moryhe je yrHiati ¥ na cymaiLeibe ederara MATHIHOMIHY TOFPaMa, Kao
M HA HHUBO 3alliTHTEe KOPHCHHKA O] MOTEHLMjAJIHHX HelocTaTaka v KoY alllHKallHje Koja ce
kKopucTH Ha MoOumHoM ypehajy.Curypnoer -Enhanced Linux (SELinux) je Jlunyvke kepuen
Oe10jeIHOCHH MOV KOJH NIPYiKa MeXaHH3aM [oJpUIKe 2a 1obo/blliake CHIVPHOCHE MOJTHTHKE
cHeTeMa Kao M 3a caMy KoHTpouy npHeryira. To je kepHel ca ¢kyrloM MOIHU(HKOBAHHX
KOPHCHHYKXH aJlaTa KOJH ¢e Mory jiojatu v pasHuM Jlunyke paucrpubyumjama. [15]. [64]. [66].
[69]. [701. [71]

SELinux je jeaan oj npojekata koju nobosbiraga tpaguiuonainn UNIX curyphocHu
MOJIe]L ¥ KOMe ce NpUBHIerHje Ipoliecy Aajy caMo Ha ocHoBy UlD-a moa kojum ce u3ppiiasa.
SELinux omoryhapa ceakoM mnpolecy Ja Moe JIODHTH caMo OHe IPHBHIETHE KOj¢ ¢y MY
notpedHe. Y okBupy opor "mrHTa"(tzv. mandatory access control polise) He noctojn cydjexar
Kao IITO e Ssuperuser, 0JAHOCHO, root NpHBKerdja.y oBoM civuajy ce cMaibyje MoryhaocT ja he
anmmkaimja 10or GezdjeHOCHOT TIpoycTa nporpaMepa ouTH v MoryvhiHocTH Ja ypaju HelTo 3a
mra Huje Hamujerjeda. SELinux 3a AHApoMiI oNepaTHMBHHM CHCTEM c¢e¢ MoXe J0oDaBMTH M ca
saHKuuHe google npogasauMie.

4.3. AHJTIPOIT CEPBHCH

Annpona jaje MoryiiHOCT craBapamka MporpaMa KOJH €y MHOTO BHIE o OOHYHHX
armmkaimja. Jlaje mancy ga ce on oduunor tesedpona Hanpasu vpeha) koju he momohy ceojux
ocoBuHA 00)e/IHHHTH CBE YCIIYIE HA JEIIHOM MJECTY.

Heke on snavajux ocoduna Anapou naardopme cy:

Hema nuuenumpaba npy AMeTpuOyIMjH HIIH Pa3BOjy aluiMKaliija,

Xapaeepeka nojpuka 3a Wi-Fi,

[Toapmka sa GSM, EDGE u 3G renedonnje, SMS yeayre,

Creobyxpatia APl dynknmja 3a yeayre Temesbere Ha Jokarmu, kao mro je GPS,

KomiuiariHa MyJTHMeIHjcKa XapiBepcka KOHTpoia, vibyuyjvhu penpoaykimyy w

cHUMatbe oMohy kamepe u Mukpodona,

Hujemerme cauypannx nojaraka,

e Hurerpucann Open Source Web-Kit browzer

e [lyna mnoapmka 3a mporpaMe Koju uuTerpumry Map koHTpolne Kao MO cBOT
KOPHUCHUUKOL HHTEpdejca.

e Peer-to-peer (P2P) noapmika nomohy Google Talk-a,
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e XapiBepckH ONTHMH30BaHY MoOHHY rpadmky vieyvuyjvhu ocHopue 2D rpaduuxe
oubmmoTeke kao u nojapiky 3a 3D rpadmky kopuctehn OpenGL ES ceppuc,
IPC message passing,
Meaujexy OMBIHOTEKY 33 PElpojVKLH]Y H 33 CHHMAWKE PasHHX ayviHo, BHICO H
CIMKOBHKYX (popmarTa.

4.3.1. llosaauHuexkn cepercn

3601 cKpoMHHX TabapuTta Koje rMocjey]y MoGHIHK TeledoHH MorviHOCT NnpHKasa LHje/Ic
CIMKE Ha eKpaHy KOPHCHHMKa HecTO Yipokyje mpobsmem. [nemano ca kopHcHHUKEe cTpae,
KOPHCHMKY OM BHIIIC 0/IrDBapana anjiMkalija Koja y CBakoM TpeHyTKY nMma moryhiocet npukasa
[Hjelle CIMKE Ha eKpaHy HJIH IIPHKAa3a alUIMKalMje Koja ce TPeHYTHO H3BpluaBa. AHIPOMI
TexHo/JorHja MMa moryviHoeT paja cepBMca OJHOCHO alUIMKallMje Y I[03aJHHH cHCTeMa.
IMozapunckn cepeuck omorvhara)y avromactky oOpaay ojapehennx akumja 6e3 KopHcHHUKe
unTepeennunje. To je npHje ceera norojno 3a npaheme pacta M nazja ojpelleHux TPKUIIHEX
LHjeHa, Kypca BajyTe, FeHepHcalbe yiosopeiba Ha octopy GPS yeivre, durrpupaibe 1oJa3HHX
nosusa WiH SMS nopyka.Kako 61 ce vTBpaMo TpeHYTHH Tonoka) MoGuaHor vpehaja, Tenedonn
Koju ce Dasmpajy Ha AWIpoMJI TEXHOJIOTHIM MMajy MoryhiHocTH yrioTpede TexHOJIOTHje MOIyT
GPS-a u Google-ope GSM cell-based sokaimjeke nperpare. To 3vaum na he kopucHHK GHTH V
moryhnoern kopucTuTH oBe yeayre Ge3 ofaupa koju Mojen MoSHIHOr TejedoHa KOPHCTH 11011
VCIIOBOM Ja je Taj Tenedon Oazupan Ha AHIAPOH]I TEXHOIOTH]H.

4.3.2. P2P Ceprucu

Amnjipouz; P2P ceperc KOpHCTH clieliHjaiM30BaHyY BEp3M]y npoTokoia noj Hazusom XMPP
(Extensible Messaging and Presence Protocol). 3acuosan mna Googleovom Google Talk-u
CEPBHCY 3a pasMjeHy TPeHYTHHX Mopyka W oMoryhasa Bezy wiMely jesHor v 6HI0 Kojer apyror
online Aujpou renedona. YnorpeGom oBOI cepBHca KOPHCHHIIM MMa)y MoryhHOCT TpeHyTHE
pasMjeHe rojataka, Kao u urpate real-time multiplayer urapa.

P2P cepeuc nyan moryhHocTH NpHCYTHOCTH Kajla je HekH konTakT npueyrad. HMako je P2P
Mo ceGM BeoMa 3HAUAjaH cepBHC, BPJIO J00PO ce VEJana W ca JApyruM AHJpOMI aruMKalMjama.
Jenna o1 raksux ocoBuna je Hip., Beh nomeny Ty, nosajuucku cepeuc koju omohy GPS veayre
NpeTpazkyje TPeHYTHY JIOKAIH]y W NpuKasyje oGapjelITese Kajl je HeKd npujaresb v OIu3HHH 1
rJje ce TauHo HalaH.

Crname uncrant nopyka nomohy Google Talk cepsuca nuje morvhe ca AHjipouns Bepiujom
1.0. Bepauja 1.5. je ucnpasuiia oBaj Hejoctarak. [51]
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4.3.3. 2D i 3D cepBucn

Tlocmarpajvhu ca crpane myiarumesnje, seha u sbemmua cimka, wrto Behe pesonyumje
cBaKako jonpuHocTH Gosbem kBatuteTy MoGuanor tenedona. Jla 6u ce mro Gosbe HCKOpHCTHIIA
xap/pepcka koMroHenta, Anzpoua uyvam 3a 2D upramwe umz rpadgmukmnx 6ubmmoTteka Kao M
noapuwky 3a 3D I'padmky ca OpenGL cepeucom. ARIpou/I cTaR/ba Ha paciioiarame OHOIHOTEKE
3 PYRKOBathe CJIHKaMa, BRSO H avIHO JaTOTEeKaMa,

4.3.4. Xapagepckn cepBHCH

IMoceGuy vaory v cmako] AHIpoMil anjMkauuju npencrasba)y Hardwerski cepeuch.
buxoBa ocHoBHa vilora je omMorvhagame [IpHeTYIIA HUKHM HHBOMMa Xapiasepa nomohy APl-a.
Ipuecryn omMorvhaea kpos THIIHUHK Jokanin Manager object,

Hexn o1 xap/gepeknx cepsHca cy:
-Telephony Services. sa1yeH je 3a XBatamke cBHX jorahaja kpos ypeljaj spanu padiio,
-Location Service, npuxeata cee joraljaje npexo GPS ypehaja,
-Bluetooth Service, komyHuiupa ca apyrim vpeljajuma npexo Bluetooth tanaca.
-WiFi Service, 3a GekHUHY KOMYHHKAITH]V
-USB Service komyHuraijija ca qpyrum yvpehajuma npexom USB nopra,
-Sensor Service, 2a KOHTPOJTY C€H30PCKHX CTaHHIA

YV Auzspowsi paspojHoM okpyikewsy soryvhe je nporpamupamu ammkanujy koja he
KOPHCTHTH M VIPAB/LATH OBHM XapABepckuM cepBucuMa. Ceu oBHM cepeucu kposz SDK cy
JIOCTVIIHH  NPOTPAMEPHMAa  KOJH  JKejle  HCKOPHCTHTH [OTeHIMjal AHJPOMI [pOrpaMcke
mnardopme. Hapasuo, moryvhe cy u3mMjeHe, aim U cacBUM HOBe ariMkaiije xoje he ciayxuTu 3a
VIpaB/bame H yioTpedy HoMeHYTHX cepBHCa.
4.3.5. XapaBepcka nojpuika

36or mojeiHOCTAB/LEHA pa3Boja  Xapasepa MobuiHOr vpehaja Aujponn yvibvuyje
ojpehene APl Gubmuorexe. Te Gubmiorexe omorvhasajy paseo) amwmkauuja 6e3 ofzupa Koju
THII MOOMIHOT TesedioHa ce KOpHCTH, JeauHa npenpeka je Ta, WTO (PYHKIMOHAIHOCT JATOT
mobuaHor ypehaja mMopa OuTu Gazupana na Anjapona TexHoldoruju. Anapoun SDK yvimyuyje

API 3a GPS, doroanapar, mpexue sese, Wi-Fi, Bluetooth, akcelometar, touch sereen, 1 Power
Management.
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4.3.6. XapaBepckn 3axrtjesn

OcHoBHa xapjiBepeka naardiopMa 3a AHJPOML ONEPATHBHHA cHeTeM GasdpaHa je Ha 32-
GurHo) ARMYT apxurexrypu. Passojem Anjpoun x86 npojexra ofesfujehena je u noapiika 3a
koMrieTHy X806 apxmrertypy. Ilouerkom 2012, roaune, Unren npouecopy cy mowuenH ja ce
vrpeliyjy v Amapown miaropme koje ce kopuere 3a mMobunHe ypehaje. Y 2013, roammm,
aMepHuka kommanuja. Freescale Semiconductor Inc.. Hajapuna je noapmky za Anjapoua 3a MX
nponecope, nocedHo za 1.MX3X 1 1.MX6X cepuje. MuHMMaIHM XapiABepckH 3axTjeBH CY
Hajorpa)HBaHi BEMEHOM H TO CPa3MjepHo ¢ HOBHM BepiijamMa AHJIPOII ONMEPaTHBHOT CHCTEMa
Koje ¢y rpeserropalie y jJaploeTH. ¥ NoueTKy, MHITHMAIIIH Xap/IBePCKH 5aXTjeBH ¢y 3aXTH]eBalH
32MB RAM-a, 32 MB juem memopuje kao 1 200 MHz npouecop ARMvS apxurextype. ¥
ogrobpy 2011. roaune sepsuja 4.0. je noap:xapana paj ca rpadHuukHM npollecopoM KojH je
paauo ca OpenGL ES 2.0 xapaeepckum akueneparopoM Gez o03upa ja nu ojpeljena annukanuja
To saxTHjeBa WiH HeY HopemGpy, 2013, Axzpoua sepimja 44, je saxrjeBala  paj
Ha ARMvT npouecopy. MuHHUMaIHH MeMOPHJCKH 3axTHjeBH cy HiHockim 512 MB RAM
memoprje. OpenGL ES 2.0 xapueapekn akueneparop je jomn veujek odaeesan nok je OpenGL
ES 3.0 mnoapxkad vy pany. CuHereMcH 3axrjeBd ce yHanpehyjy ca cBakoM HOBOM H3JaTOM
BEP3H]OM ONIEPATHBHOT CHETEMA.

4.4 AHJTPON] AILTHRAIILIE

4.4.1. Auapona IPC

Awnnpoun oneparuran cuetem nocjesivje TPC (InterProcess Communication) mexanuaam
UHje KOMIIOHEHTE KOpHMeTe cBe AHJIpoH] alimkalHje. PasavudTte aniMkalMje W IpoLiecH
meljycobHO KopHeTe, KOMYHHIIMPAJY H AHjene nojaTtke kpos osa) IPC mexanmnzam.

[lpunnkoM noxperama ammkaiuje. AHJAPOWJ, CBAKO] MOJIMHAYHO]  alUIMKALMju
JojjelbYje  pasiHuUTyY HICHTH(QHKALIHOHY 03HAKY KOJa BajKH HCK/BYUMBO 3a TY AIUTHKALH]Y M
Koja je mo3Hara camo ToM cuereMy. Takohe, cpaka anMianMja ce W3BPILABA 107 Pa3IHUHTHM
KopucHikoM. M3 HaBesennx pasnora moryvhe je nokpenyTH BHilie arumkaiija a Jjia He Jiohy v
cvkob jesina ca apyroM. KopHecHMMKH cHCTeM oNepaTHBHOT cHeTeMa HeMa MOTYRHOCTH NpHeTYIIa
to] 1D o3manm nporeca. CamMo anjMKanma Koja ce M3BpIIABA HMa MoryRHOCT npueTyna Tom
[POLECY HA OCHOBY NPUCTYIHHX NapamMeTapa. Cpaxka ¢ "I.I'II[HK"IL[HJH rprehe cBojy 3acebuy Dalvik
MAIIHHY, I{OJa [[DKPE]IE LBDJ L]]'ll.]'}i Ipouec. Pe’!:y’I[ ratT Tora JE Ja HH JEAHa a]]JlHKdL[H_]H. HE MOKE
Jla YIPO3H Npoliee JApyre aluimkalmje, MM ja yHocH ojipelene cmeribe v cucrem. CBakm myT Kajl
ce NOKpeHe alUlMKalMia, AHIPOMJ NpOLEC YIpaBhba KHBOTHHM HHKIYCOM IIOKPEHYTE
arumKanmje. MHUIM)aHo NOKpeHyTa arIMKalMja He JHje/M TOTOBO HHKAKBA 11paBa 3a MPHCTYII
ApyruM KoMnioHeHTama, OBa npolieypa HazHea ce TIPHHIIATIOM HajMamke NPHBHIETH]e,

HMnak, nocroje M3BjecHM M3y3elM Y HHBY oMoryhapama JHjeibeiba 10JaTaKa ca JpyruM
anJMKamnjaMa,

VY eyinTuHH nocToje IBMje MoryliHocTH 3a ocTBapuBame oBor Hba. [1peu ce onocH Ha o
J1a TI0CTOj€ JIBH]E AILTHKAIH]E KOJE €6 W3BPUIABA)Y T10/] MCTOM HACHTH(HKAITHOHOM O3HAKOM, IHTO
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omoryhagsa meljycobno aujemseme pecypea. Y 0BOM CIVHA]Y He MOYKE ¢ HAIIPABUTH pa3jiMKa Koja
AlHKALMja MMa eKCKIIY3HMBHO TIpaBo NpHeTyna. OBakap HauWH JHjelberba npoleca cajipiku v
OCHOBH 0e30jeIHOCHH PH3HK.

Jpyra sorvhHoeT orjiela ce y TOoMe Jla KOPHCHHMK 3aXTHjera J03BOJIY 3a [PHCTVII
onpeheno] ammkauujn koja ce veh H3ppmasa, Opa KOpHCHHYKA NpPHBHIETHja ce TOJelIaBa
MPHIMKOM HHCTANALIH]E AIUIMKALIH]Ee H caMo 110 cebu HocH ofpehenn GesdjeIHOCHH PHIMK.

Cpaka Aunpoun esepsuja canpeku W orroeapajyhm APl mupo. Ilpunukxom npojekropamka
armkanuje ojpehyvie ce munumanad APl HHBO ca KOJMM AIUIMKAIM)A MOYKE KOMYHHIHPATH. Y

cieieho] cauum aart je nperien gocajaimux APl nupoa,

Cupcake Gingerbread Ice Cream Sandwich Kitkat Marshmallow
. s
- > e
o Al
09 6 6 60 0 0 0 0 (B{__x O
. i b \.;\ \
= . o i i
i’ Y
Donut Froyo Honeycomb Jellybean Lollypop

15

Cnuka 6p.13: llpukas pocagamibux APl HUBOA 3a AHAPOMIT ONEPATHBHH CHCTEM.

Caaka AHJIpon/1 alMKalHja HMa 0coBUHY KOMYHHIIMPAA KOJa je V Be3d ca CTABKaMa y
mManudecT AaToTelM a Koja ce OJHOCH Ha MUHMManHe BpujeaHoctw APl mupoa koju je
HEOITXO0/IaH 3a H3BpLICHhe roToBe armkanmje. M3 tor pasnora kopuetu ce XML naroreka user-
sdk. Y osoM cityua)y Kopucre ce TpH aTpubyTa.

To cy:

-min SDK Version- MUHHMaNHA BEp3Hja Koja Mopa OHTH NMpHCYTHA Ja O ¢e TIOKpeHyo H
H3BPIIHO Npolec

-target SDK Version-zgedmnumie 3a koju APl HUBO je HaNMcaH 1porpam

-max SDK Versicn-no kojer AP] nuBoa annimkaimja Moxe Ja paim.

“http://pinasgadgets blogspot ba/
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4.4.2. Ynpas/bame KOMIOHEHTaAMA

3a Amnzpoma moxemo pehu ga je To Kosekumja oapehennx wommnonent. Cpaka
KOMIIOHCHTA HMa cBOJY IPYIy pecypea Ko)y kopuctd. Kommonenrte mory Gurn: Gaza nmojaraka,
Bese MpeMa MoJIaumMa, IpocTop 3a HAJ0Tpalliby, KOJH NojpatvMiujesa JHo 1iatdopme Koju je
HaMHjeibeH [porpaMepHMa 3a M3MjeHy, Jopaly WIM [OHOBHY H3rpaliby aliMKalMja “user
space”, fle access, ceojetBa ojpeljenux noralaja, xao u Linuks nporec. Ceaka Awnjpoun
KOMIIOHEHTA HMA CBO] AMBOTHH BHjCK.

Craka AHJIpon arjMKAIIMja je cacTaB/beHa OJ1 HM3a AKTHERHOCTH (activity) Koje zajejiHO
npou3Boje ojpelieny palmy, OJHOCHO, MHHE CKYVII mporeca. 3a akTHBHOCT MoxkeMmo pehm ja
mpeicTapba KoHKperHy kiacy v APl macrany emxancynanmjoMm nomynapuux jgorabaja wiM
onepaumja. heno nokperame ce BpiH v v npouiecy o APK kom je umncrampan. Haxo
AKTHBHOCTH Hemajy interfe)s ommonanno Moryhe je yvapyxueaibe ca KopucHHUKHM interfejsom.

Hajmamu M0 cBake aKTMBHOCTH UHHM 3a/1aTak WIH fask, 3amartax npejicTap/ba JHO CKYIIa
pelleBaHTHHX AaKTHBHOCTH KOJH MMAajy croco0HOCT pasrpamaBaiha Ha BHIE [Ipolieca v3
moryhnocT nopesuBama ca kKopucHHUKHM interfejsom.

AHJIPOHI OTIEPaTHBHH CHCTEM 10¢]e]IV]¢ KOMIIOHEHTY, HHCTPYKIIH]Y, Koja ce Hasuea fnfent.
Fhena yiora je Jja HaBOJM CHUCTEM HA aKTHBALM]Y KOMIIOHeHTe. AKTHBMpa ce jep y ciiyuajy
norpebe WHUIMpaa KoMmnoHedte apyre armkauuje. [lperiosnasaibe koje naroreke Tpeda ja
HHHIIMpa]y allJIMKALM]V 3arMcane cy v garoreuwn AndpoudManifest. xml.

Cpaka AHAPOHI aljiHKaliMja cacTojH c¢e O/ YeTHpPH pas/HuMre KomnoHedte. To cy:
AKTHBHOCT, CEPRUCH, [TPOBAjJICP cajip:Kaja U NPHjeMHRK [oJ1aTaKa.

Axmuenocm anmwanuje je ocobuHa Koja JiedHHHMIIE NOBEIMBAIbE MporpaMa jeiHe
almkalgje ca Apyrom armkanujoM. Opjije je pujeu o pasmjeHu nojaraxa usmely oapebenux
AMJIMKAIM]A KOje ¢e HABPIIARA]Y ¥V PasIHUHMTHM [TPOILecHMA.

Cepeucu ce H3BpLIABA]Y ¥ IIO3QJIHHN W HE 3aXTH]eBajy OWIO Kakas KopHcHHUKH interfe)s.
Moske GHTH HHULIMPAH Oj1 IpYre KOMIIOHEHTE M BPIIMTH pasMmjeHy oJpeheHnx mojaraka v Toky
mpolieca amnyMKallMje Koja ce M3BpIIaBa, WM ca JIPYTMM aliMKalmjaMa Koje He TpHIaiajy
E:ETOBOM [1POLIECY.

Iposajdepu caapixaja ¢y KoMIloHeHTe kKoje oMoryhagajv npuervn nojammma. Tu nojanm
MOry OHTH o,upe]]'cl-[c J4aroTeKe. JOKAHe 0ase IoJaTaka, WM rojaid Ha web-u. (D}“H](L[Hja
[IpoBajiepa OIUIe]a €€ ¥ TOME MOMKe NPHCTYIHTH HojanuMa apyvror vpehaja v oarosapajvhe
KOPHCHUYUKE J03ROIIE.

Hpujenmuux  emuToBaHMX cajpikaja UMa (pVHKIM]Y yhpaBbama ofasjemiremuMa U

yiosopersnMa yayTap cierema. Iheros samarak je, taxkolhe, n 1a pearyje VKOJIHKO ce oJipe/id Heka
ojrosapajvha gyukumja. OBn NpHjeMHUIM CY OJIFOBOPHA HCK/BYUHBO 33 HHHIMpabe ofpehene
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akuMje v cavuajy ja gobe a0 mekor jgoraljaja, Kao IITO je MPHjEM TEKCTYAIIHE WIIH eIeKTPOHCKE
MOPYKe U Il

4.4.3. Eukancy.ianuja KOMIOHEHTH

Jenna on ocobuna Ampapown OS je eHKancylalMja KOMIOHEHTH. AHJPOMJ IIpyKa

mMorvhHOCTH arMkalHjaMa 4 ce 3aTBOPE YV CBOJY KOMIIOHEHTY VHYTAP HIBPIIABAKA Te
arumkaugje. To cnpeuaka Jpyre nporpaMe Jia [MpUCTYIIE TOj AlUIHKAIM]H V3 NPETIOCTABKY JIa
HMA)V paHuHTe Khvuere Ako je ojipejeHa RIacHHUKA KOMIIOHEHTA MocTaRbeHa Ha “false™ Toyj
KOMIIOHEHTH MOMKE TPHCTYIIHTH caMo allTMKalMja Koja Mocjey)e 3ajeHUUKH Kbyd. Y cayuajy
Ja jl.’- BJACHHYKA KOMIIOHEHTA IOCTABbeHAa Ha “true” Moxe OHWTH No3BaHa MNPEKD EKCTEPHHX
cylOjekara.
Y AHApPOMI ONEpaTHBHOM CHCTEMY HMIUIEMEGHTHpPaH je W CHCTeM MOTIHCHBaIba ATUTHKAIH]E.
Cpaka uHcTANAIHOHA atuMKaliMja v AHJpou cHcTeMy nakopana je v .apk apxusy. Amwjapounn
3axTH]eBa Jla cBe MHCTalalMje Mopajy OMTH JiHpexTHo nornucare. [lornucupame v Anapouna
ONEpPaTHBHOM CHCTEMY BpILIM ce ja OM ce TpoBjepHie IpHjaBe oJl JeJIHOT WIH BHILE BJIACHHKA.
Opa ocoOHHA ce KOPHCTH Ka0 KOHTPOIHA MeXaHH3aM 3a 3aje/THHUKe KJbYVUeBRe 34 pajl Ha signature
u signatureOrSystem HHEOA CHI'YPHOCTH,

Ha ammkaumononM c¢iojy, AHAPOHI ONEpaTHBHM CHCTEM KODHCTH HEKe jelHOCTABHH]E
KOPHCHHMKE JI03BoNe 3alpaHe, WIH JIONVINTaRa W3BPIIeTba allIMKainje, beHe KOMIIOHCHTE HIIH
JMjena KOMIIOHEHTe, V I[H/bY HHTepakiHje ¢ JPYTHM allIHKAIMjaMa, I HeKHM KPHTHUHHM
pecyperma. llpuje Hero wTo ce amMkKalMja M3BPLIM, KOPHUCHHK je JyKaH jaaru ojgolpere
AMJIMKALM]H 38 TPHCTYIT KPUTHYHUM OllepalidjaMa, HIIp. 3a rnosuee, ciame SMS nopyka u ci..
CymTHHA je y ToMe JIa KOPHCHHYKA armuxarmja HAPHUHTO TPAKH JIO3BOJY WK JIO3BOJIE KOJE ¢V
uM norpebHe kKako OM ce npolec \uuemﬁo H3BPILINO. YobuuajeHo, cBaku IporpaM Hema
JIO3BOITY 33 H3BPLICH:C Gui10 KaKBe orneparije koja GM MO HEeraTHBHO YTHLATH HA M3BPILCH:E
JpyTe arjiMKarMje, Ha HeKH KOPHCHHYKH TIOJATAK, WM HA cHeTeM redepanto. [Ipumjepn Takeux
onepanMja ojHOCE c¢ Ha MHHIMpame ciaama SMS nopyka, untame HagopMalija 13 HMeHHKA,
adress book-a u ¢i.

4.4.4. AuporHH BHjeR al/mKaNmje

JupoTHH BHjeK cBake AHIAPOW AlUIMKALIM]E CACTOJM CE W3 HU3A AKTUBHOCTH KOJE& Jijely]y
Ha caMy anﬂm-:auplj}' TOKOM ILEHOT HAIBPUIABAH:A. nOGTOjH reHepaiano HEKOJHKD 'f]l«'—.'l"i«'—.'l JHKHBOTHOD
BHjEKa, OJHOCHO, clelMUHHX MEeTOjIa  TOKOM JKMBOTHOI IMKJIvca ojpehene Amnjpoui
AKTHBHOCTH.

To cv:
~-NMOKpeTalhe
onCreate () :1pBH MeTo/1 T1031BA Kpos lifetime, ca IpHOPUTETHHM TauKama,

onStart()'onRestart ():cHrian Koju ce H3BpILaBa je 1oYeo,
onResume(): cHrHan KojH je peTxoHo 3ayeTap/beH je MOHOBO NOKpPeHyT,
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~HOPMATHO H3BPIIABAE
onFrezze(): cauypaibe TpeHYTHOI KopHcHHUKoT interfejsa (Hehe cauyBarh mojiatke KojH
ce TPEHYTHO IIPHKA3Y]Y)
onPause (): curuai ryom doxycupame 1 Moryhe je rameme
-ralliekbe
onStop()YonDestrov(); 3BaHHUHO ramiehe H NPecTaHaK CBHX Ipoleca

Cnenehn Mery JIOTHKY npMMjeHe 1MKIved, Moxkemo pehin na ce 3a  jeany Amipoui
alMKaly)y ereapajy ehacachn goralaju oanocHo npoiiecH:

- [IPOLIECH ¢V 3alloueIH,
-norahaju cy ce npekuIaiu
-IIPOLIECH CY TPECTAIH H
-MPOLIECH KOJH CY YHHIITEHH.

Haxo mnmocToje Heke paziuke, nporpaMept AHJIpoH aluMKaliHja Tpedajy BOIHTH pauyHa o
TOME KOoJH nponec Wi forahaj Tpeba aa cimjeu fa 64 OHIH YV KOpak ca MMBOTHHM IHKIYCOM
CRaKe CBOje allIHKaluje,

Jenan on npumjepa Audpoud lifecyvele axtnenocTy jecte cneaehu mpumjep:

-1oKpeTame nojpeheHux aKTMBHOCTH,
-nojpeljeHe AKTHBHOCTH + NPOIICC 34 raleke,
-MOBpaTaK MpeMa TIABHOM MeHH)Y,
-1O3HBALE 3aBPINETKA (), eXIUMUHTHO,
-ITpukasupame Dilalog box-a, n

-Crame MupoBama.
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/7 Start \
; aplikacije ~
C\orlsnlk se vraca

na aktivnost J

-
I.-"ﬁphﬁacu‘eje".h Aplikacije je plikacija
\_ugasena / pokrenuta miruje
treba aktivnost
pli acﬁl?éﬁ)_ Aplikacija
memoriju miruje

L
( Aktivnost je prestala )
|

( Aplikacija je
\__ugasena /

Cuauka 6p. 14 usoruu Mkive Anipou;l anuikanmje.

4.4.5. Kopucunuke 1038001

Awaponsi mocjeayje crenmdMuaH CHCTEM CHIYPHOCHHX JI03BOJa KOjé Ce KOpHCTe 3a
ocHryparse crnpopolierba nocnora koje Moxe oGaputi. [Toctoju npexko 100 pasmmunTHX A03B0I0a
Koje ce Hippmapa)y v Amaponay. O gozsona 3a OGupamem Hekor Gpoja, vrorpebGe kamepe,
cIyiame Myanke, nperieiama Murepiera na uax u jio tpajuor onemorvhanrama pana renedona.
Jla 61 Hexu nponec J00KO J03BOIY MOTPEGHO j& M3PHUKTO TPAKEH:E 01 OlIePATHBHOT CHETEMA.

Cae no3Bosie y AHIPOH]L ONepaTHBHOM cHeTeMy ¢y paciiopehene Ha 4 HuBoa, a TO cy:
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1. Normal level — anamkanuja ce Hajlasd Ha HUBOY JONVINTak-a H HHje NpeTjepaHo oracHa,

2. Dangerous level — annmkanuja ce HalasH Ha BUIIEM HHBOY ©0J1 HOPMAIHOI M TakBa
Jlo3BONIA MOpa GHTH o1oGpeHa 0l cTpaHe KOPHCHHUKA, 0JIHOCHO, MOpa GMTH eKCILIHIHTHO
M3BpILEHA,

3. Signature level - jo3ona mopa OGMTH rapaHTOBaHAa 3a CAMO OHE IIAKETE KOJH CV

MOTHHCAHH HCTHM MOTIIHCOM BJIACHHKA KOJH j€ M [IOTIHCAO [03BDIIY,
4. SignatureOrSystem level — crienjajHH HUBO JI03BOJIA KOJM TapaHTyje Jla je JaroTeka

fHerhjenna 1a HHCTATHPATRE V CHETEM

TlpummkoM Tporieca HHCTAIMpaka alUTHKALH]e J0/1jelbY]y ¢ JI03BoIe Koje ce Gasupajy Ha
OCHOBY TIpOBjepe jiaTe AMJMKAIIMje W To HA HMBOY KopHcHHukor ojobpemwa. Hakon mrro je
AIJIHKALIM] 8 HHCTANMPAHA JI03B0JIE ce MOJICIIABajV H oHe BHuile Hehe GHIM npeiMeT Hojaenapama
HIY3eB aKO TO KOPHCHHE caM He ypaau. Jlozeosie koje cy paHHje 0j0MjeHE MOTY ce HAKHAaIHO
onobpHTH. Y TOKY HIBplIaBaihba arulHKallHje He MOTY c€ MHjehaTH HHUBOH KOPHCHHYKHMX
A03R0JIA.

4.4.6. IloproBamse Awaponaa na kopucuirtke ypehaje

O cBor HactTaHka na j0 jaHac AHIAPOM WHAYCTPH]A je HAIpeIoBaia oji OlepaTUBHOT
cHCTeMa 3a MOOHIIHE TenedoHe 10 cHeTeMa HaMHjeI-eHOT MOOHIHAM KOPHCHHIAMa OHJIO fa ¢y
TO TeJaeoHH, padyHapH, I OHI0 KojH ApyTH vpelaju.

Annpounn uma morvhHoer nopropama Ha BeJMkH Gpoj kopucHHIkMX ypebaja. 36or came
NpHpoJic ONMEPATHRHOD CHCTEMAa MOCTojM MOoryliHOCT noproBamka M Ha ypehaje 2a Koje TO H cam
npouseoljau ne nyam. Ha Wurepnery ce mory nponalm npuMmjepu nopropama AHjponaa Ha
Tesediore KOj ¥ CyIITHIM He pajte 1101 AHAPOM onepaTuBauM cuctemom'’, TenyTho noctoju
HEKOJIMKO KOMIAHM)a Koje KopucTe AHPOW/I 38 BH3VAIM3ALM]Y M 338 KOHTPOQY. Y CBMM THM
piememuMa, ¥ cyinTHHH, Linux kernel uMa yiory HaMmjeHcKor anaTa 3a IIHJLHH CHCTEM KOJH ce
OBHYHO KOPHCTH Kao embedded cuetem 3a unjyerpujeky yrorpeby.

Bpoj annmkaipja, 3a noprosatke, koje ce TpeHyTHo Mory Hahu na Unrepuery y craniom je
nopacty. ¥ oapeljeno) Mjepw je uak M TelIKO oJpeIMTH cTeneH Oe30jeHOCTH OBaKBHX
anJukaiuja ¢ oG3MpoM JIa UM ce M He 3Ha PejIeBaHTaH H3BOP OJIaKJIe TIOTHIY.

4.4.7. Anapona Root-oBame

Root-opame Anzpons tenedona npysa, Hajbnae peueno, sehy yrorpeGmuBocT camor
vpehaja, koje je BeoMa NOMYJAPHO KOJ HANpeJAHH[MX KopucHuka. OBa aknuja je TEeXHHUKH
exBapHIenTHa Kopuinheny deskiop pauyHapa ca aJIMHHHCTPATOPCKHM NPaBHMA.

Y eyvimTHHM, root-opame oMoryhapa pazHuM aniMkalijama fia IMpHCTYIe MHOTHM 3a0pamkeHuM
CEepPBHCHMA YKJamameMm OpojHMX pecTpukiMja nponseohauwa. VY camom crapry Amlapoua

“http://elinux org/Android Porting
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orepaTuBHor cucteMa MorvhHoctsm poor npueryn je Omo osemoryhen. Melvrum, Ha
KOPHCHHUKH pooT-oBaHuM TeledoHuMa, ayropu manasep codirepa. Mory jako johu v nocjen
JKELEHUM I10/1a1MMa, HITH 9aK ocTBapHTH ojipehenn remote control Haj MOTEHIN]aIHO PalbHBHM
vpebajem. [68]

4.4.8. Auapon virtual devices

AVD (Amgpounx Virtual Devices) je noTnyHo HesaBHcaH BHPTVeIHH vpeljaj, koju uma
BJIACTHTE Xap/BepeKke OfiHje, Kao M CHCTeM CIMKOBHHMX [M0jlaTaka 3a uyBame. 3a ceaky AVD
KOHQHIVPALH]Y KpeHpa ce pasiiiaiTo OKpYKeha ¥ AHIPOMI] eMy IaTopy.

Crakn AVD ce cacroju ox:

e Hardware profile, cayxm 2a nogewasame onumja 3a JepuHHcALE XapiBepCKUX
KapakTepucTHia suprventor ypehaja. Ha npumjep, MoxkeTe ojpeautd ga i je vpeha)
uMma oToanapat, GHI0 Ja KOPHCTH (DHIHUKY MM cOPTBEPCKY TACTATYpY,  KOJIMKO
MEMOpPH]E HMA, H TAKO JJabe.

e Mapping to a system image, jgeduHuiie Ha Kojo) Bep3wjn Aunpomn mmardopme he ce
NpuKatHBaTH BHUpTyanuu ypeljaj. 3a npukasueame Modke ce ojabpaTH craHaapaHa
Bepsija AHapon nardopme.

o Jlopatne onumje omorvhaeajy wibop skin-a Ha eMyJIaropy KOJM KOPHCHHME JKeJd
kopueTutH ¢ AVD. Jlogatno omorvharea KOHTPOIY MO3aJIMHCEOT JIHCIUIE)a KAo HITO CV
ILErORE JIHMeH3He, uiried, H taxko jaake. Morvhe je onpeanTd jga ce umurHpa SD
kapruia ¥ ci. Takohe, morvhe je crBoputu Hexonno AVD-a v 3aBucHOCTH 011 BpeTe
ypehaja 1 Momena Ha KoM ce JKeJM ToKpeHYTH Anapoua miardopma. 3a uspaay H
vopapbamke AVD-oM, Moke ce KOPHCTHTH aJIaT KOJM je uuTerpucan v Awugponn SDK
Pa3sBOJHO OKPYKELE.
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Cnngka 6p. 15: Harnen npozopa AVD,
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4.4.9. Anapong Google play store

Google Play je aurdrania auerpudyrueHa miaarhopma 3a AHAPOHI allMKalldje ¥ OHJIHHE
npojlaBHMIa 3a MyITHMerjanun caapika). Cepsue omorvhapa NpoHAIAKem:e M Npey3HMAaLe
AIponsl ariMkalija HanpasseHnx vi nomoh Amzpona SDK-a, kao M KVNOBHHY My3HKe,
Hacornuea, Kibura, (pHIMOBA M TeAEBMAMjCKOr nporpama. Oma) cepBHc 00je/MibYje HEKOJIHKO
CEepPBHCA KAao LUITO ¢V cepruc 3a kynosuHy Kibura Play Books, 2a cavinamwe mMysHke Phﬂ'\luau. H
3@ peyiuMame ammkaumja Play Store. Armimrkaumwe gocrynie Ha Google play-u Mory Gurn
Gecruiatie MM jia saxrujesaj)y Kynopuny. [lpeyaumajy ce gupextao ma Amjapown vpeha
unn Google TV vpehaj npexo Play mMoGuine ammkamije unin web cajra.

E Ha HMureprery ce namasm Ha cajty www . playv.google.com, a (pvuximje ¢y noTnyHO HCTe.
Crhajamenm Aniponi mapkera # Google music 6. mapra 2012, cepere jé npoMMjeHHO HME ¥
Google Play Store, pparehm erparernjy peﬁpeﬂnnpa&ﬂa}mglc CCPEMCa 23 JIMTUTAIHY
gueTpubyinyy. Y jyiay npouie (2015.) roaune, Play Store je 3gannuso goeturao 6poj] oj aBa
MWJIHOHA MOCTARBEHHE AlIMKalMja U npexko 100 MuAMjapan npey:2uMaika. Y JVHY OBe r'ojMHe
na Google play npogasunis joetvimo je 6uno 2.200.000 ammmkaumja cnpemumx 3a download.

Arumkanuja ce nokpelie jeHOCTABHAM KIMKOM Ha MKOHMILY & 34 AKTHBAIH]y noTpedbaH je
i Gmail nanor. Heku cepBHcH Kao 1ITO ¢y CEPBHCH 34 MY3IMKY, UMTAILE KILHTA M HOBHHA,
MIPambe Urapa W riejame TeleBHsHje. V 3aBHCHOCTH 01 3¢M/bE KOPHCHHKA JOIN YBHJEK HHUCY
JIOCTYIIHH 34 CBe 3eM/be cBHjeTa. ¥ TOKY NMcamka OBOI pajla, nocikejma Bepija Google Play
npojaBimie je 6.7.13.. i 10cTYIIHA Je 0]1 JYHA OBe TOJIHHE,

4.5. AHIPOIL SDK

AHIpon aniHMKalMje NMANIY ce Y jaBa nporpaMckoMm jesuxy. jla 0w ce nHanmcanu ko
[peTBOpHe v (MHalaH [POH2BOJ KOJH ce KopHeTH Ha MoOunnom vpehajy vetw je norpeGHo
npesect nomohy Anzpony SDK (Software Development Kit) Op manucanor x6a v octanux
NpHAGJATHX pecypea W3 npojekta SDK kpenpa ce AHIpoHJI HHCTANALMOHM NakeT. Y OCHOBH Taj
MakeT NpeicTaB/ba APXHBCKY JATOTEKY Koja cajlpkH cBe MojejJuHauHe kommosenre. Opy
Jatoteky je notpeGHo kommpaTtH Ha ypeha) W nokperyTd. JatoTeka uMma ekcTeH3H]y .anK U
CalpiKHi KOMILIETHY an.nmcam—qy KOja Hnpejacrag/ba HClIpaBaH HaYHH HHCTAJIMpalha alllMKaliija Ha
AHIPOHIL CHCTEMY.

SDK  ppyaxa norpebue anmare, xao B APl QyHrkuMje morpeGue 3a nporpaMmupame
anMkaimja Ha Anapon miardopmu noMohy Japa nporpamcekor jesnka. SDK caapsku ceT anara
HaMMjeHeHHM TMporpaMepima noTpedHux sa debugging amnmmkanmja. [lpea eepauja SDK 0.3,
HMada je v cedH Jocta Ge3djelIHOCHHX MpoIyCTa.

75




Vuanpehewe Ge36jeonockux Mexanuzama Mobiunix menegona ca AHopoud onepamusrim cucmeMom

T2 100
o wow Android version
| 5 |
o o M5 Cupeake
mis Danut
mo Eiclaar
i ™ a0 Fclu
mzl Eclair
o oW m22 Feayo
23232 Gingertenad
. sow W2A3227 Gingeibeesd
=30 Haneycomb
mil Haneycorb
B % maz Haneycomb
CLY T m
w8 3w manlda0a KECIAM
m4l Jelly Bean
_— s W42 Jelty Beary
[TE Jelly lean
| EX) Kinkaz
1% 3 3 5 4 | I msn Lokpop
w5 Lofipcp
i - L PO 11 WMarshmalos

e T
.@g.{} ? ? -"Q o« 1} {5 -;c £ - '}.'W ."H ) {I {I ? f? - o -{r ) {b- ol & J}#ﬂ 1') ot o

I O T s S
Canka 6p. 16: Hpernex ynorpede Anapous OS no rojuxama.

Hcropuja Anzapoul onepaTHBRHOT cHeTeMa nouHie v kpajem 2007, roaune. Y HoBemOpy
Mjecelly IpejcTaBbena Je pBa. 0/iHocHO, GeTa Bep3nja 0BOT OMepaTHBHOI CHCTEMA, JIOK Je 1pBa
KoMeplMjaiHa Bepanja, Anapous 1.0, npencraekena napeare 2008, roauue y cenreMopy.

Jlo TpenyTka mmMcama oBor paga mnocrojarno je 23 API (Application Programming
Interface) Hupoa Auapowi arumkaiuja. To cy:

- Angpoun alfa sepsunja

- Amnapoun beta Bepanja

- Amnnponn 1.0 - APl nuso 1;

- AH,IIPOI-{,I( - API HuBo 2;

- Awngpona 1.5 Cupecake, - APl nueo 3;

- Awngpoun 1.6 Donut, - AP] nuBo 4

- Awnzpoun 2.0 Eclair, - API uuso 5;

- Awnzpoun 2.0.1 Eclair, - API Huso 6;

- Amnapoun 2.1 Eclair, - API suso 7

- Awnppousn 2.2 Froyo, - API nuso 8;

- Awngpoun 2.3 Gingerbread, - API nuso 9,

- AHJ][}DHI[ Gingerbread, - API uueo 10;
- Angpoun 3.0 Honeveomb, - APl nmeo 11;
- Amngpoun 3.1 Honeyeomb, - API nuso 12;
- Amnnpoun oneveomb, - APl Hupo13;

- Anpgpoun £ Ice Cream Sandwich, - APl uupo 14
- Amngpoun 4.0 lee Cream Sandwich, - API uueo 15;
- Amngpoun 4.1 Jelly Bean, - APl uugo 16,

- Amngpoun 4.2 Jelly Bean, - API uueo 17

- Awnypoun 4.3 Jelly Bean, - APl uugo 18;

- Amngpoux 4.4 KitKat, - APl auso 19-20;
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- Amnnpoun 3.0 Lollypop, - API nuso 21

- Amngpounn 3.1 Lollypop, - APl uupo 22;

- Awngpoun 6.0 Marshmallow, - APl uugo 23:
- Awnzgpoun 7.0 N, - API uupo 23.

4.5.1. Auapong asipa Bepinja

Kao wro je seh pedeHo, nocrojajie ¢y HajMame IBHje Bep3Mje AHIPOHI OMEpaTHBHOT
cuctema vavrap Googla OHA npuje dero mro je w2anuvia Geta mepadja v Horemapy 2007
rojiMie. 3a ILHXOBE HABHMBE Y3€Ta ¢y MMeHa Hekux poboTa ca xojmmuM uMenuma "Astro Boy",
"Bender" M "R2-D2". ¥ Tom BpeMeHY HANPAB/LEH je M IIPBH 3€lEHH JIOTO KOJH ce M JlaHac
KOPHCTH Kao MackoTa AHIpoHia.

4.5.2. Amzapounjt beta Bepinja

Amnjipon beta epamja je npeseHrosana 3 HosemOpa 2007, roamue, jok je npeH software
development kit (SDK) npezenropan nap pnana kacHMje, ojaHocuo, 12 nopemOpa wucre
roauie. Cpaxe roaune 5. HopemOpa oOwbemaba ce kao pobenpan AHIpoua oleparuBHOT
cHcreMa. JaBHO JIOCTYNHM ajard 3a pa3so) AHAPOW] alUIMKallKja [Pe/ICTABbEeHH €Y Ha
3BAHMMHOM google cajTy KojH je HaMjemeH MporpaMepuMa KOJH cBoje alliIMKallije pa3BHjajy 3a
oBY muardopmy.

4.5.3. Auapong NDK

NDK npencrariba ckyn anata nomohy kojux je morvhe npesecm Juo arsmmkaimje koja je
JIM3ajHApaHa ¥ JIpyToM HporpaMeKoM jesuky kao wro je C u C++, 3a ogpehere animkaumje oBa
anTka Moxe OHTH BPJIO KOPHCHA, TAKO JIa TIporpaMep MoXkeTe MOHOBHO KOPHCTHTH noctojehin
KoJ1 Heke OMGIMOTEKE KOja je HalMcaHa v ..ctapoM’™ jesuky. Aum. sehuHa Amjpouni atumkarija
HeMa 1oTpeby 3a M3IBpILaBabeM CKyna ajnatku w3 Anaponi NDK cera.

Ynotpebom .cTapor” HigopHOr K&aa Ha ARApoMa niaTdopMK TeHepaiHo MocMaTpano
HE Jlaje pesyiTare y HekoMm 3HauajHoM nobosbluamy nepdopmaHck, aid yBHjek nosehapa
caomkeHocT anaukandje. Y npuHimny NDK, Om Tpefano KOpHCTHTH caMo ako je OHTHO Jia
anaMKalmja koja je Hanmucana y C uiam C++ nporpaMekoM jesuKy pajid, jep nocToje nporpaMepn
KOJH JeJIHOCTABHO BoJie nporpavupard v C u C + + NporpaMcKuM Je3nimmMa.

Kao noGpu npumjepu 3a NDK ¢y CPU-unrensusna onrepehema, xao wro cy 3abaBHe
Wrpe, Koje saxtHjepa]y Hanopuy [paduky, ofpaay curaaia, (]m'awnce chVJ]almje HTL..
IIP]-‘]J]["[](UM HCITHTHBAILA J1a JIH Tpeﬁ'l HJIH He TPE'SH.. pa3zBHTH 'l]]J'I]-][{ﬂ]_I_P'[]\- v ..Cl'd]JD]\{ KOJIY.
Tpeﬁa ]]p]-']jﬂ CBCTd PasMHCIIMTH O CHCTCMCKHM 3"[\'[_]'3]3[{\[3 H ﬂpﬂﬂjﬁp}‘][l{ Jda JIH A['[,HPDP‘[L[
framework npyxa QyHKIHOHATHOCT aTUIMKalldje Koja je oTpedHa Ja ce M3BPUIN.
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4.6. AHJAPOHNI APl HHBOH

Jlo TpeHyTka THMcarba OBOI pajia IIPEJICTABILEH €V YKYIIHO 7 OCHOBHHMX Bep3Hja ca
noJiBep3HjaMa, oJHOCHO, JonyHama, kao H 23 ssanuuna APl uuBoa 3a Anapous onepaTHBHH
cucteM. Kpenyhemo pemom.

4.6.1. Auapon 1.0

Anaponn 1.0, jo npsa KoMcpUHjaiHa Bep3Mja NporpaMa Koju j¢ npeactasben 23. cerrremGpa
2008, rogune, Ipeu gocrvoan mobuinu vpehaj je 6o HTC Dream. Awmpowz 1.0 je caapixao
cienehe koMioHeHTe:

Anpapoun Market, ammkaumja norpeGHa 3a npeyiumarbe AHIPOMI allIMKalHja.

Web browser ammkii)a norpefHa 3a NpHKazHBaEC

komiuieraux HTML 1 XHTML web ctpanuia

Kamepa. moapuka 3a pa.

I'pyncame HKOHHLA BHIE alUIMKALM]ja HA IIOUETHOM eKpaHy

ITpuctyn web 1 e-mail ceprepy kao u nojipmka 3a POP3, IMAP4, 1 SMTP nporokone

Cunxponmsaija e-mail Hanora ca Gmail annmkanmjama

Cunxponusaimja ca uMennka ca Google Contacts annukanujom

Cumxponmnnaimja sa Google Calendar aplikacijom

Cutixponusaimja pajia Google Maps 1 Street View armkanmje ca GPS

Cumxponmsatja i pea mpeko WiFi

Google Search, omoryhasame nperpare Interneta, KOpHCHHUYKHX allIMKALIM]A, KOHTAKTA,

KaJleH1apa UTL.

Google Talk am[mcama.

e Tlompmika 3a paj ca SMS (Short Message Service) w MMS (Muliimedia Messaging
Service ) cepBHCHMA.

e Media Player. omoryhasatbe yripaB/baiba U perpojiykoBare MeMa gatoteka. Osa
BEP2Mja HHje HMala TIOAPIIKY 3a Buaco U crepeo Bluetooth servis.

e Morvhaocr oGaBjeiiTersa Ha CTATYCHO] THMHK]K ca MoryhHouthy 3ByUHOTr, CBjeTI0CHOT

Hiu BUGpupajyher ynozopema.

Iozpuika 3a ropopHo Oupame.

IMoapika 3a pajg ca wallpaper cepercomM.

YouTube Buuzeo nnejep

[Toxpuika 3a paj ca JpyruM arMKalyjaMa kao o ¢y: OVIHIHAK, JIHTHTPOH,

TenehoHekH GpojuaHHK, NOUETHH eKpaH.FalepHja ClIMKa M MEHH 34 10/IeIaBatbe.

e [loapmka sa Wi-Fi 1 Bluetooth.
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Cauka 6p. 17: llpeu Augpoun tTenedon ca 1.0 APL

+4.6.2. Angponpg 1.1

Jonvua 3a Auapoua 1.1 npezcraebena je 9, debpvapa 2009, roaune, Ca colom je
JIOHH]je A HeKolMko HiMmjena. Heke o ux cv:

e VY TOKY Hperpare 3a MocJ0BHUM JIOKaLHjaMa v almkaiuju Maps cajt ¢y J0CTVITHH
JIETATBH €4 OlljeHaMa.

e Jlyau voSuua)HH screen timeoul npuiHkoM viloTpede cnukepdiona ca morvhaomhy
NPUKAZHBAA U CIHKHBAA.
MorvhHoct uyBamba NpHUMILEHe JJaToTeKe v MopyKaMa.
IMogpuika nomankMa Koju ce Hajllase ca cTpane, Ha MaprUHH, M CHCTeMCKe TTOCTaBKe
eKpaHa.

4.6.3. Anaponz 1.5, Cupcake

Angpoun 1.5 nonvua je npejcrasbena 30 anpuna 2009 rogume. OcHoBy umHu Linux
kernel 2.6.27. Opo je nppa 3BaHHUHA JOIYHA Koja KopueutH Koauo uma " Cupeake". Jlonvua
VEJBYUY]€ HEKOIMKO HIM|EHA, a TO CV:

e Ilojgpuika 3a TPoJMjENHY BHPTYEIHY TACTATYPY. ¢4 TeKeTyaaHoM nomohu, kao u ca
KOPHCHMYKMM PjevMHUKOM 3a ojpeljeHe cryIioRe pHjeun.

[Moppiika 3a Widgets.

Buaeo cuumamse o penpoaykopamke ¥ MPEG-1 u 3GP dopmar.

AyroMmarcko napuHropamse v crepeo noapika a Bluetooth (A2DP u AVRCP nipogme).
[oapuika 3a Copy u Paste komanze y web npernenauy.

ITpHKasHBame KOPHCHUUKE CIIHKE 3a 00H/beskeHe KOHTAKTE ¥ MMEHHKY.
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4.6.4

[Ipukasueame oapehenor garyma sa norabaj v call log-u, kao M HpHCTYN KOHTAKTHMa U3
call log event-a.

AHHMHpaHa NpoMjeHa expana,

Moryhnocr 3a Auto-rotation expana.

Hoen Hauun boot-osamwa vpeljaja.

Morvhnoer aupexrhHor nocras/bama BUIeo cajpikaa Ha YouTube,

Moryhnoer noctar/bama (ororpaduja Ha Picasu.

. Amgpony 1.6, Donut

Here roaune, 15, cenremOpa mzammna je gomyua, Amgpoun 1.6 SDK | noa HasmpoMm

Dount. Ocuosy je uunuo Linux kernel sepinje 2.6.29.

Jlonyna je yiobyunBana cieaehe komnonenre:

« ['macoBny M TekcTyanHy nperpary koja yieyuyje bookmark history, contacts, u web.

+ MoryhHoeT 3a nporpaMepe Jia YEJbyue MporpaMcky cajipaxaj v nperpary.

«  MorvhHoeT H3roBOpa CTPHHIOBA V TEKCTY NPHIHKOM [IpeTpare.

o Jlakmy mnperpary u Moryvhaoct nperiesia  screenshots-opa npuiMkoM npeysuMarka

a

mnkanmje v Anaponj Maprery.

o llornmyua uHTerpaumja 4 6p3d IPUCTYIT KAMEPH H FaJIepHjH.

«  Moryvhuoer ogabupa Buue gororpaduja 3a Gpucame,

« Jlonyna 2a noapmiky CDMA / EVDO. 802.1 cranpapne, VPN cueteme, kao H text-to-speach

C

epBHCa.

e llogpmka sa WVGA pesonyuujy expana.

= b

P3H IpeJlazak U3 pexHuMa KaMepe v I'H.J]ep}‘lj}".

« llpommpenn framework 2a npenoznapame n Hoen GestureBuilder nporpamepcku anar.

4.6.5

. Auapong 2.0, Eclair

Crneneher mjecena, 26, OkroOpa weTe rojgune, Higasn jom Anzponn 2.0 SDK,  komior

uvena Eclair. Opa pepanja je Gasupana na on Jlunyke kepnen 2.6.29. Ilpomjene koje j0HOCH

VEIBY

yjy:

e Haporpabena cuuxponmsanmja sHanora koja omoryhaea kopucHHuMMa ja jloia)y BHILIE

HAJIOTA 13 CHHPOHH3ALNA]Y e-mail-a, WM KoHTaKTa.

« [lloapmax za Microsoft Exchange e-mail servis, y xoMmOunanmu ca nperparom inbox-a 3

B

HIIIC Ha1ora jE,.'-_l[-[E CTpaHHIlE.

« [lloapmka 3a Bluetooth 2.1 standard.
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« Moryhaoer 3a naxmm tap™ ogabup M3 MMeHMKa yv3 MorvhHoeT yinviBama nosuea, clama
sms, mms KM e-mail opyxa.

= Morvhaoct nperpare ceux cauyBanux SMS u MMS nopyka, ca morvhuomhy sanagama
ayTOMATCKOT BpeMeHCKor OpHcaha cTapux MopyKa.

« [loGommana kaMepa Koja cal MMAa Xap/BepPCeKy INOJPIIKY 3a OHIL JHIHTAIHH 300M,MOJI
cHUMAra, 0anane, edexar Goje u Mmorvhnoct Beher dokycea.

« [lloGo/kumiana BMpTYVEIHA TacTaTypa ca 0OraTMjMM pjeuHHKOM KOJH VUH V3 KOPHCHHUKE
CYTecTH]C.

o lloGommann web nperiesau ca nojpixom 3a HTMLS,

+ lloGomiany kaienaap ca areHjioM.

«  OnruMuszobata Gp3uHa XapBepeke KOMYHHKALIM)E ¢a YIA3HO-H3IATHHM [e/IHHHLIAMA,

« [loapuika 2a BHIIE BeIHUMHA eKpaHa M pesoiyidja ca nodobmanuM KoHTapeToM 0oja.

+ [loGommana anumkaiuja, sepauja Google Maps 3.1.2.
+ llogpuika MotionEvent cepsiic.
o Jogaruu wallpapers, morvliiHoeT aHMMalMje v 103a1MHH €KpaHa.

4.6.6. Anapong 2.0.1, Eclair
Kpajem mere 2009, Uopune, 3. gerieMOpa npejicTag/beHa je J0IYHA 0Be Bep3uje AHIPOH

2.0.1 Exanp. Ca coBom nonoen Hekonmuko APl wsmjena, kao nonpaske u nssjene v framework-
u.

4.6.7. Augpong 2.1, Eclair
Henyro satum 12, janvapa 2010. usamua je jow jenua jonyaa Eclair sepauje Aujipoun
2.1. Ca coGom joHocH Mambe Henpapke v APL kao W HMcnpaBke HeKHMX IPOIYETa vV caMoM
Iporpamy.
4.6.8. Anapona 2.2, Froyo
20 maja 2010, cpjerinoer jgana je vriejgao Hosu SDK 3a Anjpous 2.2 kojiHOT MMeHa

Froyo. Froyo je 6una ckpahennua on . frozen yogurt™. Opa Bepauja ce fasupana xa Linux kemel
2.6.32.. Ca coGoM je JJOHOCHIA HU3 H3MJeHa Kao [ITO CV:

. E]‘l'.‘*](ﬂ MGM(‘!]‘IHjEI H OINMTHMH30BAHE nep{]mpmar-[ce.

o Jlosjarne amnmkaige u nobosbiiana 6panna uMiiementatuje kpos JIT komnajuep.
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+  Murerpucan Chrome VB JavaScript engine vy cranzapaau web nperieau.

o llogpumika 3a Auapona Cloud to Device Messaging (C2ZDM) cepruc, omorvhasajvhu push
HOTH(UKAITH] V.

¢ [loSommana Microsoft Exchange noapmxa, viosyuyjyvhu security policies, auto-discovery,
GAL look-up, cHHXpOHH3allH]y KaleHaapa, Kao H ya/beHo OpHcame.

« [loGommano nokperatse ca npeunia npema Phone 1 Browser applications.

«  USB npuxibyuak u Wi-Fi hotspot dywnkimja.

s Omija 3a MCKbYUEHe MPUCTYIIA NoJalMMa ITPeko Mo OKHIIHE Mpexe.

e Jloryna Market application ca HeKoJIMKO ayTOMATCKHX JIOMYHA.

« Lpoa nposjeHa uiMely BHIIC Je3HKA HA TACTATYPH W PHjCeUHHKA.

s [loapuika sa paj ca Bluetooth ypehajuma v avroMoGuiauma 1 ca kyhinum vpehajuma,

« lloapuika sa nyMepHuke ¥ apaHyMepHuke T03HHKE,

o [loapinka 3a cname rogaTaka Kpo3 browser aruiMKaLujy.

«  MorvhuoeT npukasa nmjene anumupane GIF narorexe.

« [loapmxka 3a HHCTATHPaKE aTUIMKALIM)E HA NPOIIMPEHY MEMOPH]Y.

o [loapuika 2a Adobe Flash.

o [loapuika 3a e PPI (Pixels Per Inch) expan xoju npuxasvje no 320 ppi, kao wro je 4"
720 expan.

«  Moryhuoct ynorpebe zoom (pyHKIMjE ¥ ralepHjH clIHKa.

lNoguny nana nocimje, 18 janyapa, wiamna je gonyna 2.2.1 Froyo sepimje. Y cebu je
JIOHM]EIa HEKOJIMKO MporpamMckuX M Ge30je/IHOCHHX M3MjeHa Koje yTHuy Ha noGosbliamke
nepdomancu.

Hexonnko nana nociamje, 22. Janyapa, usaia je jou jeana sepiuja 2.2.2 Koja je v cebu
cajipikaBajia MeIbe HiMjeHe Koje cy ce ojiHocuie Ha SMS cepaic.

4.6.9. Auapony 2.3 Gingerbread

Kpajem ropune, 6. nenembpa, npesentosan je Gingerbread, Angpoun 2.3. SDK sepauja.
Basupana je na JIunyke vepaen 2.6.35. sepanju. Mamjene nonoce cieehe:

o lamjena kopucHHUKOT HHTepdejca KojH ce call oJUTHKY]e jeaiHocTaBHOIRY M Gp3uHOM,

o [lonpmka za -large penmuuunne expana 1 pesoviuje (WXGA 1 nehe).

¢ [loapmika 3a SIP (Session Initiation Protocol) u VoIP  (Voice over Internet Protocol)
Hurepent tenedoHmn)y.

« Bpka BHpTYeNHa TacraTypa, noGosbliaHe cyrecTHje H FOBOPHH YHOC.
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« lloGommane Copy u Paste ipyuximje, omorvhapajy KopHCHHKY Ji2 3ajpsKaBarkeM MpcTa Ha
HEKY pHjeY I030BE OBE KOMAHJIE.

e llogpuika 3a NFC (Near Field Communication ), oMoryhara kopucauinMa aa untajy NFC
O3HAKY Ha MAMMPY WIH HAJLeTTHULIH.

+ Hoen 3pyunu ediekTH, €KBHIA]3eP, HOBA IBYUHA IOCTARBKA M Dac 3BYK.

« Hoen Download Manager, naje KOopHCHHMIIMMA JIAKUIM NPUCTYI OHIO KOJjO] AATOTELH 7a
download u3 browsera, e-mail-a wim Hexe jpyre anmMkanmje.

« lloapurka za Buiie kaMepa Ha Tenediony. Ynopreba npe/me KaMepe.

o [logpuika 3a WebM, VP8 sujieo penpoayviiuy 1 AAC (Advanced Audio Coding) avimo
JIEKOJIED.

« lloGommano yrnpaepmbeme pecypcHMa, Koje ce 0asMpa Ha  yioraMa v  yHpaBbaiby
ATUTHKAIAjaMa KOje ¢t BHIIE He KOPHCTE.

« lloGomsuiana noapiika 3a Hac/behuBamwe nporpamMckux cyGjekara.

« [lpomjena u3 YAFFS (Yet Another Flash File System) v extd (fourthextendedfilesvstem),
HIIH HOBH]JH.

Ayvano u rpadHMuKko OKpyKebe 3a porpaMepe.

e CumyvITaHH KOJEKTOD 3a npejosrpade Hepdomatce,
o lloapimka 3a paj ca ceH30pHMa Kao 1To ¢y GapoMerap HIM KOMITAC,

VY neuemGpy u janvapy mapejte, 2011 .roauue, uznase jow jasuje gomyhe 2.3.1. uw 232,
Kuje ce ojHoce Ha nobossinambe neppomancu sa Google Nexus 8 moGuinm reaeon.

Cimka 6p. 18: Google Nexus mobuimu Tesedion.
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4.6.10. Auaponn 2.3, Gingerbread

Anppous 2.3.3-7 Gingerbread, (APl nusoa 10) je npesentosan v 2011, ropunu. Ca
coGoM je JIOHHO YKYITHO ueTHpH Bepanje 2.3.3. on 9. diebpayapa. 2.3.4. on 28 anpuna, 2.3.4 on
25 jyna, 2.3.6 on 2.cemrremBpa u 2.3.7 on 21 cenremGpa 2011, rogmde. UmiuiemenTupana cy
caeaeha nodomsimama;

Hekonuko rnoGoskiiama W JloliyHa 3a APL

IMogpuika 2a Buaco H roeop uat yrnorpebom annukaije Google Tallk.

Ioapinuka 3a OAL (Open Accessory Library).

[Ipebaneno vobuuajno mudposame 3a SSL ca AES 256 - SHA na RC4 - MD5. [81]
[obommane mpexne nepdomance 3a Nexus S 4G.

ITornpagribene rpeiike v Bluetooth ceprucy 3a Samsung Galaxy S MoGuIHM TenedioH.
[MTonpaemena Gmail anmikaja.

IpHKasuBambe aHUMALIH]E [IPHIMKOM JIHCTALA JIMCTE Y HMEHHKY,

[Mobomman codreep kaMmepe Teaedona.

Io6ossinana edurkacHoeT Gatepuje renedona.

Ilonpasmsena ropopHa npeTpara.

Ha Nexus S tesieoHHMa KOJH Y HAMH]EHEHH 38 KAHAICKO TPHUIITE jJABJbela Ce Tpelika
NpHIRKoM yiapusama ypeljaja na WiF1 hospot na sepzigu 2.3.6, Opa rpenika je
HAKHA/JHO OTKJIOHEHA Y celTeMapy.

e [logpmka za Google Wallet 2a Nexus S 4G.

4.60.11. Auwaponna 3.0, Honeycomb

Ilpen Tabner ypeha] kojm nokpehe AHJpoWa onepaTHEHW CHCTEM MpeseHTOBaH je 22.
(edpyapa 2011, Buo je ro Anapoua 3.0 Honeyecomb. Opa monyna Angpouaa 6a3Mpana je Ha
Linux kernel 2.6.36. sepsuju. IIpu vpeha) koju je GMO MOKpeTaH OBUM OIEPATHBHHM CHCTEMOM
ouo je Motorola Xoom Tabner, KojH je npe/icTaB/ken Apa JilaHa nociauje. Opa pepsnja y cedH je
cajipskana cinenehe:

e Onrummsopana nozapinka ca HoeuM ~holoGrafik™ kopreHnikuM uHTEpdE)coM.

e Jlojara cucreMcka JiMHM)a nocioBa Koja oMoryhasa 6psu npucrynn oBasjenirerbuma H cit.

e Jlonara akigoHa JMHHja nocjioBa Koja omoryhasa nmpHeTyIn 10/1aTHHM OTIIIHjaMa Ha eKpaHy.

« legHocTapan MYJITHTACKHHI CHCTEM K('IjH L'?MGF}'ﬁélBﬂ KOPHCHHIIMMA CJIHKamLE IM03aJJHHCKOT
cKpaHa 1 1peJiasak ca je/iHe aluIHKaIMie ¥ JIpyry.

o [lpomujemena TactaTypa. Koja omoryvhasa Gpiu yHOC, Ka0 M IPOMjeHY BEeJIMUMHE eKpaHa.

» o BHIlE [0]eHOCTAR/beHA NpuMjeHa Copy u Paste komaHIH.

« Paj ca BHIIe je3HuaKa HA NpeTpakUBay.

84




Vuanpelewe Ge3bjecnockux Mexanuzama MobiuiHiL meneghona ca Andpoud onepamuenim cucmeMom

« bpsm npuctyn kamep, (okycHpaibe, 3yMHpame Kao H OcTajle NOToJHOCTH MpH paay ca
KAMEPOM.

« MorvhaocTs npernenama oTo anéyMma M3 JAPYrHX alUMKalja v [IVHO] BEIMUYMHH, Ka0 U
OP3H PHCTYI CIAHKAMA.

« Hoen, apocTpany M3 KOHTAKTA, Kao M Op3a npeTpara HeTHX.

« Hoeu apoctpanu usrnesn e-mail cepeuca.

« Y@p3an pajn xapjisepa.

s [logpuika sa multi-core nporecope,

+ Moryhiocts mudposaiba KOPHCHAUKHX MOIATAKA.

« [lodommame HTTPS ca SNI (Server Name Indication ).

=  VYnoreba FUSE (Filesvstemin UserSpacE ) Linux kernel Moy na.

e AIUIMKALH]E KOje CV [HCAHE 3a NPHCTYI CeKyHAapHUM ypehajuMa Kao 1mTo ¢y MeMopHjcke
KapTHLE, ¢V MCK/bYUSHE, JIOK J& I[IVHH IIPHCTVII HHTEPHHM vpehajuMa jolll VBHjEK J103BO/bEH
Kpo3 0/IBOjEHE AIUTHKAIH]E H TO KPO3 CHCTEM KOPHCHHMEWX /03RO,

Ciuka 6p.19: Motorola tablet pauynap ca 3.0. Auapou OC.

"hitp-/iwww notebookeheck ret/uploadsitx_nbe2/motoXOOM jpg
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4.6.12. Anwgpomnn 3.1, Honeyveomb

Annponn 3.1. sepsuje npejcraeban je 10. maja 2011. Ca cobom monocn cienchu mus
MOTOJHOCTH:

e VYiazno/manazna noGosbiama.

« Konexumja sa YCB ypehaje.

« Jlozara mucTa cKOpo KOPHITEHHX aTl/IHKALM)a.

« [lpomjemsue Home screen widgets.

e MoryhHocT NpHKUbYUeba TACTATYPE H MHILIA.

«  MoryhHoet npuk/byuera urpahux koHsoa.

« llogpumika 2a FLAC (Free Lossless Audio Codec) ayvano penpoaykin)y.

« Bucoke nepdomance 2a nogapiky npu ynorpedn Wi-Fi y TpeHyTKy Kajl je ekpaH 3akbyuaH.
e llogpuika 2a HTTP proxy 2a ceaky konexTorany Wi-Fi npucTyiHy tauky.

4.6.13. Anaponsn 3.2, Honeycomb

Kopumiremse npee M apyre reHepaidje ammkanuje 3sa Google TV omorvhena je
ynotpedom Honeyvcomb 3.2, pepauje. Ora BpezMja nmpejcTarbeHa je cpeaunoM jyna 2011, Ca
coBOM Je JIOHH]je/Ia HEKOIMKO 1odo/bIaka Koja ce 0J[HoCe Ha:

= lloBommame xapiBepeke MOJApPLUIKE, VEBYUY]YAH onTUMH3aLM]y 3a WMPH paclioH TaGier
ypehaja.

¢ [losehawe morvhuocrw npuervia sa ammMkalmje kKoje umajy norpefy 3a nojanuma Ha
EKCTEPHO) MEMOPH]H

« Ogroeapajvhu Hauve npukasa anjiMkaimja 3a taduer ypehaje.

« [Hoea nojpmka 3a vHKIHje ekpada Koja ce OJIHOCH HA JiaBaihe KOHTPOJE NporpaMepuMa
MPHIIHKOM TIPOTpaMUpasja alviMKaiiM)a 3a pasjiMunTe BejMurMHe expaHa MoOuaHux ypehaja.

V Bepauju 32.1. koja je uzanuia 20. cerrremOpa HeTe rojiMHe, TIPEJCTABLEHO €[OI
HEKO/IMKO JIOTIYHA KOJE €& OJIHOCE Ha!

e [lonpasky HEKOJIMKO IPELIaKa MabHX CHIYPHOCHOX NPOTIVETA KOJH ce ojiHoce Ha Wi-Fi
OKPYKEHLE.

e Jlonvha arumakaim)e Aunpoun Market ca morvhnomhy ayromMaTtcekor askypHpaiba Kao M
naxumM untabeM Terms u Conditions TekcTora.
Jlonvna ammkanmje Google Books.
[To6osbinama noapiuka sa npersnes Adobe Flash annuratija v web npernesnasauy.
[ToSomman handwriling 3a kMHecka ciopa.
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Bepauja 3.2.2 je wzamna 30. Asrvera 2011, rogune. ¥ cebu je caapikana HEKOJIHKO HCIIPARKH
Koje ce ojHoce Ha Motorola Xoom 4G ypehaj. Bepaunja 3.2.3. je nonpapmnia rpeike kKoje cy ce
Jasmane v Motorola Xoom u Motorola Xoom 4G vpehajy. ¥ aeuembpy 2011. rogune uzanina je
3.2.4. Bepamja koja je uvana nojapmky 3a "Pay as You Go" za 3G u 4G Tebuer pauvHape.
JogaTau npornyerd 2a Motorola Xoom u Motorola Xoom 4G ¢y oTkiomeHd v janyapy 2012,
rojiiie v Bep3njn 3.2.5. ['penika koja ce 0JHOCKIA HAa MPEeKHY KOHeKIH]Y Kal yvpeha) msahe us
appiuiane moaa Ha US 4G Motorola Xoom otknomwena je v dedpvapy, 2012, roguue v Bepsuju
3.266.

4.6.14. Anapona 4.0, Ice Cream Sandwich

SDK sa Aunzapona 4.0.1 konnor uMena Ice Cream Sandwich, Gasupan je na Jlunyx xephel
3.0.1 Ilpencrasmen je 19. oxkrodpa 2011. rogune. Hapopuu kon 3a Amgpoun 4.0 duo je
jJoctviian ox 14. nopemopa 2011, Ice Cream Sandwich je Guo 3aama Beps3yja Koja je 3BaHHUHO
G6una nojpsana oj crpane Adobe Systems 3a amnmkaumjy Flash playver.  Ona pepamja je
JIOHH]€J1a HEKOJIMKO HOBHX Jlo/aTaka:

+ Hoea nocraska (poHTOBA Ha3BaHA Roboto'™.

o Orwbyuasaibe TejdeoHa Mpeko JiyrMeTa HagKpaHy.

«  Widgeti cy cajn Ha npyrom Tab-y.

« Jlaxmw pazx ca dommeprna Kao WITO je KpeHpam.e H MpeBaterLe.

o OuaKIIaHO NOKPETARE ATUIMKALH]A.

+  Morvhaocr konTposie GpsuHe peripoiyKoBaka FOBOPHE [OLITE.

« Pinch-to-zoom komanja v aniaMkaliji Kajgenaapa,

« Screenshot capture ca komGunanmjom Tactepa Power u Volume Down.

«  Vrpalen error correction Ha TacTaTypH.

¢  MorvhHocT nmpueTyna aruIMKaIMjaMa JIMPeKTHO MPeKo 3aKIbYUAHOT eKpaHa.

o lloGommane Gynximje Copy u Paste komann.

+ bosba rmacorHa uHTErpalyja.

* VnorpeSa Face Unlock annmkaimje koja omoryhasa oriubyuaBamhe ypehaja Ha ocHoBy
HPeTIoTHABALA JIHIA KOPHCHHKA.

* AyToMmaTrcka cHHXpOHHM3alHja npeTpaxueada ca Chrome nperiemaBaioM.

« [llozemapame 3ay3eTOCTH MeMOpHje ¢a MoTyRHOIIRY IeHOT Npakiberba.

«  MoryhuocT ramesa ariMkanmje Koja LpIH HOJATKE Y HO3aJHHH CHCTEMA.

1%
http:/fwww wired . com
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« lloGommana annukanuja kamepe ca pelinm GpojeM goaatux MoryhHOCTHMA, Kao IITo ¢y paj
Ge3 venopapaiba, BPEMEHCKO TNOJielIaBamhe, naHopaMa Mo, kao ¥ MoryliHOCT 3yMHpaimsa v
TOKY CHHMatha,

« Jlopana dororpadmja v ammmkanuu Photo editor.

« HoBu OKBHPH H rajiepja clIMKa, COPTHPAILE 110 JIOKAITH]H WIH 0coOH.

« Murerpaiuja ca collHjalHOM MpekaMa.

«  Ammkaimja Angpona Beam koja nogapaxasa paj ca NFC-om.

s [logpuika sa WebP (pronounced "weppny™) popmar cimka.

» [lobommane xapawepeke nepdomance.

« P2P Wi-Fi Direct.

=  Cuumame v FHD (Full HD) texmmiy ca 1080 nukcena.

e llogpuika sa 4.0, VPN Annpona VPN Framework (AVF) u TUN kepuen Mmoayi.

VY okrobpy. MeTe rojuHe, W3anma je gomyHa 4.0.1. 3a Cameynr lanmaxy Hexve. VY Bepauju
4.0.2, koja je wsamna 28 HopemOpa Henpasibene oy rpemkey [anaxy Hexve vpehajuma pesane
34 rameihe MapKeT arviFKaiuje Ha ypelajuMa, KojH cv [POM3BE/ICHH 3a TPUKHIITE AMEpHKE H
Kanane.

4.6.15. Anapona 4.0, Ice Cream Sandwich

IMonxorunom menembpa, 2011, rogune wanazu gepauja 4.0.3. Opa pepanja ca coGoM JI0HOCH
caenehe:

« Henpaska Beher Gpoja rpeiaka 4 60/ba 0NTHMU3ALIH]A pajia.

+ Jlopahen rpadmuxm wuurepdeje, noGospluana Gaza rojaraka, IpaMarHuKa KOHTpOJa M
Bluetooth komanje.

« Hosu APl 3a nporpamepe KojH VE/bYUMje KOMIIOHeHTe 3a JpyuirseHe mpexke v Contacts
provider-y.

« [loGommama v Calendar cepeucy.

« [Hopa kamepa xoja mma morvhuooer paga v QVGA (Quarter Video Graphics Array)
pe3oIyLuju

¢ [loBobmian MPUCTYIT ATUTHKALH]AMA NPEKO eKpaHa.

Caenehe, 2012, roguue, 29. Mapra, u3nasu sepsuja 4.0.4. koja uma ciezehe jponyue:

+ lloGommana crabuanoct paja,
« bome nepdomance kamepe,
« Jhenma poranuja ekpana u

o [loBommano TenedoHcKo Npero3HaBambe.
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4.6.16. Awnpony 4.1, Jelly Bean

Google je najasuo Awnapous 4.1 (Jelly Bean) na Google /O kondepermmju 27. jvaa
2012. Oeaj SDK 6asupan je ma Linux kernel 3.0.3.1. mepamju. Jelly Bean npencrasima
cReoOVXBATHY HAJOTpaliby. ©a OCHOBHHM IHJbeM MoGoibinama (PYHKITHOHATHOCTH M
nepdopmancn  kopucHuukor wuHrepejca. IloBossmame nepdoMaHcH VEBYUYje yHorpedy
amimkaumje "Project Butter", koja kopHeTH HH3 noGosblllamba Kao WTo cy: npeiepubame mra he
KOPHCHHK Jl1a JIOJMpHE, TpocTpykd Oadep, Npojay:keHO BpHjeMe CHHXPOHHM3allHje Kao H
cranum  Frame rate oz 60 FPS ( Frames Per Second) norpefumx za npukasuBame ciiena
KpeTaiLa TEeHIIOCTH H AuMa 1a expany. Aigpous 4.1 Jelly Bean je nppu nyT jasnocts nphxasar
9. jvna 2012.. nok je 13)via vere rojfMHe Mpe3eHTOBAH W NPBH TalleT pauyHap [OKpeTAH Ha
Jelly Bean a nocuo je ume Nexus 7.

Cunmka 6p. 20: Nexus 7 moGuanm tenedon ca 4.1, Augponn OC,

Hexe on npeanocti 4.1. Bepsrje AHAPOMI ONEPATHBHOT CHETEMA CY:

+ Jhemmun xopHcHUUKH HHTepdejc.

« lloBosbitano BpujeMe CHHXPOHUIAIINE KPO3 cBe jlorahaje Koju ce M3BpLIaBajy ojl CTpaHe
Angpoun framework-a, yiosyuyjvhu obpaay annmkaiuja, KoMaHje Ha J0JIHpP, eKpaHcKe
KOMITO3HITM]E M OCB]EKARAILE SKPAHA,

+  Tpocrpykn Mmemopjeku Gadicp Ha rpadiiko] MarucTpasii.

o loGosmmanu NpHeTYN anMKalMjama.

« [loGo/siana jesduka noapinkKa.
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¢  MoryhHocT KOpHCHHUKOT HHCTATMPA:A MATIA 33 TACTaTypy.

« [lpowmxpue cucteM oGapjelliTeba.

« MorvhuocT ramesa o6agjelremna 3a HeKe alUIMKALH]je.

 [lpeuniie 1 widgets-u Ha expaHy UMa)y MOTryhHOCTH npoMjeHe BeIHUHHE H pacliope/ia npH
JoJIaBamy HOBHX.

« Bluetooth npenoc noparaka 3a Anapoua Beam annmkanmyy.

« l'oropHo cHMMame Ge3 MPHCTYIIA MPEKH.

 TaGuer pauyHapd MOry jla HMajy clIMUHe eKkpaHe ca IpollMpeHoM BepsujoM uHdepdejca,
K40 W eKpaH clIHHaH Tesedony.

+ lloBomuiana ropopHa nperpara.

o lloGomiiana aniMkalmja kaMepe.

+ BumexanaiHu ayHo cHeTeM.

« USB avauo npomupetbe 3a morvhuouthy ynorpete DAC (Digital-to-Analog Converter).
= Ayauo BermBaibe, noanato kao gapless playback.
=  Morvhnoer fogarama widgets 1 ocTanux animkanmja 6e3 3axXTH|eBamha root NpHCTYIA.

IlpoMjeHa opjeHTallHje eKpaHa Y CBaKo] alUMKALMIM HMIUleMeHTHpaHa je v Nexus 7
vpehajy u v epamju 4.1.1. koja je npesenrorana 23 jyna 2012 roaune.

9. okToGpa. ueTe rogune, v Bep3uju 4.1.2. HMcnpaB/keHO je HEKOJHKO TMPOMycTa KOjH ce
OJ{HOCE Ha:

« awbyuaBarme ekparcke potandje 3a Nexus 7.

e Orpapaie U 3arBapabe ofaBjellTeba JeJIHHM [IPCTOM.
« [lomparka mponycTa H noboskiIame nepoMaHeH.
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4.6.17. Anapons 4.2, J-Ily Bean

Jelly Bean 4.2. je Gasupan na Linux kernel 3.4.0. sepsuju, u gedurosao je 13. nopembpa

2012.

Crngka 6p. 21: Google Nexus 10 tenedon ca 4.2. Awaponn OC.

Oga Bep3uja MpHKasaia je HA3 HOBUTETA, KAo WITO CYy:

s [loGo/bliamke Ha sakbyuaBamwy ekpaHa vibyuy)vhe nogpiiky 3a widgetl 1 morvhHoer ja ce
npebaiyje AMpeKTHO Ha (poToanapar,

« Hurerpucana ammmkanuja "Quick Settings".

o HMurerpucana annuxanuja "Daydream screensavers”, koja npukasyje undopmatimje 1ok je
vpehaj v cTamy MHpOBamA.

«  BumexopucHHUKH Haslo3W 3a TableT pauyHape.

= lloapurka sa Gemnunm Miracast.

e lloGomimame mpHCTVIAYHOCT Kpo3 TpocTpykH "Tan" 3a nosehasambe npukasza Ha LiHjesm
eKpaH, cMatherke | rmosehame ca npa npera.

« Topopnu n21a3 kao ¥ Gesture Hapuraija 3a cnaboBHie KOPHCHHKE.

« Hopa ammmkaiija 4acOBHHKA ¢A HHTETPHCAHHM CBJETCKHM YACOBHHIMMA W LITOIEPHIIOM.

e Cpu ypehaju caa kopucte HeTH HHTepdeje, Koju je pannje paljen 3a mame Tabner ypehaje
repadje 4.1..

« [losehanu Gpoj npommpenux obapjeluTerma 33 BHINE AIUMKENM|A, Koje omoryhaeajy
KOPHCHHKY JIa 0JroBopH Ha ojpelena oGasjenrera v Tpauy 3a 623 AMPEKTHOT MOKPeTabha

arnIHKalmje.
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«  Ynorpe6a SELinux (Security-Enhanced Linux).
« Cranna konekuuja v VPN (Virtual Private Network).

«  VYnorpe6a Premium SMS cepeuca 2a xvnopuny npexo Hurepuera.
« Crame IpyIHHX MOPYKa.

Beh 27. HoeemGpa. 2012.roaune. wzamna je Bepzja 4.2.1., koja ca cobom jloHOCH map
HOBHUTETA:

« Henpaexa rpemaka y .. People™ arumkanmn, xoja o caa mjecell JenemOap HHje TPHKA3HBAIA
KA0 JIATVM KOJH ¢e [IpHKa3HBao Kao joraha) v KOHTAKT JIMCTH,
+ Jlopara noapiika 3a nopesupaibe Hrpahnx kousosna npexo Bluetooth-a.

Bepauja 4.2.2. je npezenropana 11. Qebpyvapa 2013, roaune. Ca cofom jgoHocH ciiefiehe
HIMjCHE:

+ llonparmena Bluetooth ayamo streaming drvHrima.

= Jlyrman 3a Wi-Fi 1 Bluetooth v Mennjy za Op3o nojemapamse cajl UMajy  HoJlokaj 3a
VKJBYUEHO M HCKJBYUSHO.

« Hora download oGamjemremsa caji WMajy NPOLEHTVAIHH [PHKAZ TIPEOCTANIOT BpemMeHa
download-a aktieHe ammkanuje.

¢ Horu 3ByK 3a GexMUHO MI0BE3UBAKE H HUBO HAIIYHEHOCTH GarepHje.

e Hoga arumkanuja 3a ranepu)y cinka koja omoryhasa yGpsano nyimeie.
e Tloapimika 2a 1ISB debug whitelist

+ Henpapka rpemaxa u noGossmane nepoMaHcH.

4.6.18. Anwaponz 4.3, Jelly Bean

ITox cnoranom, "An even sweeter Jelly Bean", Google je 24. jyna 2013, roaune, y Can
Opannumexy, npejgcrasuo Jelly Bean 4.3, sepauy. Behuna Nexus ypehaja no6wm cy jgonymy y
TOKY ceJiMHlle, Hako je relimHa apyre renepaumje Nexus 7 tabner ypehaja, 6uan npeu ypehaj
KOJH J€ HCIIOPYUEH ca 3BAHMYHOM Bep3ujoM. Hexoimko rpemaka uernpagbeHo W v sepsuju 4.3.1.

koja je wiamna 22 apryera 2013, rongune. Bepanja 4.3, ca cobom noHocn ciejehe:

= [loapmky sa BLE (Bluetooth Low Energy).
s Tloapimxy 2a Bluetoath AVRCP (Andio/Video Remote Contral Profile)
¢ [loapmiky 3a OpenGL ES 3.0 xoja omorvhasa nanpe/se rpaiiuke cieMeHTe.

e OrpaHuveH NpHCTYTTHH MOJ1 3a HOBE KOPHCHHUMKe Tipoduie.
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«  OnTHMH30BaIbe HAMKMHA 3aTHCHBalba nojaraka nomoly TRIM texunonornje.'”

e Jlnan man avro-nomniere v tejeoHCKo] ariMKaujm.

« [loBommama v armkannju Photo Sphere.

» [lpepaljena kamepa koja je panuje Ouia yeejena y Google Play edition phones.

«  Ammkanuja "App Ops", koja oMmoryvhapa cHcTeM KOHTpOJIE [TPHM]EHE JI03B0JIa.

« lloapka sa 4K pesonvumyy.

«  Muoru cHrypHOCHH J0/IallH, J10/1aTHE TiephoMance U HellpaBKe.

« lloapuika ra System-nivo 2a reorpadeko oapehupame noxkannje u Wi-Fi scanning AP, wiro
omoryhaea Wi-Fi nperpary nokanuja v nosaguas kau je Wi-Fi nckbyuen.

+ MoryhiocT aHamuzupaiba B no00JBIIAILA O] CTPAHE IPoTrpaMepa.

« Jlopara jesHuka NoJIpiika 3a jol et je3HKa.

« [lonpapmen DRM (Digital Rights Management ) API

e lloapuika sa RTL (Right-To-Left) micame.

« Car Ha cTaTycHO] JIMHHH HECTAj¢ aKO j¢ CAT MOCTABLEH Y PEKHMY 5aK/bYUaHOT eKpaHa.

Bepswja 4.3.1. unama je 3. okrobGpa 2013. roguue H ca coloM je JJoHH]e/la HeKe HcTpaBKe

H Malba JIoJaTHa nojeliapama 3a Nexus 7 LTE.

4.6.19. Auaponx 4.4, KitKat

Google je najapuo Amgponn 4.4, KitKat jour, 3. cenrembpa 2013. YV cBom uspjewirajy
PEKJIH CY Ja jﬂ OBO VIO OUCKHBAHA Bﬁ]'l'.“‘ljﬂ. Eﬂﬂ‘rﬁp[{ CY OBY T(’JXI']OJ]UTHj)" O3HAYHIIH Kao TIeTY
reHepaunjy Aujgponsna u Ha3eada je "Key Lime Pie". KitKat je ae6Gurosao 31. oxrobpa 2013,
rojiuae, a nokperao je Nexus 5. Opa pep3uja npojekToBaHa je Ja paau Ha Behem pacnony
vpebaja panmjux Bepiwia Awjgponna koju umajy v 512 MB RAM memopuje. 3axtjeBaiu
MHHHMAaTHH HHBo RAM MeMopHje noTpeban 3a nokperame oBe Bepije Anjiponzaa nitocu 340
MB a vpehaju ca najmaise 312 MB RAM memopuje ripujasibyy ce kao "low RAM" vpehaju.

http//www engadgel.com/2013/07/30/android-4-3-supports-lnm-improves-performance-on-nexus-devices/
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Comka 6p. 22: KitKat Auyponn 4 4.
Bepanja 4.4, ca cofom ponocH HA3 HOBUX Aojaraka. Hekwn o mux cy:

=  Oonorbenn HHTepdejc ca nujancama 6Hjene Goje, YMJEcTo JIocajlaniie aBe.

= DBpujeMe Ha uvacOBRHMKY BHMIe HHje HojebibaHo. OsHake 3a caT, MHHYT M CEeKVHIE Ha
HITONEPHIIH CY YKJIOmEeHe a4 0CTAB/LEHN €Y caM0 GpojeBH.

= MorvhnocT akTuBanmjeol ctpare ojipeljene anmmkantje koja ce ojiHocH Ha ojipeljeHy akiu)y
HA HABHTALIMOHO] W CTYCHO) JIMHM]H,

« Morvhioct ja amiukaidje KopucTd "HUMIIPECHBHO cTaibe", OJIHOCHO,  Jla  3ajipiku
HABHMTAIHOHY W CTATYCHY JIHHHM]Y cKPHBEHY JIOK Tpaje MHTePakIMja KOPHCHHKA,

e AKLUHOHA JVIMajl Y ¢Iyda)y HpelybaBabha MEeHHJa ¢y call YBHjeK BIUbHBA.

o Omrumuzanuja nepdopmancy 3a vpehaje ca vmum crieniduraunjama PAM mMemopuje, kao
mro ¢y " low RAM " ypehaju.

« [loapiika 3a wraMname Mpeko Mpeske.

e Hurerpucan HCE (Host Card Emulation), koju omorvhyje ypehajy 1a samjenn smart cards.

« Hosu web nperpaxusau je Gazupan na Chromium engine anary.

« Jlojare HoBe (pYHKIIHOHAIHOCTH 3a 00apjelITela ¥ FOBOPHO] TOIITH.

« Japne API dvHkimje 3a nporpamuparse M vipapbambe TexeTvanuum SMS (Short Message
Service) nopykama.

« Hoeu framework 2a yaaszno-u3masHe Tpatcakimje.

e [lpueTyn 3a npeTpakuBae caIpkaja ¥ pasHHX JIOKYMEHATa ca JPyIHx JoKallH)ja.

« Cencop cepuja, fetexrop kopaka u 6pojau API dvakiuga.

« MorvhaocT gqonarHor nojeiuapama allMKalmja.

“http//phandroid com/2013/09/03/kitkat-4-4-parodv-video-apple-jony-ive/
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« Jlopar audio tuneling 1 monitoring, kao ¥ NoGoJbIIAHH 3BYK.

+ Yrpabena QvHKLHM]A 38 cHUMaELe Jorahaja KOJH ce NPUKA3y]y Ha eKpaHy.

« Jlogara Native infrared blaster API pyuripgja.

» [lpommpena moryhuoer npuctyna APl gyukumja

+ Hopa ekcniepumMenranda runtime virtual machine, ART.

« [lloapmka sa Bluetooth MAP (Message Access Profile).

«  Omnemoryhen npuetyn yioTpeGn Gateprja 3a ocTane amivKaimje.

« [llosjemagame anaMKalMja Koje ce BHIIE He KOPHCTE a BelaHe Cy 7a BHIIE eKPaHCKHX TIaHena
ca Behom ciMkoM expaHa.

e  HMujnukarop 3a nogemagame Wi-Fi u moOumor npenoca nogataka (T2X/RX) ce can Hanasu

Ha Gp30M MeHH]Y.

AnnMkanije nucaHe 3a NPHCTYI CEKYHIAPHUM MeMopHjaMma HMmajy Ty  Moryvhaoct
[PHCTYIIA, 4 CaMO Ha NpMBAaTHOM (oiiepuMa a IyH TIPHCTYIL je Jake MOrvh Kpos cHcTeM
JI03B0JIA.

Bepsuja 4.1.1. usauina je 5. genemGpa 2013 rojgune. JloHujena je HEKOJIMKO H3MjeHa
KOje ce 0JIHOCE Ha:

e lloGommana divakimja avroMatckor ¢okyea, dananca 6ujene Goje u ¢yurnmja HDR za
Nexus 5.

+ boma koMnaTHOHIHGET 3a HOBH ekcnepuMenTamin ART,

« AmmukanMja 3a KamMepy yudTaBa M TpHnpeMa cHumbeHe cimike 3a Googlet+ ymjecto y
Jacasaiiby doro razepujy.

= Onpelena nodoskinakba U McpaBKe rpelaka.

[ap nana nocamje, 9. JenemOpa, u3ama je sepsdja 4.4.2. v K0joj je HCNPaB/beHO HEKOIHKO

rpelliaka Koje ce 0JIHOCE Ha:

¢  Onpehena noGosmbmama Ha nosby GesbjeiHocTH ¥ HeTipaBbeHe cy oapehene rpenixe.

« VYxnomena je "App Ops" anjiHkaiMja 3a cHeTeM KOHTPOJHHX JIO3BOJA, KOja je VBelleHa V

Bepsujn Angponn 4.3
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Cimka 06p. 23: Nexus 7 ca Angpoun 4.4.1. OC,

Toxom jyna, 2014. Togune, nzamne cy sepauje 4.4.2, 443, 444 unve je zappuieHa
noc/beba Bepsdja AHIpoH] ollepaTHBHOI cHeTeMa Bepauje 4 APl Hupoa 19.%

4.6.20. Aunpona 4.4, KitKat

Here rogwne, v JyHy, centeMmOpy # okTobpy nojapuie cy ce Bepidja 4.4W, 4 4WI1 n
4.4W2, koje cy ca cobom JoHocHIe nobobllamka ¥ KOpHCHHUKOM okpykersy 3a Google Maps
amkauunjy, Music Player kao u 3a GPS support. Ca oBuM Beps3ujama AHIPOMIL OLIEPATHBHOT
cHCTEMA 3aBpIIEHa je cepHja Bepsuje 4.

4.6.21. Augponx 5.0 Lollypop

HM3popuu k61 3a Auapoun 5.0 " Lollypop " noctynau je oa HopemOpa 2014 roaune. Ca
cofOM je JOHMO peAH3ajHUpPaHO KOpPHCHMHYKO oKpywkemwe. Octale NpoMjeHe YKBYUY]Y
noGokaimka v Adjeny obapjemrersa, MoTyHOCT IpHCTYTIAbA aTUIMKALMjaMa TIPEKO 3aK/byY aHoT
expana. Ocum Tora, Google je MIBPIIMO M HeKe WHTepHe MpomMjeHe Ha maargopMu. AHIPOUI
Runtime (ART) ciyxGeno je samjenmo Dalvik y mwsy nobomimane nephopmance paja
anaukaiyja. Ope npoMjeHe ce ojiHoce Ha noGobllalbe M ONTUMH3ORaLe yroTpede GaTepHje.
Ilpouec je nosuar noa HaszueoMm Project Volta.

Kpajem rogmne, v geuemOpy, nsanue cy jomn jsuje sepsuje Lollypop Annponpa, 5.0.1 u
5.0.2. Ca cofom cy JoHHjelIe HH3 H3MJEHA KOje ce 0/{HOCE Ha HCTIPaBKE rpelaka, yKbyuayjyhe u
“hitp://www androidpolice com/2013/10/03/suddenly-a-wild-android-4-3-1 -appears-lte-nexus-7-receiving-android-
4-3-1-ota-jls361/
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pjemagame npobiaeMa ¢ BHAEO PENpOAVKIMIOM M KBAPOBHMA IPOY3POKOBAHHM IIPH pajy
KopMCcHHYKMX No3uHKW. Takole, oTkololkeHH cy K npollieMH KOJH ¢Y ¢ JaR/balll TOKOM
nyieiba bareprje Tenedona, Kao u Oylema npoliecopa TOKOM aKTHBHPEILA alapMa.

4.6.22. Anjapona 5.1 Lollypop

Bepauje 5.1 1 5.2 crjerocT JlaHa vraeaaie ¢y v Mapty M anpuiay 20135, rogune. Bepauje cy
JIOHH]eTe HEKOTTMKO M0G0 LIIaka Koje ce ojIHoce Ha

- Yuanpehen cuctem koHTpode cnajama Ha Wi-Fi mpexy,

- IloGossmany kourpony viapenux Bluetooth vpehaja, kao u Gpza nojeimaparsa,

- Tlogpuky 2a pume SIM kapruna,

- Yuanpehen cucrem samrrurte vpehaja: v cavuajy rvbmema nian orvhema, yvpeha) ocraje

3aKLYYAH,

- IloGosbiiama v cucremy obapjeltiteba,

- Hoeu 3]] nuzajn,

- Tloapuiky 3a 64-GutHe naardopmMy npolecope,

- TloGossiane MoryiHOCTH NMpeTpare MeTANOAATAKA,

- Tlogpuiky 2a OpenGL ES 3.1,

- API kamepa 3a HanpeiHe MorvhHocTH doToanapara,

- Hore meaua koHrpoe,

- TloGommane koMaHze NPHIMKOM 0a0Hpa 3alMcHEALA JIOKYMEHATA,

- NFC nobossmarma,

- Iogpmka 3a Scheduling jobs,

- Koneepropame ]It narorexa y GurMan.

- CrardeTHKa vioTpede armKaimja,

- JennocraBHo npedanubame HaMeljy je3uka yHOCA HTL.

5.0
LollyPop

Cuimka 6p. 24: Pexinamna cauka LollyPop Anapowr OS B, 5.0,
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4.6.23. Anjaponn 6.0, Marshmallow

Aunpoun 6.0, Marshmallow, * nipesictarba mecTy Bep3ujy AHIAPOHI OTIEPaTHBHOT CHCTEMA.
Oga Bep3uja je NPBH VT npejcTaBbeda v Ma)y 2015, roaune noa koM uMenom "Angpoua”
M, a 3BaHMuHO je o6jasbena y okToGpy 2015, rouue. -

Marshmallow je npeedcTBeHo hoKycHpaH Ha NOGOBIIAKE YEYITHOD KOPHCHHUKO MHTepdejca,
Koju ce pasmkyje oj nperxoane LollyPop mepsmje. YBepena je  Hoea apxuTexTypa
KOPHCHHUKHMX JI03B0Ja, 1 ybauen je HoBu API 3a xomrexkcryanny acmerenunjy. Ty je v HOBH
CHCTEM 134 YIIPaB/barbe eHePrHjoM KOJM CMarbyje Mo3ajJHHCKY aKTHBHOCT Kajla ce (puIHuKu He
pyiyvie vpehajesm, ura. YrpaljeHa je nojpiika 2a KoHeKTope MperozHaa:e O0THCKA MPCTa MpeKo
USB Twpe-C kouxropa. Hoea Beps3mja ca coboM JIoHOCH M criocoOHOCT MHTpallHje ojlaTaka ca
HHTEPHE HA EKCTEPHY MEMOPH]Y.

Hurepecantro je u Google Herpamupaibe Koje je cuposeneHo o 9. jo 15, maja ope, 2016,
rojIMHe, M3 KOT je BWIHBHEO Ja je 7,5% vpehaja, koju wopucte Google Play cepruc nokperano
Ha Beprju Angpous 6.0,

ANORDID
VE.8
MARSHMALLOW

T

Comka 6p. 25: Pexnamna cauka Marshmallow Anapouy OC 8. 6.0.

"':httu'--ﬁ’ theverge.com/201 5/8/17/91 65063 /android-marshmallow-announced
“http./officialandroid blogspot ba 201 5/10/get-readv-for-sweel-taste-of-android-60 html
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Bepsuja Kogmo nme AF 3acTyiubeHoCT ¥
ANCTPHOY LI

@ | Froyo 18 10.1%
2.3. Gingerbread 10 2.2%
4.0.3. Ice Cream Sandwich 15 2,0%
4.1.x Jelly Bean 16 7.2%
4.2.x 17 10,0%
4.3 18 2.9%
4.4 KitKat 19 32.5%
5.0 Lollipop |21 116.2%
5.1 _ 22 19.4%

6.0 Marshmallow 23 1,5%
7.0 N 23 1%

TaGena 6p.1: 3acTyiuseHoeT AHJIPOM]I ONepaTHBHOT cHeTeMa v JiHeTpubyuujn Google
Play cepruca.

4.6.24. Anapona 7.0 N

Google je na 18. maja ore, 2016, rogune Ha cBojoj] KOH(PEPEHIIH]H MIPEACTARHO HOBY AHIPOH/T
Bep3ujy, koja he nounmaru ca osHakom N. Aujpous N npunajga sepauju 7. u TpenyTHo je v Gera
(asn, anm ce Beh Moke uncramparu Ha Tenedone.

Awnppony Marshmallow mepawje 6.0 jom yBHjek je JjeMMHMHO acTYIUBEH Y YKYIHOM
TPAHMINTY, QlH J& 3aT0 ¥ HOBO] BEpP3M]H MMIUIBMEHTHPAH HOBHM CHCTEM mKYpHUpamka kojH he
AYTOMATCKM [IPEV3IMMATH M MHCTAIMPATH Hajorpajiwme Ha Bepan)y 7. Heku ox HoButeTa Koje
nonocu Anponn N ey:™

— [oapuika 3a Unicode 9 crannapa.

— Askypupaise Google Now ca Google Assistant.

— Clear All Tactep ¥ MYNTHTacKHHTY.

— Instant Apps.

— VR unrepdeje (Daydream nnardopma).

— OCHOBHM MYJTHTACKMET ¥ BHIIIE MPO30pAa.

— I'pynmucana oBasenirema.

— Ouroeop Ha 00ABjeUITEHA O HOPYKAMA JHPEKTHO HA CTATYCHO] JIMHH]H.
— [IpeGanueame HaMely AKTHBHMX arIMKaIHja JVILIHM KJIHKOM Ha OVErvView TacTep.
~ Bume omumja v Quick Settings.

— Night Mode kao unrerpanuu jguo Anapouna N.

“http:/fwww.androidauthority.com/android-7-0-features-673002/
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~Data Saver omiuja koja wre/u yiorpedy MoOHIIHHX 1I01aTAKA.
— IoBossuiany daja MeHaep.

— Kaymbpaumja jucneja.

—Joparno uyeame Garepuje ca Doze mod arumkarmjom.

— [oGossinana noapika sa Jaga § nporpamMcky jesHe.

— 3ym ekpaHa.

4.7. AHJPONL TPARHIITE
4.7.1. H360p moGwmor rejiedona

36or UHILEHHIIE JIa CBE BHILE KOPHCHMKA OCTA]Y BE3aHH 3a HEKH 01 MAMETHHX TeledoHa
Hamehe ce nMrTame koM MoGwiIHHM Tededon onadparu? llomrro je oro join yvBMjex pactyhu
cerMent, ojaropopu cy pazmauntd. Y CAJl-v. v apvrom keapramy 2013, roaune, oji yKyIHOr

Opoja cranoBaMka, 62% cy MoOHIHH npermiatHUIH. OJroBopyu ce pasiHKY]y, 3aBHCHO JIa JIH
Gyavhu miacHunM ceoj w3bop Gasupajy Ha OTlepaTHBHOM CHCTeMY, WM Ha nipoussohauy vpehaja.

N360p onepaTUBHOr cuctema y
apyrom Keaptany 2013. roguHe

Seriesl, Ostali,
2, 2%

oy

5 B Android 05
Seriesl,
Series1, Apple Android OS, 52, M Apple 105
¥ 07, 4
i0s, 40, 409 53% # Blackberry

B Windows phone

W Ostali

I'padmk 6p.1: YryiaH cBjeTCKH TP/KHIIHK VMO ONEpaTHRHAX cHeTema 3a MobuiHe ypehaje no
nponssohadnma.
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3a KOHTPOJHCAHYE VMO ONepaTHBHOr cHeTeMa, 32% namernux tenedona v CAJl-y pane
Ha Awnzipoun onepatusHoM cuetemy. Ha opaj Haunn ctsapa ce moryhnocer nponssohaunma na
VEJBYUY]Y HU3 npuaroljennx kondmrypaiija v MHBY 33/10B0/baBaka keba KopucHuka ypehaja,
unp, Goke nepdomance, ayropajumja Garepuja. Behm HuBo GesbjeanoctH, wra. CaMmcyHr je
Hajeehn nponseoljau yvpehaja ca AHApoOH onepaTHBHUM cucTeMoM. UMHH roTOBO UeTBPTHHY
(24%) on cBux naMeTHux Tenedona. On ocrammx npoussohaua 1y ¢y XTI (9%), Motopoia
(9%) u JII" (7%). OcTarax mux oko 3%, unHH Jecerak nponssolaua koju ceojy soh Gpenaupana
high tech komMnan#ja qokazyjy Ha OCHOBY MPeo3Boiibe AHIPOHT IAMeTHHX TenedoHa.

VY onnajH aHKeTH. KOJy J€ CIPOBe0 HCTH MCTPAKUBAY, ¥ MPBOM KBAPTAILY MPOILIE TOIHHE,
ojiHocHo, 071 23. debpyapa 1o 13 mapra 20135 roauie. nosjepeme noTpoiaua nopacio je v 37 oj
60 3emaba, wro je npema Nielsenu u3nocn oko 61% suie 3a npeu keapran 2015-te roauue.
Ilperxoaue roaune y HeTBTOM KBapTany nobehame je Omino zabumsexeno v camo 17 ox 60
eMaba, WITo je HiHocHID ceera 28%. Mehy semipama koje oy sabmmensne sehin pact uernve ce
Humja o 130%, satum Hunonesuja 123%, Ouwmminn 115% » Yiemwenn Apancku EmMuparu
ca rakohe 115%. Murepecantio je M 10 2 je YKpajuHa je 3afibe:knia HAJHHAKH pe3yiITar oJl
41%.

@ HORTHAMERICA ATIN AMERICA » EURDM @ AFTICA, MIDDNE FA # ASR-FACT

I'pacuk 6p. 2: Yuo roobansor TpiHinTa naMeTHux Teiedoa y npeom ksaprauy 2015-te
FOJIHHE.
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Panm nopelema, HaBe/ieHa je W aHaaH3a riao0alHoOT TPAKUILHOT Yijesla 3a HCTH NepHOjl OBe
2016-re roauue. [Tpema HuenceHy, y HEINTO HOBHMjeM OHJIMHE MCTPAMKMBAKLY, KOjE je CIIPOBEIEHO
ox 01. mo 23 mapra, 2016. roaune, nopjepeme notpoiaua nopacio je v 20 og 61 mjepennx
TPKHILTA, ITO W3HOCH ciera 33%. Yak je sabuwmeen naj o 20 MjepeHHX TPKHINTA. 0JHOCHO,
VEYIIHO 43%.

AVERAGE
1 e e 2 TS

I'papurk Gp. 3: Yo raoBannor Tpiuirma naMeTHHX Tesedona v npsom keapraiy 2016-re
r'ojIHHE.

Hnak, tpauing yauo Axzpou tejediona roop camo noja npude. To je 3ato mwro 40%
BiacHuka mamerHux tenedona v CAJ| nocjenyvyy Apple 1Phone wpehaje. Ouu cy joGeinu
ojpeliene Genedmre M Ha pauyn Mamux npouspohaua, kao mrro ¢y RIM, umjn Blackberry
ypehajn cana npescrasmkajy camo 3% o ykynHor TpiuinTa naMetHux renedona y CAJl-y. Yak
i Jjiok Anapows u iPhone jomuaupajy Ha TpauinTy MoGuinHux tenedona, Windows Phone
HacTarsba jla nopehapa cojy Gasy MOOHIHHX BIACHHKA, TAKO Ja cajl pauyHOBOJCTEO HMa 3a 2%
noeehan vkynan ceoj vamo. Takohe, pehumna Windows kopuchmka cy sracuunu Nokia
tenedona.

Huave, v aukeTH Koja je BplueHa 2a noTpedy M3paje OBOr pajia, Ha y30pKy ol oko 200

MCTIMTAHUKA, 4 HA OCHOBY JI0GH]EHHX OJIFOBOPA, MOKE €€ 3aK/bYUHTH Jla BehuHa, 0HOCHO, HHX
65% mnpu KyIOBMHM HoBor MoOwWiHor Tenedona lie ce oUIVHMTH 33 NAMETHH MOGHIHHK
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tenedon. Takole. zanuvbHBa je W uMmbennia ja sehn Opoj wenuranuka, mux 98%, Hnak npu
Kynosuuu MoOuiIHor TenedoHa He Boje pauyHa o GesGje/HOCHOM KapakTepHeTHKaMa KyTUbeHOr
vpehaja. ¥ macrapky je Jar rapMukM [PHKA3 KOJH je HACTAO0 HA OCHOBY TIPHKYILLEHHX
OJIFOBOPA, 071 AHKETHPaHMX MCIHTAHWKA, KOjH CY OATOBOPHIM HA NHTAKE Be3aHo 3a Hibop
MoOuiIHor TesedoHa npu KynoruHU Horor Vpehaja.

Mpu KynoBuHM HoBOTr TenedoHa
oanyyyjem ce 3a namMeTHU MoBUAHK
Tene@poH

Seriesl, NE, 35,
35%

Seriesl, DA, 65,
65%

I'padmk 6p. 4: U36op kynana npH KYNOBHHH HOBOT MoGHIHOT TenedoHa.
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CBjeTCKM TPXKULLHKU YAUO OnepaTuBHUX
cucrema 3a mobunHe renedoHe y 2014,
roaguHu

» ¢ S.. Seriesl, Hauwei,

. 1, 1%
Series.,
\ m Apple
Seriesl, Motorola, \ 5
: 9. 99 : Series1, Apple, 40, B Samsung
, 3%
42% mHTC
Y Series1, HTC, 9, " m Motorola
10% miG
™ Rim
mOstali
Seriesl, Samsung, F
24, 25% ) g m Nokia
' 4 | Hauwel

I'paduik Gp. 5: YKyIad cBjeTCKH TPKHILHHA YIHO OlIEPATHBHUX cHCTEeMa 3a MoOuiHe ypehaje no
npoussohaunma y CAJL.

4.7.2. Yuorpeda modi/mnx resredona

Brnacuumreo mobunnux tenedona ce noeehano 3a 68% vy nepuogy o Hoem6pa 2013, 1o
Janyapa 2014, rogune, a ykynHo 3a mjeinx 9% oz nouerka 2013, Mehy onnm kvniuma, xkoju
¢y kymuam MoOuwiHH TenedoH, y mocikeama Tpu mjeceua 2013, roamme, wux 84% ce
olpe/injenIIo 3a namMeTHe TeledoHe.

AKO je y nUTamby MYJITHKYJITY pajiHa MoTPolliha, MYJTHKYITY pajiii NOTPoInain ¢y A0BeTH
JI0 pacta npojaje naMeTnux resedona, Y Hekum temibama croma viorpebe namerHux tesedoHa
je snarao seha v opnocy mHa npocjex v CAJ[. YV crrapu, asmjecku AMepHKAHAIH IIpe/ihade v
yviorpedn namerHux Tenedona v CAJl. OnM uvHe ckopo HeTHpH lieTHHe, 0JHOCcHO,78% o
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VEVIHOT §poja KOpHCHHKA NamMeTHHX TenedoHa. ¥ ynorpedu aururainux vpeljaja Ha apyrom
MJECTY CY JIATHHOAMEPHEAHIIH, jep MPeKko TpH ueTBpTHHE, WM 77%, v CAJl-y kopueTe naMerHe
tenedone. A npema tBpamH Nielsen's Digital Consumer Report, oko noja larHHoaMepHKaHIA
CY PeKsM Jia IUIaHUpaj)y 3aMHjeHHTH cBoje MoOMiHe TeiedoHe ImaMeTHHM TenedoHHMA B TO ¥
HapeHux mecT Mjecend. Adpo-aMepHraHiy cy Takohe nmHoHMpH ¥y yrnoTpeOM naMeTHHX
tenedona. Oxo 73% npuauke norpomauke nonynammje v CAJl-yv TpenytHo nocjeny)y
CMapTIIXOHE.

4.7.3. Anjpont TPAKIIIH Y0

TIpema ucrpakusamwy Kantar Worldpanel ComTech®™, v uerspron keaprany 2013. rojune,
Windows Phone oneparusim cuctem ca Nokia Lumia 520 moGumnum vpehajem, 6uo je uerspri
no npofaju v YjeaumemedoM Kpabesersy (YK) v nocibenma tpu Mjecetia. Kako nabe Hagoje,
Hokwna je HacTtapmia cBOJY YCIJeIIHY TAKTHKY HHKOpHopupaiba TpeocTanux 6viayhux BracHHKa
nameTHHX Teledona nmpom Eppone. Yak u y Bermko) Bpurannju, rge je ynorpedta nmaMeTHHX
tenedona poctiske  70%, mnmocto npexko 14 munmona OGyayvhnx kopucHMKa MOOHIHKX
tencpona. HMaxo je Windows Phone ocurypao 10.1% ymjena ma TpkMIITY ¥ TIET TIABHHX
CBPOIICKMX TpAMINTA, Koje Vibyuy)y Opannvery, bemauky, Hranyjy, IlInaumwjyv v Bemky
Bpuranujy. ode3bujeano je tpehe mjecto Mehy puBaauma moOuime miatdopme. Y oaHocy Ha
npea tpu Mjecena 2013, rogune , Windows Phone je nmao 6.1% vajena na TpEumnTy, Jakie,
nnardopma je norehana eroj TPKHIIHK YKo 3a 3,9% nouetkom 2014. rogune.

Kako name narojie v ceom H3gjernrajy, Kantar Worldpanel ComTech, ¥ Esporm Anaponn
HacTaRJka cBOj pacTH mpema 70% yajena, a npara 6uTka cafa je uaMelly Auapona nponsrohaua.
Ilpema muxoBuM pujeunma, npojaja Cameynira je v Esporm je moMuHanTHa ca 39,5% nponaje.
Y nopebemy ca mponioM roJIMHOM, eBHJICHTHPaH je n@lpﬂﬂajc 300r nopeliama npojgaje oj
cTpaHe Jpyrux KoMmanHa, kao mro cy: LG Electronics (6.9%). Sony (9.4%), Motorola (1,7%). i
Wiko (2%).

[Mosehame TpaMUIIHOT Vijena AHJIPOMI ONEPaTHBHOT CHCTeMa, Kao TpBe MOOHIIHE
miardopMe Ha HHBOY TIET BEJMKHX €BPOINCKHX TPXKHINTA, TpeHyTHO Mi3nocH 68,5%., wmro je
noeehame ox1 3.4% y oqpocy Ha MCTH nepHo L o1 TpH Mjecenia v 2013, rogune.

Ha npyrom mjecty je Apple 108 nnardgopma 36or rydutka oz 3,9% v oJHocy Ha MPoUTy
rojuay. Apple smartphone onepaTHBHH cHCTEM 3aBPIIMO Ha BUCOKOM JIpyroM Mjecty ca 19%
VKVIIHOM TPKHIIHOM vijenay jgo janvapa 2014. roguue. BlackBerry je sappumimo Ha ueTBpTOoM
MjecTy ca 1.5% vijena na TpHRUINTY, HakoH ryouTka o1 1.9 % v ojiHOCY HA NPOLLTY TOJTHHY.

“http//www kantarworldpanel com/Global News/Android-edges-toward-70-in-Europe
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V jesmom apyrom ceom uisjemrrajy Kantar, Worldpanel ComTech *"nasosm, na je 5a tpu
Mjecelia, Jio janyapa 2014, roguHe, AHAPOM]L ONEPATHBHH CHCTEM 3aJIPHKa0 TIPBO MJECTO Kao
pogelim OS mupom Egpone, ca 68,5% TtpaumsHor yijena, Mako je gomuHanuja Samsunga Ha
OBOM TPKMINTY ofana. AImie JApxu apyro Mjecto, ca 19,0%, nox Windows Phone ocraje
HajGpie pacTyhu eeporckn OS, ca 10,1% vijena Ha TPRMIITY.

3aHMM/LHME je M [OJATAK, KaKO HACTARILA)Y, vnorpeda Ttabmer pauyuapa v Kumu je
nosehana. I'otoro Tpehuna nponmaje. oxo 31%, mametnux ypehaja cy TaGner pauyHapH ca
eKpaHoM JHjaroHale rpeko 5 ". Oko 9% o1 VKYIIHe npoJiaje HMalH ¢y ekpade sehe o 5,5 ",

Ipomaja taGner pauyHapa nocteneno pacte mmpoM Eppone, CAJ] u Asuje. YV npuior
TOME Mjle M uMibeHMIa ja ce v Kunu tablner pauyHapu cBe BHILIE KOPHCTE Kao NPHUMAapHH
mMoGmiaHu vpehaju sa MpexkHe akTHBHOCTH. 3aHHM/BMBA je M uHbeHHlla ja v Kunu taGner
pauynape sehunonm kopycTe kene, 3a pasnuky off Esporie u CAJl, rije je BiacHuK oBHX vpehaja
mutaha MyIIKa MOy JIalnja, HAROJIM Ce V TIOMEHYTOM H3BjelTajy.

W jname npBUX net eBponckHX TpAHMUIHMX demamba cyv: UK, Hhemauka, Mpaniycka,
Hramja u [lnanmja.

Janyap 2013 Janyap 2014 Pazmika y %
Anspony 65,1 68.5 34
BlackBerry 34 1,5 -1.9
i0S 22 19 -3.9
Windows 9 10.1 39
Ostali 6 1 0.9 -1.5

TaGena 6p. 1: Tpwuinn yauo naMetiux tenedona y Espon 3a 5 sosehnx semaba v janyapy
2013. u 2014, roaune.

Hagesienn npumjepH rnokasyjy Mambi HHBO ':acBelmcm OeafjeITHOCHOT cerMeHTa Ko
Kynaia nametHux tejedona. M3 nperxoHor TEKCTa MOMKE €€ 3aKbYUHTH Ja C€ KYIIH, KaKo Y
CAJl, taxko u y EBponn, npH KyrnoBuHH namMeTHHX Teiedona, onpenjesyjy 3a npoussohaua, wim
2a HEKHM OJI MOMEHYTHX OllepaTHBHHMX cHcTeMa 3a MoOumHe vpehaje, Gez oG3mupa Ha HexelbeHe
OeabjeiHocHe epekTe KOJM ce Mory OHTH NpoY3poOKOBaHH.

Heru merpaxusay, Kantar World Panel, v jetHoM 01 cBOJHX HOBH]MX HCTpajKHBamba, Koje
J€ CIIOPBE/IEHO MOYeTKOM OBe ToJIMHE, NMPUKA3Yje pe3yiTaTe KojH HeJBOocMHUcIeHo noTephyjy aa
je ¥ jame nped nerepanl v Epponu: [Imammwja, Mranuja. Heemauxa, ®pamyvexa u Benmka
Bpuranuja. Takohe, npso Mjecto je saapikao AHAPOWL, 3aTUM Ha Jpyvrom mjecty je 10S. Ha

“Thitp/"www _kantarworldpanel com/slobal/News/Android-edges-toward- 70-in-Europe
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tpeliem Windows u werBpro Mmjecto 2ay3uma BlackBerry. ¥V tabenn je clIHKOBHTO Ipe/cTaBbeH
. %
HHXOB TPAKHIIHM YIHO Y FI0GATHOM TPAKHIITY MOGHIHEX ypehaja. **

Android % Andruid 783 Android L Android Android

BlockBarry 0.0% BlackBerry 0.5% BlackBerry 0.5% BlackBerry BlackBerry

105 b, &% i0s L B9 i0s

s

Windeows L.9% Windows Windows

Other Other Gther

Cuimka 6p. 26: T pkHIIHE VKO ONEPATHRHUX CHCTeMa Y HpBHX 5 seMa/ba EBporne 3a nipea
Tpu Mjecenia 2016, roaude npema http://www kantarworldpanel com.

4.8. AHAPOILI BE3BJEIHOCT

Y oBom paay je u3epuieHa cBeoOyXBaTaHa ananviza 0e3zdjeqHOCTH ca PasIHUIHTHY
acriekara 3a AHPOM/l ollepaTHBHU cHeTeM. Y aHalu3y ¢y yeplurene ciejehe KOMIOHEHTe:

- IperJie/labe pazIiHIuTHY AHIPOHI KOMITOHEHTH,

- aHAJIH3Mpathe J03B0OJIA 1A allHKalHje,

- pJloDpaBambhe MEXaHH3IMA,

- Mpolec HHCTAIMPAaLA alIHKalHje

- npoljena uispiuasama Linux i Java 1 MajiMUIHO3HUY OporpamMa.

Annpouns ypebhaj, ca cBojuM cTaHIapaHHM NOJCHIABABLUMA, HM4 cTalke ojpeheHor HHBoa
Ge3GjeIHOCTH, jep OCHOBHE KepHeNn KOMIMOHeHTe He MOry OHTH H3MHjeHeHe oJ cTpaHe
[OTEHLMJAJIHOT Halallaua, HapagHo, 03 KOPUCHHUKE MHTepBeHLMje. Y ciyualy 1l je Xapiasep
vpebaja npexondurypucan o cTpaHe KOPUCHHMKA, MOke JohM JI0 MaHHITYIHcama, UHME ce
Hapyinaga 0e30jeIHOCT MHJENOT ONepaTHRHOT chcTeMa. JeJMHM HAMHH 34 H3MjeHY KOMITOHEHTH
OLIEPAaTHBHOL CHCTEMA e a ce HieHTH(UKY]Y crabocTh ojpeljeHOr KepHe jesrpa Wil KbYUHHX
Oubnuoreka xoje he Hanazauy omoryhuTH HpHCTVIN TOOL-y, 4 THME M LMjEJIOM OlIePaTHBHOM
CHCTEMY WJIH caMo JeJIHOM IheroBoM aujeny. Kanx roj je nieHTHduKopaHa pamHBOCT CHETEMA ¥
HeKO] OJ1 K/bYUHHX KOMIOHEHTH, Kao To je Hacaujehena GubnuoTeka K kepHes, Halaj1au HMa
morvhHoeT H3BplIaBaE MAIHLHO3ZHUX [porpaMa, WM, v ojpehenmm ciyuajeBuma vak o
npeyiuMaibe KoHTpose Hajl camuM vpehajem. Oraj Hanan je o30uban, jep oapeljenn o paskuux
anumkaimja ca “granded” mozeonoM ce nokpehe ca root -a ypehaja. Iomro je koa 3a AHIpoH
JABHO JOCTYIIAH, OH 1pyia MoryhHoct npogjepe k614 MPHIMKOM HMILIEMEHTHPAA BIACHHUKHX
cHIvpHOCHHX MexaHu3ama. Open source npueryn rmojaumma hie v ceakom cirvuajy modosbiuaTi
HHBO TpeHyTHe Oesdje/ocTH Ia je 3a ovekHBaTH jga he ce Opoj] cHIypHOCHHX [IponycTa v

o
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o/ipelieHOM BpeMeHY cMaHTH Te ja lie KoMIueTan cHereM v ojipeljeHo] Mjep MocTaTH 3HATHO
craduimniu. [58], [60]

4.8.1. Besdjeanoct Anapon1 almKkannje

IIpunukoM nporpaMupama AHAPOMI atuMKalMje, ARJPOM]I  NpOrpaMepH CBaKako
VEBYUY]Y oapeheHn HuBo Oe30jeIHOCTH V caMH JM3ajH cBoje armkanuje. To je BHIUBHBO ¥
JBoCIojHOM Ge3G)e/IHOCHOM MOJIEJTY KOJH KOPHCTH M H3BPIIABA AHIPOW aruiHKalMja. AHIPoMI,
vV CVIITHHH, 0CTIAHA ce Ha jeiHo] o GeafjenuocHux dwukrija Linux kernel To anaun ma craxa
MOKPEeHYTa alIMKalH)y paaTd Kao Tmoceban mpollec ca cBOJMM BIACTHTHM CKVIIOM CTPYKTYpa
[0J1aTaKa ¥ crpeuaBa JpyruM MpoLecuMa J1a OMETa]y BbEeHO H3BPIIEH:E,

Kao mrro je peh nagesieHo, AHIpons je MHcal v Jaea NporpaMeKoM Je2HKY, 1IITO 3HAYMH Jla
cy anjMKalije HalpaBbeHe YV OBOM NPOrpaMCKOM Je3MKY Malbe OCJeT/LHBE Ha HM3BpLIABAILE
HEKHMX NPOM3BObHUX arumkanuja. Mayserak cv aluMkanmje. oJIHOCHO, JHJEIOBH KAGIA KOJH CY
HAMJEpPHO THCAHW OJI CTpaHe rporpaMepa a KOJH ce MOry WiBpimasati Ge3 KOpHCHHUKE
KOHTpoNe. Y ciayuajy Jia ce KopHcTe Heke Hacnehene 6ubimorexe nucane v C nporpaMckoM
Jesuky, mnocroju MoryhHoer napymapama GesGjegHocHOr OKBMpa AHIPOMJ  ONEPATHBHOT
cHeTema, [62]

4.8.2. Oyurunja de3djernocor MexanuIMa

Kao jeian oj1 tpenyTHo Haj6e30je/IHHIMX OTIEPATHRHUX cHeTeMa, AHAPOHA je NMPELHIHo
Jedpunucao  OGes0jeHocHY MOMWATHKY, KOja ce pasjHKYje O OCTAIHX TpaJHiHOHAIHNX
OlepaTHBHHX cCcHeTeMa. Y LWbY 3alliTHTE KOPHCHHIIKMX I10/1aTK4, CHCTEMCKHX pecypea,
MHTETPHCAHM CY OCHOBHH Ge30)e/IHOCHH MeXaHn3MH KOJH ¢e 0/IHOCE Ha:

- BeOMa Jaky 3alliTHTY Ha HUBOY ONEpaTHBHOT CHCTeMa, IyTeM Linux kernel,
- obaBesHy H301aLM]Y [IPH [IOKpeTaby cBUX almkanu)a (sandbox),

- Oesbjeany KoMyHHKANHjy uiMeliy aKTHBHHX npolleca 1

- JAedmuMcame J03BOJA O CTpaHe KOPHCHHUKA, WM caMe arIMKanHje.

Kao mro je peh mapeneno, ocHoBy Oez0je/THOCHMX MeXaHM3Ma KOA  AHJIpOMI
orepaTHeHor cHeteMa duHe: Linux kernel, cucremcke OMOmMOTEKe Yy clojy H3HAT Ihera,
Anjipouji runtime ¥ okBHpY Kojer ce ui3spiiasa)y DVM u Application Framework xomnonerre y
JaBa 1niporpaMckoM je3MKy HaMEH:GHE [pOTpaMepHMa M pa3Bojy almkaipga. AHJIpoMI ce y
BEJIHKO] MjepH oclialka M Ha NPOLIECOPCKY cHArY, jep KopueTH GesdjeaHocHe MOTYRHOCTH Koje ¢y
VCKO ReszaHe 3a Xapiapep, kao mrTo je ARM v6 eXecute-Never CPU  texnonoruja. Ora
TEXHOJIOIH]A CE 3ACHHBA HA M30JALM]H JMjelIa MEMOPH]CKOI HPOCTOPA H HErOBOM MAPKHpPabY.
3a ME MMa MpeReHIH]Y HMIBPIIABAILA MAIMIIMOZHOT KOJa, Koje je MOKpeHyT y ofpelieHom
AHIPOHI POLICCY.
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4.8.3. bestjennocnn npodsiemu

[Mamernn Tenedonu, WM ypehaju xoju npeacTaBbajy HBHXOB JICPHBAT, HWIH CHMOHO3ZY
HEKHX TpaJMIHOHaIHNX 1 MoOuiIHuX vpehaja, no crojo) (pyHKIMIKM, HMa]y TEHIEHIIH]Y 3aMjeHe
nepcoHanHor pauviapa. Morvhooetn oeux mobummmux  vpehayja v MHOTHM  acTieKTHMa
nperasuiase orpannuena koje PC uma kao Henpenocuea roardgopma. Ha oBa) HAUMH, 0TBOPEHA
CY BpaTa YHTABOM CIHEETPY HOBHX Ha4YHHA HEOBJALNTEHOr  HpHCTVIA MOJALHMa H pasHHM
sosaynotpedama yvpehaja u cucrema. [44], [23]

Jananneu mobumim Tenedoll NpejeTapLa EMITO MIIOTO DHINE [ero WITo je To OHIlo
npHje camo nap roguHa. [open uyveamba ocjeT/bHBHX TMUHHX [101aTAKa, Kao IITO ¢y KOHTAKTH, e-
nourra, ¢Mc nopyke, dwororpauje u cin., oBu ypehaju omoryvhapajy U npHETYN JIpYLITBEHHM
MpexaMa H OaHkoBHMM pauyHuMa. Hosa vemyra ogpehupama TpeHyTHe NOKallMje KOPHCHHEKA
nopehapa GeaGje/lHOCHH PH3HK KOJH ce cajl BHitecTpyko veehasa. ¥ nperxoaHoM TekeTy je seh
Ouno ropopa o nuejagH Anzpounj vpehaja, koju npejcrapbajy Npapy MOTUIABY Ha TPHKHILITY
MOOWIHMX vpehaja, kao M orpoMHoM Opojy JHEGBHHX akTHBanuja M jHeeHHX downloada na
Google play npogasauiu. Y Hactaeky he OuTH pHjeun o Ge3bjeiHOCHHM NpolieMuMa, 0JHOCHO,
rpofieMUMa KOJH ersucrupaly ¥ AHIponi otiepatHBHOM cuetemy. CBH TH MPOIYCTH MOTY ce
MOJHjETHTH Ha:

1. npormyeTHy oKBHPY caMMX alUIHKalluja.
2. npobieM KOPHCHHUKHX J103BOJIA,
3. npoGiaeM MAIHITHORHHX NMPoTpaMa u

4. npobieMm npH UIBPHIARAILY MAHLE MOY3IAHUX aTUTHKAIHja.

4.8.4. llponycrn y OKBHPY caMuX almKANHja

BesGjeaHocHr npoGieMH MOTY HAcTaTH | 360T MPOMyCTa ¥ caMdj allTHKaIH]H, Koja, HIak
HHH].]HjaJ]HU. HEMAa MAJHMITHO3ZHHX Hancpa. Hexn 01 IIpHMepa Kﬂj}’] CY OTKPHMBCHH TOKOM
HCTpaHBaAA CY:

HTC Droid Incedible Tenedona (Antpowng OS, v2.1 (Eclair)), uijn je web nperpaxusau
KelHpao ckpuHmorose nocehennx wed crpanuia kako 6u Guie npukasane y bookmark widget-
y. IIpobnem je v ToMe mro ¢y TH (ajIoBH ocTajalH Y HHTEpPHO) MEMOPHJH TellehoHa MaK M HAKOH
pecetoBaiba uctor. HapenHa sepauja je ucnpasuiia osaj npoGiem.

Anyipous; Skype ammmkaimja je Ha SD gapruim kpewpaia ofuuaH TekervaiHu diaji ca
MojalHMa 0 KOPHCHHIIMKOM HMMeHY. KoHTakTHMa u IM noroeuma. OBaj TponycT ce Moxke
JeprHucaTH kao poma HecMoTpeHa GesGje/IHOCHA ojaBa oj1 cTpaHe SKvpe Jepenonepa
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Hajsehu npornver osor tuna notuue o camor Google-a M 0JHOCHO ceé HA TOTOBRO CBE
Anjgpoua TenedoHe v TOM MOMeHTY Bepsdje 2, a v nuramy je Owia curypHocHa "pyna
nmpHMKoM KopHinhema ayTeHTHpHUKAIHOHMX TOKeHa Vv mpoiecy cuuxopuusanmnje ca Google -
OBMM cepBuchMa, Kao mro je Gmail. OBo je npy:kaio 310HaAMjepHHM KOPHCHHIIMMa MoryhHocT
Jla TIpecpeTHY TOKeH ca KOPHCHUUKHM [M0/IaliMMa ¥ Ha Ta) HAUMH ocTBape Heossatien nmpueryi.

[Tponyer TeoperckH MOJKE MPYKHTH MIAHCY KPHMHHAIIHMA Ja myteM fiSing cucrema
KopHcHHIHMMA Kpajy nonatke. [IpoGnem ce 3acHHMBA Ha ToMe Jla YKOJMKO jejlHa arjiMkaiidja
eI 18 KOMYHHIHPA ca KOPHCHHKOM, & TPEHYTHO jé akTHBHA HEKa Jpyra, CBe Je/IHO, OHA TO
MOMKE YUHHHTH Tako mto he TpeHyTHo axTMemy "GauwTH" v IosaJiHHY H IPCYICTH MjEcTO Ha
ekpaHy kopucHHka. I[IpoGiem je v Tome, 1a To wro he ce npHkasaty Ha expany, Moxe GHTH K
JazHa npucTyviiHa cTpada Facebook, Gmail, E-bay, i Guno koja apyvra cTpaHa, VESBYUY]viu u
web cTpane DaHakKa, Tako Jia KOPHCHHK Helie 6uTH v MoryhHocTH 1a npuMHjeTH pasiuky. [75]

4.8.5. HeednkacHocoT KopHCHHYMEKNRX M03B0O/14

Awjipouns nocjesyje jesan o1 BUIOBa MPEBEHTHBHE 3AIITHTE Ha TOKATHOM HHBOY, KOjJH C€
paskyje o ocrannx yvpehaja. OjHocH ce Ha JlaBame KOHKPETHHX [J103BOJIA (permissions) 3a
HHCTAMPAILE allJIMKALIH|E¢ 0/ CTpaHe JOKAIHOT KopHcHHKa. bes obsupa, J1a M je amnmkaiuja
npeyiera gupekTHo ca Google play npojapHHIle, HIN M3 HEKHX JAPYTHY Mame [MOZHATHX H3BOPA,
MPHIMKOM TIOKpeTalha WHeTajalje Mopahie jla NipHjaBH KOJUM CBE pecyperMa ¥ TOKY paja Ta
AIUIMKALIA]A #KeJN J1a TIPHCTYIIH, H TO KOPUCHUKY CTaBM Ha VBWA. Y cliyuajy Ja anjmMkaiu)ja, Koja
c¢ HMHCTATMpa, 3aTPaKH HPHCTYI KOHTAKTHMMA, MW MHTCPHETY, a TO Je Ha HEKH HauMH ¥
CYIIPOTHOCTH ¢a TPHPOJIOM 1heHe (PYHKIMOHAIHOCTH, KOPHCHHKY Jiaje M300p Ja oJveTaHe ojf
JATRE HHGTHJIE][[HJ‘E. WKW HACTARM, llpu '-IBTIJ_'V Ccan H(}]'IHU-'HH'H' CHOCH ﬁﬂ'{ﬁjﬂ}lH(mHH [)u'n-lr{.

Hnak, y npakcu ce rokasajio ja crapy He (yHKIMOHHIIY HAa HauuH Kako je npejsubeno.
Hanme, norepheHo je 1a KOpHCHMIM BeOMa 4ECTO 3aHEMAapyjy VIIPABO OBA] BAMAH KOPaK y
uncetanammju. KopucHHr ¥ mnoTnvHoeTH Bjepyje npeyserto] armmkanji ca Google play
DpojlaBHMLE, TpPH  HeMy  3aHeMapyje rnocrojambe  Oe20je/IHOCHOT  PHIMKA, KOJH  Mojke
[IPOY3POKOBATH TIOKpeTahe alvmkaimje. Mnak, pelaTtBHO je J1ako 1IpeBapuTH KOPHCHHKA, jep
HeKajla, Ha M3rien motnyHo OelamieHa akumja ojodpaBamba  JI03BOJIA MOMKE TIPYIKMTH
I0OHaAMEPHO] AlJIHKAIHjA cacBHM JIpyTe MoryliHoeTH M npHeryne. OGHIHOM KOPHCHHKY MOMKIa
Hehe oamax 6uTH cyMBBMBO aKo arMkanuja, Kao wro je Torch, sarpaku noseony sa npuervn
KOPMCHHMUKO] JIOKALMH. AKO YMECTO EKCIUIMLIHTHE J03BOle 3a NpHCTYIl MHpopManujama o
JIOKAIMJM ¥ CIMCKY cToju jao3eona 3a “read logs™, BepoBaTHO HHkoMe HMINTa Hehe OMTH
cyMILHBO H HHeTanaiuja he 6uTH perynapno nactapbeHa. CyINTHHA je ¥V ToMe, J1a CBAKH Majlo
HCKYCHH]H JieBesionep 3Ha ja ce nojauu o X u Y koopjauHartama uysajy vopago v “log”
(hajmoBmMa.

Onpelhene aninkaiije MOTY, M Ha W3 ONPABIAHO, TPAKMTH TPHETYT pecyperMa, a a
TO MCKOPHCTE HA CACBHM JIPYTH HAauMH o1 ouekusanor. Jenna on moryvhaoctu je u ciame cme
nopvke Ha ojpehete nokamje koje To Haruiahy)y v BeJMKOM H3HOCY.
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4.8.6. MamiumosHu nporpavu

MasnBep, WM MaIHIIHOZHH NporpaM, je coTBep KoM je JM3ajHMpaH jla yTHYE Ha
PeJIOBHO T0C/I0BaILE W JIa TIPHKYIH ocjeT/bHBe Mudopmanuje w3 cucrema. Massep Moxke OuTH:
BHpYC. LIPB, TPojaHCKH Koib, spyware, key loger, adware. rootkits. unm Hexu Apyru 3IoHaM]epHH
nporpam.ITogehanom ynorpeGom mobumuux Teneona w Tafier pauyHapa, KOjH KOPHCTE
Anapoua  onepaTMBHH cueteM, OesGjeanoct Mobwinnx  ypehaja  jgocnmjesa v o dokye
GesBenrocnux nurama. Mobuianu MaiBep je NO0CTANO MHTepECAHTHA TeMa ca IMpeeM
nomyiaaprocTH. MoOWing ManBep HHje HHKAKBA HOBOCT, AJIH JIETEKTOBAH j€ ILErOB IOPACT ¥
nocjieILHY HekoaHko roquna. [o uirrensnrery gjenopaina H IreTH Koy namoce, nNpHIKaBA)Y
ce malwru koju ce Hanaam Ha aeckron PC vpehajuma. Hajsehn npobiem npencrasiba Tako3paHa
"kamunapHa judyiHja’ MoOHIHMX ypehaja, HeJZocTaTak CHIYPHOCHMX CHCTGMa Ha OBHM
miardopMama, Kao 1 HHAK CTENEH CBJECTH O ONMIITHM cajbep-npHjeTibama. [2]

Ilocroje oapehena nmonamamsa cHcTeMa Koje ce, OOMUHO, MoTY KJacH(HKOBATH Kao
MaJiBep:

Oxemarse pedoeioz nocrosarsa. OBa BpeTa coTBepa je THIMHA 33 OMCTAILC CHCTEMa
KojH  ce kopucTHTH. [lonamame ce Moxe JeMHMCATH IyTalbeM CHCTEMCKHX pecypea (HIIp.,
mpocTop Ha JMcky, ¥y Memopuju, CPU nMiiyca), crap/bameM BellMK: KoJIHUMHE IpoMeTa Ha
Mpesice, Tpottiemsenm bandwidth, wrn.

Hpurynearwe ocjzmususux ungopmayuja dez npucmanka: Opa BpeTa MaJIMIHMO3HOT KO/1a
[okyimasa ykpacti spujeane (ocjerbupe) undopmaumje. Turuan npumjep je key loger. Key
loger npaTH KJbyueRe KOPHCHHKA M [IAJBE WX HATIAIauy.

Obaewarwe nociosa Ha cucmemy oes npucmanrka rkopuchura, Opa Bpera codreepa
06aBiba [10C/I0BE HA CHCTEMHMA, MIIH JIPYTHUM AIUIHKALM]AMA, KOJe ce He HAMJepaBajy VUMHHTH.
Ipumjep 3a oBo je, TIo3aMHCKA ATUTHKAIIHjA KOja TIOKYIIABA MPOMHTATH OCjeT/LHEE MOJATKe M3
Heke OaHKapeke AIUMKALMje, WM MoJH(HKY]e [0aTKe TAKO JIa YTHUY HA BAJIWIHOCTH paja
apvre amkae. [4], [3]

4.8.7. Massep nanaam

Amnppous nnathopMa je NporpaMcki 0TEOpPEHA, H Kao TAKBa HIN0MKEeHa je BelIMKoM Opojy
THIAMHUX Hamaga. Hanamyw Ha AHAPOHI OMEpaTHBHH CHCTEM MOTY H2a3MBATH HH3 HEXeheHHX
pajiibH, 0] [OTIVHE HIH Jje/IMMHYHe HeynotrpeGeuBocTH Mobuinor ypehaja, ciama SMS s
MMS-opa, i uak jo kpahe AHUHMX nojaTaka M3 pauvHapa. [loMeHyTH HamaaH ce MoOry
octBapuTH npeko GSM. 3G wim 4G mpexe, Bluetooth koneximje, myrem WiFi-a, npexo USB
npHK/bYUaKa, Access point-a u ¢ [7]. [57]

IoTennmjaiHy Hanajgauy, NPHIMKOM Hamaja, Hajdemhe viiorpeb/bHBajy [IporpaMe KojH
cy auzajaupan 3a oapelieny Bpery Hanazga. Y camom nouerky vrorpeie AHAPOW]I onepaTHBHOT
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CHCTEMa, MOJaBHIIH CY e HEKH 0J1 3IOHaMjePHUX MPorpamMa Kao IITO ¢y, Lasco’” i Commwarrior,
Cabir, Flexispi. RedBrowser. Skulls Trojans®. u CardTrap. [5]. [90]

Crenen Oezbjennoctd v MoOMIHMM vpelajuma noa AHAPOWI ONEPTHBHHM CHUCTEMOM,
clIMYaH je HUBOY GesGje/IHOCTH ¥ pauyHapHUMa 110]] HEKHM JIPYTHM ONEPaTHBHHM CHCTEMOM Kao
wro je Windows . Melyrum, panuje ce cMaTpaio fa GM ce jelad Bipye 3a MoGuIHH ypehaj
paBHO JI0 HHBOA PAUYHAPCKOT BHpYCA MOTPedaH je BPeMeHCKH MepHojl o1 JIBHje rojauHe. [38)]
Tana je rnapHo orpaHMu2ibe vV HIMpebY BHpyea OMila Mama yroTpefa onepaTHBHOT cHCTEMA 3a
moGuiHe ypelaje, v osom ciyua)y Auapouia, jep jo cpeamde 20100 roaumHe camo 5%
ropucauka v CAll-a je xopuctHo AHIPOHI ONEPaTHBMHH CHCTEM HA CBOJUM MOOHIIHHM
ypehajuma. Mehyrum, pusuk je cee pehn jep Anapow TnpHnaga open-source MOPOJINIH
copTBepa, TAKO 1A JIOHAMJEPHH KOPHCHHIIH MOTY eXIUIOATHCATH M MAHMIIYIIHCATH OBOM
nnargopsom v ofpeljenc) Mjepu. [86]

4.8.8. Mansep anamisa

Y uerpakMBamy Koje Je criposeo F-secure v nmepuojy oa 1. mo 31. mapra 2014, roaune,
BuLe 01 99% BUpyea v NHCaHH 3a AHIPOMJ, a caMo bux 2 ¢v Hanueada 3a iPhone u Symbian
onepatiBHH cHeteM. [Ipema nucamwy F-secure, oTkpuBero je 277 HOBHX NPHJETILH, 0] KOJHX ce
vEynHo 275 oHocwino Ha AHAPOHI, a camMo JIEMje npHjeTihe Ha iIPhone n Symbian. 3ammisue je
H NoJaTak, Jia je ¥ HCTOM KBapTaly Npoluie rojHHe, oTKpuBeHo 149 HoBHX 1IpHjeTLH, 0J1 KOJHX
cy 91 % Gune au3ajHUpade Ja HCKOpHeTe clabocTH v AHIPOMI] ONIePATHBHOM CHCTEMY.

Ipema mucamy F-secure. Hajaga je 1a he OMTH JOII BHINE BUPYCA HATHCAHMX ¥V HAPETHAM
mjecetiuma, jep moOwied Tenedwonu ey cre mohuuju, mro orteapa smorvhaoer 2a evher-
KPUMMHAJIIE KOJH 3Kelie Ja npoduTHpa)y.

Orpomua peluHa MoGuIHMX Tpojanaua, wux 83 % ppue cnawe SMS nopyka Ha
onipeljene 6pojere. Hakon Tora, najuenthu oGmHK Hexe /beHUX paiibH OJIHOCH ce Ha Mpey3uMalka,
HITH HHCTATHpaha HeskelbeHe JlaToTeKe WIH aluIiKatHje.

YV ueTpakupamy Koje je wippmmo, Kindsight Security Labs, kpajem tpeher kpaprana
2013, rojgMue aHATHMIHPAHO je HEKOIMKO OIEepaTHEHHX cHcTeMa. 3aKk/byueHo je Ja TMOCTOjH
orpomua sehuna unduimupanux ypehaja ca Annpoun u Windows onepatHBHHM CHCTEMOM.
Crona underndje u3mely oBa apa onepariBHa cueremMa je peha 3a 1.0% vy kopuer Anjponia.
Kao mrro ce Buan na cnenehem rpadmkony, Anaponn undexnmje cy v oapehenoy mjepn
JAOMHHAHTHE.

zx'http;!m" eweek. com/c/a/Eecunty/New-Cell-Phone-Malware-Packs-Double-Punch/
“http./'www theregister co uk/2005/06/1 3/skulls trojan_f-secure/
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I'paduk 6p.6: Onnoc undernuja Anapoua n Windows oneparuenor cucrema v 2013 ropmnn
(Kindsight Security LabsMalware Report — Q3 2013)

Jlanac, moGHIHO TPAKMINTE MOCTATO je MOJIONKHO KPHMHHAIHHAM AKTHBHOCTHMA HCTO
KOJIMKO CY ¥ NojuioskHu i jieckron ypehaju. MoGumocr tenedona u taGier pauyHapa uMHHA WX
AYIUIO ONACHHMJHM M MOANOKHHjAM ManBep Hanajua.  Karactpodamne MMIUmMkanuje v
CHCTEMHMA I7Ie PaJIHHIM JioHoce ckoje vpelhaje Ha pajHo MjecTo, H KaHUEeJapHje BEIHKHX
Kopriopaija, Te MoryhHOCT NpHCTYIA MO/AIMMA NPEKO HITETHHX MporpaMa, Ha 0Baj HAYMH Y
BEJIMKO] Mjepu Hapyvinasa)y 6es3fjeHocHu cuetem. [48)]

VYroIuKo MOOGHIIHO TPHHILTE PAcTe, a TEXHOJIOIH]a Hanpeayje, pacte H O6poj KOPHCHHKA
KOju y oBakee ypehaje ckmaammre kopuene wuuHpopmanmje. bpiuna jjenopama  mMajisepa
ﬂmajlmpaﬂor sa MoOuaHe ypehaje, aMpexTHa je oaropopy Ha Op3HHy Yepajama TeXHOJIOTHje
Kc-]-:u je Ha.mnjcmcﬁ (OBo. HApaBHO, NPHBIAYH KPUMHHAIHE aKTHBHOCTH M Lajﬁcp KPUMHHAILE,
KOJH Kpenpajy MajlHLHO3He [IporpaMe, Kako 0 npoHTHpai 01 OBaKBHX cHTvaluja. [19]

Pact u AOCTYIIHOCT AH.I[]JOH,I[ CHCTCMA CBAKAKO CY ,I[O[I]J}']HHJEJ[H P‘EJBO_]}' MHJ’[BE]Ja Ha
moGuiaHuy iatdopmana. Axjgpoua vpehaji v sHauajHO palbUBHIM H NOUIOKHHIM ITETHHM
HanaiuMa Hero 1wTo ¢y 1o Apple vpehaju. Paznor 3a oBo je oTBopeHOCT AHIPOH]L ONEpaTHBHOT
cucTema. Mansep cBoj IyT JI0 KOPHCHHKOBOT TesedioHa, WM TaGieTa, THIIMYHO IIPOHANAZN
[IpeKo npeyiere armkauje. ¥ pajay je Beh HanmcaHo KOJMKO HOBHX AHZIPOH]I allIMKalHja ce
[0jaBH Ha JIHEBHOM HUBoY, [48]
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White Hat xakepy ¢y HANpaBHIH TecT, ¥ KOME ¢y NPHKa3alH, KOJHKO je JaKo KpeHpaTH
AHIpoH MaiBep. Y NpHKa3sy je JAeMOHCTPHPAHO KaKo MaJBep MOXe NPoOHTH YT JI0 JipajBepa
sa mojem tenepona. Takohe, SMS ce uecTo MOKE KOPHCTHTH K40 NPOTOKOI 33 [IPEHOHICH:E
maneepa. Kako SMS-om ynpar/bajy MpemHH oneparepH, TeXKe T'a jeé KOHTPOIMCATH Ol CTpaHe
BesfjeHOCHHX cTpyutbaka. [37]

Jame, npema tepamana Kindsight Security Labs, v apyrom ksaprany 2013, rojne,
npumujehen je ormiTy TpeH pacta Maipep uudeximja y MoGuimmum ypehajuma. 'Y nacrasky,
tabena npukasyje 20 majuemhux AHIpOM ManBepa OTKPHUBEHWX Yy Jipyrom keapramy 2013
rofHHe, ¥ KojuMa je uvieventrpano Kindsight Mobile Security pjeiucise.

P.6p. Hasus mazneepa VYrHuaj BactviubeHoer Bp. nHoHaBbama v
3A7[IEM KBapTajy
L: Awaponst  Adware Uapush A | Ymjepen  76.09 l
2. Amngpoun Trojan .Qdplugin | Jak 1 7.66 2
3. Auaponn.Trojan Coogos.Altr | Jak 446 6
4. Augpown.Spyware.SpyBubble B | Jax | 3.58 [ 4
5. | Angpoun . Trojan .Wapsx ' Jak 1340 |3
6. | Amgpown .Spyware SpyMobA | Jak 1179 5
7. Angpons Trojan Phonerecon A | Jak 0.68 7
8. | Anppouy Adware Kuguo A _"YMjcpl:H 0.31 52
9. Aunppouy.Backdoor.lkangoo ' Jak 1 0.27 Iz
110. | Amaponn MobileSpyware | Jak [0.23 14
. -MobileSp _ ~ B - -
I1. | Awnzpoun .Spyware .Spyoo Jak 0.2 18
[12. Amgrponst. Trojan Opfake.a | Jax 10.15 11
13, Al-mimwl.Ad-ii'arc.'ljattcryDoctor.F YMjepen 10.10 26
'14. | Auapoun .Trojan .GGTracker |1ac [0.09 |8
15, Al{,l[-]-JDH,[[.BDl:SII]SSCl]d _:-JaK 10.08 =
' 16. Anppouy Adware ImadPush A ! Yujepen | 0.06 28
17. | Amgpow Trojan Opfake.bo | Jak 10,06 21
18.  Awmgponn . Trojan Pjapps3 A Jax 0.05 112
19, Afu[pou,u.E‘lc_:BiEE‘;pywarc.Fiai:Sp}* | Jak 1 0.05 13
' 20. Awnjponjt . Trojan MMarketPay .a | Jax L 0.04 10

Tabemna 6p.3: 20 najuemhux ManBepa 3a AHIPoHI onepaTHBHH cucTemMa no Kindsight Secunty
Labs v 2013, rogunu.

*https//www aleatel-lucent com/solutions/malware-reports
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Kako Kindsight Security Labs tepan. v apyrom keaprany 2013. roguxe pomo je jgo
pacta AHJIpou MalBepa , M To J0 O nyTa, Pesvararu ce Gasupajy Ha nosehanom Gpojy yiopaka
v mansep Dasn noparaka. Cregehu 'padmxon npukasyje nojarke 3a 2013, roauny, rjje je v
TpeliemM KBapTamy JIOMIIO JI0 GHOPMHOT pacta Maneepa 1a 72% vy 0/HOCY HA TTPETXOIHHA KBapTan
HeTe TOJIHHE,

230000
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p—

Jul-12 Aug-12 Sep-12 Oct-12 Now-12 Dec-12 Jan-13  Feb-13 Mar-13  Apr-13  May-13 Jun-13 July-13  Asg-13 Sep-13

I"'pacpuk 6p.7: Ilorehame Gpoja manBepa 3a AHIPON/I ONEPATHBHH CHCTEM Ha OCHOBY
uctpakusaiba Kindsight Secunity Labs

Y ueTpaskMBalby, koje je Takole cmposeo Kindsight Security Labs, v M0oOHIHHM
mpexkaMa oTkpuseHo je ga 0.6% vpehaja undmippanux MaiBepoM MpeICTaBba]Y BUCOK HHBO
npujetise. OBo je nosehamwe oa 0,52% y apyrom kaprany, y oaHocy Ha nosehamwe o 0,50% y
npeoM keaprany npourie roguse. [lopehame npegcrasma nopacr ox 20% wuudexuuja v
mMoOuiHuM Mpexama v 2013. 10 kpaja Apyror ksapraia.

Ilpema mzejemTa)y koju je oGjapbed v Nokia Threat Intelligence Report, BHBHBO je
[Iuneliaﬁau u yTuuaj oxpehennx malwer undekiija Koje ¢y OTKPHBEHE V JPYIO] HOJIOBHHU
2015-e roaue y oaHoey Ha HetH nepuoi, 2013, roamne. Y Tabenn je npexacrasibeHo 20
Hajuemhux 3oHaMjepHUX arIMKaIpja, Koje YTHIY Ha HHBO GesbjesHocTH mMobGHIHMX ypehaja,
Herpakusaise je H3BpILIEHO HA ocHOBY pesyararta o1 Alcatel-Lucent’s Motive Security Labs.
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P.op. Hazns maimepa Huso %  [lpetxoaHa
_ noauuuja

1. Anppowa.Adware.Uapush.A Cpegtoun | 2467 | 2

2. AHpapowna.MobileSpyware.Kasandra.B Bucok 2288 |1

3. AHppowna.Trojan.SmsTracker Bucok 2082 | 3

4, i0S.InfoStealer.XcodeGhost Bucok 6.01 | Hoeu

5. Anppowa.Trackware AndrClicker.D Cpegrour | 5.19 | Hoewu

6. Anapona.Downloader.Gappusin.A Bucok 2.03 | Hoeu

7. Anppomna.Backdoor.levida.a Bucok 1.69 | Hoeu

8. Anapowa.MobileSpyware.SpyAgnt.B Bucok 1.65 | Hoewu

9. Anapona.BankingTrojan.Marcher.A Bucok 1.61 | Hoeu

10. Android.MobileSpyware.CellSpy.B Bucok 1.29 | Hoeu

11. Anppowna.Bot.PornClicker.) Bucok 1.26 | Hoew

12. Anppowna.InfoStealer. Agent.GM Bucok 1.23 | Hoeu

13. Anpgpona.MobileSpyware. Tekwon.A Bucok 106 |8

14, i0S.MobileSpyware.FlexiSpy Bucok 1.03 | Hoewu

15. Angpomna.MobileSpyware.Phonerecon.A Bucok 1.01 |12

16. Angpomna.Trojan.FakeFlash Bucok 091 |6

17, AHgpowa. Trojan.SMSreg.gc Bucox 083 |11

18. Angpona.Trojan.OlMobi Bucok 0.77 | Hoeu

19. AHapowna.Trojan.Wapsx Bucok 0.7 9

20. AHppowa.Downloader.Leech.A Bucok 0.62 | Hoewu

Tabena Op. 4: 20 wajuemhux maawepa v apyro) nojoepunu 2015, rojmue Ha ocHOBY
pesyarara Alcatel-Lucent’s Motive Security Labs.

I'padpmk Gp. 8, npukazyje JHCTY HOBMX, OTKPHBEHHX, MIOHAMjCPHHX MporpaMa y JIpyroj
oo 2015, roaune. Ha I'padmky je npeicrapibed pact 3/0HaMjepHUX alUIMKaLMja 110
mjecetnma. HMerpamupame je ypaguo F-secure a pesyirard ¢y obJaB/beHH Y TIOJMIIEEM
napjemTajy za 2015, rogumy.
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MjwOrm
orv
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trojanac

Angler
virus
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crv

I"'paduik br. 8: PacT HOBHX OTKPHREHHX 2I0HAMJEPHHX aliMKalja y Apyroj notoeuan 2015
rojute npema F-secure.

4.8.9. HsppumaBaibe Maibe 0e30jeTHIX AN IIKAIHjA

Google Play je npogasuuia 3a download arumkanmja HamujeseHux ypehajuma koju paae
1o AHApPOMJ] ONepaTHEHOM cHeTeMy. AIUMKallMje Koje ce Hala’e HAa OBOM CepBHCY cYy
LIIpOBjepeHe”, OJIHOCHO, cepTH(PHKOBAHE AIUIHKAIIHje H Kao Takpe cy Oesbjejie 34 HHCTANALH]Y
Ha kopucHMukuM vpehajuma. Oa) cepsuc noji umenoM Bouncer, ayroMarcku ckeHupa cie
[PUCYTHE alUMKaliMje v 5a3u | poBjepaBa mUXOBY MeliparHocT. Hhena edmkacHocT je join yBek
Henoshata, wako Google mokymasa Jia MaaMIMO3HE alUIMKalMje VKIOHH Yy Hajkpahem
BpeMeHcKoM poky. Anm, ojpelieHa joza pH3MKa WNak VEHJEK MOCTOJH, H cBakako Tpeba OHTH
00a3pHB M1PH [IPY3IMMaiby M HHCTAIMpaiLy aliMKaiifja.

4.8.10. Moryhe npujerise

Kako cy MmoGunnu ypehaju eBoJyHpaan o/l OCHOBHOT JI0 aMeTHOr Teledona, caMum THM
¢y M npHjertibe 3a Modunne ypehaje eponvupane napanenno. llamernu tenedonn umay sehy
MOBPIHIMHY HAAJIA V 0J[HOCY HA OCHOBHE TesiehOHe KOJH ¢y ce KopucTiiM v npouuiocti. [lopen
tora. ynorpeba moGuwinux vpehaja je. Takohe, remepanno emonyHpana. Tenedonn crapuje
reHepalmje ¢y npeeHcTBeHo yroTpebibaBann 3a TenedioHcke Mo3MBe H 3a  TeKcTyale MOPYKE.
Jaunac, namernn TenedoHn ce yrnorpebibaBajy 3a cBe OHO INTO MOMKE PAJNTH IEPCOHAITHH
pauyHap, OJIHOCHO, 3a 0DaB/balbe PYTHHCKHX 0aHKAPCKHX TPAHCAKIIMA, YIIOTpeOy ApVILTBEHHX
mpesxa, GPS yenyre, tabapy, Bjexbe, UTa.

117




Vuanpehemwe Gesgjeonochux Mexanuzama MobunHux meneghona ca AHOpoud onepamusHiiM CUCIHEMOM

bBpoj MoOHIHMX KOpHCHKA Ha MoOHIHHM vpeljajuMa Bproriaso pacte. Mz nperxojaHor
TeKkeTa BUMULHBO je Ja yioTpeGa mMoOHAHMX ypehaja y seMi/baMa, Koje ¢y JoII ¥ pasBojy, je Tek
[ouesa, M MOXKe ce HpernoctapdTH noeehan pact Awnapowa argopme y Beoma OIHCKO]

Gvavhaocrn. Yak M 22 BpHjeMe HeEJ4BHE €KOHOMCKE Kpu3ze, Opo] KOPHCHMKA MaMETHHX
renedioHa, HACTABHO j& TPeH]] KOHCTAHTHOT pacTa. [39]

Umajvhin v Buay 6po) npujetssH a Aujpoun vpebaje, jachno ce Moke BHIjETH jJa cy
HanajaM Ha  AHJPOM/I KOPHCHHMKAa M AHIpoM] arnumkalMje jocra nosehane y rocsbe/mux
HekomKo rojuna. Cpasmjepro nopehawy yrorpeGe AHAPoHJ| oNpaTHBHOT chcTeMa, rosehasa
ce ¥ (okye HmWBHHX Hanama Ha oBy mardopmy. Takobe. sambesken je yanasHM TpeHn
3IOHAM]EPHHX TIPOrpaMa Hamujersennx Angpons kopuenuimma. Kako ¢y mMobuinnm tenedonn
nogehaiu cBojy NOBpIIMHY 2a Hanaje, Tako ce W nopehao Opo] ¥ BpeTa Hanajga KoOjM ce MOIY
H3BPIIMTH. [76]

ITamernu Testediotn ¢y MOUIOAKHK Ha BelIMKKM 6po) 3/10HAM]EPHHX aAlIHKALIMjA Koje MMajy
a4 UWwh ciafberse  Ge3lje/IHOCHOr MEXaHM3Ma H  HEOBRJAITeHY YhoTpeby o¢jeT/bHMBHX
nndopmanmja. Hexkn o1 THIMMHMX Hanajia ojIHOCE ce Ha HAMNAJe KOJM MMajy 3a 1L JloOHjame
nojiarka, [{u/eHa rpyia cBUX Hanaga cy;

. Enextponcka nomra,

. Konrakrn,

. Bankapcke undopmarmje.

. Ilpusmibie SMS u MMS,

. Cnuke,

6. Buneo.

7. Bpojeru KpeHTHUX KapTHLa,

8. Jlokanmja u GPS nozanm,

9. JIvunu nojanm,

10. Kasenjiap 1 pacrniope;] uHpopMAaITHja.

I T i S

Hamagu wa AHApoHI ONEpaTHBHH CHCTEM MOIY ce KIacHHKOBATH Y HEKOJIHKO
Kateropuja. OBM HANQIM CY THIIMUHK W 38 HAMALE KOJM ¢ KOPHCTe NpHIMKOM Hanaja u Ha PC

pauvHape.

4.8.11. Jaurrura an mMKaija

VY cymrrunn, rotoro je Hemoryhe v NOTHYHOCTH ce 3allITHTHTH, aM ojpehene Mmjepe
orpesa Mory ceakako noMolin. TTuTame koje ce MoCTaB/ba jecTe MITa KoPHCHUIM MOTY JIa YUHHE
Kako O C[Ipﬁjﬂ‘[[-‘[ﬂ}']. HJIH Magkap cMalHIH PH3HK 011 ]'}"6}']1'](3 COIICTBEHHUX IIOJIATAKA, aJIH, HCTO
TaKo H IIPHBATHOCTH, MJIH "HaK HUB].la?

BesGjeanoct, ognocHo, HpofieM HeAoBUbHOL Husoa OesOjeanocin vy cayua)y PC
mnardpopme  ersuctupa Beh jpososHo jyvro Bpemena. Kopuenwumma je Beh jacno na Ges
ojaroeapajyhe mjepe npepoctpokHoct v oipeliennm curyaumjama suje moryhe cawyeaTi
HHTErpHUTET IIOJIaTaka H LlHjGJ'IG]' cHCTEeMa, Kako OM HCTH 0OCTA0 KOJIHKO TOIHKO HETAKHVT ¥
JviKeM BpeMmeHckoM nepuojay. M v ciyuajy penarusHo jo0pe MH(POPMHCAHOCTH, TEIIKO J1a Ce
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MKO DapeM je/IHOM HHje Hallla0 v CHTYAIMJH, ¥ K0joj je 300T CBOje HeMapHOCTH, H EBEHTYAIHO
HeGnarospemenor backup-a, octao Ges aparoieHux nojaraka.

[Tan ynKUHOHAIHOCTH CHCTEMA, HIH YaK NOTIYHH OTKAa3 MUCTOT, NIPOY3pokyje ryGurak
IMOJIaTaKka KOJu HHJE Je/IMHH HYCHPOJYKT MAIHIHOZHHX HallaJa, KOJH V KJbYYHOM MOMEHTY MOJKe
Ipe/ICTABbATH  3aMcTa BeJIHKY QpyveTpanmy. AKo yiMeMo Vv 0o0IMp AVEKHHY BpeMeHCKe
MPHEYTHOCT Ha TPIKHINTY M Nonynaproct AHApoua miardopme, kao U KonuauHy uedgopMarmja
KOje ykasyjy vipaso Ha npoGieM Ge3GjesiHocTH, V3 IPETIoCTaBKY Ja ¢ HHTeleKTyalHa cBuject
KOPHCHHKA HA JOBOJEHO BHCOKOM HHBOY, MOCTARIBA C& MHTAILE 1ITa je ca MobumuM vpelhajuma?

4.8.12. Morvha pjememsa

Y cymITHHH, pjelieika Koja ce HNPHMJeILY]Y Ha JIecKTon cHcTeMHMa, moryvhe je wak
MPHMHJEHHTH H Ha MOOHIHHM CHCTEMHMa, OJIHOCHO, ¥ OBOM CIIVHajy Ha AHJIPOH/I ONEPATHBHOM
cucremy. Mnak, Mo0HiHa 01 JIECKTOI pPjelUeHa, PaziIHKY]Y ce [10 CBOJO] METOI0JIOTHH H
TexHHIM HiBpiuiaama. llocroje oiapehere npernopyke Kojux ce Tpeda NpHAPKABATH [IPHIKKOM
npoHanaxkemna Morvhux 6e3djeanocunx pjemesa. Heke o npenopyka cy:

- YKonIMKO MMA CHCTEMCKHX HaJorpaiiy, norpebHO je BOJMTH pauyHa ja cy OJaroBpemMeHo
HHCTaIMpaHe.

- AKko je kopHCHHKY npHopuTer Gezdjenoct, TpeGa n20jehn root-orame TenedoHa.

- Hpuimkom uHCTAIMpakba cofiBepa HelpoBepeHor nopujeria, rpeda Onrn obaspus, Yak om
Google Play nposasuuia ndje v notnyvHocTH GesdjejiHa, ajld cBakaxo, V BeJHKO] MjepH, ce
nopelapa pU3INK Npey3UMamheM W HHCTAIMpamkeM HeKe allIMKalnje Koja KPY:KH HEeTIpPOR|epeHnM
JloKatjama.

- Herbyunti ce GesknuHe KOHEKLIMje Koje ce TpeHyTHo He Kopuete. Hekbpyunrn Wi-Fi kana ce
HanyniTa nposjepena Mpexka U Bluetooth koHeknMjy, Kaja ce He KOPHCTHTH.

-Ynorpeba onpelienor anTurHpycHor pjemietsa. [loTpedno je n3abpaTu noy3IaHo aHTHBHPYCHO
pjeleme Kojece ayTOMATCKH aiKypHpa.

- Kao npesennujy o]l Hexe/beHOT pyKoBarka MOOHIHHM vpelhajem, o cTpaHe HeoBIamTeHe

ocofe. moTpebHO je tarbyuapatH TededoH oaroepapajyhoM KOpHCHHUKOM JIO3HHKOM WK
)

vrpahennm Anapousn Pattern CHCTEMOM.

*hitp/fwww androidpatterns com
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Hapagno, oBO ¢y caMo Heka o7l Ipe/ioxkeHnx Ge30je/IHOCHIX pjelletba Koja VIHYY Ha
HURO GesGjesHocTH cHerema. Kao monasHa ocHoBa 3a Hajorpajmby GesfjeIHOCHOI OKBHpa,
norpebHo je nmocrojehn HuBo HajgorpagutH ynorpedom ciegehux morvhux pjewema koja ce
OJIHOCE Ha:

1. mmdposame
2. aHTHBHpYCHA pjellietba

3. HIeHTH(pHKOBAI:E 3JI0HAM]ePHHX allIMKaLHja

4.8.13. llIndposaise

IMocToju BHIE MOKAlMja AOCTYIHHX 4 AHIOPH all/IMKALIHje, HA KOje ce MOTY cauyRaTH
pasHu nojamu, Gaze, KOPHCHHUKM rojgai ¥ ¢, CBH oHM Mory OMTH SaIHCaHH ¥ HWHTEPHO], HIIH
eKCTEPHO] MEMOPH]M KM eKeTepHo] KapTHiM. Ako je ypeha) oryvhen. cauyeanu nojaim Mory
OWMTH KOMIIPOMHTOBAHH 0j1 CTpaHe HeoBJjamTeHe ocobe. OO0HYHO, HajOO/LH HAYMHH 3a 3aIITHTY
nojiaraka je mudgporame. Arumkanuja Tpeba a ocHrypa ja anropuraM o0e30H]e/IH THT/BHBOCT
[ojaraka camo oBJalTeHHM Jmuuma, [IpHBarHH KOpPHCHMIM OGHUHO MOIY KOPHCTHTH HEKe
cabuje anropuTMe JIOK C€ Ha KOPIIOPATHBHOM HHBOY KOpPHMCTe cOPMCTHIMPAaHM]H ANTrOPHTMM.
Yobuuajne onepammje mmdporama Tpebda a obyxXBare akTHBHOCTH [PH OTBapamby W KpeHpalby
JlaToTexe, NpHeTYN Oask M NoJalMMa, OTBapame M Kperpate 0ase M IPUCTYN NojanHMa y 6asu.
[49]. [62]

[Iudpopame v Aipoui onepaTHBHOM cHeTeMy JocTyviHo je Beh oz Bepsmje 3.0. kao
jeaan on Oe3djeanocHux onmmja. [puvjeny je ce AES anropuram. [lpummkom crapra ypehaja
ojipelyje ce MEMIHjaliHA JIO3MHKA KOJOM cy muypoBaHM Toflalll KojH ce uyBajy v ypehajy.
MIudporarse je JeTabHo 0GJalIbEHO Y HAPSIAHOM JIH]ey paja.

4.8.14. AuTHBHpPYCHA pjeliierba

AHTHBMpYCHE aniMKalmje, uMjH W300p v TocHe/ibe BpHIEMe HHjE MaJH, HHCY
ranemapbuee. Ha Google Play npomanumi  Mma. kako GecrulaTHHX, Tako M KOMeEpIIHMjadHHY
Bepsija. thuxosa WHKIMOHAJIHOCT Ce He MOsKe 1opeuTH ¢a onuM Ha Windows nuiardopmu, jep
ce mnpuje cBera nokpehy I0J OrpaHMYMEHHM VCIOBMMA, HMCTO K40 M CBe Jpyre AHIpoH]
armnxalmjc M Pacliofiaky OTpaHHUCHHM XapiBEPCKHM pecypeHMa. Hnak, nosxke/sHo je uMarn
J'E,._l[{\’ 01 fl.lU[H[{'lL[HJa Lﬂja HE MOpa HYAEHO OMTH KOHCTAHTHO AKTHBHA, BE]’I JE JAOBOJBEHO
[IOBPEMEHO Je AKTHBHPATH pa/li CKCHHPaha CHCTEMA. Heke o1 K’DM’CP].IH_]&J[HHX BC]J']HJE{ I\UIE ce
mory npoHahn na Google Play nponasaunm cy Kaspersky, F-Secure, Eset, AVG u e,

On GecruiaTHUX aHTHBHPYCHHX artuiMkanpja mory ce Hahu unp. Avira, AV Test u Muorn
apyru. [72]. [73], [33]
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4.8.15. HaenrndguroBaise WIoHaMjepHUX AIVIIKALIjA

[ws uaeHTHduMEalMje 3I0HAM]EPHHX alUMKALMja j€ KIACH(MKOBAILE TMOTEHIIH]ATHO

JIolle aluIHKalHje Ha OCHOBY IOHAllalha Koje ce Moke cBpeTaTH y Maisep. Kao mrro je Beh
HanMcaHo, To Moxke OuTH Ha uuBoy OS (Awugpomua / Linux kernel), nim va nuBoY arumkaimje.
ORjje ce MOCTaR/LA MUTAME, KAKO OTKPHTH CYMIBHBE AllTHKAIMje HA AHIPOW] M aHAIN3HPATH
nx? Onpehenom Metoaoiorjom Moryvhe je npeno3HaTH cyMIBHBA NOHALIABA ¥ CAMOM CHCTEMY,
Y nactapky paja, nipejviokeHa je ojpelena merojosiorHja, 3aTHM cTYVHja cydaja Ha Gasu
[oHallamba MIoHaM]e pHHX arHkaiija. [35]. [94]

Dyukyuonarnocm  uzeopnoe koda: llpencrapba npeu kopak v uaeHTHpUKOBaY
NOTCHLMJANIHO  ¢YMIBMBHX  alilMKalMja. AKo je alnHKalMja  JIoCTYIIHA - TIPeKo
HEeCTAHJAP/IHHX H3BOPA, Kao IITo ¢y Heke web crpanmne, yMjecto Amnapona Mapkera,
noTpeGHO je aHaIHM3HpaTH PyHKIHOHAIHOCT all/IMKaLuje. Y MHOTHM cliyuajeBuMa. To 61
MOTJI0 OHTH NPEKacHO KO je KOPUCHHK Beli MHCTAIMpao aniMKalHjy Ha cBOM MO OHIIHOM
ypehajy.

Kopuciumre dozeone: lorpeGho je usppurty vekinaljipaibe KOPHCHHUKMX JI03B0JIA KOje
¢y noTpebHe 3a obaBhalhe OUCKHBAHMX onepanuja. Ako allHkaldja TPaxkH BHILY
JIO3BOJY HEro WITo je noTpebHo 3a npyxkame ojapehene (VHKIMOHATHOCTH, MocTaje
KaHIAMAAT 3a Jalby eBalyalujy.

Iooayu: Ha ocnopy kopMcHMuKe Jo3Boile Moryhe je Mi3mecTH zakbyvyak KojH O]l
eleMEHATa MOJKe MMaTH [PUCTYI MojaluMa | ja aM je To yekiaabeno ca ouekmBaHuM
noxaiameM. Takohe, TpeGa npoBjepHTH fa M alUIMKALIM)a MMA IIPHCTYI N0JaLHMa KOJH
HHCY MOTPEeGHH 34 MOCI0BATbE.

Hosezusamwe: Tlocmarpau TpeGa jla VIBPAH J1a JIH KOPHCHHYKH 3aXT|€B BPIIH OTBAPathe
Guno koje konuuupe kéjaa. IlotpeGHo je YTBPAMTH KOJM THII MOJaTaka ce TpeHocH M
BHJIJETH JIa JIH ce KOpUCTH OHIO KaKBO Harjamagsame OHII0 kKojux OuOnMoTeka Koje ce
KOPHCTE.
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4.9.HAIITAIH HA AHAPOILL

4.9.1. Iojam Anjpona nenerpaiije

[Tenerpaimja npencTapba METOA NpOBjepe HUBOA DesdjeaHocTH cHeTeMa. 3acHHUBA ce Ha
CHMYIAIN] | HaMaja, oJIHOCHO, MOKYIIAja YCIOCTARLaka KOHTPOJIe HA/l CHCTEMOM. MM H:ETOBUM
JHJENIOM, 01 ¢TpaHe HeoRJAlITeHOr KopHeHHKA, [[IUE orakpe rpeTe npoejepe jecte viephupame
rparuia GesbjeHocHor okBHpa TecTHpanor cucrtema. CaMmMo TeCcTHpalbe ce uecTo HiBpliaBa
HETIOCPeIHo MpHje Hero [To MpoM3Bo Ovie miacHpal v npojayy. Ha ta) nauun ce npogjepasa
Hupo Oesbjexnoct vpehaja koju je noTpebHO 3ajpkarv M IOCAHjE TIPECTAHKA [TPOH3BOJIH:E
ypehaja. IToceGHo ce TectHpa M IIpoBjepaBa cBaka JIMHH]a OTBOPEHOT KOja.

CratHuky ananusy, Koja ce pajM y OBOM cayualy, O OMIO WiealHo VpajuTH Tpes
nenerpauH)y ¥ Tpebana Om Ourn cacrapui auo SDLC (Software Development Life Cywele)
iMKayea, Y civuajy jia  ce Ha OCHOBY CTAaTHuUKe aHajuse JIoOMje HeraTMBaH Hajas, [pHje
neHeTpaliMje, Ha OCHORY Ihera notpebHo je oTkiomuTH Morvhe rpemke npmwje paspoja
NPOM3BOJA. ¥ TOM CIVUAJV TECT MEHEeTPAlH|e MOYKe JIOBECTH JIO PEJATHBHO Malber HeraTHBHOT
Hanaza. Ha opaj vaumn ce omorvhasa ma Gvavhe wynmm npoumseoaa umajy ojpeheHd HHBO
cHIypHOCTH Koju UM 0635jehyje cam nponssos. [1], [5]

Huaue, nocrynar neHerpaiyje MoOMeMO NMOJHJEHTH V JIBHjC KaTeropHje, MHTCPHY H
excrepry. Iloapkana Bpera neHeTpalMje 3aBHCH 0J1 BpCTE TECTOBA KOJH €€ KOPHCTE 3a
CHMY/IHpalbe Haraa.

4.9.2. Meronoornja nenerpamije

MeTononornja ncllcmalmje MeToZloM Kopak mo Kopak kel nocroju. WIST 800-115 u
OSSTMM cy jBuje TaKBE CMjepHHIIE KOJE C& MOTY KOPUCTHTH Y OBOM L,[\rtlaJ\ Heja je na ce He
[IPaTH CBAKH KOPAK 10 KOPAK, 8JIH CY KOPHCHE KA0 CMJEPHHLIC, H MOTY ¢€ MHJCIBATH 110 110Tpedn
v npoBolemsy TecTa rneHerpaimje.

TunuuaH rmeHeTPAIMOHH TecT MOMKe GuTH 1oIHje/beH v ueTHpH (ase. To cy:

1. Tlnamwpame, ojHOCH ce Ha Ipeno3HaBamke  KBYUHHMX IMLeBa. Herpamupame,
nojipazyMHjera NpHKYIUbalbe HudopMmalMja koje YKBVUY]Y oTkpupame [P anpeca,
KOHTAKTA, CHCTEMCKHX MH(OPMALTH]a, aruikanmja, fasa v cil..

2. Hanap, Gasupa ce Ha HA NPETXO/IHOM HCTPAKHBAKY, HCIIMTHEALY CHCTEMA, AIUIHKALIH]A,
Dasa Koje cy pamMBe W MjepereM HHBoa pambHBocTH. Ako je morpedno, morvhe je
NOHABILATH OBY (haszy.

3. Hspjemrasame, pajld ce O TNPOI[JEeHH, KIACH(MKAIIMIH PABMBOCTH 110 PazIMUMTHM
HUBOMMA. TH HHBOM ce MOTY IOJHjeUTH HA: KPUTHUHE, Make KpPUTHYHE, YMjepeHe M
cnabe.

4. Owmoryhasame aHaai3e HA OCHOBY JATHX NPEIOPYKA H CMjepPHHLEA.
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4.9.3. llenerpamionn Kopauu

3a sehuny ypehaja koju pajie v AHAPOH OKPYIKEHY, JeIaH 0]1 MNaBHUX npodiemMa Moske
GUTH Ta) KOJH NPOY3POKYje TOKPEHYTa aluIMKalja ca rool KOpUCHHYKOM JI03BOJIOM.
Ogpe je crernen onacHocTH noeehan jep KopHcHMK pajii ¢ BHIINM HHEBOOM mpueuiervja. OBy
0cOOMHY IOHAM]EPHH KOPHCHHK MOKE MCKOPHCTHTH Kako OM KoMmmpomuToBao cam ypehaj.
OcHM Tora, KOPHCHO & M aHAIM3HPATH H3BOPHU KoJ1 Ge30)eTHOCHHX MEXaHH3aMa Y caMoM
08S-y amnumkanuje. KomGunanmjom npHe v 6Hjeln kyTHje oGMuHO ce 1o0M]y Ha)G0LH TECTOBH, ¥
Kojem Gesl)e/IHOCHH CTPYUIbalH IPEKO Mpeske, MOTY HPHCTYIIHTH ypehajuma u HeTpakusaT
JlULe, 11apablio, aKko ocjeTe cyMILHBe aKTHBIIOCTH 11a ypehajy.

Hexu oa kopaka cy:

1. HaGasutu [P agpecy Auapoun ypehaja.

2. [NoxpenyTH CKeHMpAlLe H VIBPAUTH KOJe VCIIVIe ¢ JOCTVIIHE Ha THM ypehajuma.

3. Ako je yvpehaj cymmug, Hip., vpeliaj ca root anMKanMjoM, YXBATUTH W aHAJIMZAPATH
nakete nmomohy armmkaije Wireshark,

4. Ako ce vpely cmatpa KOMIPOMHTOBAHMM, KOpHCTHTH ojpeleHe cMjepHHLe Kako
HCTPaXHUTH YHYTpallLocT vpehaja, KOjH IpoLiecH ¢y MOKPEHYTH, UT/ .

5. MappmiMTH CTATHMKY aHAIM3Y H3BopHor Koaa OmOGmuorteka u OS. KonkperHo,
[PeTPAKHBATH KO/ KOJH je HAMH|EbeH 34 KOHKpeTHOT Hponseohaua mobmiHux vpehaja, VY koay
tpeba apmamnsupati  cieielie Bpere murama: mypema pecypea, null nokazueau pedepenie,
OPHCTYIT HE3AKOHHTHM OINEpalldjaMa, THTalka KOHTPOJE MPOTOKa KDJH MOTCHIM]aJIHO MOTY
HaripasuTH ojipehene obunasunie oko He30)e/HOCHHX MeXaHH3aMa [POBjepe H CIL..

6. llpernesaru kondmrypalije AaToTeKke. MOTPAKHTH TEKCTOBE ¢a JIO3HHKAMa, o0HuHe
TEKCTORE M JIPYTE MOJIATKE KOJH cé cKkaaaumTe 6es oaropapajyvhe dexdjenHocHe naxme.

4.9.4. External Penetration Test

ExcrepHa win Bamcka NeHerTpandja obaplba ce 0J1 CTpaHe CTPYUHMX JIMIA KOJM ce
no06upajy ussan cucrema. Mudopmanuje koje nocjeyjy ce BeoMa orpaHudere. Y 0BOM ciyuajy
IHje M cHeTeM je obesbujelien oapelhenmum GpojeM cMIVPHOCHHX Mpenpeka Koje opikaBajy HHBO
Geagjennoctn. Ope Geadje/IHOCHE NMpenpeke HMA]Y 3a/1aTaK J1a ce cHETeMY He MOosKe TIPHCTYIIHTH
¢ BaHa. Jexuue ungopmaunje koje ce najy recrepuma oy URL 1 IP anpeca ypehaja. Beliuna anara
KOJH Ce KOPHCTE OJ1 CTpaie TecTepa OjIHOce ce Ha nposiasak kpos GesbjeiHocHe nperipexe Kao u
7a ckeHupambe cuereMa Ha rta) maumn je oHemorvheno ynosnapame MOryRMX pambMBOCTH
[IEHETPUPAHOT CHCTEMA.

Ha npumjep, AWIponj aluMkanMja koja uma rool jos3soie paju Ha nopry 850,
CurypHocHa nperipeka, oaxocHo, firewall, je ofuMuHO KoH(DHIypHpaH Tako Ha He JOMYIITa
CKeHHpame cHeTeMa Kpo3 opaj nopr. Ha Taj HauMH I0THTH yelyre Koje pajie Npexo oBOT NopTa,
IITO 3HAYM JIA V TOKY HeHeTpaluje Helie 6MTH OTKPHBEH CEPBHC KOJH Pajli HA TOM IOPTY.
MehyruM. ako AHpo aIUIMKALMja Koja uMa root aoseoiy nokpehe nexu hitp cepsep na nopry
80, moxe mohu no mpoGujama MpexHe npenpeke, jep je nopr 80 yeBHjeKk OTBOpeH 3a
KOMYHHKALTH]Y, YMME CE CMatbyje HHBO Be30)e/THOCTH CHeTeMa.
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4.9.5. Internal Penetration Test

HurepHa neHeTpalja HE Y3WMa vV TECTHPAhE CHIVPHOCHE TIPENIPEKE OCHM ¥V CIVUajy
BHINIECJIOJHE apxUTeKTYpe. ¥ OBOM TecTy ce Jlakiie Mory JobuTH MupopmaiMje Ha ocHory [P
ajpece M JIpVIHx 1nojaraka.

Ha ocuoBy Beh moMeHyTOr TnpuMjepa, AHPOMI ATUIMKAIM]A ¢a root JIO3BOIOM Koja je
KOMYHHIIHpa Tpeko nopra 850, v MHTepHOM TecTY MocToju Beauka MoryhHoeT na he Tectepu
OTKPHTH OBaj MOPT MPeKo KOT ¢e BPIIH YCIYTa, Kao MITo je H BjepojaTHo jia Helie GuTH GlokupaH
HEKOM 0] CHTYPHOCHHX [Ipenpeka. Y ciayuajy Jia Veiyra KOMyHHIMpA ¢ JIpyrus vpehajuma, o
mMosike GHTH Jako orkpuneno. [Ipanuio je, na he unrepria HenuwrHpaina nenerpaidje nponahu
BHIlle KOH(IMKTHHX CHTYallHja ¥V OJHOCY HAa BalCKH IeHeTpalHoHH TeeT. Bambeku TecToRH
[eHEeTpallje Oclakajy ce Ha UHILCHHIY Jla Hamajaud He Mory npHeryvnutH vpebajy mnpexo
mpexe. Mehyvrum, To He 3maun Ja npobieMH KOJH c¢ IPOHANIA3e V HHTEPHHM TeCTOBHMA
[eHeTpalMje ¢y Mathe TesknHe. MHeajlepu jolll YBHjeK MOTY HCKOPHCTHTH oBe npodiaeme. OcuM
TOra, HAanajaud HiBaHa MOTI'Y MCKOPHCTHTH OBe npobieme v ciayuajy ojpeljeror seher nmanana,
rjije v cVIITHHE Mory vhu vHyTap Mpeke.

4.2.6. llemerpaunone nocraBke

[Tenetpanmono TecTHpabe Tpeba JaTH ojpelieHe pezyiTate KojM ¢y ce IMOKazalH Kao
Hajboen y npaxkeh. Tpu recTupaiby Tpeda yietH v ob3up H cneaehe nocrapke:

1. Bnaroepemena gopagutH OHOIHOTEKEe W annMKalMje Opuje Hero mro je morvhe
HaeHTH)HUKOBATH oapeljeHe palHBOCTH.

2. Ocjersbuse undopmanmje (Hnp., SSN) ce ne mamy npeko URL-a. 3a cname ocer/bHBHX
uHdopmarmia. veiek tpeda kopuetuta HTTPS sesy,

3. Brute force nanagn mucy Morvhu 36or orpansuetor 6poja MoKyliaja 3a ayTeHTHKAIIN] V.

4. SSL (Secure Sockets Layer) je KopuilTeH 3a IIPOJAOPHO TPaMkKehe pecypea.

5. Hanenrudmkaropu cecuje ce ve wamy y URL ajgpecama.

6. TokeHnu HMCY JTAKD JOCTYITHH.

7. Cnpopojy ce cIOKEHOCT TOIHHKH.

8. Jlor dajaosu ne cagpwe ocembuse uupopmaimje W Ha oarosapajyhu Haumm cy
2amTHheHH.

0. Majnoeu cy MUPPOBAHH HA JIOKAIHO] M CITOJBHO] MEMOPH]H.

10. Ipapunna Banumanuja mojaraka ce spum aa 6u ce cupeunno KSSS, SQLI, xomanina

vOalMBame, MT/1.
[Iperaenom w3BopHor k6a AHIPOK alIHKaLje Mory ce wieHTudukosaru cieaeha nurama
Koja Hapyinapa)y Ges0jeHOCHH OKBHpa allTMKalHje:
Komanoda véayuearsa: Hanajau Moike VTHUATH Ha KOMaHJe KOje c€ W3BpLIABA]Y, HJIM Ha

OKpYIKEH:E Y KOME ce MiBpuiaBa, zaobunaszehn GesbjesHocHe KOHTpoNE. IHIIMUHU [IPHMEPH CY
napaMeTpH KopHcHHUKOT Y/1a3a KojH ce kopHeTH v SQL viuty. [78]
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I[ypemwe pecypea: Annmkanmja ce He OJIpUHe pecypea HAKOH 1ITO ¢e yroTpetn. To Moxe fa
IoBelle o npobieMa ca neppopMancaMa, ann Takohe Mome GMTH JOCTYIHO 3a 3J0HAMEpHE
KOPHCHHKC MIIH al'[J'[ldKﬂl],}'le.

Pyrosamwe epewicava: Y ciyuajy npHjaBe rpellike, alIHKaIHja He Y3UMa ¥ 003Hp CTPYKTYpY
KOJa H Ha Taj HAYMH He TpHKasyje CBe KOHTPOJIHE NpoBjepe noTpedHe ako oipeheHH Mo kda
HHje H3BPILIECH.

Hedezdjeonn JNI Calls (Java Native Interface).bynyhu na AHIpouI aniiMkalmja caipiu
H3BOPHH K&J Hamdcad vy C nporpamckom jesuky, kpos JNL, v Tom ciayuajy animkaiuja ce
HAIAKE OCHOBHHM ITHTARIMA KOja ce Bexy 3a De3fjenHocT HABopHOr KoIa.

process

Application package e Test Taols

. A

InstrumentatisnTestRunner

t
A
/ N

Tast case classas Mock objects

e MonkeyRunner

hstrumentation JuUnit

Cimxa 6p. 27: MeTo1 neneTpalHoHOT TECTHPAlba alLTHKAlIHje.

4.2.7. llenerpanmmono TecTHpabe

[lenetpammono TecTHpambe AHIPOHI allJIMKalM]ja je, Kao ¥ CBaKO JPYTO TecTHpaihe 3a OHIo
Koju apyru copreep. EneMenTe Koje Tpeba y2eTH v 003Mp, NPHIMKOM NeHeTpaimje AHIpoOH
AIUHKALIM]E KOJ& YE/BYUY]Y HATIAjL Cy:

L.

TIOBPIIMHA ,I[jﬂJ'[()Bil[-b&

2. MHTEPaKIIKje ¢ JAPYTHM KOMIIOHeHTaMa (MHTEPHO H eKCTepHO),

~1 S W e

. KOMYHHKAllH]a,

. CKIQ/IHLITEE:E 110/1aTaKa,

- MOTYRHOCT MpHMjeHe KPUTITONOrHje,
. IpoToK HHpOPMALHja 1

. OCTANO.
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Hoesprumna wanada:

CpakM neHeTpallMoHH TecT ce (pokyeupa Ha jesrpo (pWHKIMOHAIHOCTH alliMKaiuje. Y
3ABMCHOCTH 071 (PYHKIIMjE M 3HAuaja mocMaTpaHe aluMKalipje, TecTep ce Gasvpa HA NpeaMeTe
KOJH CV [0 HEMY pPEICBAHTHH M KPHTHUHM (HNp., ayvTeHTH(QMKALM]Y, NOJaTKe, M)
[leneTpauHoHH TecTOBH ce 00aB/bajy Ha OCHOBY pelleBaHTHMX KoMmnoHeHTH. JlokanHe
KOMIIOHEHTE Koje He cajpie KpHUTHUHe [ojaTke Tpeba Apyrauuje TecTHPaTH, OJIHOCHO, Makbhe
BpeMeHa Tpeba TPOUIHTH Ha HHX, ¥ 0JIHOCY HA KOMIOHEHTE KOje ¢V YV HHTEPaKIHjH ca BamhCKIM
anJMKalMjaMa AHIAPOHI CHeTeMa.

Humeparyje ca dpveun koMnonenmama:

YV opoMm coyuajy arumMkandja KOMYHHIHPA ¢ JIPYIHM AHPOM] arJIMKalMjaMa M H3BaH
ceppepa kpos pazmmunre IPC (InterProcessCommunication) mexanusme. To visbyuvje socket-
based komyuukaiyjy, RPC (Remote Procedure Calls), emurtoRame nposia3zHux H NpUMIBEHHX
nojaraka, kao H apyre Augpoua-crietmduune IPC unrepakumje. Muore o1 T sesa moryhe cy
Kpo3 103B0JIE, M Ha TA] HAYMH Ha]BakHMje oOpaTHTH Naxiby Ha J103B0Je M 3aXTjeBe all/lMKalinja
Ka0 H Ha (DYHKIHOHATHOCT KOja alIMKALMje HAJIaMe JpyruM AHJIPOKI allJIMKalk]amMa,

Y coyuayy Aniapoui-ciieliHpMUHHX KOMIIOHEHTH, Kao wrto je broadcastovanje. tectep Tpeba
OapeM ocHIypartH clbesiche:

- Ogjermuse nogatke He Tpeda nponvertatH kpos IPC komyHuKaimjy.

- Ogppebene cneunduune ¢uarepe He Tpeba KOpHCTH Y cBpxy curypHoctd. Mako i
(uaTepn Mory KoHTposMcaTH HaMjepy obGpabuBane alviMKalnje.KOPUHCTHTH je€ caMo y
WUMILTHITHTHHM HaMjepama.

- AIUTMKAalM]a VEH]EK MOXKe IIPHCHIMTH 00pajly cTBapameM eKCIUIHIHTHE HaMjepe.

- Broadcastovanje He KOPHCTHTH Kaja ce BPILUH [IPEHOCH OCJeT/bUBHX I0/1aTAKA, Jep ce ¥
TOM CIYyUa]y aluIdKalMja He MOKe KOHTPOJIHCATH

- Kopucnuuke no3pone He Tpeba TIPUMjEHHBATH 34 aliHKallHje koje HeMajy norpefy 3a
BHILIE 01 je/IHe (PVHKITM]E, TO JEcT, MPUM]EehHBATH IPUHITAI HAJMAE [IPHBHIICTH]E.

Komynuranuja:

Baxno je ja ce yTBpAM Ja JH aluiMKallMja KOMYHHIMpa ca ofjekTHMa M3BaH CHCTEMa, Y
ciyuajy Kaji cepBep npencrasiba  Gesfjesan kanan. KoMmMyHHMKAlMOHM KaHAJI ¥ OBOM CIVuajy
tpeba 6urn mmdposan. Takole, Baxno je Aa ce pasMOTPHTH HA KOJH HAUHH ce GMpajV CHCTEMH
32 KOMYHHKALH]Y.

Craadummerse nodamara:

Y cymTHHM, cBaka atuMKallMja BpIIM TPOLjeHy Ja Jd TH oipehend mojaum npunanajy
amMKai . THITHUHA aniMKalja MOJKe UMTATH W IIHCATH 1ojlatake v o0JIHKY JIaToTeka Wi
Basa nojaraka. Oba oBa 3aIHca MOTY CE UMTATH O] cTpaHe ojipeljeHe arMKallfje, WM BaHCKOT
Kopucauka. Tectep Tpeba pasMOTPHTH Jje/beibe alUHKALN]d, H Kao ¥ ILHXO0BY CKIOHOCTH Ka
JMje/beY YV LMY [poBjepe, Kao M TO Jia JIM [OCToje MOJalM KOJH €Y CIAYUAJHO H3JI0KEHH
uypramy. Belinba amukannja KOMyHHIHpa ¢ BalbCKHM OKPYWKCHCM, Kao wTo je Web, u myHo
nojaraka je noxpameHa Ha YIakeHHM cepBepHMa v oapehennm Dasama nojataka. Jeman on
1aj1aTaKka TecTepa je W Ta) Ja Tpeba nperjielaTH NoJaTKe KOJM ce NpeHoce W apXHBHpaJy Ha
Offsite ceppepuma. Journ jejHa cTiap Koja Tpeba J1a ce pasMaTpH je H T4, KAKO C€ CKIIAJIHIITE
IaToTeKe ca OcjeT/BMBHM MapaMeTprMa, Kao HITO ¢y aKpeMTHRH KOPHCHHKA,
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Moevlnocm npumjene kpunmonocije:

Tectep 6u Tpebao nperiejaTi cTaHapIHe KPHIITOIOIIKE HAUMHE IIH(POBaiLa ATUIHKALIH]A.
Ha nipumjep, 1a 1 je aluIMKanuja BpIIM DPOBjepY JABHOT KJBYUA NpHje ofo0pemha HiIH TOKOM
notepiae ceprimrara? Kako ammkaimje norephyje cepriuduxar? Jla 1M annMxaumja Bpuin
cTpore nposjepe uepTHdHkaTa v He?

Hpomor ungopmanuja:

OBo ce 0JIHOCH Ha NpoTOK HHpOpMalMja, KaJia alUIHKallHja H3Bpiiaga oipeljeHH KOpPHCHHUKH
3AXTJeB MPEKO M0Jba 3a [IpeTpaxkiBaibe. Tecrep Tpeba oOpaTHTH NaXLY HA TO 1A M 3aXT)CB
OTBapa alIMKalH]y, | aKo Je Tako, kako nponase norpebuu napamerpn, npexko GET wmm POST
saxrjesa?

Ocmano:

KopucHHuKe TIpHjaBe ce MOTY TIperjieard 3a cepBHce Koje pajie v IO3aJuHH V LHbY
VBH/IA HA ILHXOB VTJHLA] HA cHcTeMcKe pecypee. 11ocTojH HeKoJIMKO J0JaTHHX KOpaka KOJH ¢V
notpeGHU Kao JHo neHetpani)e Anjapon ammkanuje. [lomro cy AHAPOHI aruIHKaIH)e THcaHe
v Java nporpaMcKoM JesHKy, HeollXoIHo je Jia ce npeMciinTa Java
KOJI 38 THITHYHE Hanaje. AKO ce aluIMKallMja Ocliamka Ha OCHOBHM W3BOPHM Ko WK GudimoTtexe,
GuIo0 GH MY/IPO J1a ce NPOBjepH PalbMBOCTH HIBOPHOT KOAA.

Ha kpajy. BamHO je pasMOTPUTH KAKO alJIHKALH]A BPLIM CKIaJAMIITEhE noaaraka’

4.9.8. Crarmyka anaa

Hako He npejcrap/ba JHO MEHETPALMOHOI TECTa, CTATHUKA AHAJIM3A je BaxaH ajar 3a
tecrepe.llomake =a wienTuduranu)y wiga v panujo] paseojHo] ¢asd HIH HAKOH caMmor
JABPIIETKA PA3BOja ArIHKallHje, HIIH TocIHje, ¥ TOKY Npoljene Hupoa Oe3bjennocTi. AnaTtu 3a
CTATHUKY aHAIM3y €& KOPHCTE 34 MCIMTHBame KOJa. AJAT KOPHCTH ajropuTaM 3a aHiIusy
PANIHIATHX JIHje/oBa KOJIa W NnpaTtH ¥y cMHcay oMoryliapa KpeHpame JIMCTe TOTCHIH)aIHHX
Ge20jeTHOCHUX TIPOITYETd. Y OBOM CIYUAjy, MOXKe c€ NOjaBHTH M je/laH JHO JaKHHX HIBjemiTaja
KOJM He 0/[roBapajy HeHeTpaluoHoM cuctemy. 1o3uTHBHA cTpaHa cTaTMCTHUKE aHAM3e OrJie/ia
ce Y TOME Jla ce TMpOrpMEpH MOTY CIyiuTH Ge3 MKakee BambCke HOMONM. WM NpaKTHuHe
HMIPOBH3AIMjE TPaKTHIHOT nporpamupama. Hupo OGes@jennoctw AHjpons oneparHBHOT
CHCTEMA, MOMKEMO AHAIM3MPATH HA JIBA PAvIMUHTA HMBOA, OJIHOCHO, HA HHBOY OLIEPATHBHOT
cHereMa W arsmkame. [14], [53]
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4.9.9. Iupepsun HGKewePHHT ARIPONT AIVIHEKAIje

HuBep3nn, uin oOpHYTH, MHKEHECPHHT, Je TIpolec OTKPHBABA TEXHOJIONUIKOT ITPHHITMIA
pajia ypehaja, ofjexra niM cHCTEMa KPo3 aHAIM3Y IheroBe cTpykType, (hyHKIHe 1 onepaliuje.
* OBPHYTH HIDKEILEPHHL Ce CACTOJH 071 CKYIA TEXHHKA Koje MOTY MAeHTH(MKOBATH HAMMH Ha
koju he ce codrreep nonamari. HYecto oBaj npoiiec Moxke GUTH 3aBpiieH 5e3 MPUCTYIIA HIBOPHOM

koxy. [16], [24]
OOpHYTH HIDKEILEPHHAT e KOPHCTAH 24 aHau3y coyreepa w3 cibeiehux GedjeiHocHIX pasziora:

Hoewmughuyje snonamjepiii koo:

Kommnanuje koje ce Gage npousBoamoM 6e30)elHOCHHX anaTa KepHeTe TeXHHKe obpHYTOr
HIAKCILEPHHTA 32 WICHTH(QHMKAIM]Y MoHamama oapeheHor manummosHor nporpama (BHpyca,
L[pBa, TPOjaHIIA), H Ha CCHOBY aHAJM3e, pasBHjajy pjelierhe ¥ BoplH nporue mwera. OOpHYTH
HHKEeHCPHHT, Takohe, Moxe nomohn v pazeojy XeypHeTHKe Koja Moke HiacHTHuKoBaTH By avhe
NOoHANIAKE MAIHIMOTHOT TIPOrpaMa, MpHje Hero NITO TO MOXKE YTHIATH Ha Kpajiber KOpHCHMKA.

Omrpusarse 6e3Gjednochix Hedocmamara.

OOpHYTH MIKEILEPHHT je Je/HA O]l NOoc/heILHY TeXHUKA Koje kopHere Oezdje/IHOCHH
CTPYWILAIIM, 34 TMOTBPIY Jia JIH NporpaM MMa, MIM HeMa, HejocTaraka Koju Mory OMTH
HCKOPHILTEHH 0j1 cTapHe 30HaMjepHe ocole, ¥ by yTulama Ha Gesbjennoct cuerema. Ha
npuMjep, 0GPHYTH HHMKCH:EPHHI MOKe NMoMoliM y OTKpHBamy aliHMKalMje Koja NpyxKa MHOro
KOpHUCHKX HHGOopManMja Hanagauy, WM jaje oapehene npeaswuLHRe HHGopMannje.

IIpenosnasare cemannmuiure VHKNUOHATIHOCM ¥ RPOZPAMY:

OOpPHYTH HIDKEILEPHHT MOTY KOPHCTHTH MporpaMepd. noceOHp. 3a waeHTHOHKANM]Y V
CIIYUAjY MOCTOjarha MOTeHIHjaTHO HeXe/beHe CeMaHTHUKe (pyHKUHoHaiHocT, Y ToM ciayuajy,
aueyuknmje, norpebuo je npeaysetu ojroapajyhe mjepe 3a muxoso yoiakasame. Bpiieme
OOpHYTOT HMHKemEPHHra co()TBepCKHMX amimkaimja je v cynpotHoetdH ca 3akonom. To
MpeICTARBa KPIIEHE ayTOPCKHX MpaBa nporpamMepa M KoMnanuja. AHapoua uva Heke ojipehene
KOPHCHE ajlaTe KOJH CY J0CTVITHH 3a [IOMAraihe v IHBY [poleca 06pHYTOr HHIKEhepHHTA,

4.9.10. MeTo10.10rja HHBEP3HOT HIZKCHCPIHT A AHJAPONT AlLTHKALje

Y nocanammmbeMm pajly. ONMCAHA jé METOIONOTHja IpolljeHe 3JIoHaMjepHHX AHIpOn
ammkaiuja. Cajga. v Metojonorujy, Morvhe je NpPUMJEHHTH 3a AHAIM3Y NOTEHIIHjalHUX
JIOHAM]ePHMX arMkalija. Adammsy je Morvhe HappimmMTi v yeTupH xopaka. To cy:

1. Ilpernen u3sopHor kojia i ()YHKIHOHATHOCTH All/IMKallHje.

2. [lperne n03poMa Koje KOPHUCTE arljiMKaluje.

3. Ipernen IPC [Review Interprocess Communication) mechanisms kopuinreHor oj
cTpaHe aljiMKamnmje, u

4, AHanmza KOJia allJIHKAIlH)e paju IIperjc/ia OTBOPCHHX NOPTORA, MPOTOKA JIjE/BCHX
nojiaraxka uamely annukanuja u e [84]

"Reversing: Secrets of Reverse Engireering, Eldad Eilamd& Chikefsky, Elliot 1. {2007)
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4.9.11. besjenocun mpodiemMu

[Topea osux HaGpojaHHX KOpaka 3a AHIPOH/I IEHETPAIH]Y, TIOKE/LHO & AHATH3HPATH U
yobuuajene GesGjesiHocHe rpornycere v Koy v uzajay. OBa nuTama Mory ce CBpeTaTh, Kao HiTo
je mpukazaHo v jeamoj oy Tabena. Ilurama TpebGa ManmMpaTH npeMa BaXKHOCTH HMBOA HAa:
KPUTHYHA, BHCOKA, CPe/iiba M HHCKA, Ka0 M HA HUBO noremkolia v HCKOpHIITaBalka vV HMa Ha:
BHCOKA, cpeliba W HHcka, CMjeM Nperie] HEKMX 0]l KATeropHja Koje ¢y KiacumkoBaHe vy

Hape iHo] TabeJn.

Bestjeanocan npobiem

AyrenTHduramnja

[Turama v Bezu ujaeHTHMKAIH]e KOPHCHHEKA.

Kourpona npueryna

[TuTama Bezana 3a KOPHCHHKA NPaBa [oc/nje ayTeHTHPHKAII)E.

Penmniuja n norosn

[TuTama Be3ana 3a peBHIH]Y H JIOTOBE,

Kpunrorpaduja [Turama Bezana za mudpopaike H 0de3djelhupaie KOMYHHKAIM)C.
Yrnpasisehe [TuTama Bezana 3a YIIpap/harke KOPHCHHYKAM JO3HMHKAMa W APYTHM
HPHCTYNHMA AKpeHTHBHMA,

VYipas/berse moaauuMa

[Turama Bezana 3a YIpap/batbe M0JalHMA BHXOBOM oceT/briolhy.

Iogaun o mypemwy

[Turama Besana 3a civuajHa, WM HaMjepHa, Ly petba nHdopmaigija.

IIposjepa rpemaka

[Turama Besana 3a M3BjelUTaBamE I'pelllaka Oe3 NpPeBUILE IPYKAaba
nojiaTaka.

Bammiaamuja yiaaza

[TuTama Bezana 3a noTephHBame HeNpoBjepeHHX MojaTaka ca yiasa
0J1 CTpaHe KOPHCHHKA,

Management cecuje

Ilurama v Be3u ca HajGOLUM MpaKcaMa 3a KOPHCHHYKO YIIPaB/batbe
JIVIKMHOM cecHje.

Yupas/bee [Turatba BesaHa 3a VIPABIbEHLE PECYPCHMA YRIEYUYIVHH 1 MeMopH]y.
pecypcumMa
Hajxorpaamsa [Turama Bezana 2a GaaroBpeMeHy HaJOTpaLy coTRepa.

Tabena 6p. 5: AHanniza yoOHuUajeHHX 6e30)e/IHOCHHX NPOITYETa ¥ KOIY W AH3ajHY.
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. Aytentudukanuona npopjepa: noTephyje nuTame Ja ce KOPHCHHUKH AKPEJAHTHE HE MPEHOCH
npeko He ofesbjeljeHor kaHaja ako ¢y MeXaHM3MM 3a avTeHTH(MKAIM]y vekimaljeHn ca
yobuuajeroM 6e30]eIHOCHOM MPAKCOM.

2 Kourpona npucryna: notephyje ga camo ayTeHTHPHKAIMOHM  KOPHCHHIIH MOTY HMATH
IPHCTYIT pecyperMa M BHXOBUM(VHKIMjAMa ¥V CKIAJY ¢a CBOJHM aKpeIMTHBHMA, H Jla HHCY V
CTamLy Jla ';aoﬁnh}; CHCTEM KOHTPOJIC TIPHCTYIIA [MOJgallHMa.

3.JloroBu: M3BpUIMTH TIPOBjEPY KOJH JIOTOBH He calpike ocjeT/bHBe KOpHCHHUKe HH(pOpMaliHje,
Kao M 114 0CTAJIH JOTOBH HHCY IOCTVIIHA HeNMoTpeOHHM aljIMKallHjaMa | J1a uMmajy oarosapajvhe
JI03BOJIE.

4 Kpunrorpaduja: norephyje ma ce oceT/bHBe KOMYHHKAIMjE OBH]a]Y caMo Tipeko Oe3djeqHux
KaHajla M Jla ce 3a OBY KOMYHHKalMy kKopucte camo jake mHppellotephvie u to, ma v
AMIMKALM]H HEMA TI0CTOjaba KpHITOrpadicKHX MpOTOKOJA.

5.1ypewe nojaraka: norephyje na na oapehenn zaxrtjer HHje AONUIO /10 CAYUAJHOT M3jarama
nojaraka, koju vHade He Gu tpedano aa Gviv HA pacloaramy JPYrHM alLIHKAlHjaMa [peko
gorosa, IPC unu URL nosHea, HeKMX JIaTOTEKA HTIL.

6.Banupaumja nojaraka: noTephyje Ja  aniMKalMja He KOPHCTH VIasHe [apaMeTpe M3
HETIOY31aHUX U3BOPa JMpeKTHO ¥ SQL ynuTHMA U Y IPYIHM OCeT/bMBHM Ollepalinjama.

7. Hzpemrrapame o rpemkama: notephyje Aa, Kaja arumMkalnMja [IpHjaBkyje Cpeniky, He
IpHjaebyje OI0K HIH JHO0 [IporpaMa KojH cajIpkH oceT/bHEe HH(opMalHje.

8. MenaumenT cecuje: motephyje Ja annMkanmja npath Hajboske Mpakce 3a cecHjy YIparR/bamka,
yviueyuyjyhu Bpujeme, uaentudukarop cecuje. token ynorpebe, W

9. URL Ilapamerpu: ocurypasa Ja aluidKalldja He [IpHKasyje ocjeT/buBe ItapaMerpe kpos URL
HIIH OTEOPEHH TEKCT.

10. TpenswmuBu pecypen: norsphyje ga arnmkanuja He redepuine token winm wientnukarope
KOJH c€ MOTY JIAKO TIPETIIOCTARMTH.

4.9.12. llenerpaunone anmKaiije

3a npuctyname ypehajy ca Anapouil oNepaTHBHAM CHCTEMOM MOTY ¢€ KOPHCTHTH Heke
0J1 AATKK Koje ¢y npe/suhere 3a (pM3MUKH IPUCTYIL, HIIH TIPHUCTVIT TIPEKO Mpeske. Y 3aBHCHOCTH
0/I HAMjEpEe KOPHCHHKA KOPHMCTE CE alaTKe HaMHjelheHe Hubano] rpynd. Hexum oj1 najuemhe
kopumlienux cy HabpojaHe y HACTABKY Pajia.
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4.9.12.1. Nmap

AKO npeTnocTaBuMO Jla HeMaMmo (u3MuKH npueTyn camom vpebaly, amm HMamo
moryhnoer npueryna Amgpona ypebajy npexo mpesxe 3a Awmgpoun vpelaje, v tom cinyuajy
MOMKEMO KOpHMCTHTH  Nmap, mporpaM 3a ckeHMpambe mocmatpanor vpehaja. Y mnponecy
ckeHupamba Nmap noxpehe SYN (cunxponmzanmjy) ckenupama IP ajpeca, sepamje OS-a, Dase
orHcaka nperHjy. Clike cKeHHpatba cajipike JIMCTY OTBOPEHHX Ioprosa (yeayra). Y ciyuajy ja
MPHKYIULAE CIMKA CHAM/BHMX [OPTOBA HHJe VCIPeio, KOPHCHMK HeMa Heke KOpHCHe
uHopmalHje v Be3H ca AHIPoOH] \pl.,]]"l|b\l Yromko je OHI0 KOJH ¢l opToBa OHO OTBOpEH,
HMaIH OH MOy I]IIULI JLer HLIPEJ?I\HBHI[:U

LEe@na Ble nsm

Crmka Op. 28: Harnen N Map nposopa arumeanmje.
4.9.12.2. BusyBox

BusvBox je Auapoms animkaimja Koja MMa VIOTY Tpyikamba ofpeljleHHx cTanmapanms
Linux anara.’” 3Gor cBoje penuumue je nieanan 3a ypehaje ca orpaHHMEHOM MEMOPHJOM.
BecruaTtan je. ¥ OTIVHO je. Kao open-source, joctynad nog GNU GPL imuenmon.

[Towrro npyika oapeljenn Gpoj HOBHX KoMaHIM, Npuxeahed je o cTpaHe JeBeionepa Kao
HesaoGunasun anar, byayhu na je npojexroran 3a AnIpon, noctoju MoryiHoeT Ja He pajan Ha

hitps://secwikiorg/w/Nmap/Android 22.02.2014
“http://srbodroid. com/development/programiranje/sta-je-busybox
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CBEHM Bcp'ilvi_iﬂhiil Kao ITo ¢y OHE 3a JIECKTOIN patuyHape. Bl.lf-.'u}'BOX_ Kaja ¢ HHCTAIMpa v Linux
cHeres, oMorvhaea fojarde komane v shell-y (Linux DOS).

Honrro je npuposa Linuxa Takea Aa je K61 OTBOPEHOT THIA. TAKO aruiikaiije 3a Linuxy
oBOM cavualy Angpou) aueTpuOviMjy Linux-a. mory ja ce ociione Ha BusyBox. Jlaxme,
BusyBox npencrasiba ckvin kiaca W pyHKIH]A Koje OHIO KOJH IIporpaM Moze Ja [o3oBe, Ia
TAKO JIEBEJIONEP He MOpa Jla WX IMHIIe W3 ToYeTKa H Ja X VK/BYUYje ¥ CBOJY AIUMKALM)Y, HITO
J10CTa eMatbyje BeJIMUMHY ariKaliija.

Hexe on komannn koje BusvBox npyvika cv:

- Cp —KOIHpame

- date - caommTaBa CHCTEMCKH JIaTVM.

- dd - konmpa gaTotery ca konpepropameM M dopMaTHzOBaIbEM

- df — npukasyje puiecycrem

- grep — nperpaxyje Hajgpehenu doizep 3a cBaky HaBEJIEHY JaTOTEKY

- kill — npunyaHo 3aveTarsba npouec

- In— kpeupa muuk noj HazueoM IME LINKA, uwim dosep 3a emjeinraj jarorexa, Hiin
JApyrux ¢oJuiepa.

- login — nouerak HoBe cecHje ¥ CHCTEMY.

- s — mpukasyje ety gatoreka WM osepa.

- mkdir — kpeupa HoBH (oJuiEp.

- mMore — IpHKa3yje JaTOTeKY, WK CTAHIaPAHH 11pUKa3 yJias,

- MV — IIpeMjenTa JaToTexy.,

- netstat — npuKazyje MpexHe HHdopMalme.

- pidof — npukasyje nucry

- PID-ova oy ceuX nporeca KojH NOUHILY o/ipeljeHuM HMeHOoM.

- ping — make

- EHO naker kpo3 Mpexy.

- ps— M3BJELITaBa O CTATYC.

- pwd — n3BjenITaBAa O TPEHYTHOM PaHIHOM JIMPEKTOPH]YMY

- rm — Opuile JaToTeKy

- rmdir — BpilM npoMjeHy Ha3HBA.

- sed — H3BpIIAHA CEPHITTY.

- sync - 3amMcyje Che ToJIaTKe W3 MEMOpPHje Ha JIMCK.

- touch — axypupa jaroreke Koje cy My 3ajare

- Vi JA0NYILABA JIATOTEKY

- watch — neproMUIHO UIBPIIARA NPOTPaM
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Reinstall/Uninstall [[?

Installing this applet will take
about Tmb of space. You do not
have to install Busybox for this
applet to work and this applet will
continue to work even if you
remove Busybox from your device.

Reinstall Uninstall

Cauka 6p. 29: Maraen BusyBox Ansipon ansmkaiiije.

4.9.12.3. Wireshark

ITporpamcku anar Wireshark xopuern ce 3a ananusy mpexuux naxera.Pamu ce o anary
KOjH XBATA 10J1aTKe, KOjH V NAKeTHMA IVTY]Y MPeaoM, H IpHKazyje UX Ha HajleTALHUH Moryhn
HaumuH. ¥ npouvtoctd. anati canuaun Wiresharku Guam ey ckynu m sajuenthe koMepuujaimu.
Honackom anara Wireshark wa tpaure curyaumja ce npommjennita. Wireshark je nanac
BjepOBATHO, HAj00EH OECIIATHH H open source anar JIocTYIaH Ha TPRuATy. [98]
Hexn o1 npuMjepa KOPHIITEk:A OBOT aJlaTa cy:

-OTK/Iabatbe 11poblieMa Ha MPekH,

-aHAJIM3a CHI'YPHOCHHX PakhHBOCTH,

-paiRo] ¥ UMIIEMEHTAIMja HOBHX POTOKOJA H

~VUEHE O MPEKHHM [POTOKOJIHMA.

Wireshark je T3e. . cross-platform™ mpemuw amar, mTo 3HaYM Ja MOME PAJIATH Ha
pazmaauTAM ratdopmaMa. Ocum mo paau Ha Microsoft Windows nnatdopmu, noapxan je u
Ha paziuuruM Unix oneparusaum cueremuma mely xojuma ey Linwe, Mac OS X, BSD u
Solaris. Takohe. noctoju u pepanja Ges rpadmukor uHTepdejea noa umenom TShark, Wireshark
1 TShark cy Gecrinarin anati noj veaopuma GNU(General Public Licence).
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Wireshark je codrepcks amart Koju ,.paivMpje” CTPYKTVPY PaBIMUHTHX MPEKHHUX
nporokoeia. M3 Tor paztora, uma moryhiHoeT npukasa nojaraka v3 nakera KojH ¢y crielipHuHH
34 pazxiMaMTe IPOTOKOJIC.

Wireshark kopuctn oubnmoteky Packet capture (PCaP ) 3a xparame naxera, o 3Hauu
Jla MOJKe XBATaTH caMo nakete ¢ Mpeska koje PCaP noapaara, a to ¢y Ethernet, IEEE 802.11, u
ci. [loganm ce MOy YXBATHTH IIPaBO ¢ AKTHBHE MpPEeAHE Bese HIH ¢ MOTY YUHTATH U3 JaToTeKe
v Kojo] cv cauyBaHM nakerd. CauvBaH{ [oJall Mory OMTH NpPHKA3aHW Ipeko rpadmukor
KOpHCHHYUKOT HHTepiejca, WK Npeko TepMuHbana npu yrnorpedu Tsharka anara.

Wireshark canpau u (urrep 3a npukasHpaiee nojaraka nomohy kojera ce Mome NpHKasatH
camo auMo nomataka. byavhu ma je Wireshark open source amar. ma meMy je  pellaTHBHO
jC,‘lHI}CTﬂB[{l} HMITJIEMEHTHPATH IIporpaMcKe JJOJATKE 334 HOBE IPOTOKOJIE.

T Broadeom 440 100100 Integ sted Comtroller (Micronofl's Packet Scheduler ) : Capluring - Wirsahark

Be [% e o Ctue frde Ratetcn bep
B eaaa p@ %48 BeseoF i B aaan aowEx

Fiber |(ip.au-r oq 192.168.0.2 and p.addr eq 192.188 = [agressorn Oew Apoly

Frotocel ko .
TR e P R el A T W 1 P
192.168.0.12 TCP 6340 » 28406 SEq=I1 5780 Ackel Wine
6, 173490 .3.12 e 6340 > 28
773533 0.2 TcP 1866 > 6340 35

.168, 0,13 TCPE 60 > 2865 (PN, ACK] 34G ne

G238 36, 7UTETS  192.168.0.2 TR 2804 > G140 [ACK) Seqe0 ACke21IMES winetd 368

6235 36.798048  192.168.0.12 TR B340 » 2808 [Aow] Seqs2130488 Ack=0 Win=L056 |

G240 36, 790007 192.168.0.12 TCE M0 > 2868 [PoH, ACH] $EQ-l360RE AckeD wine

6241 36.790042  192.148.0.2 TP 2864 = M0 [ACk] Seqs0 Ack=216L088 wins=S4512
S22 36.82204% 192.168.0.12 TCR 0340 » 3968 [PIH, ACK] Ze0-23141088 Acke0 wine ¥

¥

*

Frams 6136 (154 Bytes on wire, 1% bytes captured)
crharnet 11, Src: Matiomal_Oa:9d:0os (00:80:27F:0a:0d:08), Osv: Dell_af:b6:lf (O0:4:22:af:b6:LF)
# pestinatfon: Oell_afib6:lf (QOild: HE B ]
& Source: matfonal_ouisdiod (00180 HL L)
Type: 1P (Ox0B00)
& Internet Protocol, Srci 192.108,0,12 (L02,168.0.12), Dst: 192.188.0.2 C1%92.168.0.1)
# Tramsmizsion Contral protocol. Src Portr 6340 (830). O3t Poret: 1864 (2866). Seq: ID99044, Ack: 0. Len: 140
pata (140 bytes)

]

w0 T4 JT af Ba IT OO B0 JF Ta Ug OF O o0 45 0O
0 bd Tc 4a O0 O0 P 04 bd Sa o0 a8 O0 Dc o0 a8
OO O 18 cof Ob 32 41 b a5 9 ca cf Te b 50 18
10 00 B 75 00 00 3% 99 81 14 3T dF a7 43 39 @6
79 8L AF Bf 3% 1% Sd b3 <b 1% 3F 48 8C 3C 23 3%

o ss TA P KR e A A WE . M Ta As Aa

[

=" .

Froadeom 440 L0 friegrabed Controer (Mromafts Packet Scheduler] © <dow caplure i pro P a0 I

Cauka 6p. 30: Anamsa anaraWireshark

Kao W HekMM JIpyrum alaTHMa 3a MpekHY aHammsy caobGpahaja, Tako je W ca
Wiresharkom moryhe oTkput meke OeafjefiHOCHE TIPOMYCTe W HENPABHIHOCTH Y
KOMYHHKALHMOHOM KkaHany. bes0jeanocHu mnponyer ce  wieHTHpHKYje [pH  HOKYLUA)y
HEOBJIAIITEHOT, OJHOCHO, HA OCHOBY MAMIIMO3ZHE pPajibe Koja MOKe GMTH LITETHA MPEKHOM
kanamy. Wireshark cnpeuapa Gesfjenmocte npomycte amannsoM Moryhux npoGrema u pajmu
KOje MOr'y ¢cTBOpHTH Oe3ljeHocHe rpodieMe.

Heke ananuze koje xopueHunuma Wiresharka mory nocmyxuth v ivHKIHH Oe30jeIHOCTH cy:

- NpoHalaxee KopUCHHKA ¢ Hajeuile caobpaliaja Ha Mpexu,

- HaeHTHPHKOBa®E NPOTOKO/IA H alIMKALIH]a KOJe ¢e TPEHYTHO KOPHCTE,

-ojipelMBatse npccjevHor dpoja MakeTa vy ceKyHJIM, mpocjedHor Gpoja GajToRa v CeKYHIH,
HITH YEVTIHOD IMpoMeTa Ha MpeiKH,

- IIpHKa3 CEMX KOPHCHHEA KOMYHHHEAIIHOHE MPEIKE,

-ojipelBae TykHHE MAKETA KOJer KOPHCTH aIUTHKAIIM]A 38 [PEHOC MOJIATAKA HA MPERH,

- npenozHaeame Hajuemhux npoGreMa Ha MpekH (CHOP OJI3HE Mpeke, HelpelnoiHapahe
KOPHUCHHKA H 1),
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- TPENO3HARAILE Kallllheiha H3Mel)y KOPHCHHYKOT HATOra 3a paj ¢ MPeAHHAM MaKeTHMa U
camMor npolleca paja ¢ MakeTHMa,

- Mpero3HaBame MorpelnHo KoHdurypHcanux kopucHHKa (Hip. noHasmame [P agpece v
HCTO] MPEHKHU),

- opeliuBarbe Mp2iKe, WIH KOPUCHAKA KOJH yeropaBajy Mpe#Hu caoGpahaj,

- WICHTH(PHKOBAKEACHHXPOHOT MpeHoca MI0JAaTaka Ha MpeikH,

- WieHTH(HKOBaKke HeyoOHIajeHOT TIPerie/ia MPOMeTa Ha MPEKH,

- op3o waentudurosaibe HTTP (HyperText Transfer Protocol) rpeinaxka.,

- op3o waenTHgurosambe VolP (Voice over Internet Protocol),

- Harpamba rpadmukor nprkasa sa nopebemse nonamama mpexknor caobpahaja,

- H3rpajiiba rpadudkor npyuKaza MpeskHor caodpahaja anmkaie,

- WieHTH(PHKOBabE alUIMKaLMja Koje He IHdpy]y NoJarke KojH ce [peHoce.

- YOUaBahe HeyoOHUajeHHX NPOTOKO A,

-HJIEHTH(PHKORAILE [TPOC)EUHOT ¥ HEMPHXBAT/LHEOT BPEMEHA OJ3HEA MPEXHHX CepRHca,

SRT (Service Response Time) n

- H3rpajiba rpaHukor MpHKA3a  [epHOJAHYHOr IeHEepHCAA [MAKeTa allIHKAIMja HiIH

NPOTOKOIA U CJ1.
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5. HOBH CHUCTEM YHAIIPEBEIbA BE3BJEJHOCHUX MEXAHWU3AMA

Opaj 110 pajia 0JHOCH e HA HAaYUHH JIOTIPHHOC AyTOpa 0BOj TeMH. 3a IOJA3HY OCHOBY
ypaheHa je aHKera Koja je 3a LWh MMaja TPHKYIUbAIE PE3VITaTa, HA OCHOBY JI0OHMJEHHX
OJIFOBOpA YUECHHKA, Y AHKETH. Y HACTABKY J¢ aHAIMIUpaH TPeHYTHH Ge3ljeIHOCHH HHBO
AHIpoHI OMepaTHBHOT CHCTEMa M JlaTe ¢y Mperopyke 3a meroso yHarpehemwe. Ha octoby
aHanuie pesyiarara yHanpelieHor cHerema, M3BpIIEHO je mopelieme ca TPEHYTHHM CTameM |
npHKasany cy GenedyHTH KOJH yKa3y|y Ha [ojH3ame HHBoa Ge30jeiHocTH AHIPOH] ONePaTHBHOT
cHeTeMa.

5.1. AHKETA
AHKkera npejcTaBba MeTOJ KOJHM €€, Ha TeMebY AHKETHOI VYIIHTHHKA,

HCTPaXky)y H NPHKYIURA]Y mojand, wnHpopMalMje. CTABOBH M MHIUBEH:A 0 [peAMeTY
uerpaxupama. Hajuemlhie ce kopueTH v jaBHOM JKHBOTY, Al YV OCHOBH MMa Hay4Hy HHTEHIM]Y
Ja ce Jo0Mjy M Cca3HaJy  CTABOBH wrpe nonviaanue.  To je  noceban  obaMk
HECKCIIC PHMEHTAIHOT HCTPaXKHBAILA, KOJ€ KAO OCHOBHH M3BOD TOJATAKA KOPHCTH JTHUHH
CTAR O MHIUBEILHMA, VBjEPCIbMMA, CTABOBHMA H MOHANIALY, NPHOARLEH ororapajvhuM HIzoM
ojpehennx nurama. [101]

5.1.1. Meroa ankeTnpaisa

YV oBoM HCTpaEHBAKY KODHIUTEH je MeToll jABHOI AHKeTHpama. AHKeTHpame je
HIBPILICHO MTYTeM eJIeKTpoHCKe TONITe, Kao H HHTepHo aHKeTHpalLe v nHeMenoj dopmu. [loetojn
BHIIe pa3jiora 300 Kojux je u3abpaHa oBa BpcTa aHKeTHpatba. Hexu o mux cy:

- nocTtojamke MorvhHocT aHkeTHpaiba nmomMohy jeiHocTaBHAX M KpahHX cajpikaja,
- ™oryhaocT oj1abypa HIWLHKHX Mpodimiia aHKeTapa npeMa notpebama aHKeTe,

- ,fJ.H]JL‘-KTaH YHOC 11o1araKa Y 533}" MnogaraKka,

- Dpoke NpHKYIULAIbE NoJaTaKa,

- TpeHyTHa jlocTyrHoeT oGpaljeHnx nmojarTaka, Kao |

- Op3uHa MHTEpaKIMje.

5.1.2. IMmremenTannja ankere

AHnkera je Hanpar/sena nomohy Google anara u 6uia je JOCTVINA HA JOKATIH]H:
https://docs.google com/forms/d/ 1 xEaUfk3pAdP9sbzzV6is GBOvIPz4x87Z kiAPq6Vhvic/closedfo
rm.Takobe, /mHK 10 aHkeTe ce Hamazvo M Ha mMoM JuudHoM Facebook npodwmny wa anpecu
https://www facebook com/miroslav.cajic. Yuoe ojrosopa Guo je omaryhen oj 01.07.2014. no
01.08.2014. rogude, Tako ja cy MCIIHTAHMIM MOTJIH vV OMIO KOje BpUjeMe TOIMYHHTH aHKeTy,
OHOCHO, HCKa3aTH CBOje MHUULEIEe Ha npuHuuny uidopa usmehy JIA wm HE. [Turama koja cy
ce OlHOCHIA Ha KOHKpeTHY Gesfjeamoct, umana cy ¥ tpehy morvhHoer ojprosopa koja je
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no;[pm}*mujcnana HETHpAILEG TO3HABAH.A Ma'['CijC Ha Kﬁj}’ CC OJHOCH MNOCTaBJLCHO ITHTAILEC.

Jenan

JIHO TIHTamka je 3axTHjeBao W30op msMmely Buime nodyhenux oaroeopa. 3axrjer 3a

AHKETHpam:e 1ociar je v enexTopaeko] (opymu Ha 380 e-mail adresa. Ha ankery je oarosopuo
vEynHo 271 aHKeTHpaHH MCIIMTAHKK, oj1 Tora 186 emexrponckuM nytem u 85 y nmucaHo] hopmyu.
On ykynHo 44 nocraebena nuTarmba, wux 23 ¢y Ouina ofasesHa Ha Koje je HCIHTAHHK MOpao Jia
Ia onroop. Ysumajyvhn v oG3up cTatHcTHUKM y3opak oi 271 MenuraHHKa MOMKeMo ca
cHrypHolnhy 3ak/byUHTH YVCIeIHOCT OBE AHKETE.

5.1.3. AHKeTHA IHTAILA

Pitanja koja su bila postavljena u anketi su:

SR 05T Qth BT BT

11.
12.
13.
14.

15.
16.
17.
18.
19
20.
21.
22,
23.
24.
25,

26.
27.

28.

Jla i kopHeTHTE NaMeTHH MoOHIHH Teaedon?

Ja mu Banr nameTiy TenedoH KOpHETH AHJIPOMIL ONEPATHBHH cHeTeM?

Jla Ji nocjeavieTs BHILIE ol jeJHOT IaMeTHor MoOHIHor Tejedona?

Ja 1 nocjeayjers cayxbenn MoGuiHKM Tenedon?

Ja m npuBaTHH TenedoH KOPHCTHTE BHITE 01 ciyxbenor?

Ja i rmocjevjers join HeKkH o1 aMeTHHx ypehaja?

Ja i je ynorpeba MoGuiHor Testethona vaeHTHUHA viioTpedn (ukcHor rejiedona’

Jla mu Bunre ynotpedssagate MoOHIHK Tenedon v BpHjeMe jedrune Tenedoncke Tapude?
Jla 1 Banr naMeTHH TesedioH KOPUCTHTE MCKIBYUHBO 3a Teledonupaibe?

p )_[a JIH Ball [mamMeTHH 'l'e.lltﬁllJ{JH KOPHCTHTE HCEJBYUHBO 34 Iperieln Bed C'I]JHHHL[EI.'.’

Hpu xynosunu nosoe menegona:

Jla m ce onpesgjeiyjete 3a namMeTHu Tenedon?

Ja iu ce onpegjemsyjere 3a oapeheror npoussohaua?

Jla m ce onpejesyjere 3a ofpeleHH onepaTHBHH cHeTeM?

Jla ma cy Bam GuTHe Ge3bjelnocHe KapakTepHeTHEe ypehaja?

]_la JIH Ha BallleM MaMeTHOM 'FEJ]'G(]]DH}' KOpPHCTHTC HCKY aHTHBHPYCHY 'SalLIT["lT}".’

Jla 1 na panrem naverHoM TesiepoHY KOPHCTHTE HEKY eHKPHIIIM]CKY 3alTHTy?
Jla 1 na BameM namertom Tejdedony kopuerure firewall samrury?

Jla nu pejloBHO akypUpaTe aHTHBHUPYCHY 3alITUTY Ha Baruem Teiedony?

Jla i peioBHO @KypHpaTe OlepaTHEHH CHCTEM Baller mMoGuHor Tesedota?

Jla 1m cmatpare Ja je Baul naMeTHH Tenedmn TPEHYTHO JIOBO/BHO 3amTrlien?

Jla i KopHCTHTE alUIMKALIH) e KOje 3aXTH]eBa)y root gossosne?

Ja mu npeysumate aniMkaiuje 3a 3sanuyHe Be6 nokanuje (Google play sore u ci)?
Jla ma kopuerure Hurepuer nyvrem tenedony?

Jla 1 kopueTHTE Henporjepeny MuTepHer kKoHeKIH)y?

Ja nu pasmunubare o GesGjennocHum ediekTiMa JI0K nperpayjere Murepuer
ynorpetom Tenedona?

Jla 1 npuBaTHH TedeioH BHIIE KOPHCTHTE 3a JIOWHJIOA allTHKaluja ol ey kGenor?
Ja s saw cinymGenn reneon uyma o ApeheHe PeCTPUKLMIE 10 LM TEbY LIPS TPaKsnBatba
wed J1okatnja?

Jla ;i kopucTuTe GecnmaTHe anuMKanMje 3a MoGHINK TesedoH 2a pasroBop npeko
Hurepnera (Skype win Viber)?
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29.

30.
31
32,

33.

34
35.
36.
37

38,
39,
40.
41.
42.
43,
44,

45,

Ja nu je pam namernu tesedon uxa1 Mo KOMIPOMUTORAH 01 crpate Tpehux nuia
(xakepu u ci.)?

Ja mm sHate kako Hariea MOOHIIHK Tejle)OHA KOJH j& KOMIIPOMATOBAH?

Jla 1 ematpare Ja je Bau Tenedon jlorosbHO Oesdjenan?

Y emvuay orvhena moGunHor Tenedona npeo he te oGapujecTHTH: TeaeoHCKY
KOMIIAHH] Y. IOJIHLH]Y, Apyra/ ipyrapuily, jdeuka/ qjesojky, weda/mupextopa, Hehy HHKoTa
0DaBHjEeCTHTH.

Y emyuajy orvliema MoGuiHor TesedioHa HajBHUILE ITeTe MMaTe 3001 ryOuTKAa:
TelneoHEKOr HMEHHKA, ClMKa H BUJICO KIHMOBA, e-MAKI aJpeca, KOPHCHHUKMN HMeHa,
camor vpehaja.

Ja mm v pamenm npestysehy nmoctoju npoueaypa v cavaay orvhema mModunor Tenedona?
Ja mm cmarpare na GMI0 Kaksa yiiorpeda teliehoHa yTHUE Ha 3IPaB/be KopHecHHKa?

Jla m1 cMatpare Ja npexoMjepHa yroTpeba Tenedona yTHue Ha ApaBibe KOpHCHHKA?
Jla mm cTe MMaMM MM MMAaTe HeKe Nocibe/iie 200r npekoMjepre ynorpede MoOwIHOr
Tenedona’?

Jla i Bam ganaimisy HauHH 5KHB/BEILA MOXKeTe 3aMHeIuTH Oes Mobumor Tenedona?
Bucre?

Jla m cmarpare j1a MYLIKApUH BHILE KopHeTe MoOHIHe Tejediote v 0JHOCY HAa KeHe?
Koja je Bama crapocha 1067

Koju je Bam nupo oGpazopama?

Jla ma cTe sanocnenn?

Y kou cextopy paaure? [T cexrop. oGpaszopame. IPUBPE/Ia. JABHH CEKTOP, IIPOH3BOIHHA,
TProBUHA, OCTAJIO

Koyn moOuimn nporajiep kopucthre?

3.L.4. Pesyirarn aHke1e

VY npuiior v oROT pajia HalasH ce KOMIUIETHA aHKeTa, a vV oBoM JMjely oOpaheHa cy Mo

HEKa [HTamka Koja ce ojHoce Ha KOHKperHy Gesfjennoct mobGuianux ypehaja ca Awujpoui
OIePaTHBHHM CHCTEMOM.

IIPB(J ITHTAHLC KOjC jﬁ OMII0 TIOCTABILEHO HCITHTaHHIIMMA TJIACH/IO jEZ ,.,uﬂ JIM KOPHCTHTE

mamerHd MoOuIHK Tenedon™ ? OBO NUTAKE j€ MOCTABBEHO MO HPETIIOCTABKOM JIa MCITHTAHHIH
MMajy OCHOBHO IIpejzHamke 0 MODHIHNAM ypehajuMma M j1a 3Ha]y [Ta je To JaMeTHH Tenedon™.
Ha ocHoBy pesyirrata npeor MHTamka J0IUI0 ¢ JI0 PesyiTaTa Koju nokayje ja 9%, OHOCHO, HHX
12 ne kopuerH mamerHu MoGuiane Tenedon. Behuna, o yvkyvidor 6poja wermraduka, wux 124,
ojiHocHO, 91% 0IrOBOPHIIO je MOTBPAHO Ha 0BO NMHTame. ONroBop Ha NOCTAB/LEHO TIMTAILE HUje
Gno obapesan.
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[a nn KopucTuTe NMeTHU MoBUIHK
TenedoH?

mDA

| NF

I'papmk 6p.9: Persrraru anketHor nutama o kopuiihesy nametHor MoOuIHor Tenediona.

Jenno opn nuTama Ha KOje MCIMTAHMK HHMje Mopao JaTH ojrosop riacuio je: . Ilpu
KVIIOBMHH HORBOT TesehoHa fla JIM ce onpejjjesbyjere 3a naMeTHy teaedon’? 3aHHMIBHBO je j1a cv
CBH MCIIUTAHMLIM HA OBO [IHTatbe ojarosopuin ca JIA.

Mpu KkynoBuHM HoBOr TenedoHa ga nu ce
onpegjesbyjere 3a nameTHU TenedoH?

mDA
m NE

I'padpmk 6p.10: Peanarath aHKeTHOT ITHTaka 0 KYTIOBUHH HOROT TelledhoHa

[Iuramwe noa pexuaum Gpojem 25. rnacuiao je: L Jla i pammunubare o Ge36jeHOCHUM
edexTiMa oK nperpaxyviere Hureper ynorpetom Tenedona™? Oro je jeHO 0] THTALA 34 Koje
je 6uo obasesan oaropop. [losurusHo je onrosopuo 151 ucnnranmk a HeratusHo 121, onxocHo,
1a 3A ce onpeaujemiio 33% a sa HE 47%, on yxyvnmor Opoja wenwranuka. Ha ocHoBy
pesviTara, MOMKe ce 3akbyUMTH Ja NocTojd ojapeheHH HMBO CBHjECTH KOPHCHHKA, Kaja je v
nuTamy Ge3bjeiHocT ILuXoBor MoOHIHoT ypehaja,
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[a nu pasmuwibarte o 6e3bjegHOCHUM
edekTMMma AOK nperpaxyjere UHTepHeT
ynorpebom renedpoHa?

| DA

| NE

I'padmx 6p. 11: Persratn anketHor nutaiba o 6e30jeiHocHHM eiekTHMa TOKOM yrioTpede
TelethoHa.

Hexonuko BezaHwx NMHTamsa 1moji peauusm opojernma: 29, 30 u 31 raacuna cy:.Jla i je
Bail nameTHH TejedioH HKaJ GHO KOMIIPOMMTOBAH of crpaHe Tpehux jmua (xakepu u ¢in.)™?,
Jla o 3Hare kako msriena MoGuiHKM TenedoHa Koju je koMmnpomuroran™? u . Jla nm emarpare
Ja je pam Tenedon qopckRO Gexdjenan”? cy Beoma uuTepecanTHa. Ha npeo nurame ca JIA je
onrogopuio 10 wenmranuka, a ca HE 261 wenmranuk, ognocHo, 4% ca JIA u 96% ca HE on
yrynHor Gpoja wenuravuka. Ha cnesnehe nurame, ca JIA je omroopuo 101 a ca HE 170
MCIIMTAHMKA, ojiHocHO, 63% K 37% HenuTaHuka, AHamuzupa)jviiu nobHjeHe pesyvaraTe JoJa3suMo
0 zaKpydka Ja  BeliMHa  aHKeTHpaHMX KOPHCHHKA He 3HAa K&l je  buxoB  Tejedon
KOMIPOMHTOBAH OJ1 ¢TPaHe Tpellux JIMla Kao WITo ¢y XaKepH U ¢l

Ha Tpehe Bezano nurame 141 je ogroeopmuo ca JIA, jok je ca HE oaproropumo 130
HenMTaHMKa. Y npollenTHMa, oMjep H3HocH 48% - 52%. Ha ocHoBy aHanMsze, MOMKe ce
JAK/BYUHTH JIa HE 10CTOIM JIOBOJBHO pa3sBHjeH HUBO Ge3bje/iHOCTH Kaja je vy nuramy yiorpeta
mobuHor tenedona Ha Murepuery.

[a nu je Baw nameTHu TenedoH nkag buo
KOMMNPOMWUTOBAH 04 cTpaHe Tpehux nuua?

mDA

ENE

I'padmk 6p. 12: PeurraTt aHKETHOT IUTALA O KOMIPOMHTAIM]H MOOMIHOT TeledoHa.
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[a nu 3HaTe Kako usrnega mobunxu tenedoHa
KOjU je KOMNPOMMWUTOBAH?

m DA

B NE

I'padmx 6p.13: Pesnrarn aHkeTHOT NHTAA O MO3HABAILY CTalba KOMIPOMHTAIIH]E MOOHIHOT
Tenedona.

[a nn cmatpare aa je Baw tenedoH A0BO/BHO
be3bjepan?

48% EDA
m NE

I'padmk 6p.14: Pesnrarn ankernor nurama o 6e36je/Hocti MoGuaHor Tenedona.

Komnaernu, aetamnsun, PEIVITATH CIIPOBCJICHE aHKETE HaJlaze ce Y ]_IPHJIOF V OBOI pajia.
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5.2. AHAJII3A CHCTEMA

Kao mto je u peueHo, cBakW Hallajl, HAa IIM/bAHH CHCTEM, MOKE CC M3BPUIMTH Ha JBa
HauMHa: excrepHo W uuTepHo. Jla OM ce Hamaj M3BPIIMO €KCTEPHO, 0JHOCHO M3 Bana, ypehaj
Tpeba ma Oyae noeezan Ha Murepher, mmu na soxanny Mpexy. [IpBm xopak, npumikoMm
EKCTEPHOT HAITAJIA, j& OCAYIIKHBAKE KOMYHHKAIMOHOT KAHAJA, [IITO ¥ OBOM CIIVUAJY CITHMHHHIIG
Hurepener. 36or Tora cMatpaM fa je vpeha Buille pabMe H3 JlokajiHe Mpeke, OJHOCHO, Ha
JoKaiHoM Xocer HuBoy. Hacrapak npoGnema ojHocH ce Ha aruMkaliMje Koje KOPHCHHITH
HECBjeCcHO MHCTAIMPAjY, a4 Koje Hoce ojpelene pusnke no onepatuenu cuereM. KopucHuk je v
smoryhiroers ga nposujenH jgospoay H jga ai oapeleno] aniHeaiMjH IEKH 1THBO [10Y3IAI0CTH.
Ilopen tora. aMje/beHH. OHOCHO. 3ajellHHYKM Kby omorvhapa jHje/berbe [03BoJIa HiMely
anMKamuja 6es MHTepakiiHje KopHeHHKA.

Takohe, yreplieno je jga ce MamMIMOZHM MPOTPAMHM MOTY M3BPUIMTH ITyTeM Bel
nperpaskupada. Googlov WebKit je takolje, open source npojekar, ¥ Kao Takae, nocjejiyje Hu3
pamuBocTH Koje cy Bell jmokasane. Hexkn on nanaga cy MemopHjckn obepduioB H ojipelene
pamupocT v XSS amjeny, Koje cy Hacrane 30or ynorpefe zacTapjenMx HacaMjeleHux
Gubnuoreka. O0a Hanaga omoryhasajy noteHidjaJHOM Haragaudy HM3BpLIABAbE MaJHIIHO3HHX
nporpama Ha ypehajy 1 goGujatke fozBote 3a npueTy ojpeheno) BeG ammkamn.

[IpunukoM mnoeesurama myTeM Bluetooth Bese, ne mopa smauwtu ja he jaohm jo
yoanMBama 3I0HAMJEPHMX HMHCTPYKIIMjA. jep OBa Besa Mocjeayje HEKOIHKO CHIYPHOCHHX
mexannzaMa. Kao npeo , Bluetooth ypeha) ce moxe nogecuty Jja He orkpuBa Besy. AKo je Besa
BHJUBMBA, MOXKE € TOJECHTH Ja oHa He Oyje aKTHRHA ITIOCHMje Tlap MHHYTA. Y chyuajy
yIapHeama ypehaja, KOpUCHHK MOpa HPHXBATHTH Be3V H BJACHHK MOpPa pPyUHO HHCTAIMPATH
narorexe. besfjeHocHa aHaM3a je nokasaia jia je cverem jobpo samrmuhen o SQL Hamaja,
MehyTHM, HeKH JAHJeNOBH CY Y MOTIYHOCTH M3JI0KEHH MOTCHUMJAIHO] MOAUDHKALIH]H, KAo LITO
je cavuaj ca SID MeMOPH|CKOM KapTHIIOM.

5.2.1. Anajmmsa TPeHY THIHX MeXaHH3aMa

V nacrasky Texcra, jara je tadena koja gedunmine nocrojehe fesGjeocne Mexannime
ca ONMCOM HHUXOBUX (pyHKIja, Oeslje/iHocHe 1pobiieMe KOJM MOIY YTHIATH HAa cTalHIoHOCT
CHCTEMa Kao W TPEHYTHE aJ1aTe KOJH ¢e KOPHCTE MPH Cy30H]amby HEKELeHHX PajlibH.

Mexannsam besbjeanocun npobiiem Iocrojehn
aAJ1aT

AHTHBHPYCHO Crennpa aatorexe, smemopiyy, | Bupven, Tpojamckn womsn, upeir, | Shlobile, Mocana,

plememne SMS, MMS, e-mail, URL 1 cn, | pooT-amiukaige 1 ApyTri Maagep. DroidHunter,
Happmasame Jaga ckpnnra. ClamAWV

Firewall MorvhrocT Groxnpama Jo2soia | Cepeuen kojn oy mnoxenn npexo | Shiobile,
OpHCTYIIa HEJ02RBOJBEHIIM | MAae MOV 31aHOT MPesHOI KaHma. Metfilter/iptables
KOHEeKINjaMa o©J I  IpeMa
ypehajy

IDS/APS Jertekuina 1 oTkpupaise | Pazwe nipepape, ckyvimn  moznein, | Andromaly,
aGHOpMasHIX, UM Mame | penmika  Tenedomcka  akTisHoct, | DroidHunter
HO3HATHX  JISNIaBalka  YHYTAP | BOPYCHH HANAIM II 71
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MPEXEHOT KaHala

Kourpona OrpaniMaraime npuetyna | Orpannqaeambe moryhe mrere 3bor | SELinux
JIunyke HNpoLecHMa 1l KOPHCHIMKNM | JjenoBala  MaJHUHOZHHX,  WIH
npHCTY 1A pecypeliMa I cepRICIIMA. IOHAM]EPHILK allUTHKALINA.
Ipmarmusae | KopucHiuro ocnrypaise | Heornamrena vorpeBa ypehaja. Angpony  screen
KOpHCHIEA ypehaja IyTeM CHIVPHOCHHX lock
JIO2HHKN MexaHizam
Onpelnpane Omorvhase  kopuchuky  Ja | OGexbjelivje samrury o JlaBakka
Amnapong ofobpn caMo TIOACKYTI | HEMOTPeOHIX KOPHCHIMEIX JA03BONA
JO2BDTIA KOPHCHIMKIX  J03B07Ia  2a | KOJ€ €€ MOTY  3/IOHaMjepHO
HHCTAMHPATY aIUKaLIy. eKCIIoaTHCATH.
Angpon [TonuTuka orpaHHY€mha AdBaka | 3alITHTa of JaBalka HenoTpeOHnx | Secure Application
AozB0Ie 3a | AorBonma  Ha  ocHOBY  Bell | mo3Boma koje ce Mory 3noHamjepHo | INTeraction
KOHTPOITY JAe(MIHICAEIX MPaBIUIA. €KCIUIOATHCATH.
npHCTY I1a
Amnnkaigga 2a | Hpogjepa ropucHiknx | Muctanpaise TGHAMJEPHITK
VIpaBbame alMKalMja § o JI03BONA  ca | AIIHKAL)a, TPOjaHAla | ch.
JOBBOTTAMA IBEM KOPHCHHIUKOT
obje LA BlLA
HIngposaie [HIndposaise rojaraka v | Bamrura ocjermusux  nogaraka v | Omorvheno ol
no/laTaKs ypehayy cnyualy oryhema vpelaja Awilpong  Bepsinje
1.6.
[Mupposame Owmorvhaea Geadjeany | Ipucnymrnrame, WJIGHTHTET
TenepoHC KX KOHEKLIN)Y Koja [oApasyMIjera | KopHCHIMEE Bepudukai)e.
no3nea AYTOPIBALIY Il MIpPOBaLe.
Spam-Iilter brnoxupame SHS, MMS, e-mail, | Cnam
URL. 1 TenredroHCKIX NO31BA 01
HEMO3IHATOr M3E0pa
VPN [opesnpame Ha  ygakeHy | Ocurypapa  curypHy  komexmyy | PPTP, LI2TP 1
smpexy npexo Murepuera Osa | npema Mureprery IPSec-
MOrYRHOCT OJHOCH C€ YITIABHOM Baznpany na BIIH
KOPIOPATHEHE KOPIICHIIKE KOHEKLIH KOja je
oboryhiena o/
Amnaponj  Bep3na
1.7
Ceprugukonam | Cpaka amwmgamja tpeda durn | Orpannuapaiee  moryhie  mrere | OMTE Application
€ AIUTHEAL)a TMOTIHCAHA Of] CTpaHe HacTane vrorpebom Mambe | Security
Certificate Authority (CA). NPOB|EPeHIX AIUTHEALI|A. Framework.
YHpaebete [TpaBinna sacnogjena pecypea Yrorpeba
pecypoiimMa DoS (Denial of Service).
YaameHo Jamnucko xoudurypnpamse n | Ocurypaga AWy pUpaHe
VIpaBRLehe yopaekame  ypehajuma.  Oepa | Geale)iHOCHOX  clcTeMa, Ko I
MOTYHHOCT OHOCH c& YITIABHOM | JaJbIHCKO oHecnocoObiBahe
KOPIOPAITIEIE KOPITSIITKS \r'peﬁﬂj-"l b ‘JJIV'I-"le O"l"p'ﬁﬁlln'i
Hoaarna Jhmasnuko  omoryhaeame  n | Samrurnre nopjepamneix nogataka | Baziume
KOHTpO/IA onemoryhanaise UPHCTYNA | KA H HHTEIPHTETA KOPHCHTYKHX | AIUTHKALije ¥
NpHCTY 1A pecypciimMa i yoiayrama | ycriyra, Google play store.
DaanpaHix HA  YHampHjeq

,’lerIIHIICE.HOM MOJETY
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[IpoBjepa Bepuiguramma crama curema o | PasHe  vHyTpamerme H BalbCKe
HHTETPITETA ATUTHEAII)A caboTaxke

TaGemna 6p. 6: Ilpenioxkenn HHBo yOJIakKapaba U HANOP T0TPedaH 3a IPHM]EHY pasHHX
NpoTHBEMjEpa 2a cBaky Oe30jeHoCHH TTpolIeM.

5.2.2. llpujerite n morvhn yruuajn

Hajpamuuje npujerbe, Koje ce MOMHMIBY Y pajy, NoJje/beHe ¢y ¥ TpH Tpyne: Malo
BjepoBato, Moryhe M BjepoBaTHO. JIoK ¢y TpH morvha yrHiaja kiacudukoBada v Takohe Tpu
rpyIe: MambH, YMJCPEHH H TEIKH.

YTHHau KojH pelyvarTyjy ojpeheHe npujeTise, Kao WTO je MpUEAaHO, MOJH|E/BEHH CV V
18 cayuajera, a To cy:

l.Heornamrena vrorpeba oapehenux veayra W (yvHkiuja (Hnp. ciaame SMS, MMS,
VCIOCTaBbALE Tele(pOHCKUX TO3HBA MM NpeycMjepaBamhe MCTHX), KopHiulielbe pamHBOCTH
ozipeljene KoMIIOHEHTe, Koja je JJAVLHHCKUM HIPUCTYIIOM M3I0%KeHa YTHIA UMA HA HHTEPHETY.

2. HeoenamiteHe akTHMBHOCTH Ha Mpee, WIM Y MpexkHoM yvpehajy (HOp. ciambe craM Mopyka,
HH(HIHpaILe IPYTHX MPekHUX vpelaja, bylnkame, cKeHHpabe) Koje JUBHHCKH HCKOPHIITABA]Y
PaLHBOCT ¥ OCHOBHO] KOMIIOHEHTH KOja je M3JI03KeHa YTHIIA]MMA Ha MHTEpPHETY.

3. 3noynorpeba ckynux yeayra u ojipehennx dyvukimja (nnp. cramwe SMS, MMS, renedonciux
[O3MBa, WIH [peyeMjepaBatbe TelehoHCKMX M03MBA) KOj¢ 3axTHjeBajy VIOTpedy KOMIIOHCHTE
Koja y cebu uMa ofipehene pamHBOCTH,

4. Heopnamrene aKkTHBHOCTH HA MPEKH, WM ¥ MpexHoM ypehajy, (Hip. ciame cnaMm mopyka,
uHdunMpare Apyrux MpexHux ypehaja, mVIIKamke, CKeHupawe) o1 crpaHe ojpeljene
anJMKalyje Koja KOPHCTH palHBOCT ¥ OCHOBHO] CHCTEMCKO] KOMIIOHEHTH.

5. 3noynorpeba ckynux veayra v oapehennx gyukmyja (anp. cname SMS, MMS, renedoncknx
[03HBA, MM IIPEYyCMjepaBake MCTHX) HEOBJALITeHA YIOTpeOa KOPUCHHUKHX J03BOJIA KOJE CV
0/100peHe 01 CTpaHe KOPHCHHKA IIOKPEHYTEe HHCTANALK]E.

6. HeornmamTeHe aKTHBHOCT Ha MPeXH, HIM YV MpexkHOM ypehajy (HOp. clame crnam Topyka,
unduuMpae Apyrux MpexHHx yvpehaja, myiukame, ckeHHpame) HeoBlaluTeHa yioTpeba
KOPHCHUUKHX JI03BOJIA Koje ¢y 0100peHe 01 CTpaHe KOPHCHHKA [OKPEHYTE HHCTANALIH]e.

7. Heornamreno MCK/bYUMBAHC amiMkaiMja, HIM ypelhaja Ja/bMHCKHM TYTEM.NIPH MeMy cy
MoJAJI0KHE KOMIIOHEHTE Koje ¢y M3/I0kKeHe YTHIIA HMa Ha HHTEpHETY.

8. Heomnamwrreno ucxbyuMBaie aluiMkauuja, Wi jadjena vpehaja on crpanHe sinoHasjepHe
anaMKalmje Koja HCKOPHIITaRa PAabHBOCT ¥ OCHOBHO] CHCTEMCKO] KOMITOHEHTH.

9. Heornammeno HcK/bYUMBalbe AIJMKalMja, HIH JMjena ypeliaja ynotpeboM KOpHCHMMENX
1103B0JIA 0JI00PEHUX 01 CTPAHE KOPUCHHKA KOJU H3BPILABA HHCTAIALIH]Y.

10. Ourrehemse, wim Mo MMKORALE JTHUHUX T0JaTaKa, | [ WM GIoKHpame, MoJIM(MKoBame, u /
HIIH [TpHCIVIIKHBake ypehaja kao JMjesla KOMYHHMKalHOHe Mpexke (HOp. TelieOHCKH TOIMBH,
Wurepret komynunupame, SMS, MMS, e-mail) 1a/bHHCKHM IyTeM MCKOPHIITABA]Y PambHBOCT
OCHOBHMX KOMITOHEHTH KOJ€ CV H3/I0WeHe VTHIa HMa HA MHTEPHETY.
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11. Ourreheme, au MOMPHKOBAILE NPHBATHHX cajlpskaja, HIH GIOKUPALe, MOJIH(HKOBAILE I
NpHEIVIIKHBAe Ypehaa npexko KOMYHHKAIIMOHE Mpeke IITe 3axTHjeBa MCKOPHIITaBalb:e
PAHBOCTH ¥V OCHOBHO] EOMIIOHEHTH CHCTEMA.

12. Owrreliemse, umm MoaudHUKOBAKE THUHKX [104ATaKa, W/ WK OloKHpamke, MoRpHKOBA:E, U /
WIH TIpHCIVIIKHBae  ypehaja, kao JMjesia KOMYHHKAlLMOHE Mpewe, KopucTeln 103BoJie
oi00peHe 01 cTpaHe KOPUCHHKA KOJH BPLIM MHCTAJIALIH]Y.

13. Omreherse, HIM MOJMPHKOBALE THUHUX [I0IATAKA PHIHKOM NPETe/laBama JIoHAM]e PHIX
web-cTpaHuia.

14. bnoxdpamse, MOJMHPHKOBAIE, HIH NPHCIVIIKHBAKE MpemxHux ypehaja, WM aMjela
KOMYHHKAIIMOHE MPE#e ka4 j¢ KOPHCHHK CIojeH HA HEMOY3IaHy, OIHOCHO, JABHY MpPEekKy.

15. ¥norpea cepsuca ca undmmupanum SMS, MMS, e-mail.

16. llpukasupame pasHHX peKilaMa Kpo3 KOPHMCHHYKH Bel [mpeTpauBay NPHIHKOM
nperneapama cajpixaja Mutepuera.

17. I'vburak ctabMnHOCTH pajia XapIBepPeKkux KOMITOHEHTH.

18. MzasmBarbe XapuBepekux KBapoBa.

Ha cnepeho) canmm npHKazaHn ¢y pesyiTaTH KBAIMTATHBHe npoljere puiHka. [[we ore
mnpoijeHe je  HueHTHhHKALM]A [MOTEHHM]AIHUX OMACHOCTH M IPHjETHH  KOJHMA Mome OHTH
uiokeH vpeha) non Aunpoua onepatHBHMM cheremom. Ilpownjena ce Gasupa Ha vTHUOajy M
MoryliHOCTH pasnTHUHTHX NPHjeTILH Koje kopucTe ojipelere pamuBocTH v Anapou frameworku,
a koje onemorvhaeajy, Wi 3noviorpedmbasajy  MOBJeP/BHBOCT, JOCTVIIHOCT H HHTETPHTET
Jaujenopa Anapouna frameworka. Hexw o1 THx zmjesioBa cy:

o [loBjep/buBH cajipska) KojH je cauysaH Ha ypehajy (ciMKe, KOHTaKTH, MOLITA, JIOKYMEHTH
u ¢,

e  Anmurxaumje u ceppucu (SMS, MMS. e-mail u cn).

e Oppehenn pecypen (Garepuje, memopuja, RAM n ca),

s Xapaeep ypehaja, yibyuyjvhu u cam ypeha) (8D kapruie, kamepa u ¢i).
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MAJIO MOIVRA BJEPOBATHA
BJEPOBATHA

BJEPOBATHOCT ITOJABE

Cimka 6p. 31: Kpaymrarusna npoijjena Ge36je/1HOCTH HA OCHOBY VTHIIA]A H BJepOBATHOCTH
ojase oapeheror pusuKa.

5.2.3. Knacnduxanunja moryhnx onacnocrn

Ha ocnosy anannse Ge3bjeaiocTi ARJpon oneparuBHor cucTena yTepheno je ner rpyna
MOTEHIMjalHIX onlacHocTH. OBe ONAcHOCTH HAcTalle ¢y IPYIHCAeM BHIE NMPHjeTIH ca Koje
YTHUY BUILK HUBO Ge30jeqHOCTH, 4 TO CV!

Onacnocm 1.; Yrpokapame NpHCTYNA, M (MIM) MHTEIPUTETa, H (MIH) [OBjEPLMBOCTH
mojiaraka nomohy n03Bone fa ce uuctaimpa opehena arumkanuja. Ora) cueHapHo HMa BETHKY
MoryhHOCT ja ce J0T0IH, ¥ MMa [IOTEHIH]AIHO BeJIMKH pH3HK 1o ypeha).

Onacnocm 2.: Yrpokapamse NPHCTYNA, M (MIM) MHTErpUTeTa, H (MIH) MOBjEPLHBOCTH
nojaraka ynorpebom Hegocraraka y JIuayx kepHen wim ojpehennm GnGinorekama. Hako osaj
cleHapHo uMa Maiy BjeporarHohy jnorabaja, Benmka je morvhHoer HaHollewAa NOTEHLIH|alIHE
mreTe.

Onacnoem 3.: Yrpoxapambe HpHCTYIA, M (MIHM) MHTErputTeTa, M (MIM) [OBJEP/LHBOCTH
nojaraka Ha CJ]| memopujcko] kapruuu. He nocToju MexaHHzaM  KOHTpoJie [pHCTYIA
MEMOPHJEKO] KApTHIM, Tako Ja OBH MOoJalM MOry OHTH H3JI0ONKEHH KOMIPOMHTAIH O]
HeoBIamTeHe crpate. Taxobe, OGexuuna KOMYHHKALM)a MosKe OMTH NPHCIYVIIKHBAHA H Ha
JAJbHHY,

Onacnocm 4.: Memopujekn osepduios. He nocroju j1oBosbHO BeIwk Memopujeku Gadep 3a
[IPUXBATAbE BEIMKOT Opoja Mojaraka.
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Onaenoem 3.: Komrpomurosame HuTepHe win samruhene mpexe. Anjpoun ypehaju ce mory
KOPUCTHTH 3a Hamaj Ha Jpyre ypebaje. pauyHape, WIH Mpexke, HOKPETAIBEM MPEKHOI MOPT
ckeHepa, ciambeM SMS, MMS, e-mail, MamuumosHor mporpamMa, WM yHOTpeOOM pasHHX
JIPYTHX METOJ1a Hara/a,

5.2.4. IIz0op agexBaTHOr pjemieiba

Muagvhu v Buay wabpojade onacHoCcTH, Moke ce HerahM J1a nocroj eMamkeHH HURO
OesbjennocTH Kao ¥ notpeda 3a BehuM viomeHuM panoM 3a yinamasaibe HeXesbeHux porabaja.
Y pajy je H3I03KeHO T1eT Ipylia NpHjeuIora 3a pjenapambe TpeHyYTHHX Morvhux Ges6jeIHOCHHX
nporyera y AHIAPOMIL ON2PATHBHOM CHCTEMY.

5.2.4.1. llpujerstor 3a pjemmaBathe onacHoctrn op. 1.:

- OTkpHBambe M ICTCKIMja HATIAJIA,

IDS mpenctarba no0po npuiaroleHo pjeicibe 3a JiepUHHUcAE HOPMATHOD [TOHAINAMA
cHCTeMa, [porpaMa. WM KOPHCHHKA, ¥ LW/BY OTKPHBamba OJCTYIAmA, HWIM 33 OTKPHBaH:C
3JI0HAM]EPHHX 11pOIpaMa Koje OTeHIIHjAIHK Hanajad HacToju mispiud. [DS Moske nocyauTy
M Kao JjelOoTBOPHO CPEJICTEO YV OTKpHBaILY HenozHate mnpHjeTibe Meljytam, ovavhu ja
3I0HAM]EPHH [IporpaM Moze Op30 HNPHIAro[HTH CBOje HOHALIAKE Y CKIALY ca aKTYeIHHM
CHIVPHOCHHM ajatoM, jgjenorsopHoet IDS -a moke ce cmamuTi TokoMm Bpemena. Ha ochopy
anamze, moctojehn IDS TpeGao 6m ce moaumdukoratH y nH/LY yHanpehema meropux
BeabjeaHocHuX ocobHHa.

- llogusame curypuocHux npenpexa (Firewall),

Firewall MpeicTaB/ba jesiHo GesbjeHOCHO pjeliethe, Koje ce GaBy MpeimHuM up[-qenmma
[ub je j1a cripjeus HpoToK Mo/iaTaka Ye/be/l HIBPIIaBaiha 3I0HAM]EPHUX TporpaMa. koju ¢y seh
HHcTamMpann v vpehayv. Mehyrum, 6vivhn 1a nuey cBM HalaJy Mpexto opjenTHeany, firewall
MOJKE BEOMA KOPHCHO Jla YTHME M Ha jljejnMiuHe ckynoBe Hanaja. NetFilter je Moayu koju vy
cebu uma uurerpucan firewall, a koju syenvje nwa nusoy Jlunyke wxephena. Jenna o seh
pazeHjeHnx koHTpoaa ca GUI Gasupa ce na “iptables” kopucnnukom uarepdejey. Kao pesyarar
HABEJICHOT MOKEMO OJIPE/IMTH HH3aK HAIOP TIPHJIMKOM ClIpevaBama uiBpllaBambe OBe aKimje.

- Ceprudmkopame KOPHCHHUKHX allJIMKalH]a,

Ceprudmkar npejcTaRba WlealHy KOHTpa-Mjepy NPHIMKOM MOKYIIaja H3BpIIaBaha
3IIOHAM| € PHHX POt panma, To noapazymujesa Jda cBaky nporpas Tpeba CHTH AeTa/bHO TECTHPaH K1
aHAIH3HpAH npnjc npoueca ceprudHranuje M JaBama KOPHCHHUKHX JI03BOJIA. Camo v ToM
ciyaajy snoHamjepuu nporpamu he 6uth npecpernytu seh v panoj dasn usspiasaima. "lalcohe
yriorpeboM cepTH(HKATA OCHIVPAHO je 3axTHjeBalbe 3a HiBpilaBame ojipelieHe anmkaimje Kao
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M KaJIKYIalja MOTEHIHjAIHOT PH3MKA. YIIOJKEHH HANOp NMpH H3BpIIABAILY OBE pajmbe Tpeda
O3HAYUTH BHCOKHM HHBOM.

= O,I[]JCF)HBHH:E KOPHCHHUKHX JO3B0JIA.

ITpyaa moryvhuocr jgapama oapehienmux joseona camo sa ojpeheny rpviy amnmmranmja v
IWBY cMalelha pH3MKa ol Kopuinliema 3jloHaAMjepHHX IporpaMa ¢a IpaHTe]l KOPHCHWUKHM
Jo3sosiaMa. ORo pjelnieihe axTHjeBa MOJAMHKOBaILE M JIojlagaibe ojpelieie nanpeane ocobune v
pﬂ,ﬂy ]']pO]'pﬂMEl 3a H]']CTE[J'IH]J.‘EIHJC ".r':l.l'[J'll']l(‘rlL[]-lji'l1 Taxko Jia KOPH(‘.HHK HMAa M(}T}'T'IHOCT 0,‘15311“]33]-&3
ospehede gozeose. Ope 103B0OJE ce HE MU[ENIA]Y ca J03BOJaMa Beh MHCTAIHPAHHX alljIMKalHja.
Pleilietbe MMa 3a 1IWb 3aIUTHTY 0J1 JIoJje/bHBaba HeNoTpeOHHX JI03R0JA Koje OM ce Morje
3IOHAMjEPHO KOPUCTHTH. Y13 ojpelene wu3mjene, y caMoM cHeTeMy, norpefaH Hamop 3a
HIEPIIABAILE OBC aK[[HjC MOMKE CC OZHAYHTH Kao HHU3AK.

5.2.4.2. llpujenor 3a pjemagaike onacHoctTn op. 2.:
-¥norpeda Security-Enhanced Linux-a,

SELinux mnpejcrapba NorofHo pjeilieme 3a orpaHMuasate mMoryhaoctd ojpehesor
cyBjeKTa, MM TIpolieca, TOKOM H3BPIIABALA ¥ OllepaTHRHOM chcTemy. OBo ce noceGHO oreia y
cHTYallHjaMa Kajia NoTeHIHjaaH| Hanajad, 13 ojpehenor patiaora crexne Morvhnoer oapehenmnx
nNpHBHIerHja MM Jo3sona. OrpanuvasameM MorvhHOoTH M3BpmIaBamsa Ipolieca, KOJH ce
nokpeliy ca root-a, ocurypaga Maiby ehMKAcHOCT Y clyvuajy Hanajga Ha cuereM. Melyvrum,
[oITo CBAKH Tpouec "-}J]XTHjGBH MUI’}'FI]]OGT HiBpIIaBakba ﬁ}'[]')ﬁr)ﬁ]]ﬂ){ KOMAaHJH 3a HOpMAaan
PeWHM pajla, oBe KOMaHjie He cMH)Y OUTH GrokHpane o cTpade SELinux-a.

Y cayualy ia je oapehenn mporiec KOMIPOMHTOBAH, OJIHOCHO HAalajJHYT. NMOTEHIM]AIHU
Hanagay he jomr yBMjek MMaTH HPHIMKY Jla M3BPIUIM 1OTPeGHO CKEHHpambe 3a HiBpllaBabe
onpehenor nanaga. To moppasymujeBa ga he Hanajg OWTH caMo CEPEHYT WM J{jCIMMHUHO
yvuumred. Ynorpebom SELinux-a noctuke ce orpanuvena ynotpeba pecypea W Hactaje BpIo
HH3AK [pUTHCAK Ha cucteM. Takobe, oBakea NpUMjeHa MOAPa3yMUjeBa MAI0 VIOKEHOT paja 3a
KOHKpeTHY npumjeny [36]. VY oBom caywuajy, jeJIMHO OcTaje OTBOpeHO IMHTame oarorapajyvhe
SElinux nonurHke 3a AHAPOUL ONIEPATHRHH CHCTEM.

5.2.4.3. llpujepior 3a pjemaBaihe ONACHOCTH Op. 3.:

- llpujaBibuBame Ha cHeTeM,

IlpujaBa KOpUMCHMKA HA OCHOBY KOPMCHMUKOI MMEH4 M JIO3MHKE KM HA OCHOBY HErOBHMX
OHoMeTpHjcKHX napamerapa, je Beh no0po nosHata M npopjepeHa Oeibje/HocHa MeToja v
cOVUajy 3allTHTE [PHBATHMX NofaTtaka. ¥ cnyuajy oryhema vypelaja kojm ma cedn uma
HMIUIEMEHTHPAH CHCTEM KOPHCHHUKE IIPHjaBe cMambyje ce MoryhHoeT HapyinaBama MHTErpuTeTa
MoMeHyTHX nojiataka. Mnax, curypHocHu mexanusam je Geckopucran v ciyuajy ja je ypeha)
otvlien HakoH TIpoRjepe KOPHCHHUKMX NapaMeTapa. AHIAPOMI Tocjelvje jeJiHocTapaH screen-lock
CHI'VPHOCHH MeXaHu3aM, Koju ce jeakrtueupa nomohy “HOME™ Tacrepa 3a oTbyuaBame
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vpehaja. 36or HapeeHe CHIVPHOCHE UMILEHHMIIE, NOTpedaH jeMamH TPV 3a PA3BHjambe JPVIor
CHI'YPHOCHOT pjellierha, Kako OM ¢e KIacHUHM CHIYPHOCHH MeXaHH3aM 3a MpHjaBy KOPHCHHKA
11000BINAO.

- llonusame curyprocHmx npenpexa (Firewall),

Firewall cucrem npyka sorvhnoer samrrure nporoka HudiopMaimja Kpos MpexHH KaHaL
Iowro gupewann IWTHTH caMo JI0 HUBOA KepHea, NPOIYCTH OTKPHBEHK Y CaMO] KOHCTPYKIIH]H
MOTY Y3pOKOBATH pambuBocTH v cveremy. HMpak, v wkomOupanmju ca SELinux-om mMoke ce
nmoeeharn HuBo samrute. MpeskHH KOMYHMKAIIHOHM KAHAIM HHCY JelMHA AlTepHATHBA 3a
Lypeibe NpUBaTHUX nojaraka w3 vpehaja. Oso ce oanocH na Morvhuoer ynorpede SMS, nim
MMS. nopvka koje cam firewall He Moske GlrokHpaTH.

- [Indporame nogaraka nNpy 3anMcHEARY,

IIudpopame noparaka npejcTap/ba BP0 NOY3IAHO CPeJICTBO 3a 3alITHTY TPHBATHHAX
nofaraka. [IudpoBany nojalM ¢y UMTLMBK CaMO BJIACHHMKY, WIH BIACHMIMMA Kbyua, Y
ciayuajy oTyhema vpebaja. nomamm ocTtajy HeuMT/bMBM Oe3 viorpede Khyua v o pasyMHOM
BpeMenckoM HHTepBany. Ilpumjena mmdporama v AHAPOWIY [0oJpazyMHJeBa H3MjeHY
amiMkanuja sa npueryn  SMS/MMS. e-mail-u, koHTakTHMa ¥ ¢ Peanmsanuja HaBeJeHOT
[Oj{pasyMHjeBa MatLH YIOKEHH pajl 3a nojusaie sehier Hupoa curyprocti. O sepswe 5.0 na
Ha Jlasbe, AHApoM MMa HETerpucany MorvhnoeT mmdposama nojiaraxa.

ITocmarpajyhu ca xopHcHMYKe cTpaHe, KOPHCHHK ¢t HE MOXKC OCHTYparH Ja AHIpowj cam
JAINTHTH KOPUCHMYKE [OjaTke 0J1 ¢TpaHe HEOBJATEHHX arjmMKannja Wid 3J10HaMjepHuX
kopuchuka. Oppehena 3monamjepHa animkandja moxe jga saobube SQLite nospone v Gasm
nojiaraka, Tako Jia UMTale Iojlataka Oyje KoMmnpomuToBaHo ofi ctpaHe Tpehe ocofe, wim
arJiHKalmje.

Takpu Hamaju Mory ce KIacH(PMKOBATH Kao0 MHAMPEKTHH Hanaau. OHM ¢y MHIMPEKTHH
jep ce oapeliena snoHaMjepHa arMKalMja YUHTARA HAKOH KOpHCHHYKe arumKalnje. Pjemee je
Jla ce pejIoBHO KONMMpajy cBM nojanu v SQLite Gasm nojataka y3 npeTrocTaBKy J1a HHCMO
KOTIHpaIK ¥ 310HaMjepHy arumkaiujy. Mehyrum, ako v ToM ciayuajy 704aM0 oI jeJlaH HHBO
JAUITHTE, 3JI0HAMjepHa aniHKalmja he Nperno3sHaTH Ja noJiaiy Koju ce Kolupajy HHCY KOPEKTHH.
Oro ce Moxke noctulin ynoTpebom K])HH'I'GI']'!EIII}CKC 3AI0THTE.

[udporame yrnoTpeGoM CHMETPHUHHX QITOPHTAMA MOKE ¢ MIBPIIMTH Ha cienehu
HAuHH: *

KopucTuty cuMerpuuHy anropuram, wim 6iox mudgpy, 3a wmdipopame H jiemndpoparme
nojaraka. Y oBoM ciyuay kopuetihiemo AES. 3arum, notpeQHO je KOpHCTH (MKCHH KJBYY 3a
mH(ppopatbe. Y oBoM ¢ayuajy oGer0HjelIMTH K/BY'Y Koji ce Moe cadyeaTH Ha vpehajy a koju he
ce viioTpHjeOHTH 3a wudpoeamke W jAemndpopame nojaraka. Mako opaj cuenapuo npejacragiba
CI,HPC]]EHH PH3HK Ha aru:mcaunjy H3 MEPCIEKTHBE JHPEKTHOI Hallala, Tpcﬁao on AOBOJBHO Jla
OCHIVpa HHRO Gexbje/IHOCTH 01 MHJIMPEKTHOT HATIAZA.

V oBom ciyuajy hemo kopuetuTi Kby hukcHe JayikHHE, a Tioctynak 6u 6uo cienehn:
1. Tlpuxearame kbyvua Kao yiasuu napametap (the setldibyvie[] data) method),
2. llpuxBarame HHHIIHjAIHOT BeKTopa Kao napamerpa (the setlvibyvief] data) method).
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3. 3anMcuBame K/bYUA V TATOTELH V HHTEPHO] MEMOPH|H,

4. Udrame KIbyua U3 JIaToTeKe Y MHTepHO] MeMopHiu (the geddibytef | data) method),

5. Uurame nperxogHOr KOpaka W3 Jaroreke W3 uMHTepHe Memopuje (the geilvibytef] data)
method).

Mexanuzam sa muppoBambe je 128 OuTHM Gnokorckn AES anropuram, koju panm v
cripesd ca SHA256 GurHoM auck eHkpunimjor. TTpoiieayvpa mmdiposata ce cacToju ¥ ToMe IHTo
cé IJIABHH KkYY Kojupa ca 128-6utnom AES anropurmom npexo OpenSSL Gubnuortexe. Mnaue,
3a mmHdpopame ce kopuceru 128 uimm 256 GuTHM Kbyu. O epanje 5.0, nocroju mudposaise Koje
ce peajlMiyje Tako WTO NPUANMKOM NpBor crapra, vpeha) kpeupa padgom epujeiHocet o 128-
OuTa, MITO YMHH NaBHH KBYU. [eHepHucana BPHJeIHOCT IPEICTAR/LA JIOTHHEY KOJa ce UvBa ¥

pehajy. Mudposana nosunka je cauysana v AOSP y garorenm cryptfsc.

- Kouwmpona npuchyna cucmemy,

PazpmjameM MexaHH3Ma 3a KOHTPOJY NPHCTYIIA NOJAMMa, KOPHCHHK MMa Moryhnoct
OrpaHHuEba TPUCTYIIA CBOJUM TIPHBATHHM MOJALMMA, 3ABHCHO 0] CHTVAIH)E, OJIHOCHO, VCIoBa
YV KOJMMAa c¢ Hajlazd. YeJIOBM 3a MPHCTYI MOTY OMTH: MJeCcTO KOPHCHHKA. BpHjeMe M BpCTa
mMoOHITHe Mpexke, kKonekuuja Ha Wi-F1 mpexy, u cii. OpakBa KOHCTPYKIHJA cHcTeMa MoKe OHTH
JJeIOTBOPHA ¥ pasiMuuTiM cHTvaimjama. Axo ce ypeha) Hanasu y yelioBuMa KOJH J103BOIbABA]Y
MPHETYI fojaiuma, ovga he TH nojanu OMTH UHT/LMBH 38 TPEHYTHI KOpHcHUKa. Y ciyua)y
orvhema vpehaja, MMjebajy ce veloBH v KojuMma vpeha) paaH, WTO v3pokyje Ja HA OCHOBY
OUHTAHHX BPH]EHOCTH Nojauy Hehe GHTH JocTyIHH 3a ynoTpedy. 3ajaTak OBaKBOT pjelictha je
Jedpunucar yeiaose v kojuma he MexaHusaM pajiiTi M HAUHH aKTHBHpPaiba, GHII0 Jia je To pyuHo
HIIM ayTOMAaTcKH. YJIoweHH paj 3a MoJuQHKalM)y cHcTema MOXKe ce KIAcH(HKOBATH Kao
Cpe/IhH,

- Voaweno ynpasware,

MoryhHocry nambubckor yrpasbawa yvpehajem v ojspeheno) mjepu oy orpanuuene. Y
KoMOHHAIMHM ca jJofaTHAM Oes0jeHOCHHM pleleuMa, kao mro cy firewall wm kopucHHUKK
HMILIEMEHTHPAHH CHI'VPHOCHH MeXaHW3MM. HHBO OesbjenHoctn ce 3natHo nosehasa. Osaj
MexaHu3am omoryhasa 3amruTy 1nojaTaka Ja/bHHCKHM 1yTeM v ciyuajy otyhema vpehaja. Yak u
V CBAKOJIHEBHOM PajIy, 4K0 CHCTEM IIPErosHa TIOKVINA) M3BPUICHA MATHIHOHOT niporpaMa, Johu
he no AKTHEHpalba OBOI Mﬂ‘{ﬂllﬂ'ﬂ'-[ﬂ Y CJ'l‘r"[‘dj\" Harajga cHeTeM MOKe Kﬂ]lil)ﬂn'pHCﬂTl‘l
(pupewasni, Tako ga L[[p[[]l:lll{ "typeme" unipopmanuja u3 cucrema. 36or nosehane ynorpebe, v
[IOCJIOBHE CBpXe, MOKe/bHA je yioTpeGa OBakBor cHeTeMa. Y 1bY MoAMHKOBama cHcTeMa
I'IUTP'BOEIH _]ﬁ CPpeIEH TPV 34 MOCTHIAakLe seher HHBOa CHI'VPHOCTH. Mmnak, cre [[aﬁpﬂja[-le CTaBKe
3aBUCE O] aJleKBATHOI T0jlelaBama o/ cTpane kopucHuka. To nozapasymujesa, za ce vpebaj v
cBako BpujemMe Tpeba NPaTHTH, LITO Y CBAKOM CJIVHA]y 3aXTH]eBa MOTPOILY ojipehennx pecypea
HUTPG'SHHK 3a opra[-ll«i'ialluj}.-‘ CHCTeMA JIATEHHCKOT MeHalepa.

5.2.4.4.1lpujeanor 3a pjemaBaie onacHocTn op. 4.:

- Vapaswamwe pecyvperna,
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CucTem ynpaehbama pecypeHMa IpeicTapba 6e30je/IHOCHH MeXaHH3aM KOjH HMa 3a1aTak
orpaHHuaBama pecypea cucrema, 300r sjoHaMjepHe yrorpefe MeMOPHICKOT MpocTopa W
nmponecopeke chare ypehaja. Pan cumerema ce Oasupa Ha paclioffjesd CHCTEMA, 3ABHCHO OJ1
notpebe oapehennx armkammja, v ckiany ca BHXOBUM noTpebama u BaskHomNy H3BpIIapaba.
bes oBakpor Hajzopa mMeMOpHjCKE M IIpoLecopcke cHare Huje Moryhe ocurypati cMameme
VIHL@ja H3BpllaBaba JIOHAMJEPHUX ammkanuja. VIMioiementaiimja  oBakBor CHIYPHOCHOT
MexaHu3Ma, saxTHjera ojapebeny smojudMranMjy cHeTeMa, a VIOKEHHM HAIOp MoXe OHMTH
OLIHjerbeH 0j1 Cpejiibe /10 BUCOKE OljjeHe, 3aBMCHO 07l KOPMCHUUKOT NOJeIaBamba U iKebeHOr
HHBOA 3ALLITHTE,

- Omrpusame u demerytja ,, aownx " annmukayuya- 1DS.

IDS (Intrusion Detection/Prevention System) je cucrem 3a npaleme U oTKpHBAE CTalba
ypehaja. OJHOCHO, IpoMjeHa vV HeMy, Ha OCHOBY crama Oarepuje, memopuje, CPU-a u
a0HOPMAJIHHX TIPOMjeHa KOje ¢e Jlelarajy vy cuctemy. IIpHHKOM H3BpIIABAba, HA [WLAHOM
ypehajy, 370HaMjepHa alUIHKAlMja HMa 3a7]aTak Jia ocraHe Henpumujehena. 36or Tora, npodmn
caMor cuerema Tpefa KOHCTAHTHO OJPKaBATH MCIIPABHMM, a camo ojpehene paumwe Tpeba ja
Gyvay norephene oj1 cTpaie cucTeMa.

5.2.4.5. llpujentor 3a pjemaBalbe onacHocTi op. 5.:

- Hpunjena npusanmux supmyennix Mpexcd,

VPN  (Virtual Private Network) je pjememe koje ce Dazupa na komOMHanMju Beh
[IPOBjepPeHHX METO/IA TIPORjepe J0HHKE W MIHQpoRaba KOMYHHKAIMONOT KaHana., Y AHJIPOH]L
orepatHBHOM cucteMmy Bepsuje 1.6 u Buue, umitiementupanu ¢y PPTP, L2TP u [PSec
[POTOKONM, KOJU ce Kopuere 3a opranuzaimjy VPN-a. YViosyuupame jonariux Jlunyke
opjenticannx VPN plemema, y AHIAPOHJT cHCTEMY, TTPE/ICTABLA MalbH HATIOP, TE j¢ 0Ba MeToj1a
CACBHM IIPHM]EH:HBA,

- Voaweno ynpacwarse,

Kana je v nuramy samruliena mpesxa, v ckjony crpopBoleisa cHIypHocHe TOJHTHKE,
[PHMJEHA HEHTPATHOT VABEHOT YIIpaB/kamba Mowe Gurh edpukacHa. Mehyum, osa edmkacHoct
je orpanuuena crocobuomhy aIMHHHCTPATOPA CHCTEMa VJALEHOT YIPABbalbd, KOJH Y OBOM
TPeHYTKY TIpeJicTar/ba c1alby Kapuky.

- Koumpona npuchivna,

CAAC (Context Aware Access Control) koHTpoJia NpHCeTYIIa MOXe ce MOCMATPATH M Kao
ayToOMaTCKa BE]J'il{jﬂ CHCTEMa VIA/BEHOT VIIDAB/bAH-A. Eampa CE Ha 3allMTHTH IIPpHCTYIIA
ojipelieHHM pecypecHMa 0jl CTPAHE KOPHCHHMKA, WIH M3BPIIABAKA 3J0HAMJEPHMX ATUIMKAIIH]A.
[MocTynak ce ojiIBMja Tako WITO ce, HAKOH OTKpHBamLa ojipeljeHe pajiibe, YK/BYUY]e aKTHEHA Bela

151




Vuanpehemwe Gesajeonocuux MexanuzamMa Modunnix meneghona ca AHOpoud onepamueriiM cUCMeMoM

Koja omorvhaea KoHTpoIHcame NOKpeHyTor mpoteca. OBaj CHIVPHOCHH MEXaHH3aM IocjeiIyje
moryhioceT nosehama HUBOA AKTHBHE CHI'YPHOCTH Ha caMoM ypehajy. Koja ce MOKe OJHOCHTH Ha
rpotiec mH(ppoRama, ayTOpH3aLM)e U CII.

OnacHoct Ipotaem Pjemerse Vruiaj
Onacnoem 1.0 Yrpowasase Heopnamrena CraHgapAHo pjeleibe Cpeasi
npHeTyna, " (nam)  ynorpeda
HHTerpuTeTa, i (iwim) Jossone 33 CurypaocHa Gapijepa Huzak
NMOBjep/bHBOCTH MOJATAKA  ITHCTaIpake
nomohy  jo03Bose g ce  alUMKAINE CepTiuroBame anImKam]a Bucox
HHCTAINPA oapehena
anmIKaLja. Onpelere AHapoiy Jo3Eone Hinax
Onacnoem 2.0 Yrpomagmwe Merxopumbhiaeame SELinux Himak
npueryna, ] (i)  parmiBocTi v
HHTErpPHTETA, n (win)  Jlnnyke KepHeny
NOBjep LHBOCTH nojaTaka 1 CHCTEMCKIM
ynoTpedom  HedocTaTaka ¥ OnbmioTerama
JIuHyKc KepHe1 IH
ojapehennm GudanoTeama.,
Onacnoem 3.0 Yrpowagawe [lpusatni Ilpimjasa Ha cHCTEM Hizax
NpHCTYIIE, " (i) caapiaj
HHTErPUTETA, n (ni) Ciirypiocsa Gapiijepa Hirax
MoBjep/LHBOCTH MOJATAKA HAa
CJ/T MeMopijcio] KapTHIIL. Kpunropamwe nojaraka Hizak
Kountpona npucryna Cpemmen
ViakeHo yipapibate Cpej:n
Onacneem 4.0 NMemopujeskn  Happmapame Yhparbame pecypciimMa Bucox
overflow. pecypea
CTaHJapAHO plellethe Cpemu
Onacnocm 5. Besbjeanoct VPN Hipmax
Komnpomuroeame HHTEPHE  MpeKe
mwnn samrTihene mpeae. VakeHo yipanbaihe Cpejen
Kontpona npucryna Cpenmn

TaGena 6p.6: CHcTeM MpoTHBEMjepa v AHIPOX] OTIePaTHRHOM cHETeMY 3a Goply NpoTHE
BHCOKOT PH3IHKA H PHjETELH,

VY raGenn ¢y HalpojaHe aHAIM3HPAHE ONACHOCTH HA KOJHMa je 0Baj QMO paja GasupaH.
Ilpenouenn cy mnpebieMH KOJM NpOM3KIA3e Ha OCHOBY THX ONACHOCTH, cvcTeM Mmoryhnx
pleliehe KOjH ce MOTY MMIUIeMeHTHpaTH 1pH vHarpehemwy nusoa Gesdjeanocry, kao v moryhu
HATIOP KOJH Je noTpebHo yiaokuTH jia 6u ce noehana crabummocet cuerema. Buubuso je, fa 3a
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HAJBHILIE pjelliel-a KOja ¢ MOIY KOPHCTHTH IIPH II0jH3amy HHBoa OesdjeiHoctH, He Tpeda
BeJIMKM Harop a Jia 3a jefad Mamku Opo] pjellieha, Kao ITo ¢y cepTHpUKoBamke anjiMkaiMja u
VIIPaB/LALE pecypeuMa, 1norpeduo vioxurH ojpelienn nanop xako 6 ce NOCTHrao Ke/bGHH
HHBO Oe30je/IHOCTH.

6. EBAJIYALIHJA CHCTEMA

6.1. Morus 3a yeohemse HoBOI' Mexamisma

Jletammuom aHamnzoM nocrojehux Ge36jeIHOCHHY MeXaHu3aMa EOjH ¢y MMILIEMEHTHPaH!
Yy AHJIpoW ONepaTHBHH CHCTEM, MOME ce 2ak/bYUHTH Ja HuBo Oesbje/IHOCTH 3aBHCH
HHIMPEKTHO 01 KOPUCHUUKUX KOHTPOJIA a Y JIMPEKTHO] Be3H e ca 3ai1atiM HuBoM Ge3bjeiHoCTH,
KOJH ¢ KOPUCTH Kao NpHMapHH WL Oe3bjennoctH. Cpaxy 0e30jeIHOCHH MEXaHU3IaM KOJH je
MPETXOHO OIMCAH ¥ CKIOIY CBOT JIoMeHa npy#a ojpelhenn HuBo samture. YohemweM cakor
HoBor Ge30jeJHOCHOT OKBHpA NocTike ce el HuBO 0e20)e/IHOCTH, KOJH ce Y]e[HO 0/IpaskaBa U
Ha nomuje nepdomance ModbHanor ypeljaja Ha KOM ce KOPHCTH.

6.2, Anainza eKBIBAJICHTHOI MEXaHN3Ma

AHaTUTHUKKAM TIperieioM npeokeHor 6e3djeiHocHOr Mexann3Ma moryhe je y 3HaTHO)
Mjep[d Y¥THUATH Ha HHBO ﬁESGjG,uHOCTH ¥ HW/BY OCHI'YPala HHTCIPHTETa KOPHCHHYKHX 1TIO0aTaKa.
32 yvnopenny apanuiy crama GewdjeHocTH nocMmaTpaHor cHetema, smorvhe je kopueTHn
HekoIHKO anarta. Jegan on mux je B vnorpeda SElinux cvcrema kao u M3MjeHe M3BOPHOT Koja
OIePaTHBHOI CHCTEMA, OJHOCHO, HEKHX IelrOBHX JM]e10Ba.

Y nactaBky pama norpebHo je aedwHMcaTH JBa ocHOBHa enTHTeTa a To ¢y, AOSP
(Angpona Open Source Project) u SE Angponn. AOSP npejicrapiba MEROPHY Bep3H)y AHIPOUI
OllepaTHBHOI CHCTEMA KojH ce Oazupa Ha TPeHYTHO jJocTyvinHoM k6ay sepsuje 4.3. SE Anapoun
npezncraiba AOSP v koju je uaterpucano Ge3bjeHocHo pjeierbe Koje ce Gasupa Ha SE Linux-

Y.

6.3. ]EDIII\":H CRCHEPHMEHTAIHHX Peiv/ITaTa

Tectupame xoje je BpiieHo 3a norpede opor pana paheso je Ha Galaxy Nexus yvpehajy. Y
Hape/HOj Tabe M NPHKa3aHe CY KapaKTePHCTHKE HaBeZeHOT TecTHOr TenedoHa.

Momen Samsung Galaxy Nexus
Ioapaana 2G, 3G, 4G
MpeRa
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Expan Cynep AMOLED, 720 x 1280 nukcena, 4.65 nHua

Memopuja 16 GB, 1 GB RAM

ITopaun HSDPA, HSUPA, HSDPA, A2DP

Kamepa 2592 x 1944 nukcena, ayToMaTcKu oKy e

XNapasep OMAP 4460, Dual-core 1.2 GHz Cortex-A9

Codrsep Angpons O8 4.0, Ice Cream Sandwich, ca moryvhuomhy Hajorpaimbe Ha
4.3 sepsuyy, Jelly Bean.

Tabena 6p. 7: Kapaktepueruke tecTHOr Tenedona

Hakon Omijta u MoKperama arjiMKalMje y pooT MOIY H3BpLISHA €Y Mjepema TpH
jparotexe. OBaj MO pajia ce OJIHOCH Ha Pe3VIITATE Mjepersa BeJIHUHHE U nepdopmatce Koje cy
npousso]l viorpede SE AHAPOM/T ¥ 0JIHOCY HA HETAKHYTY BEP3IU]Y H3BOPHOT AHJIPOMI TIPOjeKTa,
Togaun v taGenu 6p. 8 npejcras/pajy nouerHe BpujeaHoctd 3a AOSP u SE Aunnpouz, kao u
yBelame Kojé je HACTAI0 HAKOH NMoKpeTama kéaa y SE Anapou.

boot.img 4400 K 4552 K 1152 K
system.img 194072 K 194208 K 136K
recovery.img 4900 K 5068 K +168 K

Tabena 6p.8: Onnoc parorexa AOSP u SE Aunpoun OS

Ilpukazanu nojamM KojH cy JoOHjeHH Ha OCHOBY  Mjepeha MpeicTapR/bajy TNoJasHy
OCHOBY 3a CBaKM MojejiMHavHH ckvn pesviarara. llojgamu 3a SE Augpoun cy Hactanu uz SE
Annpouy sepanje 5.0, nva ocnosy CE Annpomna ussopsor xbaa, kopuerehu usrpaben xephen,
anu ca Moaudmkanmjama koje ¢y omorvhene v SE Jlunykeyv. O6a, AOSP u SE Augpous
Mjeperba, VEJBYUV]Y HCTH CKYN JIOATHHX allslMKallMja koje ce kopuete 3a benchmarking.
Pesynrarn 3a SE Annpona mjepema, v oanocy Ha AOSP mjepemse, naje oapehene pesyirare
KOJH I'OBOPE V KOPHCT NpeHOCTH 3a yBohewe SE Anjipon noiurike.

6.4. Illpomjene y gaToTexama

C of3mpoM Ha orpaHHueme pecypca koj mobwmHux ypehaja, mws SE Aunpouna je
jaipkaTH Opo] W BeJIMUMHY TNpoMjeHa Ha MHHHMymYy. Tabena Op. 8. nmokazyje anconyTHy
BelMUHHY §00T, cHcTeMoke, H JlaToTeke 3a onopapak za AOSP u SE Aunppoua, m npukasyje
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pesaruBHo nopehame Bermumne SE Anzpona paroreke. OBM NojalM NMPHEARY]Y PelIaTHBHO
MaJlM pacT 3a cBe TPH JatoTeke,

ITorehame v boot matoreln je, npeeHcTBeHO, 3601 noeehama peMuMbe kepHesa 3a SE
Awngpoun (+100 K). SE Anapoun kepuen omorvhaea file system support®  3a npouimperse
ojapelienux  atpubyTa ¥ CHTYPHOCHHX O3HAKA, KOJH CV  [IO3HATH KAO PEBH3Hja KEpHeI
nojcucrema, Linux Security frameworka (LSM), u SE Jlunvkey GesGjeaHocHor mojyia.
Ilpeoctann nopact, v BedHuMHH 2a GooT jgaToTeky., je npouseoa SE AHIpoMI cTpyKType
naTotexe H .init ekcrensuje 3a SE Amnponn annMkanm)y.

CucreMcka JatoTeka je nosehana cBojy BeJMYHHY VriapHoM 3001 TPH HOBE KOMIIOHEHTE
koje je veeo SE Anapoun. To noeehamse ce ojjHocH Ha:

-libselinux éudavomera (+44 K),
-SEAnopouoManager app (+40 K) i
-mac permissions xml oamomexy (24 K).

Anpapouy Toolbox, u libAnapous runtime 6uGimorexa, takohe Guibesxe OGiar nopacr 3a
pesmauny o +4 K. Opa pasnuka ce Mmanndectyje 30or SE Anapona excrensuje. Cavymo kao u
CHCTEMCKA JlaToTeka, Koja je caapskana v jesrpy Augpoma OS, SE Annpoun Owmeskn
penatHBHO Maslo nosehame v Bemmumuu ox + 0.07%. [Hro ce tue SE Angpoun Manager
alkkanumje, Moxemo pehu s1a ona Huje norpebua 3a paj SE AHnponia M Ha Ta) HAUHH MOMKEe Ce
M30CTABMTH M3 KOHAUHE aHAIM3E JIaTOTeKa 3a TocMarpan# ypehaj.

[loehate v BeduMHM JaTOTEKE 3a ONOpaBak. je cjMuHa kao y boot patorenu. Boot
JATOTEKa Kao M JIaTOTeKa 3a ONopaBak VI/bYUY]Y KepHel M MHHHMaiHy ynotpedy root .mie
cycreM-a”, Koju v eayuajy 3a SE Auapoun canpxu SE Anjipon kepuen ekcrensuje 3ajejiHo a
Hasbehenum ocobunama te jarorexe. Jlaroreka 3a onopaBak cucTeMa, YK/byuyje M KOH30J€ 3a
OIIOpABAK ¥ HALOTPaIbY AllMKALIM]a, KOje ¢y nojpkane 3a SE AHApPoOW. ¥ LWbY OCHIYpara
npaeHiIHOT 0besbjeupama HHEoa Ge30)eIHOCTH JATOTEKe HAKOH asKy pPHpaha.

6.5, AHa/nsa NPHKYILBEHIX 1012 TaKA

Jla Gu pesyaraty asanumze OMiIM NpUXBAT/BMBH, npuMmjeheno je 3HauajHo nosehembe
nepdopmancH, Koje cy OHIle M3HAA HOPMAJIHOT peskuMa pajia.3a Mjepeme nepdiopMaHtcH cHeTeMa
xopuihene ¢y aBuje nosHarte ammkaipje benchmarka, xoje ce mory nHahm na Google Play
Store. To c¢y AnTuTu ammkaumja, on ¢upme Antutu Labs, u Softweg ox npowmssohaua
Benchmark. Crako tectvpame je nokpenyro #Ha AOSP u SE Aunpoun OS u 1o Ha McTOM
ypehajy. IlpuankosM Mjeperha yuHTaBaH je HeTH Gpoj anaukandja y ceaku vpehaj,

6.5.1. AnTuTu recrupaibe
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Pesyirrati 3a 201 mjepeme, koju cy vpalhenn toxom tectupama ca AnTuTu benchmark
anmkaimjomsa o6a, AOSP u SE Anzapouni, cuerema. npukasand cv y tabemm 9. Peayirarn
TECTOBA KOJH ce ojHoce 3a MeMopHjy, iteger., u floal Tpebajy Omrn Henpomujemsenn v SE
AHJIpoHY, jep OHH HE VEJLYUV]Y aHTaKoBame OHIIO KOjer CHCTEMCKOr pecypea. ¥ TeeTy 2a 3D
u 2D Hanase ce pesyiraTa Mjeperba rpapuukix nepdopMatcH KojH MCTO Tako TpeGa Jia He YTHUY
SE Anapouz. CBH TeCTORH HMA]Y pe3yirare Mjepetba v cekyviaama (fps) 2a paznuumre civke u
rpaduke. ¥ tecty SD nucame n SD unrame MjepeHo je nucame H uHTame Ha SD kapTHIM Kao U
Mjeperbe Opsube npenoca nogaraka. [/ O Tect Base nojaraka ounrasa (pYHKIHOHATHOCT W3
Anjipons SQLite Gase nojaraka. 3a oBe TECTOBE, ¢e MOTY OUEKHBATH HEKA Malia MpeKopadetha
uinan Morvher npogjexa 3a SE Aunpomn. s0or notpefe ma ce pesmsyje NpoLIMpeHa JHCTa
aTpulyTa. Koju ce Be3vjy 2a Gezfje/iHoCT JaToTeka, Kao v 300T JI0/1aTHE MPOBjepe JI03B0Ia Koja je
norpedna 3a SE Anapoua. 3a sehuny TectoBa. pesvirar Koju ce oidHocH Ha SE Anapow.
MOKA%Y]V 3aHeMAPHLHBO TIpeKopaucibe M3HAJL H YHVTap CTaHjap/iHe JieBHjal[Hje vV oJHOCY Ha
AOSP pesvarare.

OcunoBua OcHoBRa
MeMOpHja MEMOpHja
Memopuja:  507.05 51.81 51427 6542
Integer: 838 89 37.61 842 95 65.83
Float: 67225 61.48 673.68 72.21
2D: 279.85 36.22 273.23 45,52
3D: 123067 0.86 1230.46 1.02
SD umrame: 191.110 0.662 191.010 0.748
SD mucame: 11345 5.01 115.15 4.74
basza nmomaraka: 33740 22.85 324.55 19.86
Yrynuo: 4172.68 148.83 4165.31 188.28

Tatena 6p.9: Pesyaram AnTuTu Genuxmapkunr anara (n = 201) y KoMILIETHOM TECTHPAILY.
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®@0W IR EE B 045l @ & Stull W 10.48
AnTuTu Benchmark L Stability Result Stability Resublt

0%

Testing...

Testing System stability...

L";ll Junk Files

Show

Cunka 6p.32: Yiope/iu pesynTaTH JejIHOT 01 TecTHpamba cTabuiHoctH cuctema ca AnTuTu
AJ1aToOM.

6.5.2. Softweg recrupaibse

Pesyirati 201 Tecta, koju ey vpahenn ca Softweg benchmark armkarmjon. usspinenu
cy Ha oba cHeTema, gakne, y AOSP u SE Annpownn. Y taGenm 6p.10. npukasann cy pesyaTaTw.
Peayaratn ykynue semopuje w CPU pesyarat tpeGajy OMTH HenpoMHjerseHH Ha SE
AHjipoujiu, jep OHH He 3axTHjeBajy OMIO KOjM cHucTeMckH saxtjes. Pesyuratn anammse rpadmka
Tpeba HeTo Tako Ja Ovay HenpomujereHu Ha SE Awapownu. Mjepewse je wsppiieno v Mp/s
(Mpixel v cexyHmaMa) 3a TpaHCTIAPEHTHOCT M 3a JAMHHY MpeKaramka clIHKe.
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OcHoBHA

OcHoBHA

MeMopHja MeMopHja
VKynua memopuja 588.88 68.61 591.71 6728
Komupamwe nogaraka  535.11 6235 537.68 61.13
Yiyman CPU 3167.07 149.51 3113.31 138.51
Mjepemwa cpaghure
Transparent 6.32 0.16 6.37 0.18
Jaunna/Opacity 5.58 0.13 5.62 0.11
Virymau pesyiarar 19.50 0.37 19.62 0.38
Pad ca damomexama
Ha UHM. MeMopuji
Kpenpamwe 0.38 0.02 0.44 0.03
Bpucame 0.23 0.11 0.25 0.12
Unrame 382.54 38.72 375.25 37.58
ITucame 100.20 7.90 96.88 7:51
VEynan pezyirar 23699 20.88 23477 20.05
Pad ca oamomaxama
na SO xapmunu
Kpenpaise 1.45 0.15 1.62 0.17
Epucame 0.46 0.06 0.49 0.06
Ynraise 64.73 5.33 63.46 5.21
ITucame 33.78 2.54 33.65 2.89

TaGena 6p.10: Pesyirrary Softweg benchmarking anara (n = 201) v koMILIETHOM TeCcTHpathLY.
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hitmap

Han banchrark

Cimka 0p. 33: Yiope/HH pe3yiITaTi jeHOT 0J1 TecTHpama ctadiiHocTH cHeTeMa ca Softweg
a7aToM,

159




Vuanpehemwe Gesgjeonochux Mexanuzama MobunHux meneghona ca AHOpoud onepamusHiiM CUCIHEMOM

6.6. llopehese ca mocrojehnm pesyrrarnnma

Ha ocHoBy a00HjeHMX pesyiTaTa aHaJuse NpeyoskeHor Ge3djelHOCHOr MeXaHH3Ma, V
ojaHocy Ha Beh nocrojehe MexaHMIMM KOJM Cy HMIUIEMEHTHpauH y AHIPOHI ONEpPaTHBHOM
CHETEMY, MOXKE ce 3aKk/byunTH cliesehe:

Ha sehunu tectoBa, pesyirar za SE Anjipoua nokasyje saHeMapHBE pesyiTaTe W3Hajl H
VHYTAp  CTaHjapiHe JeBMjalMje. 3a pasaMky oa AOSP pesviarata. Kao u kox AnTuTu
aliHKalje, ¥ TecTHpalby HHTepHe Memoprje H SD kapTHile, 0'MeKHBAHA ¢y MAaJa [IPeKoparieha
nznaz Morvher mpocjexa sa SE Amnzpona, 36or norpebe na ce pe/Msyje NpolIMpeHa JIHCTa
arpubyTa, KoJM ce Beavjy 3a Gesbje/HOCT JaToTeka, Kao W 00T JoAaTHe IpoBjepe J03R0ja Koja
je norpebna 3a SE Amapona. Y MHTEPHO] MEMOPH)H TeCTa, IIHCAKA M YMTaba MjepeHo jey M/
sec, 0JIHOCHO, jeJIMHHIA Mjepe je Ouna IMS. ¥V tecTy kpenpaiha u GpHcatba BpHjeMe je MjepeHo v
CEKVHJIAMA, OJHOCHO, MjepeHo j¢ BpHjeMe Koje je Ouno notpebHo ja ce kpeMpa, HIH obpuine
1000 npasuux paroteka. TecroBM Kpeupama H OpMcambd JaToTekd, MOTY ce II0CMAarTparH, v
HAJTOPEM CIIYUajy, Kao pesyJITaTH KojHM MoKaly]y nopacT Mano WiaHaja npocjeka. 3a SE Anaponn,
TECT MOKA3Yje TIORHINEHY MYTalbky, jep KpeHpamhe M GpHcamhe Koje e OJIBMja, H3HAJ HOPMAITHOT
HHBOA, HU]JE€ aMOPTH30BAHO NPEKO HEKE pealiHe KOPHCTH 011 THX JlaToTeka.

6.7. Obiact npuMjene npeiokenor pjenieiba

[{njesio oBO MCTpaKMBAKE ce MOMKE NOCMATpaTH kao Morvhe pjememse 3a vHanpehemwe
Gea0jeIHOCHUX  MeXaHHsaMa 3a MoOmiHe TenedoHe ca AHIPOHI ONCPATHBHHM CHCTEMOM.
Taxohe, oro HeTpaskMBame ce MOKe TPONIMPHTH W HA Mojlenl KOoHTpose npuertyna. Behuna thwx
[pOIIMPEHha TIOMEHYTA CY Y PajloBUMa JIpyrux ayropa kao urro eyv: Kirin # TaintDroid [95],
SAINT [46], Porscha, AppFence, IPC Inspection[3]. QUIRE [44]. wu cn Opu panosu
nokymaeajy o0pagura koutpony npueryna ma Aunapona  middleware cnojy, i npyxuTH
aJleKBaTHO pjellietbe, Koje oTiamba ocHoBHe Hejoctarke v Jlnnyke DAC mexannsamy. Kao u
CRaKa KOHTpOJA MpHCTYNa Mojeiy, Oesfje/iHocT AHIAPOWT  CHCTEMA, V OCHOBH,3ABHCH O]
HaYHHA KOHTpOJie KepHel cloja.

Ha oma) mauun ce ocurypapa KoHTposia npuctyna sa ciiposoheibe GesdjeHocHUX
pleliesa Koje | Jlajbe YKA3Y]Y Ha PAlHBOCTH POOT AKIHja, KA0 M HA OCTajle pamkHBOCTH KOje cV
OMHcaHe Yy OBOM pajy, Kao M v HaOpojanuM pajgoBuMa Apyrux ayviopa. Taxohe, moryhe je
yIoTpHjebHUTH Heka o1 pleleka Kao mro ¢y Kirin 1 SAINT, wro v csakom ciyuajy B nokasyje
BPHJE/IHOCT MMIUIEMEHTAIIM]E TAKBUX KOHTpoda 7sa AHApowj. 3a aJIeKBaTHO pjeliehe
Ge30)eHOCHOT OKBHPA CHCTEMA, Koje ce 0asupa Ha AHIPOW)I OTIEPAaTHBHOM cHcTeMy, Morvhe je
PEANHZ0BATH JEJIHY OJI IETOBHX MIABHHX (PYHKIH]A K0ja ce OJHOCH Ha MpHMjEHY NpelioKeHor
pleiieha v TeleKoMYHHKAHOHUM 1ipeyiehuma. OBaj pajl MoKe [OCTYIKMTH Ka0 OCHOBA 73a
nojpmky v Gvayvhes pany ca Aujpoua Gesdjemonthy.
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7. 3AKJbYYAK

[Tonazna ocHoBa NPHIMKOM MHcatba oBor paja je Ouia GesbjearoctT MOGHIHHUX TesredoHa
KOJM TOAPKaBa]y paji ca AHJIPONI ONEPATHBHHM CHCTEMOM, JIOK ce npofleM HCTpakHBaiba
0JIHOCHO Ha yHarnpeleme 6e30]eITHOCHHY MeXaHH3aMa KOJH ce KoprcTe v AHIPOH]T Ol paTHBHOM
cHeTeMy. Y OBOM pajly WiBplleHa je mNpoljeHa HHBoa GeiGjeHOCTH 3a AHIPOMI ONepaTHRHH
cHeTeM v IUBY yTBphueama Gesdjenocuux nponvera. Meraknyvre ey oapeliene ciabe tauxe v
CHCTEMY Koje ce Tpebajy VieTH ¥y 003Mp IIPHIMKOM MMIUICMEHTAIH|C CHI'YPHOCHHX MEXaHH3MA.
Heke o bux cy npoieM CHIYPHOCHMX MeXaHH3aMa 33 JI0J[e/bHBAILE JIO3BOJIA, CHIYPHOCHH
nponveTd vV JIMHVKC KepHED jesrpy, KOpHCHHYIKHM OHOIHOTEKaMa, W3BPHIHHM IaToTeKamMa,
nosesatomhy wimehy Mmeamja w xapasepa, H cia. [loTeHimjanHe omacHocTH ¢y nosehane
HUBEHHIIOM J1a Je AHIPOH]L OMePaTHBHU CHCTEM KOHCTPYHCaH Kako 3a MoGuine Tenedone Tako
M 3a IepcoHaHe pauyHape, uMMe MOOMIHOT KOPHCHMKA H3JIKY CBUM HaNaIuMa KOJH ce
JIeNIaBajy v Ha MepcoHaHOM pavyHapy.

I'naenn npodneM KOjM ¢MO HaBelH je Taj WTo je K67 2a AHJIPOH] ONMepaTHBHH CHCTEM
JABHO JIOCTVIIAH, T€ j&, HAKOH TIpoM3Bo/ibe npeor vpehaja, codreep GHe N0CTYIAH 3a TPHKHIITE M
ciaoboany npojaajy. Mopa ce werahm u 1o za Behuna kbaa joln yBHjEK HMje NperielaHa ol
cTpane oneH-coyple acounjandje. Takxohe, pannje Huje noctojane oapeheno ceprudHEaMoOHO
THjEN0 Koje OH CHCTEMOM [aBHHX KJbYUERA MOBE3aJ0 HHCTAJALHOHE AIUIHKALM)E ca HhUXOBHM
BJIACHHLMMA, 1IPH YeMy OH ce 3HATHO CMAmHO PH3HK OJ1 HOTEHIHJaIHO MIOHAM]EPHHX ViIaga y
CHCTECM TIPWIMKOM HHCTAlNMpama aniukaiuja. Hapasno, Bpao je BakHO Ja ce VEILYIH
CHIVPHOCHH MeXanuzam kao wmto je LinuxSecurityModule (LSM) xoju je namMmjemen 3a
KOHTPOJY [IPUCTVIIA, OJHOCHO, 3a CIIpeuaBatbe [MOTEHLMjaJHe IHTeTe Koja I[poM3iasH M3
excrioaranmje  pamupBoctH v Jlubnyke kepuen jesrpy. Hewxonmkoe pamMBOCTH  AHJIpOMI
ONepaTHBHOT CHCTEMA, Kao INTO ¢y MPHBHICTHjE VIpaBLamka ca root-a, ¢y MckopuiiheHe 2a
nateHIMjaiHe Harnaje Ha cuctem. (Oraj nperien nokatyje Ja je ondpamGeHH HITHT Koju je
[MOCTAB/LEH 0KO AHIPOHI ONepaTHBHOI cucTema J00po kondurypucan ca 1ubeM ojbpate o1
IIHPOKOT PACTIOHA CHI'YPHOCHHX NPHJETH:H.

Kao nobpa ojuyka Guia je w 1o jga ce xopueru POSIX kopucHHukH Mexanuszam 3a
ojiBajatbe H3BpHIeha Tipoiteca ojpehennx annmkaipga. [locrapbame cpake anjukaipje Kao
noceBHOr KopHcHHKa omorvhapa Heme/beHH NMPHCTYID JaToTeKaMa M ocTaJuM nojaipmMa. Opaj
MexaHusaM omoryhasa Ttaxohe [Mje/berbe NpOLECOPCKOr BpeMeHa H3Melly  pasIMuHTHX
ammkaumja. Jlogatne Ge3fjesnocHa rojiemaBama UMIUIEMEHTHPAHA CV KPO3 CHCTEM /laBaiba
JI03BOJIA 3a oTpanuueie 00apbarba MocIoBa PATHUHTHY arutHKalMja. [JMruTanno noTnucHBame
aJMKalMja je jJoIn jejla cUrypHocHa oco0MHa Koja je Tpeviera H3 JIPYIHX olNepaTHBHHX
cucTeMa. AHIPOWI KOPHCTH 3ajejlHMYKE K/bYUeBE W MeXaHM3aM JI03BOJIA 34 [POBjepy
BJIACHHIITBA JIBH]Y HIIM BHILIE all/IHKAIH]a.

Y mmy nogmiama Ge3bjeinocHor HUBOA Y AHJIPOHIL OTIEPATHBHOM CHCTEMY TPEIOAKEHO Je
HEKOJIMKO pleteba. Kao nppo BakHO je J1a ¢e YKbYUH MEXaHu3aM Ko MOKE CIIPeunTH, WU
caJipyKaBaTH MOTEHIMjalHe iTeTe Koje mnpomsunate w3 Jluuyke kephen-a, kao wro je SE
SEJlunyke mexanusam, uume Ou ce no6uo wosu SE Amgpoua cucrem. Takohe, sehn nuso
1aiTHTe OM ce Tpebao WMIIEMEHTHPATH V MEXaHH3IMY JI0[apama JI03B0Ja 33 HIBpHIeH:e
o/ipeljeHHX atMKaLmja.

Unak, najeumm npuopurer aar je yiorpedu SE Aungpoun OS v3 ogpehenn sawrruran smj,
Ka0 M CcHCTeMY JIeTeKlMje Haraja, KOHTPOJM MPHCTYNA NojaiuMa, QUIATPHpaby IMojaTaka
N0 eLHBALY 02RO,
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Jlamuucko ynpasmame, VPN pjenieme Kao H MeXaHu3aM NpHjaBe Ha CHCTEM ce TPeropytyje
Kako OM ce ocHrypaia npeHoct MoGHIHHX oniepatepa Ha TpxuinTy GSM Besa.

7.1. ( -)'\1'.I|llll.i HH/BCBH HCTPAKRHEAHLA

Herpaxupame ope o0/ACTH JaBWIO ce Kao norTpeda 3a CECODVXBATHOM AHAIHIOM
GesGjeTHOCHHY MeXaHHIaMa KOjH ce KopHcTe Y AHIpoui onepatupHoM cHeremy. [losazna
npeTrnocTaBKa jﬂ Jda oBRM MeXeHMH:2MH HecTo HHCY [IPpARHITHO HMIUIEMeHTHPAHM [ITo jE H
JAOKA3AHO CKCIIEPHMEHTAIHOM aHalM30M. Y HACTaBKy aHallM3¢ JoIo ce J0 peivirara KOjH
rosope Ja 4aKk M [paBHJIHO [OCTAR/beHH MexaHusMmu  OesbjeaHocTH Mory  OMTH
KOMIIpOMHTOBaHH o7l cTpade Tpehux auna. lociaunje 3appiuene ananuze W yTepheHux npomycra
Koju ce ManudecTy]y vV TpeHVTHHM 0e3fje/HOCHHM MEXaHHIMHMA, KAKO ca TeOpH)cKe OCHOBE
TAKO M ca NpaKTHYHO YIPOMKeHE GC?SC}IIIOGTH KOpPHCHHEKAD OBHX CHCTEMAa, NpEJICTABBLEHH CV
KoHuernTH Morvhix pjeiieiba v /by lpeBazuianerba nocrojeinx npotiema.

Ha mnowerky oBoT HMCTpaKHBalba Kao ILETOB TPHMapHH I[IWb, [OCTaBbeHa |e
uMILieMeHTalM)a  yHanpehemwa GesGjeanocHux Mexanuzama koj MoOwiHux tenedona ca
AHJIpOHJI OIIepaTUBHHM CHCTEMOM. JelaH 01 MOTHB 3a 0Baj pajl OHMO je H HarJIM nopacT viorpede
ope MobmHe tuardopme, kao W nosehann Gpoj Hanaza Ha ypehaje ca AHIPOWI onepaTHBHOM
CHCTEMOM Kao M HM3aK HHBO CBHjECTH Kol 0OHYHHX KOpPHCHHKA Kajla je ¥ nuTamy GezbjesHoct
muxoBux vpebaja. [lopact viiorpede Auapoun nnardopme, kao tpeHyTHO Bojehe v cerMenry
orepaTHBHHX cHcTeMa 3a MoGwuine ypehaje koja uma moryhHoer Hajorpajiibe CONCTBEHOT
nporpaMcKkor pjeniersa y BelMKe] MjepH YHHM BelIMKH M3a30B Kaja je Vv nuramy Geidjennoct
cHcTeMa. 3a YCIeNHO OCTBAPHBaKE HH/ba OHIO je HEOolXoJHO 00el0HjeMTH IOTIYHY
KOHTPOJIY Hajl CBUM KOMIIoHeTaMa cucTeMa. Ha ocHOBY MOCTHIHYTHX pesy/ITara M OCTBApeHHX
JIONPHHOCA, MOKE €€ ZaK/LYUHTH JIa Jeé OCHOBHH IWJE OBOT Hay'HC-HCTPayKHMBAUKOT pajia y
MNOTIIYHOCTH OCTBApeH., OJIHOCHO, Jla OCTBApEeHH peyiaTaTH W JIONPHHOCH Y TOTIVHOCTH
noTBphY]Y HOYETHY XUIOTE3Y.

Pan je umao 3ajaTak 1a MoBeske eHTHTETE KOJH €V CACTABHM JIMjeJIOBH OBE MaTepHje.
HakoH jlerabeHe aHanme MoOOHIHMX TeJeKOMYHMKAIIMOHMX MpeXa, M3BpIIEHA je ¥ aHAM3a
ofepaTMBHHX cucTeMa 3a mobmwiHe yvpehaje. YkasaHo je Ha TNPEJHOCTH W HEJOCTATKE HEKHX 0]
IBHX, ¢ THM HITO je AHJIpOoH]I OTIEPATHEHH CHCTEM aHAaJIMMpan Jo jJetahba. Pesyiaratn AHIpom
AHAIIMIE Ce OJIHOCE HA APXHTEKTVPY, AHATOMH]Y, CepBHCE, (]JPHME\\-U]J[( JIO3BOJIE, ajaTe H CIL
ToceGHo je H3BPIICHA SHAIM3A Ca HUBOA Ges0jeHOCTH T/1je Je aKleHAT CTaB/keH Ha Moryhe
IIPOIYCTe KOJH ce Mory JlecHTH v OesGjennocnoM okeupy. Takole, netaskHo cy anamnzupane
TPEHYTHO JIOCTYIIHE Bep2Hje AHJIPON] OTIePATHEHOT CHCTeMa, YKa3aHo je Ha ILHXOBE MpeJHOCTH
H HEJ0CTATKE KOJH Ce MOTY MaHM(ECTOBATH V CMHCIY rvO/berha MHTEIPHTETa ApXMBHPAHHX
nojiaraka. MoryvhHocT Hanana M HeKe 0J1 MeTo/la HANaja ¢y MOMEHYTE V pajly Kao W ajlaTH KOJH
MoOry OWMTH YUHHKOBHTH T[pPH TecTy I[eHeTpallMje KojH c¢€ KOPHCTH pajd OTKpHBaH:a
Ges0jegHOCHOMX HpLIIYCTa Y Anapon (pamewopky.

V pazay je n3Bpuiena anamnza viiorpede Mmoduimux vpehaja v esijery. Pesviratu aHanuse
ce ofHoce Ha Bojiehe semube EBpone, kama je v muTamy MacopHocT yhoTpebe HaMeTHHX
reheona. Ypalena je w ankera, UMjH ce JelaH JHO OJHOCH HA CTENeH KOPHCHHYKE CBHJjECTH
[PHIMKOM PYKOBaH:A MOGHIHIM vpehajiM a ca akreHTOM Ha 6e36)e/IHOCT.
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Y zaBpmHoM JMjeny NPEACTABBLEHO je HEKOJIHKO MOTYIHX pjeliemar Koja ce MOy
HMILIEMEHTHPATH Y AHJIPOWJ  ONepaTHBHM cHcTeM Kako ©u  ce mnosehao crenen
BesbjeanocTi. YKa3ano je Ha HPEeHOCTH M HEJOCTATKS M NPe/UIOKEHC J& KOHKPETHO pjellethe,
Koje 61 MMao 3a 1k noBehame movinaHocTy 6e36je/IHOCHOT OKBHPA K01 MOOHIHUX TeledioHa
ca Anjiponjt onepatHsHiM cietemom. Maspineno je nopeheme ca nocrojehnm pesynratima u
JaTH ¢y pesytatw v Buay Tabene. KomeHTapHcan je 3aBpiiiHM pesyirar M HAuMH Herose
HMILIEMEHTAllHje.

7.2. OcrBapenn peiv/iraTi H J0NpHHHCH

Y oBoMm paly NpejcTaB/beHO Je collcTBeHo Oe3djejHOCHO pjellerke 3a vHanpeheme
GesGjeTHOCHHX MeXaHH3aMa KoJl MoGHIHUX TeJiehona ca AHJIPOHIL ONEPATHBHUM CHCTEMOM. Y
paay je moepheno ga ca 3HATHO Mame VIIOKEHOT Hanopa, vi yiopeby JaBHO JIOCTYITHHX
AJIeKBATHUX 4J1aTa, KOMIUIeKeaH cKvil 0ez0jelHOCHHX TMOJIVIa MOMKE VHANPHJEIHTH V LY
nojiMzare GesdjeHocHOr HUBoA ojpehedor cucrema. Pesvirar pana je oj noceSHor 3Havaja 3a
HIMPOKY JaBHY TEX0JOLIKY VIoTpedy 4YHMjH  KOH3YMEHTH panujHoM yioTpeGoM OHibeike
BPTOTIIaBY NMPOrpecH]y Ha nosby cyber KoMyHHKaIMja.

OCHOBHH JIOIIPHHOC OBOT paa Ha no.by vHarpeheiwa Anapou 6esbjeHoCTH UHHH ciaelehe:

- Teopujckn M TNpakTHYHO Je JIOKA3aHA OCHOBHA XMIIoTe3a pajia, jJa ce nocrojehn
Oe30jeIHOCHH MeXaHH3aM MOKe VHanpHjeIuTH, uuMe OM ce nopehao HHBO KOpHCHHUKE
OesOjeanocTd. 3a ocrBapuBatbe Tese KopumheHH ¢y JaBHO [IOCTYIIHM ajaTH, Kao M
nocrojehu GeaGjeanocnn mexannimu. llorsphusame xunorese Sasupa ce Ha HAYUHHM U
TEXHOJIONIKMM cazHamMMa ¥ jocTHrayhuma mz  obmactn  Gesbjennoctin  AHapou
OINEPATHBHOT CHCTeMa. ErMeTeHIIMOHANIHM JIOKA3 ¢e 3aCHHBA HA NPAKTHUHO] peaiH3almju
pjelemba Koju je GasMpaH Ha [OCTHIHYTHM Ca3HABMMA M OCTAIMM  eJIeMeHTHMA
TEOPHJCKOX NOTBPHHBaAILA XHITOTE?E.

- H3epuieHa je aHaiuza JaBHO JIOCTYIHUX AlaTa KOJM €€ TPEHYTHO KOPHCTE 33 [0JIH3aHhe
HuBoa Ge3bjeHocTH, ojHocHo, yHanpeheme Gexbjennocnux mexanmszama. [lopen oemx
anaTa, aHANMBHPAHM cY W OperopyueHH ajlarv Koju ce KopHeTe 34 vHanpeheibe
GesfjenHocT ko Anipon ypehaja. Mako pesyirary oBe aHaimise YMHE JeJIHY 0J1 OCHOBA
1J@JIOKVITHOT pajla, BHXO0BA IIPHM]eHA ce TY He 3aBpiiaBa el ce OHM MOTY KOPHCTHTH H ¥
JPYTHM TEOPHJCKHM H NMPAKTHUHHM HCTPAaXKHBAHHMA.

- Passmjen je cucrem KoM ryTem yrotpede COCICTBEHOI pjeliCiba, HY/M BHIIH HHBO
Oe30jeiHOCTH Y ojlHOCY Ha cTanjapiHe Oe3lje/lHOCHE CHETeME KOJH ce KopHeTe Y AHpo
OIepaTHEHOM  CHCTEMY. nPHMﬂPHH JIOMPpHHOC OBOT pala orjela ce y Mﬂl"}r’ﬁli(‘?CTH
NpaKTHyHe saluTure Ha ocHory viotpebe SE Awnjpouja OS. Ha takaB Hauuy, npuctyn
pecypcHMa KOJH €Y TPOM3BOJl OBaKBOI HauMHa opraHusauuje uubHu  GesGjeHocHH
MeXaHnu3aM, NPakTHYHO, WMYHMM Ha ojipeliene nenerpanuone Meroe HeoBamiTeHe
koHtpoie  Hayg  ypehajem. Jogarny  ovesmasajyhly  OkoNHOCT a4 Hajaiada dMHH W
Helo3HaBamwe pajia Oe30jeIHOCHOT MeXaHn3Ma.

- OgropopeHo je Ha CeKVHIAPHA XHIIOTeTHUKa NuTaiba. Ha ocHoBy pesvirtara ankere, Koja
je ypahena za notpede oBor pana. yrepheHo je na mpocjeudHo eaykopBaHe ocole He
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nocjeayjy oapelenn HHBO 3HAA HA OCHOBY Kojer OM MOIJIH ca curypHowhy TBpAMTH Ja
Te ocole HUMajy clocOBHOCT pyKoBama Npeko MoGHIHHX ypehaja ca undopmanmjama
BHIIEr WIM HajBuumer, HuBoa Oes0jegnoctn. Taxohe, gokasano je aa He nocrojm
OIEpaTHBHM cHCTeM 73a MoOWiIHe vpehaje KOjH HyAH JOBOEHO (uIEKCHOHIHOCTH 3a
KOPHCHHMKA Kao HH JIoBO/baH HMBO Gesbjeanoctd. MeTo Tako, nokazano je na je moryvhe
ofipeliennM GesGjeIHOCHHM MEXaHH3MMMa YTHIATH Ha nobehame HuBoa GesbjenHocTH v
oapehenom MoBHIHOM MH(DOPMAIIHOHOM CHCTEMY.

- PaseujeHo pjeliehe j& HACTAJNI0 KAo PesyiTaT MeTOrOHMIIIer pajia W HCTpakHeama y
obmacti Oesgjenmocti. MMremenranmja je obapbeHa Ha TPEHYTHO HajaKTyCIHH]E
MobuiHe nuardopMe — AHJIPOWI, JIoK je cam crenen Oes0jeHocTH yHanpeheHn Ha HOBH
HUBO  yroTpeGoM omuTHX npapdia  0e30jeHOCTH, CONCTBEHMM  plelleibeM |
MMITJIEMEHTAITH] OM HCTOT.

- AHaJIM3MpaHH CY TPEHVTHM QlaTH M CHCTeMM 3a [eHEeTPalMOHO TeCTHpame HHBOA
GeaGjelHOCTH  OMEPATHBHOI cHcTeMa. AKTve/lHAa pjelliea AMILIEMEHTHpaHa  Kpo3
CD['[CTBC]]}" pcarrmauuj}-' JoBela C}’ i (8] ]'IOT]]C'SC 3a JaBOM aHamM3oM H COIICTBCHOM
HMILIEMEHTALIH] OM.

- Ilpennokeno je nmekonIMKO pjemieiba KojH ce OasHpajy Ha yHanpeljemy OesdjesiHocHux
MeXaHuiaMa. Y paay je H3BpllcHa MojaudMKaipja w3popHOr koma oapehenmux amjenora
OIEPATHBHOI CHCTEMA.

- Jlara je aHaimza npeUIOKHOr plellielha vV TeXHOJOMKO OKpy#eme Koje ce 0alupa Ha
AHIPOHII Bep3HjH 4+

7.3. llpujeasior aaser pama

Anajusa nojataka KOJM ¢y HpeICTaB/beHH ¥ OBOM pajly. Kao JMjenoBu pesyirara Beh cy
Npe3eHTOBAHN  Kpo3 HayuHe KoHdepeHiMje, cTpyuHe cKyNnoBe, Kao W Kpo3 HIIHBHIYaIHA
CABjeTORAILA TOKOM TIPETXOJHOr MepHOla HeTpaskuBarka. [IpHKYIULEHH pesviaTaTH KojH ¢y
OCTBAPEHH HA CABJETOBAHMA MPOM3BEIN CY OJUIHYUAH OJI3MB M MHTEPSCOBAILE VUCCHUKA M KAo
TAKBH Y3€TH ¢¥ ¥ 003Hp ¥ H3pajld OBOI paja, LIiTo ﬂorcmyjc J1a npoBiem ]](}C'['Djl-'[ H /[ [I0CTOJH
nn'rpeﬁ.l 33 MpaBHIHOM MMITIeMeHTalHjoM oaroeapajyher 6es6jeanocnor pjemul;a Y [103] pan
Ko ce Hamasu Ha SCI smern, pedepenia 23., pedepeHimpat je ayTopekH pajl Koju je ofjaB/ben
Ha Telecommunications Forum (TELFOR), 2012-e rojmne. Paj ce oJHOCH HA AHAIN3Y
Ges0jenocnux Mexannzama y MobaumanuM ypehajuma ca Anapona onepatHBHUM cHcTeMOM. Y
pamy je ykatano ja npo0nemM Hapymnapama Ge30je/THOCHHX MexanH3ama kol ypehaja ca Aunpoun
OIePATHBHHM CHCTEMOM TIOCTOJM, M Jla TOCTOJM rotpefa 3a NpaBWIHOM HMIUIEMEHTALM)OM
ojrogapajyher pjemiewsa. Y cBOM pajly ayropd ce NosuBajy Ha Moj paj ucTuuyhu Haumu
NpUMjeHe, HMILIEMEHTAlHje Kao W 3Hauaja vnorpebe oapehenux GesbjeanocHUX Mexanuzama y
ROPHUHHYIEOM OKPY HCH Y .

Avropu apvrux pajgosa [26], kao jeman o Ge3djeJHOCHHX MeXaHM3aMa, VKA3V|]y Ha
MeTOY MpoljeHe MHCTATHpalba aljiMKalnja Koje ¢y JocTynHe Ha uaTepHety. Takole, uetn
ayTOPH, ¥ TOMEHYTOM pajly, HCTHUY BaKHOCT CTATHCTHUKE aHAaTH3e JODHIEHHX pe3yaTaTa, Kako
Ou ce oBa MeTOJa YIOTPHjeOHIa V NpoHATAKEnhY MOTEHIMJATHO MAIMIMO3HUX AlUTHKALHja.
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Mnak, MHIUBemA caMm iz OH 0BA METO/a ca HHTErPalljoM vV KOPHCHHIKOM OKPYVIKEeHY MOIIA
3HATHO] MjepH, noeehaty HUBO GesbjenHocTi Ha BHIIM cTened. CaMo ojipeheHHM KOPHCHHUKHM
jaozsosama Moryhie je yHaupujenuTH nocmarpaHs 0e3DjeHOCHH MEXaHH3AM KOJH je ¥
JIMPEKTOHO] BEH €4 KOPHCHHUKHM [107ICIIABAHHMA.

Hnak, ayropu v [70] ueruuy Moryhinoer npusjere Securnity-Enhanced Linux (SELinux)
OMEepPaTHBHOT CHCTEMA Kao JellHy o Moryhux romohu npH cMamberby NOTeHUHJAMHHX [ITeTa o]
o/ipeliennx 3noHamjeprux Hanana. Ibuxosa uaeja v opeljeHOM JHjery TOJIPIKABA MOJV XHIIOTE3Y
HI0KEHY vV OBOM pajy ald v He Dall JOBOJGHO] MjepH M MpejcTaB/heHa je JIpyratuujuM
METOIOOIKUM TipHeTyYNoM. CMmarpasm fa ce, MNak., J0JaTHOM eYKALMjOM KOPHCHHKA MOMe Y
onpeheno) Mjepu nomhy HUBO Oe36)eHOCTH JEIHOT ONEPATHBHOT CHCTEMA.

Wnaue, pjenieme npeicTaBbeHo V OBOM Pajly ¥ NOTIIVHOCTH & CJITOBOPHIIO HA MPHMAPHO
[OCTAR/bEHH 3a/IaTaK, a TO je VHanpeheme Ge36jeHOCHHX MeXaHu3aMa ¥ AHIPOH OIePATHBHOM
CHCTEMY KOjM ce KOPHCTH 3a MoOHIIHe TesedoHe.

Y pany cy vouene crnejielie MmoryhHocTH M npaBI# Jlajker pajia:

1.  Paspoj uHTerpHcator codirBepcko-Xapiasepekorfesdje IHOCHOT pjellieha,
pi. HM]’]J’ICMC]]TE[I],Hj& TMoroJJHor ]'IpCl[OCl[l}l" KaHama a ]'][}C[[DC TOBO]]EI_

3. Ilpujemnor 3a usMmjeny uzpopHor k6aa v Jlunyke Kepuen jearpy,

4, HMmninemeHTtaudja Mojella KOHTpoJie npueryna v Axzapouna 08,

7.3.1. Passoj unrerpucanor copreepcko-xapaBepckor dDeidje/IHOCHOT pjelleiba

Jesna o071 OCHOBHMX KapaKTepHCTHKa pjellielha, Koje je NpeiicTaB/beHo Y OBOM pajy,
OIHOCH ce Ha MoryliHocTH meroBe HWHTerpalHjie v cTamgapany Gesz0jeIHOCHY  Mpexy
MEXaHM3aMa KOJH ce KopHcTe vV AHJPOMI ONEPATHBHOM CHCTEMY KA0 M CHCTEME KOJH ce
Gasupajy Ha Jlubyke oneparuBHOM cHueTeMy. Y LM/bY OuUyBamka HHTErpaldje pjeliema y
nocrojelic GezbjennocHe MexanuiMe, Moryhe je YIBPOMTH NMoja3He napamMeTpe HEONXoJHe 3a
HaZiorpajky Oe30jeTHOCHUY MeXaHH3aMa KOJH Kpo: JieTA/kHY aHalM3y HHUCY MOCTHIIH 3aBHjIaH
Hueo GesGjeanoctu. To nogpazymujesa jaa je 3a ojapehene komkperne norpebe cucTema
HEOITXO0/IHO Y3€TH PasBo) NpelusHpanor 6e30)e/IHOCHOT plelleha.

3a paseo) cofpTBRepcko-XapaBepekor Oe3bje/IHOCHOT pjenieka NoTpedHO je MCKOPHCTHTH
KOMIIOHEHTE KOJe €V OIHCAHE ¥ OBOM Pa/ly Kao M MMILIEMEHTALIH]Y MEXaHH3MA 33 VIIPABbCIbe
Kbyuesuma. OcHoBa oBe uieje je Gasuparbe Ha HEKY OJ1 Nojpaanny MoGHIHUX 1atdopMu Koje
ce [MOMHIBY ¥ pajy.

7.3.2. lIMiteMeHTALj2 1O {HOT" IIPEHOCHOL KAHA/IA 332 HPCHOC I'OBOPA

Kao cueselin o napenux npapana paspoja MCTPaskHBala MoKe ce vieTH omoryhasame
}’BO[}C]'[}E 3alliTHUTE TOBOPHOI! KaHAJA Kﬂj[’[ CC VCIOCTABJBA P‘[3MC]]}" JABa HJIH BHIIC KOPHCHHMEA.
JletaLHa MeTpaKHBILA BesaHa 3a OBa] HAYMMH IPeHoca NMoJaTaka ¢y BpilieHa Y HeKHM 0J1 paHHjx
pazopa.

165




Vuanpehewe Gesgjeonocnux Mexanuzama mobunnux meneghona ca AHOpoud onepamusHiiM CUCIEMOM

Ogaj clieHapHO NpUKazaH Ha cIMIM Op. 34, ce ornejia y CHIypHOCHC) HAJIOT Paiibi TIPHINKOM
mpolieca MpHjaRkBUBakba KOPHCHHKA Ha ypehal. Kao ¥ v HauuHy wHdpoBaka U Jenmdpopama
VIIA3HO-U3IA3HOT CHIHATA 3a MoTHIHE ypehaja.

ITpumikom opabupa zamrruheHOr HAUMHA — KOMVHMIIHpARA, KOPHCHHK  YMJECTO
CHTYPHOCHE JIO3MHKE M KOPHCHHUKOT HMeHa Tpeba j1a octaen o/ipelienn Guomerpujekn nokas. To
Moske GHTH OTHCAK MPCT4, CKeH 3jeHHIe OKa HIH IMIAcOBHA KoMaHa. YMjecTo ore GHOMETpHjCKe
KOHTpole Morvhe je KOpUCTHTH HEKH JIPYTH aKpeIUTHE KA0 IITO je CMapT KAPTHIIA MIIH CJIHMUHO.
CRakM YUeCHHK V pasroBOPY KOPHCTH MCTH eKCTEpHH HOcau Mojaraka Ha KoM je emjeinTen GNK
(Genensani Niz Kljuéeva). 3a craky 3anouery vrepailijy KOPHCTH ce€ JeJlaH KJbY'U KOJH ¢¢ HAKOH
saBplIeHe KoMyHHKanwe onbanyvje Ha onpebenm naumn. Onbaumpame ce MOMXKE BPIIHTH
(urukum GpHeareM TOT KJbYHA, WIH yBohemeM HHJeKca yroTpede 3a CBAKM T10jeMHATHN
wieya, Chenehn penny by 2a mudpoBame je cieiehs Kby KOjM je Ha pey v HU3Y KbVuesa
HITH je TO Meeyo Kbyw. Ynorpeda nceyjo kbyuera Moryha je camo KoJi acHXpOHOT KPHIITO
CHCTEMA TMOIWITO ce MeeVI0 KBVUEEH PaAZIMUHUTO IEHEPHITY KOJI CBAKDT KOPHCHHEKA. Hacrapaxk
OBOI ClIEHAPH]A OIPAHMUEH € CAMO HA CUXPOHH KPHITTO cHeTeM. |3

// AHIpPOH] KOPHCHHR A - / AHaponJ KopacHHK b

i 1

OO

e i X W,

Couka 6p.34: Jenan nipumjep Anjipou] GesfjeIHOCHOT plelieha ¥ KOMYHHKAIH]H

[Tocryrak koMyHuLpatba Kpos mudposanu kanan 6uo 6u cnenehu:

1. Kopueumk masme saxtjes 3a ynotpe6y EM (Externa Memorija).

2. Ha ocHoBy cBOJMX GHOMETPHJCKHX TapaMeTapa KOPHCHHK Ce [IPHJaB/bY]e ¥ CHCTEM.

3. Vkonuko je GHOMETPH]CKH J0Ka3 BAIMIAH VCIIOCTABHA & HHTEPHH KOMYHHKAIIHOHH
kanaja u3mehy EM u tenediona kopuenuka.

4. Jla 6 ce KOMYHHKAIIHOHH KaHall CHXPOHH30BA0 NOTPeGHO je Jla CHIYPHOCHH CepBUC
KOPHCHHKA KOJH Jall0MHELE HTPELHjY, Jo0uje ojipeleny BpHjenHoceT Ha ocHoBy UK
(Index Upotrebljenih Kljuceva).
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5. Bpujeanocr IUK-a ce masmbe Kpot KOMyHHKAIMOHK KaHaut. Ha ctpany noummseaona
epujeanoct [UK-a noGuja apyry BeIHUMHY a cTapa BpHJEIHOCT ¢¢ IPHBPEMEHO
memopuuie v RAM memopuju Tenedona.

6. CHrypHOCHH CepEHC NpHjeMHOT Tele)oHa NPUXBATA OBY BPHjeIHOCT H HA OCHORY Ihe
MO3HIHOHKPA ce 3a udTame oJpeleHor kKbyua.

7. Kana je cuxpoHusaliija kaHalla 3aBpileHa, cTPaHa NOHIHBAOLA J00Hja NOBPATHA CHIHAI
34 roveTak cllaka CHIHala. BijEME ]10']']]&6]']0 3a CHXPOHH20BAKEC KOMYVHHKATTHOHHX
CTpaHa 3aBMCH JI0 KBAIHTETA KOMYHHKALIHOHOT KaHaJja.

8. Tlommbanail noudibe J1a eMHTYje CHIHANE KOJH ¢y mH)pOBaHH HA OCHOBY BPHJEIHOCTH
i GNK.

9. Tlpwjemua cTpana npuxBara WHgPoOBAHM CHIHAT H leiiudpy]e ra Ha OCHOBY HCTE
BpHjeaHocTH 13 ceor GNEK.

7.3.3. llpujeaor 3a wanmjeny misopuor koga v JInnyke Kepuen jesrpy

Moryvhum usmjenama v Kepren jesrpy morvhe je yrunaru Ha nojiusaie GesdjeiaHocHor
HHBOA AHIpOM] oneparHBHOT cHerema. Plemewe ce GasMpa Ha WiMjeHama v ocamom KOy
onpelennx matoreka. Jlakme, Gpucames, ojiHocHO, JlonyHoM oapelennx munmnja kd1a MokKe ce
vruuati Ha noeehamwe GesGjenbocbor nupoa oneparustor cucrema. [lpema Google ananusu v
Nexus ypehajuma npumujehere cy ojgpehene anomaimje koje ce Manudecry]y v HU3Y VULV
WloHaMepHUX arudkanmja. Happiiagamem opux cermenara Kepuen jesrpa sepznje 3.10, 3.14 u
3.4 moske 1ohu 1o napymaeame niaaHa JIjenoBamka KOPHCHUIKHX NPHBHICTH]A.

3a peasmzanm]y caHaimje opor npoGiema kao TectHH vpeha) je kopuithen mMoGuiIHE
tenedion Galaxy Nexus crenehnx kapakrepHeTHE:

Momen LG Galaxy Nexus 5

Iloapzxama mpeska  2G, 3G, 4G, HSPA, GPRS u EDGE

Expan True HD IPS+, 1080 x 1920 nukcena
Memopuja mz GB. 2 GB RAM
JHomxaun Wireless Charging (Qi-enabled)

Active noise cancellation with dedicated mic
MP3 u MP4 nnejep

Moto, BUIEO U JOKYMEHT &IHTOP

["1acoeHe KoMaHjle

Kamepa 1/3.2" nanopama, 5 MP, 2592 x 1944 nukcena, ayromMatcku okye

Xapasep Quad-core 2.3 GHz, TQualcomm MSM8974 Snapdragon 800

Codreep Angpoun 0S8, 5.0, Lolipop, morvhaoer wagorpamse mna 6.0,
Marshmallow

Ta6ena 6p. 13: Kapaxrepuctike TecTHor Mojiesia MobuiHor Tenedona
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Opaj moOummm ypehaj npunana 5 reHepallji AHAPOMJ OIEPATHBHOI CHCTEMA M
Heropyuyje ce ca mureprpucaduy AOSP. 3a TecTHpame KOpUIITEHA je HOpMalIHa IMOCTARKa CBHX
napamerapa vpehaja, naxie, Ges root npusnIeryja.

TaGena Gp. 14. npokasyje GesGjeaHocHe ponyceTe KojH ce Manudecty)y v oapeheHnm
JaroTekaMa, HHBO 030WBLHOCTH KOjMMa ce Hapyinapa OGesGjellHOCHH OKBHP, Kao H Morvhu
IPHjeUIOT 34 OTKJIAK:ALE FPEIaka.

P.bp. besz0jemmocHn mpouycr Huso Pjememe

1. Fs/pipe.c Bucoxk Tesma dartorexa: 22
yOaumpama - 20
Opucama

2. Sound/timer.c Bucok e gia arorexa. 14
yhanmeama - 4
Opucama

3. stpipe.c Huzak .I..._l”.-. NATOTERA 4

TaBena Gp. 14: Yruua) v npujeior 3a oTkiamamke rewaka v Kepuei jesrpy sepanje 3.10, 3.14 n
34

T[pBa aHaI[H'ijEIHH 'jJ[UHH.MjE]JHa AKTHBHOCT Orjie/la ce y ToMe Hro [[()B]JEMCHU JA0J1Ia3H J10
Groxkupama pana vpehaja. Hakon BHIlle TOHOB/LEHMX aKIlHja oJ1 CTPaHe pasIHuHMTHX allJIHKallHja,
Jo3a3u 10 peMehema peocanje/ia HIBPIIABAKA KOPHCHHYMKHX JIO3BONA, ITO ce MaHH(ecTyje
Kpo3 yellopele a 3aTHM 10 HoTnyHor GliokHpawa paga vpebaja. Y nojeMHuM cuTyalMjama
notpefHO je uak M peHHCTAJIMpaTH olepaTHBHH cucteM. Murepsenum)y je mnorpeGHo
peanuiopaTd v garoteny fs/pipe.c. 36or Besmkor norpedHor paaa opaj GeszdjeIHOCHH NPOIYCT
MOZKE C€ CBPCTATH ¥ KATErOPH]Y €a BUCOKOT HHBOA.

Osnaka CVE ID (Common Vulnerability and Exposures) mnpezicraBba JIMeTY
H3JI0KEHOCTH H PalbHBOCTH CHETEMA,

CVE Osuara Huso Jlomyna 3a ypehaj Harym
03HAKA Anapong n3Bjemrraja

rpelimnke

CVE-2015- 27275324% Kpumiian  Nexus, cee Bepsuje 3,6, 71 9 ebpvap , 2016
1805

Tadena Gp. 15 Mnenrndmranmonn npukas npee morvhe rpenixe.
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H2popuu k61 2a pipe.c JATOTEKY je MPeICcTaBben v JoaaTky op. 7.

Jlpyra no peay akTHBHOCT Koja YTHUE Ha HHBO OesBjeHOCTH ¥ AHIPOMIL OIePaTHBHOM
CHETEMY, 3a MHTerpHcaHi JiHo KepHel jesrpa pepauje 3.10-3.4, onnocn ce Ha VvHKIHOHHCA:E
IOJICHCTeMa 3a avanuo perpoaykimy. Menndectyije ce Kpos ol KBAMTET 3BYKA Kao H rauicibe
CEMX TOHOBa. M 0Ba aHomasMja MOKe JOBeCTH J10 pectapropaiba ypehaja. Canaimja, ojiHOCHO,
HoJiMzake HUBoa GesbjeaHocT ce oGesbjehyie HuTepreHnjoM v Jatoteli sound/core/timer.c.

Takole, 1 opaj G230jeJHOCHH NPONYCT OKAPAKTEPHCAH je Kao [pUMapan K 03HAaueH je ca

..BHCOK"™.
CVE oinaka Oanaka Jlomyna 3a ypehaj Jlatym nagjemtaja
Amugponj
rpemke
CVE-2016- 26636060% Bucok Nexus 9 CGroogle Internal
2438

Tabena Gp. 16: Maenrudmkanmonn npukas apyvre mervhe rpeuixe.

JlatoTeka ce Hanasu Ha JokaiM)d sound/core, W Hocu Hasus timer.c. Opa Kiaca je
38/yJKEHA 33 OCHIYpAHe KBajiMTea ayjuo pelpoAvKiMje M CacTaBHH MO je JpajBepa 3a
penpoayKIHjy 2Byka. KoMmmneTran koj 3a OBy JaToTeky ce Hamasy y Jjlodarky 7. Ha cimum nenon
NpHKazaHe ¢y KOMIapaije JiBuje JucTe W3ropHor koja. [lpea je npuje a jipyra HAKOH M3MjeHE
YiymHo je aogaro 14 HoBux smHija a 4 ¢y w3bGpucane. ‘v cuon BojoM €y HarjfalleHe jojare
JIMHH]E @ LIPBeHOM H30pHCaHe.

Tpehn npoGnem, koju ce oAHOCH Ha pambMBOCT OfI0HMjamke yveryra y Kepueny, moue
MPOY3POKOBATH YTHIIA] JOKATHE YIOHAMJEpHE arulMKalije Ja MpoH3Beie NMOHOBHO TOKPETaihe
vpehaja. Opaj GesGjeIHCCHI NPONYCT MOXKE €€ OLHJEHMTH KA0 HHIKH, jep je KOHAUaH YUHHAK
npuspemeto yekpahusame veryra.

CVE o3nakxa Oanaka Hupo Jlonyna 3a ypehaj Harym mapjenrraja
Angpona
Ipeike
e - Mapr
CVE-2016-0774  27721803* Crnab Cru Nexus Tenedonu
. 17. 2016

TaGena 6p. 17: Wnentudukannonn npukas Tpehe moryvhe rpeme.
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7.3.4. HMmvremenrammja Moae/1a KoRTpoJe npucryna v Augpona 08

Mozen KoHTpoJIe NpHCTYIA AHJPOH ONEPATHBHOM CHCTEMY j€. CBAKAKO, AKTYEIHA TeMa,
Kajia je pHjed o GeadjenHocT. ¥ pajay ¢y HabpojaHn Heky GealjeTHOCHH TIPOITYCTH KOJH YTHUY
Ha cTabuIHOCT pajia AJIHIOH]I OonepaTHBHOT cucteMa. Mojien KoHTpolde MpHCTYVIA, ¥ CVINTHHH
Tpeba ja neduannie ocHorHa Hauena GesdjeanocT. TH npobieMu ce ojHOCE HA:

- Morvhaocet npoctyna GesbjeiHoM JoKallMjaMa 3a MpeysHMaibe alllIMKaluja.

- llpekopauemse MeMopHjckor Sadepa,

- Heopmamrenn mpucTyi H KoHTpola ypehajem,

Yipap/LaiLe KOpHEIHYKHM J03B0aMa,

- VYnpaesambe ceprHpHKaTHMA,

- Ilenerpannono HeTpaKHUBaHLE,

- Jleduumcame MAIMIMO3HAX aTUTHKALM]a, HTJL.

Jujenosn oBux nponmpemna cy obpaliena v HeKHM pajloBUMa JPYTHX ayTopa, Al JeTALHOM
AHATIM30M, HA OCHORY TPEHYTHOT cTamha, Morviie je Onmike oJpeiuTH cTparerdjy HapeaHor
HeTpakuBama, Pjelersa Koja ¢y onMcada y oBoM pajay Moryhie je ynotpHjeGuTH, 1HTO ¥ CBaKOM
CIYUa)y H IOKa3V]e BPHjeIHOCT MMILTIEMEHTALIM]e TAKBHX KOHTPOJIA 3a AHZPOM/L.

8. IIPHJIO3U, JOKYMEHTALIMJA H ITPOI'PAMCKH KOJOBH

8.1. lipwior 1. Hpumjep SE JInnyke yiopka

Oepaj npuior npukasyje cajipika) n3gopHe jlatorexe SE Annpona onepaTHBEHOI CHCTEMA.
Canpska) oBor npuiiora je vieT us external/sepolicy/bluetoathd fe natorexke w3 v3sopHor kéja
Angpoun cratna. Opa jgatoreka jedunauine gomen sa Awnapoun bluetoothd. Crpvirypa je
JlepMHACANA HA HAYMH KOJH KOPHCTH KOMOMHAIIM]Y Makpoa, Kao WTo je inil daemon domain u
ClL.

type bluetoothd, domain;

type bluetoothd_exec, exec_type, file_type;
init_daemon_domain(bluetoothd)

allow bluetoothd self:capability { setuid
net_raw net_bind_service net_admin };

allow bluetoothd self:socket *;

allow bluetoothd bluetocothd_data_file:dir \
create_dir_perms;

allow bluetoothd bluetoothd_data_file:file \
create_file_perms;
unix_socket_connect(bluetoothd, dbus, dbusd)
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8.2, llpwior 2. Primjer sepolicy seapp

Ogaj Ilpunor npukasyje jezan juo capiaja external/sepolicy/seapp matotexke koja ce
KOPHCTH Kako OM ce YTBPJHIO HA KOJH HAYHH ce J0Jje/by]y CHI'VPHOCHE KApaKTePHCHTHKE Y
AMJMKALM]aMa ¥ ATUIHKALHOHOM JIMPEKTOPYHMIYMY KOJH ce (opMHpa NpHIHKOM HHCTAIMpaa
anJmkaimje. Cpaka aunmja oapehyje ckyn yiasHux ellemMeHara, Kao mro ¢y isSystemServer Tvna
boolean, user name, seinfo tipa string, a package name. Takohe ce onpehyje u cer m3masHux
BPHJEJIHOCTH, KA0 1ITO ¢y uMme JomeHa, tvpe name, level-FromUid tuna, boolean, level tuna
sSiring M cl1.
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type platform_app, domain,

app_domain(platform_app)
platform_app_domain(platform_app)
net_domain(platform_app)
bluetooth_domain(platform_app)

allow platform_app log_device:chr_file read;

allow platform_app cache file:dir rw_dir perms;

allow platform_app cache_file:file create file perms:
allow platform_app shell data file:dir search;

allow platform_app shell_data_file-file { open getattr read };
allow platform_app shell data file:lnk file read;

allow platform_app apk_tmp_file file rw_file peims,
allow platform_app qtaguid_proc:file { open };

allow platform_app qtagmid_device:chr_file r_file perms;
type media_app, domain;

app_domain(media_app)

platform_app domain(media_app)
net_domain{media_app)

allow media_app log device:chr file read;

allow media_app mtp_device:chr_file rw_file_perms;
allow media_app cache_file:dir rw_dir_perms;

allow media_app cache_file:file create_file perms;

allow media_app qtaguid proc:file rw_file perms;

allow media_app qtaguid_device:chr file r_file perms;
type shared app, domain;

app_domain(shared_app)

platform app domain(shared app)
net_domain(shared_app)

bluetooth_domain(shared app)

allow shared_app log_device:chr_file read;

type releaze app, domain;

app_domain(release_app)

platform_app domain(release app)
net_domain(release_app)
bluetooth_domain(release_app)

allow release_app log_device:chr_file read;

type isolated_app, domain;

app_domain(isolated_app)

type browser_app, domain;

app_domain(browser_app)
platform_app_domain(browser_app)
net_domain(browser_app)

allow platformappdomain platform app data file:dir create dir perms;
allow platformappdomain platform_app_data_file:notdevfile_class_set create_file_perms;
allow platformappdomain sdcard:dir create_dir_perms;
allow platformappdomain sdeard:file create_file_perms;
allow platformappdomain system_data file: file { execute open };
type untrusted_app, domain;
app_domain(untrusted app)

bool app_network true;

if (app_network) {

allow untrusted_app self: { tep_socket udp_socket } *;
allow untrusted app port_type:tcp socket name connect;
allow untrusted_app node_type: { tcp_socket udp_socket } node_bind;
allow untrusted app port_typerudp socket name bind;
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allow untrusted app port type:tcp socket name bind;
unix_socket_connect{untrusted_app, dnsproxyd, netd)

allow untrusted_app self'netlink route_socket { create bind read nlmsg_read };
}

bool app_bluetooth false;

if (app_bluetooth or Ampponn_cts) {

allow untrusted_app self'socket *;

}

bool app_sdcard_rw true;

if (app_sdcard rw) {

allow untrusted_app sdcard:dir create_dir_perms;
allow untrusted app sdcard:file create file perms;

3

b!ool app_ndk false;

if (app_ndk or Amzpong_cts) {

allow untrusted app system data file:file { execute open };
}

bool app_read logs false;

if (app_read_logs or Amaponz_cts) {

allow untrusted_app log_device:chr_file read;

}

allow appdomain zygote:fd use;

allow appdomain zygote_tmpfs:file read;

allow appdomain zygote:process sigchld;

allow appdomain system:fifo_file rw_file_perms;

allow appdommnm‘stemmm stream socket { read write };
allow appdomain surfaceflinger-unix_stream_socket { read write setopt };
allow appdomain app data file:dir create_dir_perms;

allow appdomain app_data_file:notdevfile class set create file perms;
allow appdomain platform_app_data file:file rw _file perms;
allow appdomain system_data file:dir —_dir_perms;

allow appdomain wallpaper_file:file { read write };

allow appdomain anr_data_file:dir search;

allow appdamamam data _file:file { open append };

allow appdomain qtaguid_proc:file write;

binder use(appdomain)

binder_call(appdomain, binderservicedomam)
binder_transfer(appdomain, binderservicedomain)

binder call{appdemain appdomain)
binder_transfer(appdomain, appdomain)
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8.3. llpuwior 3. Primjer sepolicy_property

Osaj npunor cajipiu o w3 external/sepolicy/property natorexe Koja ce KOPHCTH 3a
ojapehusame GesGjepnocHor capikaja NPWIMKOM  yrioTpefie KOPHCHMMKMX JI03BOJIA  KOJ{
nojemasama 6e3djennocnuy ocoduna Awnzpoma oneparupHor cvereMa. Ha mjecty rmje Je
octar/bed 3Hak (*) mMoke ce HasecTH OWIO Koja ojaropapajvha kapakrtepucTHKa Koja ce He
nokjgana ca HaeejeHHM npedmxcom. Hapejnenuw npumjep npukasyje BJIacHHuke ocoOHHe
npeduKca KojH ce Hajlase ¥ HHHIIM)aJIHO] JTATOTEIH H3BOPHOT KOJIA.

net.rmnet® u:object_riradio_prop:s@
net.gprs u:object r:radio prop:s@

net.ppp u:object r:radic prop:s@

net.gmi u:object_r:radio_prop:s@

net.lte u:object_r:radio_prop:s@

net.cdma u:object_r:radio_prop:s@

gsm. u:object_r:radio_prop:s@

persist.radio u:object_r:radio_prop:se@

ril. u:object r:rild prop:s@

net. u:object r:system prop:s@

dev. u:object r:system prop:s@

runtime. u:object_r:system _prop:s@

hw. u:object_r:system prop:s@

sys. u:object_r:system prop:s@

service. u:object r:system prop:s@

wlan. u:object r:system_prop:s@

dhcp. u:object risystem prop:s@

debug. u:object r:shell prop:s@

log. u:object_r:shell prop:s@
service.adb.root u:object_r:shell prop:se@
service.adb.tcp.port u:object_r:shell prop:s@
persist.sys. u:object_r:system prop:s@
persist.service. u:object_r:system_prop:se@
persist,security. u:object_r:system prop:s@
selinux. u:object r:system_prop:s@

vold. u:object_r:vold_prop:se@

crypto. u:object_r:vold prop:se
ctl.dumpstate u:object_r:ctl_dumpstate_prop:s@
ctl.ril-daemon u:object_r:ctl_rildaemon_prop:s@
ctl. u:object_r:ctl_default_prop:s@

* u:object r:default prop:s@
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8.4. Ilpuwiror 4. Primjer sepolicy_mac

Y oBoM nipuiiory y npMKasas je jiHo external/sepolicy/mac permissions. xml narotexe Osa
JIATOTEKA ce KOPHCTH 3a TpeHyTHo MHcTanupamke MAC Mmexanuzama, kao W 3a JoJHjely seinfo
Taropa vV kiack arumkaudje Bpujennocti koje nedwmummty signer M permission name cy
ckpahena 3601 Gosbe YHTIBHBOCTH.

¢!-~ Platform dev key with AQSP --3
¢signersignature=", .. 1b357">

<allow-all/>

¢seinfovalue=“plotform™/>

</signer>

¢l-- release dev key in AOSP --»>
¢signersignature=". ., 2684d">
¢seinfovalue="release” />
<deny-permissionname="BRICK"/>
¢deny-permissionname="READ LOGS"/>
<deny-permissionname="READ HISTORY_BOOKMARKS"/ >
<deny-permissionname="WRITE_HISTORY_BOOKFMARKS™ />
¢{packagename="com.Andpoud.browser™>
<allow-permissionname="ACCESS_COARSE_LOCATION"/>
<allow-permissionname="ACCESS DOWNLOAD PIANAGER"™/>
<allow-permissionname="ACCESS FINE LOCATION"/>
<allow-permissionname="ACCESS NETWORK_STATE"/>
<allow-permissionname="ACCESS WIFI STATE"/>
¢allow-permissionname="GET_ACCOUNTS"/>
<allow-permissionname="INTERNET"/>
tallow-permissionname="MANAGE ACCOUNTS®™/>
<allow-permissionname="NFC"/>
<allow-permissionname="READ CONTACTS" />
<allow-permissionname="READ EXTERNAL_STORAGE"/>
<allow-permissionname="READ PROFILE"/>
<allow-permissionname="READ SYNC SETTINGS"/>
¢allow-permissionnames="SEND DOWNLOAD COMPLETED _INTENTS"/>
<allow-permissionname="SET_WALLPAPER"/>
<allow-permissionname="USE_CREDENTIALS"/>
<allow-permissionname="WAKE_ LOCK"/>
<allow-permissionname="WRITE _EXTERNAL_STORAGE"/>
<allow-permissionname="WRITE_SETTINGS"/>
¢allow-permissionname="WRITE_SYNC SETTINGS"/>
<allow-permissionname="READ_HI5TORY _BOOKMARKS"/>
<allow-permissionname= "WRITE_HISTORY_BOOKMARKS"/>
<allow-permissionname="INSTALL SHORTCUT"/>
¢seinfovalue="release"/>

</package>

</signer>

¢<!-- All other keys -->

¢default>

¢<seinfovalue="default"/>
<deny-permissionname="ACCESS_COARSE LOCATION"/>
cdeny-permissionname="ACCESS_FINE LOCATION"/>
<deny-permissionname="AUTHENTICATE_ACCOUNTS"/>
cdeny-permissionnames"CALL PHONE"/>
<deny-permissionname="CAMERA"/>
<deny-permissionname="READ LOGS"/>
<deny-permissionname="WRITE_EXTERNAL_STORAGE"/>
</default
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8.5. lipwror 5. Ilpusmjep mac_permissions.xml xarorexe

Ogpaj npumjep npukasyje JaToTeKy mac permissions.xml, xoja ce TPEHYTHO KOPHCTH V
6.0.1. epauju 1 To 42 pepuznja. Hanamw ce na noxanmju:
Awnnpoun/platform/external/sepolicy/ Aunpoun-6.0.1 rd42//mac permissions.xml. Opa jaroreka
ce KopueTH 3a koHpurypucanse Run/Install-time MMAC u naje noapiuky 3a X.509 ueprudmxar
v jgaroteny seinfo, kako 61 ce HABPIINIO MANHPAILE 34 CMJEIUTAILE JATOTEKA V HCIPABAH JIOMEH.

<7xml
version="1.0"
encoding="utcf-
ane>
<policy>
€!-— Platform dev key in AOSP -->
¢signer signature="EPLATFORM" >
<seinfo value="platcform"™ />
</signer>
€!== All other keys —-->
<default>
<seinfo value="defaulc" />
</default>

</policy>
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8.5. puior 6. Hpumjep x509 ceprudmeara

Signatures npeicrasba X 509 ceprudmkar, 0JIHOCHO, BPHjEJHOCTH 3a Seinfo CTPUHT.
Anjipons flososie mMory GuTH ozipeliere 3a cBe nakere ca J10/{Hje/beHHM TIOTITHCOM KPO3 sighner
knacy. Jlo3Boie Koje ce HCKaky Kop3 AHJIPOW]T CHCTEM, MOTY OHTH cTaB/beHe Ha OHjey WM Ha
HPHY JIMCTY ¥ 3aBMCHOCH J1a 1M ¢y ojjoOpene uin 3abpamene. Tar defanlt ce kopucty 3a 6mno
KOJY MIUIHKALIM]Y KOja He ojropapa OHJIO KOjo] ApPYro] JHHMIH KOaa. Alumkanuja sefool ce
MOJKe KOpHeTHTH 3a rnonoh npunukoM renepucama k6/1a 3a oapeheny wiacy MHeTpyKimMja U3
Jdjena AWIpon 1 cHeTeMa.

$ openssl x509 -in freesoft-certificate.pem -noout -text
Certificate:
Data:
Version: 1 (@x@)
Serial Number: 7829 (@x1e95)
Signature Algorithm: mdSWithRSAEncryption
Issuer: C=ZA, ST=Western Cape, L=Cape Town, O=Thawte Consulting cc,
QU=Certification Services Division,
CN=Thawte Server CA/emailAddress=server-certs@thawte.com
Validity
Mot Before: Jul © 16:84:82 1998 GMT
Not After : Jul 9 16:04:02 1999 GMT
Subject: C=US, ST=Maryland, L=Pasadena, O=Brent Baccsla,
OU=FreeSoft, CN=www.freesoft.org/emailAddress=baccala@freesoft.org
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1824 bit):
0O:b4:31:98:0a:c4:bc:62:¢c1:88:a0:dc:bO: cB:bb:
33:35:19:d5:0¢c:64:b9:3d:41:b2:96:fc: f3:31:21:
66:36:d0:8e:56:12:44:ba:75:eb:eB:1c:9c: 5b: 66:
70:33:52:14:c9:ec:4f:91:51:78:39:de:53:85:17:
16:94:6e:ee: f4:d5:67:d5:ca: b3:47:5e:1b: 8c: 7b:
c5:cc:2b:6b:cl:90:¢c3:16:31:0d:bf:7a:c7:47:77:
8f:a0:21:c7:4c:d0:16:65:90: cl:0f:d7: bB: 82: e3:
d2:75:6b:cl:ea:%9e:5c:5¢c:ea: 7d:cl:al:10: bc:b8:
eB:35:1c:9e:27:52:7e:41:8Ff

Exponent: 65537 (exleeel)

Signature Algorithm: md5WithRSAEncryption
93:5f:8f:5F:cS:af:bf:@a:ab:a5:6d: fb:24:5F:b6:59:5d:94:
92:2e:4a:1b:8b:ac:7d:99:17:5d:cd:19: f6: ad: ef: 63: 2F: 92
ab: 2f:4b:cf:@a:13:90:ee:2c:Pe:43:03:be: fo:ea:82:9C:67:
d@:a82:40:083:f7:ef:6a:15:09:79:39:46:ed:b7:16:1b:41:72:
©d:19:aa: ad:dd: 9a:df:ab:97:50:65: f5:5e:85: a6: ef: 19:d1:
Sa:de:9d:ea:63:cd:cb:cc:6d:5d:01:85:b5:6d:c8:F3:d9:f7:
8f:@e:fc:ba:1f:34:e9:96:6e:6c:cf:f2:ef:9b:bf:de:b5:22:
68: 9f
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8.6. llpwiror 7. Higopuu kod 3a timer.c 1arorexy

Hage ienu npumjep npukasyje JHO CTPYKTYPE Hmer.c JlJaToTeke.

#include<linux/delay. h>

#includeclinux/init.h>

Finclude<linux/slab.h>

#includeclinux/time.h>

Rinclude<linux/mustex.h>

Fincludeclinux/device.h>

wincludeslinue/module. hy

#include<linux/string.h>

#includecsound/core.h>

#includecsound/timer.h>

#inclode<sound/control.hs

wincludecsound/ info.h>

fincludacsound/minors . h>

#includecsound/initval.h>

winclude<linux/kmod.h>

#if IS_ENABLED(CONFIG_SMD_HRTIMER)

AdefineDEFAULT_TIMER_LIMIT4

felif IS_EMABLED(COMFIG_SND_RTCTIMER)

AdefineDEFALL T_TIMER_LIMIT2

welse

fdefineDEFALLT_TIMER_LIMIT1

fendif

staticint timer_limit = DEFAULT_TIMER_LIMIT;

staticint timer_tstamp _monotonic = 13

MODULE_AUTHOR( " Jaroslav Kysela <perexfiperex.cz», Takashi Iwai <tiwaifisuse.der™);

MODULE _DESCRIPTION("ALSA timer interface");

MODULE_LICENSE(™GPL");

module paras(timer limit, int, 8444);

MODULE PARM DESC(timer limit, "Maxisum global timers in system.™);

module_paras(timer_tstamp_monotonic, int, 8444);

MODULE_PARM DESC(timer tstamp_monotonic, "Use posix monotonic clock source For timestamps

default)."};

EIG!MLE_&ELA;:GMW((NFM_SD_M, SNORV_MINOR_TIMER);

MODULE_ALTAS(“devname:snd/tiser™);

struct snd_timer_user {
struct snd_timer_instance *timeri;
int tread; /* enhancad resd with timest:
unsignedlong ticks;
unsignedlong overrun;
int ghead;
int gtail;
int qused;
imt queve_size;
struct snd_timer_read *queus;
struct snd_tiser_tread *tqueuve;
spinlock_t qlock;
unsignedlong last_resolution;
unsignedint filter;
structtimespec tstamp; /* trigger tstamp *
wait_gueue_head_t qchange sleep;
struct fasync_struct *fasync;
struct mutex ioct]_lock;

" rx ®
EVEntTs

& +4 - W

b
stamL[ST rfmtsnd t:u-r' lisr),

13¥e Ins

stat:cLIST HEM(snd tmer' slaue- .'ust},

* lock for slave active lists

suu:DEFLNI: _SPINLOCK(slave_active_ lock);
staticDEFINE_MUTEX(register_sutex);
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staticintsnd_timer free(struct snd_timer *timer);
staticintsnd_timer_dev_fres(struct snd_device *device);
staticintsnd timer dev register{struct snd_device *device);
staticintsnd timer dev disconnect{struct snd_device ®device);
staticvoidsnd_timer_reschedule{struct snd_timer * tiser, unsignedlong ticks_left);

create a timer instance with the given ownar string

when timer iz not NULL, incrosents the sodule counter

staticstruct snd_timer_instance ®snd_timer_instance_new(char *owner,
struct snd_timer *tiser)

{
struct snd_tiser_instance *timeri;
timeri = kzalloc(sizeof(*timeri), GFP_KERNEL);
if (timeri == MULL)
returnNULL;
timeri->owner = kstrdup{owner, GFP_KERMEL);
if (! timeri-»owner) {
kfree(timeri);
returnNULL ;
}
INIT_LIST _HEAD(&timeri->open_list);
INIT _LIST HEAD(&timeri-sactive list);
INIT_LEST_HEAD({&timeri-rack_list);
INIT_LIST_HEAD(&timeri->slave_list_head);
INIT_LIST HEAD(&tineri->slave active_head);
timeri->timer = timer;
if (timer E& Itry module get(timer->module)) {
kfree(timeri->owner);
kfree(timeri);
returniULL ;
return timerdi;
}
L]
L ]

Fifdef CONFIG_COMPAT
#include™timer compat.c”

melze
#definesnd_timer user ioctl_compat MULL
#endif
staticconststruct file_operations snd_timer_f_ops =
{
JOWNer = THIS_MDDULE ,
read = snd_tiser user_read,
.open = snd_tiser_user_open,
.release = snd_timer user_release,
Jdlseck = no_llseek,
poll = snd_tiser user pall,
unlocked_ioctl = snd_timer_user_ioctl,
Jcaompat_ioctl = snd_timer_user_ioctl_compat,
fasync = snd_tiser user_fasync,
b

* unregister the system timer */
staticvoidsnd timer free_all(wvoid)
{

struct snd_tiser *timer, *n;
list_for_sach_emtry_safe(timer, n, &snd_timer_lizt, davice_list)
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snd_timer_free{timer);
}

staticstruct device timer_dev;
ENTEY functions

staticint _ init alsa_timer init{wvoid)
{
int err;
snd_device_initialize(itimer_dev, WULL);
dev_set_name{Etimer_dev, "timer®);
#ifdef SNDRV_0SS_INFO_DEV_TIMERS
snd_oss_info_register(SHNDRV_OS5_TNFO_DEV_TIMERS, SNDRV_CARDS - 1,
"system timer”);
fendif
err = snd_timer_register_systes();
if (err «<@) {
pr_err{"ALSA: unable to register system timer (%i)\n", err);
put_device{itimer_dov);
return err;
}
err = snd_register device(SNDRV_DEVICE_TYPE_TIMER, MULL, @,
&snd_timer_f_ops, NULL, &timer_dev);
if (err <8) {
pr_err{"ALSA: unable to register tiser device (Xi)\n", err);
snd_timer_free_all();
put_device(btimer_dev);
return err;
}
snd_timer_proc_init();
returnd;

staticvold _ exit alsa_tiser_exit(vold)
{
snd_unregister device(&timer_dev);
snd_timer free all();
put_device(Stimer_dev);
snd_tiser_proc_done();
#ifdef SNDRV_0SS_INFO_DEV_TIMERS
snd_oss_info_unregister(SNDRV_0SS_INFO_DEV_TIMERS, SNDRV_CARDS - 1);
sendif
}
module_init(alsa_timer_init)
module_exit(alsa_timer exit)
EXPORT_SYMBOL (snd_timer_opan);
EXPORT_SYMBOL(snd_timer_close);
EXPORT_SYMBOL(snd_timer_resolution);
EXPORT SYMBOL (snd_timer start);
EXPORT_SYMBOL(snd_timer_stop);
EXPORT_SYyMBOL(snd_timer_continue);
EXPORY_SYMBOL (snd_timer_pause);
EXPORT_SYMBOL ( snd_timer_new);
EXPORT_SYMBOL (snd_timer_notify);
EXPORT_SYMBOL(snd_timer_global_new);
EXPORT_SYMBOL(snd_timer_global_free);
EXPORT_SYMBOL(snd_timer_global register);
EXPORT_SYMBOL (snd_timer_interrupt);
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8.7. Hpwror 9. Hspopun kG ca pasiikaMa crape i HOBe JaToTeke pipe.c

[psenmy nunujama obHLeKeHE Cy IMHI|¢ HIBOPHOT KOG Koje oy u3bpHcaHe, a seiicHnm
oHe Koje cv joaare. [lotpeduo je vkviHo joaat 22 Hoee nuHMje H w3dpucaru 20 nocrojehux.
Y Hacrarky je fata tabeia ca pasaMkaMa v A (ctapo]) u b (Horo)) Morvho] uasmjenu.

diff --git a/fs/pipe.c bifs/pipe.c
-— a/fs/pipe.c
+++ bifs/pipe.c

@@ -11725+11727 a8

}

static int

-pipe_tov_copy_from_user(void *to, struct iovec *iov, unsigned long len,
. int atomic)
+pipe_tov copy from user(void *addr, int *offset, struct iovec *iov,

+ size_t *remaining, int atomic)

{
unsigned long copy;
while (len>0) {
4 while (*remammeg > 0) {
while ('iov->iov_len)
1oVt
copy = min_t{unsigned long, len, iov->iov_len);
- copy = min_t{unsigned long, *remaming, 1ov->iov_len);
if (atomic) {
if (__copy_from_user_inatomic(to, iov->iov_base, copy))
4 if (__copy_from_user_inatomic(addr + *offset,
c iov->iov_base, copy))
return -EFAULT;
} else {f
if (copy_from_user(to, iov->10v_base, copy))
+ if (copy_from_user(addr + *offset,
¥ iov->iov_base, copy))
return -EFAULT;
}
to +=copy;
len = copy,;
+ *offset += copy;

o *remaining -= copy;
iov->10v_base += copy;
iov->10v_len = copy;

}
@@ -14325+14527 @@
}
static int
-pipe_iov_copy_to_user(struct iovec *1ov, const void *from, unsigned long len,
- int atomac)
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+p:pe 10v_copy_to_user(struct iovec *iov, void *addr, int *offset,

{

size_t "remaming, it atomic)

unsigned long copy;

while (len>0) {
while (*remaming = 0) {

while (liov-=iov_len)
ovHE;
copy =min_t(umsigned long, len, iov-—>iov_len);
copy = min_t(unsigned long, *remaming, 1ov-—=iov_len);

if (atomuc) {
if (__copy_to_user_inatomic(iov->iov_base, from, copy))
if (_ copy_to_user inatomic(iov->iov_base,
addr + *offset, copy))
retumn -EFAULT;
}else {
if (copy_to_user(iov->iov_base, from, copy))
if (copy_to_user(iov->iov ba.u
addr + u-ffset, copy))
; retum -EFAULT;
from += copy;
len -= copy;
*offset += copy;
*remaining -= copy;
iov->iov_base += copy;
iov->iov_len = copy;

}
@@ -395.7+399,7 @@

struct pipe_buffer *buf = pipe-=buf: + curbuf;
const struct pipe_buf_operations *ops = buf->ops;
void *addr,

size_t chars = buf->len;

size_t chars = buf->len, remaining;

int error, atomic;

if (chars > total_len)

@@ -409.9+41311 2@

}

atomic = liov_fault in_pages write(iov, chars);
remammg = chars;

addr = ops->map(pipe, buf, atomic);
erTor = pipe_iov_copy_to_user{iov, addr + buf->offset, chars, atomic);
ermor = pipe iov copy to user(iov, addr, &buf->offset,

&remaining, atomic);
ops->unmap(pipe, buf, addr);
if{mlikel:-ffm)} f

@@ 4267 +432,6 Q@

break;

182




Vuanpehemwe Ges3gjeonocnux Mexanuzama Mobumnix menegona ca AHOpoud onepamueriiM CUCMEMOM

@@ -531,6+536,7 @@

]

ret —= chars;
buf->offset += chars;
buf->len = chars;

* Was it a packet buffer? Clean up and exit *

if (ops->can_merge && offset + chars <= PAGE_SIZE) {

@& -539.8+5458 @@
redol:

@@-5756+5818 2@

@@ -395.14 603,13 @@

redol:

mt erTor, atomic= 1;
void *addr;
size_t remaining = chars;

error = ops->confirm(pipe, buf):
if (error)

iov_fault in pages read(iov, chars);

addr = ops->map(pipe, buf, atomic);
error = pipe_lov_copy_from user(offset + addr, 1ov,
chars, atomic);
emmor = pipe_lov_copy_from_user(addr, &offset, iov,
&remaining, atomic);
ops->unmap{pipe, buf, addr);
ret = error;

do_wakeup=1;

struct page “page = pipe->tmp_page;
char *src;

it erTor, atomic = 1;

int offset = 0;

size t remaining;

if (page) {
page = alloc_page(GFP_HIGHUSER),

chars = total len;

1ov_fault mn pages read(iov, chars);
remaining = chars;

if (atomic)
src = kmap_atomic(page);
else
src = kmap{page);
error = pipe_iov_copy_from_user(src, iov, chars,
atomic);
error = pipe_lov_copy_from user(src, &offset, 1ov,
E.Wmammg: atoric);
if (atomic)
lammap_atomic(src);
else
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8.8. lpwor 10. lpusvjep npmcasa fs/pipe.c ca pas/mKoM e/ 10Ba IBOPHOT KO/l

VY HacTaBky je npukasana jatoteka fs/pipe.c ca paiukoM aMjenoBa W3BOPHOT KO1a.

Pazamie :a/fs/pipe.c - |
+++ b/fs/pipe.c
@@ -3%0,6 +390,7 @@ pipe_read(struct kiocb *iocb, const struct iovec *_iov,
void *addr;
size_t chars = buf->len, remaining;
int error, atomic;
+ int offset;

if (chars > total_len)
chars =total_len;

@@ -403,9 +404,10 @@ pipe_read(struct kioch *ioch, const struct iovec *_iov,
atomic = liov_fault in pages_write(iov, chars);
remaining = chars;

+ offset = buf->offser;

redo:
addr = ops->map(pipe, buf, atomic);

- error = pipe_iov_copy_to_user(iov, addr, &buf->offset,

+ error = pipe_iov_copyv_to_user(iov, addr, &offset,

&remaining, atomic);
ops->unmap(pipe, buf, addr);
if (unlikely(error)) {
@@ -421,6 +423,7 @@ redo:
break;

1.

ret += chars;
+ buf->offset — chars;
buf->len -= chars;

* Was it a packet buffer? Clean up and exit *
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8.9, Aurera-nurama It pesy/araTn

[la nn KopucTuTe nameTHUn MobUNHK
TenedoH?

= DA
HNE
I'padmk Gp. 15: Ankerno nurame 6p.1.
Aa av Baw nameTHu TenedoH KOpUCTU
Android onepatuBHu cuctem?
HDA
m NE
I'padmk Gp. 16: AuketHo nuratme 6p 2.
Aa nu nocjeayjere BuLle og jeaHor
nameTtHor mobunHor renedoHa?
mDA
B NE

I'padmik 6p 17: AukerHo nutame 0p.3.
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Na nu nocjepyjete chykbeHn mobunHum
TenedoH?

mDA
ENE

I'paux Gp. 18: AnkeTHo nurame 6p4.

Oa nn npusatHu TenedoH KopUucTurte
BULWeE of chyxbeHor?

m DA
mNE

I'padmr 6p. 19: Ankerno nurame 6p.5.

[a nu nocjeayjete jowl HEeKU op,
nameTHux ypehaja?

H DA
| NE

I'padmk 6p.20: AukertHo nurame 6p.6.
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[Na nu je ynotpeba mobunHor
TenedoHa UAEHTUYHA ynoTpebu
dukcHor tenedoHa?

EDA
| NE

I'padmk 6p. 21: Ankerno nurame 6p.7.

[a nn Buwe ynotpeb/paBate MobUnHK
tenedoH y spujeme jepTuHe
TenedoHcKe Tapude?

mDA

m NE

I'pacdmk 6p. 22: Aukerno nurame 6p 8.

Aa nv Baw nameTHU TenedoH
KOPUCTUTE UCK/bYHYMBO 33
TenedpoHupame?

B DA
B NE

I'padmk 6p. 23: Auxerno nuratme 6p 9.
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[a nu je Baw nameTHU TenedoH
KOPUCTUTE UCK/bYYUBO 3a npernepg seb
CTpaHuuya?

6%
;
94% mNE

| DA

I'padmx 6p. 24: Ankerno nurame 6p.10.

Mpu KynosuHKM HoBOT TenedoHa Aa U
ce onpeajesbyjete 3a NameTHU

TenedoH?
mDA
B NE
I'padhuk 6p. 25: Ankerno nurtame op.11.
Mpu KynoBuHKM HoBOr TenedoHa aa u
ce onpepgjesvyjete 3a ogpeheHor
npoussohaua?
DA
| NE

I'padmk 6p 26: AnkerHo nuratbe 6p.12.
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MNpu KynoBuHM HoBOr TenedoHa ga nu
ce onpepgjemyjere 3a ogpeheHn
onepaTUBHU CUCTEM?

48% EDA
m NE

I'padmk Op. 27: Aukerno nurame op.13.

Mpu KynosuHu HoBor TenedoHa Aa N
cy Bam butHe 6e3bjeaHocHe
KapakTepuctuke ypehaja?

mDA
| NE

I'paduk Gp 28: Ankerso nurawe 6p.14,

[Oa nam Ha Bawem nameTHOM TenedoHy
KOPUCTE HEKY aHTUBUPYCHY 3aLUTUTY?

48% DA
mNE

I'papuk 6p. 29: AnkerHo nuramke 6p.15.
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[a nn Ha Bawem nameTHOM TenedoHy
KOpUCTE HEKY EHKPUNLUMjCKY 3aluTuTy?

m DA
B NE

= MNe znam 5ta je enkripcija

I'pauk 6p.30: AHKeTHO nHTamke 6p.16.

[a an Ha Bawem nameTHOM TenedoHy
Kopucre firewall 3awTtury?

mDA
| NE

B MNe znam 5ta je firewall

I'pacdmx Gp. 31: Ankerno nurame 6p.17.

[a nu pefoBHO axypupare
aHTUBUPYCHY 3aLUTUTY Ha Ballem
TenedoHy?

mDA

B NE

I'pacpuk 6p. 32: AnkerHo nurame Gp.18.
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[a n1 pegoBHO aXypupare onepatMBHU
cuctem Bawier mobunHor tenegoHa?

H DA
= NE
I'padmk 6p. 33: Ankerno nurame 6p.19.
,El,a JIn CMaTpaTe Aa je Ball NnaMeTHH
TenedoH TPeHYTHO [0BO/bHO 3awTHheH?
HDA
B NE

I'paduk 6p. 34: AnkerHo nurate 6p.20.

[a nu KopucTuTte anaMKkaymje Koje
3axTujeBajy root gossone?

mDA
ENE

®MNe znam 3ta je root

I'padmx 6p. 35: Ankerno nurame 6p.21.
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[a nu npeysumare annukaumje 3a
3BaHW4YHe Beb nokauyuje?

B DA
mNE

I'papuk 6p. 36: AukerHo nuTame 6p.22.

[a nu KopucTuTte HenpoBjepeHy
MHTepHeT KoHeKuujy?

ﬂ mDA

| NE
I'patpux Gp. 37: Ankerno nurame 6p.23.
Aa nn kopuctute UHTEepHeT nyTem
TenedoHa?
mDA
B NE

['pamr Gp. 38: AnkerHo nutarse Gp..24.
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Oa nam pasmuwsbare o 6e3bjegHocHUM
edeKkTuma goK npetpakyjete UHTepHeT
ynotpebom tenedoHa?

DA

m NE

I'padmk br. 39: Aukerno nutame op.25.

Aa nv npusatHu TenedoH BuLLe
Kopuctute 3a download anamkauuja og
cnyxbenor?

b -

I'padmk br. 40: AnkeTno nutame 6p.26.

Aa nn Kopuctute becnnatHe
anaMKaumje 3a mobunHu tenedoH 3a
pasroeop npeko UHTepHerta?

mDA

B NE

I'padmik br. 41: Ankerno nurame 6p.27.
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[Oa nu je Baw nameTHU TenedoH uKkag
6M0 KOMNPOMMUTOBAH Of, CTPaHE
Tpehux nuua?

mDA
mNE
I'papux br. 42: AukerHo nurame 6p.28.
[a nu 3HaTe KaKko usrnega mobunxu
TenedoHa Koju je KoOMNPOMUTOBaAH?
m DA
| NE

I'padmx br. 43, Aukerno nuramwe Gp.29.

[Oa nu cmatpare aa je saw tenedoH
[O0BO/bHO be3bjepaH?

48% = DA
B NE

I'padmk br. 44: Auxerno nurame 6p.30.
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Y cayvyajy otyheroa mobunHor
TenedoHa npso he Te obasjecTuTn:

B Telefonsku kompaniju
W Policlju

W Druga/drugaricu

m Sefa/direktora

B Necu nikoga obavjestit]

® Drugo

I'padpmk br. 45: Ankerno nutamse op.31.

Y cnhyuajy otyherwa mobunHor
TenedoHa HajBuLwe WTete umare 36or
ryburka:

M Telz=fonskog imenika
W Korisnickih imena

® E-mail adresa

m Slika i video klipova

® Samog uredaja

W Svega po malo

I'padmi br. 46: AukerHo nuramwe 6p.32.

Aa nu y Bawem npeaysehy nocroju

npoueaypa y cay4yajy otyhemwa
mobunHor TenedoHa?

EDA
B NE

B Ne znam

I'padmi br. 47: Aukerno nurame 6p.33.
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[a nuv Baw cnyxb6eHu TenedoH nma
ogpeheHe pecTpuKkuMje No NUTamwy
nperTpa)kuBara Beb nokauymja?

m DA
W NE

B Ne znam

I'padpmxk br. 48: Ankerno nurame 6p.34.

Aa nu cmatparte aa 6uno KakBa
ynotpeba tenedpoHa yruye Ha 3gpas/be
KOPUCHUKA?

d | DA

B NE

I'padmk br. 49: Ankerno nurame op.35.

[a nu cmarparte Aa npekomjepHa
ynotpeba tenedoHa ytuue Ha 3gpas/be
KOPUCHUKA?

EDA

m NE

I'padiui br. 30: AukerHo nurame 6p.36.
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[a nu cte UManu Unu umare Heke
noc/seguue 36or npekomjepHe
ynotpebe mobunHor tenedoHa?

B DA
| NE

I'padmi br. 51: Aukerno nurame 6p.37.

Na av Bawe cBakogHeBHe aKTUBHOCTH
mo}KeTte obas/baTt 6e3 mobunHor
TenedoHa?

mDA
mNE

I'pagmk br. 52: Anketno nurame op.38.

Bu cTe?

m Musko

B Zensko

I'padmx br. 53: Aukerno nurame 6p.39.
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[a nu cmaTtparte ga mylKapLuy BULLE
Kopucte mobunHe TenedoHe y ogHoOCY
Ha XeHe?

mDA
= NE
I'padmk br. 54: Ankerno nurame 6p.40.
Koja je Bawa crapocHa go6?

m18-24
129, 48% sl
= 35-44
B 55-64

W G5+

I'padmk br. 55; Auketno nurame 6p.41.

Koju je Baw HMBO o0bpasoBamwa?

B 555 (srednja Skola)

| V35S (viga tkola)

B VS5 (diplomske studije)

B MR (poslediplomske studije)

® DR (doktarske studije)

I'padmx br. 36: AukerHo nurame 6p.42.
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Oa nu cTe 3anocneHn?

mDA
mNE

I'padmi br. 57; AnkerHo nuTarse op.43.

Y KoM ceKTopy pagure?

W lavni

W Privatni

I'padmx br. 58: AnkeTHo nuTame 6p.44.

Baw mobunHu npoBajgep je:

| Mts

| Telenor
mVIP

u Mtel

M BH Telekom
W HT Eronet
| T Mobile

W Drugo

I'papmk br. 59: AnketHo nuTame op.45.
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