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PROLOGUE

This thesis primarily relies on prior knowledge rgad through years of work that is
based on the use of virtual environments, startiogh 2004 to the present. Virtual
solutions have progressed over the years, and foherdave increased in their
complexity. Today's solutions, with which vitualddbds can be created, represent the
culmination of current development that is basedhmse virtual platforms. Given the
increasing complexity of these environments, the@ need for more precise definition
of Cloud environments.

| wish to emphasize that currently there is a neddy small number of research papers
that deal with the topic of Cloud Computing with @masis on digital forensics. Main
motive of this master's thesis is to bring Clouarpating platform closer to the user, to
explain its components, and allow for easier urtdading of the complexity of these
environments when it comes to digital forensics.

Given that digital forensics is a very exact sceerand that Cloud Computing is not
easy to precisely define as a term, we have aligrproblem. That's why I've tried to
explain in this master's thesis the way in whictividual components within Cloud
Computing platform can be used for proactive prafpan of forensic investigation, the
problems that forensics may encounter, as welluggestions of ways in which these
problems might be avoided or minimized. This thgsissents experiences I've gained
through practical use of virtualization and CloedHnologies. All examples and figures
that are displayed in the thesis, | have createwusst environments.

While writing the thesis, | have had the precioedphof professors from my study
course. Firstly, 1 would like to give thanks to Hie help | received from my mentor,
Professor Dr. Grubor, who enabled me to write aithen this topic. | would also like
to thank other professors who have helped me imtiag this thesis with their
suggestions, tips, ideas and guidance.

I would also like to thank all the professors ot tlsingidunum University who
participated in my education, during my academid araster studies, and my family
for their support and understanding.



ABSTRACT

The idea for this thesis comes out of nesecitybfidter explaination of problems facing
digital forensic in Cloud enviroments. It triesdescribe the ways in which individual
components within Cloud Computing platform can bedufor proactive preparation of
forensic investigation, the problems that forensigg/ encounter, as well as suggestions
of ways in which these problems might be avoidenhimimized.

The goal of the thesis is to present abilities wfent techologies and the use of those
techologies in a proactive maner, to bring Cloudn@oting platform closer to the user,
to explain its components, and allow for easierausdnding of the complexity of these
environments when it comes to digital forensics.
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1. Research methodology

1.1. Introductory remarks

This thesis describes problems that can be encaghtghen performing digital forensics

within Cloud systems based on laaS platforms ardrofsolutions that can facilitate it.

Starting from the assumption that it is necessanyetermine who did what and when, and to
have enough evidence for those claims, great casetd be given to tools for auditing

(monitoring and logging) events.

This thesis is based on the use of Microsoft peiv@toud solution built on System Center
2012 R2 platform and the corresponding operatirggesy Windows Server 2012 R2. Given
that this platform allows running and executinggianumber of clients and server operating
systems from different manufacturers, it is alsedu®r providing public Cloud services.

The final version of Windows Server 2012 R2 wasaskd on 8November 2013 together
with product package called System Center 2012 R2.

Since this platform allows launching and executiamge number of clients with operating
systems from different manufacturers, it is alseduso facilitate public Cloud services. In
other words, public Cloud is just a service thah ¢@ offered to third parties through
implementation of private Cloud solutions. Publio@@l is nothing more than private Cloud
to the provider, and public Cloud to the customer,service user.

1.2. Thesis subject

The thesis addresses the methods for monitoring catidcting information, as well as
positive and negative aspects of existing solutfongollecting logs. This thesis attempts to
show the complexity of monitoring events within GbComputing, and limitation factors of
current technologies. The thesis also tries toimiat perspective possible events and places
from which they can be traced. Information obtaimed centralized for easier viewing and
processing. This is very complex task that hasbeein adequately documented in published
works in world literature. This thesis also triescombine knowledge and experience of the
author and his colleagues.
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1.3. Aims and objectives of research

Main objective

The main objective of this thesis is to presentdbmponents of Cloud environment, explain
their possible use, and draw attention to advastagel disadvantages of each, and present
necessary elements of Cloud environm@éwlditional objective is to describe current sitoati
when it comes to digital forensics in Cloud systemasexplain possible uses of existing
forensic tools and draw attention to the advantagekdisadvantages of each, as well as to
introduce new tools and their potential uses with Cloud environment. The third goal is to
present a practical view of these tools and infdionathat can be gathered with their help.

Specific objective

The specific objective of this thesis is to take tintricate and complex area of Cloud
environment monitoring and bring it closer to theermge user by explaining basic
functionalities of forensic tools and their usehaitCloud service.

1.4. Hypothetical framework of research

1% hypothesis

The literature is very vague and imprecise in dbswy Cloud environment. There is
relatively high degree of confusion related to ¢éssential elements required to create a Cloud
environment.

There is a need to define the elements of Cloudr@mwent, to explain their purpose, present
pros and cons of each, to describe possible usgsrts of Cloud solutions, and to create
connections between these elements and thus explairlements necessary for creating
Cloud solutions.

2" hypothesis

Large number of elements that constitute Cloud renment present a problem during its
creation. Choosing a good solution when creatingaie Cloud environment is very
challenging for most companies.

It is necessary to define the elements needed eaterappropriate Cloud environment
according to the needs of specific company, exgads and cons of individual components
when it comes to the need for high level of autaomatvithin Cloud solution, and explain
possible uses of each of these elements and kemledit can be achieved by linking them
together.

3 hypothesis

Monitoring events within Cloud system in terms a§ithl forensics can be a challenge
especially when very large number of components thake up the Cloud are taken into
account. In addition to the complexity of the eomiment, one limitation factor can be the
legislation. Problems of legislation are reflectedhe fact that provider and buyer of Cloud
services may not reside in the same state or gountr
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It is necessary to define ways and tools which feailitate access to information needed for
digital forensics.

Working hypothesis

Large number of elements that constitute Cloud renment present a problem for the
successful performance of digital forensics. Chaogs$he correct solution for digital forensics

Is a big problem and a challenge. It is therefareessary to define necessary procedures, as
well as necessary tools, and explain possible wakeeping track of each of these elements,
and to explain pros and cons of individual compasiedsing different tools and approaches
depend on specific case or specific company thiei®bject of the investigation.

1.5. Methods, techniques and course of research process

Scientific research methods are systematic, ckitimantrolled and repeatable processes of
acquiring new skills necessary to identify, defamel solve a scientific problem.

Main principles of scientific research are presérteough:

» systematisation - research arrangement that allowation of natural and logical
sequence of processes that are monitored,

» control - conducting research in as specific andtrotled conditions as can be
achieved to avoid or exclude alternative conclusion

= criticality - indicates that all claims of evenfgocesses, relationships, and properties
must be seriously, honestly and rigorously validaterified and substantiated.

There are several divisions of scientific reseafdtording to the nature of research there are
theoretical and empirical, according to researchlgohere are fundamental and applied,
according to research function there are exployatesearch and research aimed at verifying
the hypothesis.

Specifically, this research paper uses fundamemalapplied research. Fundamental research
is used to acquire new knowledge within the fieldCtoud systems solutions, while applied
research is used to acquire new knowledge andrto # hypothesis for solving the given
problem.

Methods of synthesis and generalization are apphethis thesis, as well as basic logical
methods of induction and deduction, analyticallgatgptive method of virtualization and
Cloud service functionality research. Towards thed,ethe experimental method of
verification of basic functionality of Cloud sereién a controlled environment is applied.

Note:

The work is divided into three logical sections.eThrst part explains Cloud system
infrastructure (chapter 2), the second sectionsdedh principles of digital forensics (chapter
4), and the third part presents practical examptaaformation-gathering tools (chapters 5 -
7).
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2. Types of services offered using Cloud technology

To better understand what constitutes a Clouds ibast to start from the beginning and
explain what types of Clouds there are. In otherdspit would be good to explain what
counts as Cloud Computing platform and define wisehvices can be created using Cloud
technologies.

Services often identified with Cloud technologies:a

e Infrastructure as a Service (laaS)
» Software as a Service (SaaS)
e Platform as a Service (PaaS)
* Network as a Service (NAAS)

2.1. Infrastructure as a service (laaS)

"In the most basic cloud-service model, providdriaS offer computers — physical or (more
often) virtual machines — and other resources. ypenvisor, such as Hyper-V or Xen or KVM
or VMware ESX/ESXI, runs the virtual machines assggi Pools of hypervisors within the
cloud operational support-system can support lamgenbers of virtual machines and the
ability to scale services up and down accordingustomers' varying requirements.)"

Also, some other principles are given in the téwt tdeals with Cloud monitoring. They are
described in the documeriBecLaaS Secure Logging-as-a-Service for Cléud."

Since the main theme of this thesis is proactiveparation for forensics in private Cloud
(laaS), it is necessary to define the segmentsctradtitute one such environment.
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Fig. 1 —Example of presumed physical infrastructfrdata centers

! http://en.wikipedia.org/wiki/Infrastructure_as_ansice#Infrastructure_as_a_service_.28laaS.29
2 http://arxiv.org/pdf/1302.6267v1.pdf
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Private Cloud is essentially composed of all thamants that make up each regulated data
center with a few differences. This also means tiaielements of private Cloud are physical
servers, physical network cards, physical rout®sstches, storage, surveillance cameras and
other physical equipment. However, besides theysiqdl (real) elements, there are virtual
elements and their representations in the virtoairenment.

In other words, virtual machines that can be pladedctly on hosts or remote storages
operate on existing physical (real) hosts. Alsesévirtual machines have virtual network
cards that are connected to virtual network swechMrtual network switches can be isolated,
connected to a host or connected via host to anbtist and virtual computers.

As in physical environments, virtual environmentngist both of physical and logical
components. The following figures show the conmectbetween physical and logical
infrastructure of hypothetical environment of a qgamy.
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Fig. 3 — Example of physical server and networkastructure

Before the advent of Cloud computing, virtual san$s were very similar to physical
solutions. What's more, they even overlapped whgnt in logical infrastructure. It was
almost impossible to distinguish the differencewsstn physical and virtual machines in
logical infrastructure. With the advent of Cloudhgauting, situation had somewhat changed,
both in physical and logical parts. In this way imunore complex models could be created
using the same (existing) physical infrastructure.

However, there is the question of what does Cloctadly represent? Cloud is a set of
physical resources of a data center that are desifor that role. In other words, Cloud
represents a number of hosts, network devices aocéssories that are treated as a single
resource called Cloud. This also means that, whartwal environment is created, resources
that are set aside for Cloud are treated as aesitggh, i.e. as an available resource. In this
way, control and utilization of resources withirtalaenter are simplified.

Due to this, there can be more than one Cloud resowithin a single data center.
Environments created within these Clouds may or nw\be interconnected.

This thesis describes how it is possible to organizrastructure monitoring from the
standpoint of service providers, i.e. company bzt created private Cloud.

Private Cloud offers the ability to virtualize anv@onment using software and hardware. In
other words, it offers a way to take an existinggital environment and transfer it to a virtual
one. This means that physical computer can befaard to virtual environment and into
virtual machines. Networks that are created on ighlsouters can be virtualized and moved
into virtual network. Physical storages can bedfamed into virtual, or shared virtual disks
can be created which can be used for clusterseosdrvers. In this way it is possible to create
solutions that are counterparts of physical, eal environments.

Taking into account all these elements, it can declkuded that monitoring of such systems
can be very serious task because the whole systesists of large number of components.

-6 -
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Each of these components can have its own systemdoitoring events and collecting logs.
However, these systems do not always have advamecadtoring options, or the ability to
collect information in one central point. Procegsinformation obtained in such a way is
problematic since there is no automatic integratadnthese information into a logical
sequence of events.

In addition, it should be taken into account thegsides virtual environment, physical (real)
environment should be monitored, since it is th&@dbor setting private Cloud environments.

Moving a company to a virtual or private Cloud eomiment represents a big step. The
decision to create private Cloud environment depesrd multiple components and offers a
variety of environment customizations to suit theeds of the company. In case of laaS
services, company receives high level of automatifonrtual solutions.

Proactive forensic monitoring of such servicesugegcomplicated. This is supported by the

fact that service provider offers hardware on whislkers can install their virtual desktops. In

this case, service provider's monitoring is reduceshonitoring physical hosts and networks,

while monitoring operating systems and virtual maek depends solely on the user. It can be
concluded that, if users have operating systemb wit active monitoring, some piece of

information will be missing during the forensic @stigation.

Creating private Cloud environment depends on pleltcomponents and offers a variety of
environment customizations to suit the needs ofcttrapany. Therefore, it is necessary to
explain what are all the other options availabledmpanies that opt for Cloud technologies.

2.2. Software as a service (SaaS)

"In the business model using software as a ser{(@&aS), users are provided access to
application software and databases. Cloud provideenage the infrastructure and platforms
that run the applications. SaaS is sometimes refetio as "on-demand software” and is
usually priced on a pay-per-use basis. SaaS providenerally price applications using a

subscription fee®

SaasS is used for publishing software solutionsretfevithin existing pre-created application
platform. In other words, users can use applicatiby remote access or through web
interface.

This system allows users to use applications tmat iastalled on physical and virtual
computers that can be located within private Cleagironments, or within public Clouds.
This can best be compared with some services thaiublicly available, such as Office 365,
which allows the use of the Office package overliiternet and is based on Remote Desktop
service (formerly known as Terminal Services).

® http://en.wikipedia.org/wiki/Infrastructure_as_ansce#Infrastructure_as_a_service_.28laaS.29

-7 -
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Fig. 4 — Examples of two Saa$S services, Office*26tl Lync onling

In addition to this approach, there are servicet a1 SQL Server, Exchange Server and Lync
Server online. Those services are installed andopfegured by Cloud provider and are
published in such a way that clients can use thethair own environment, whether they are
installed on provider's infrastructure, either pbskor virtual.

In this way, clients are offered complete softwsmiition that requires specific software and
hardware resources within their companies. Thisuged the implementation costs of
expensive software and hardware solutions. The gmtelof these solutions is that they allow
users to access applications as if they were ledtain their computers or in their own
environment.

Since the service provider possesses almost coemptdtware and hardware segment, he
carries out monitoring and log collecting at theneaime. However, in this case, monitoring

of events is additionally complicated by the fdwttone part of monitoring depends on the
user. Part of the components related to solutiatesx are installed at user side. If it is
assumed that the user did not activate any mongaosn their side, that part of information

may remain uncovered by monitoring systems.

* Snapshop of Office 365 service home page
® Snapshop of Lync Online service home page
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2.3. Platform as a service (PaaS)

"In the PaaS model, cloud providers deliver a cotmgu platform, typically including
operating system, programming language executiofir@mment, database, and web server.
Application developers can develop and run theiitvgare solutions on a cloud platform
without the cost and complexity of buying and mamaghe underlying hardware and
software layers?

This method of Cloud service enables the use adredf software platforms and tools for
creating applications. Applications that are crédatan be immediately placed at already
predefined slots that actually represent operasiygfems running either on virtual or real
hardware. Also, those applications can and uswabyvirtualized so they could be deployed
on different OS platforms. In this way, developeas customize offered solutions to their
specific needs.

Thanks to this way of publishing applications, amy@an develop different software for their
specific needs.

SOLUTIONS  PRICING

App Services
Authentication

©

APP SERVICES

Fig. 5 — Example of laaS AzUr&pp service

However, applications developed in such way may metessarily be tailored to safety
standards which, in this case, makes monitoringtsweery difficult.

Since the complete hardware and software infrastreds located with the service provider,
most of the information can be gathered from thel@wever, monitoring events within the

application depends on the application's abilityetaecute monitoring. This can pose a
problem in case that, while developing the applcatcreating modalities for monitoring

were not taken into account.

® http://en.wikipedia.org/wiki/Infrastructure_as_ansce#Infrastructure_as_a_service_.28laaS.29
"Windows Azure APP service web page

-9-
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As an example of a PaaS solution, IS web serwvieb(server) can be taken as the basis for
PaaS platform for which users create applicatigvisile using web service as a platform for
developing software solutions within IS servickere are systems for collecting logs and
monitoring services that are embedded in the ojperatystem within which IIS runs as a
service. However, it is impossible to predict whagtplications will be used on it, as well as
the ways in which they will be created.

Functionality, safety and traceability of applicais that run on a web server, depend
exclusively on the skills of developers who wrdtede apps. Also, levels of security settings
for these applications depend on developers arid dbdity to allow monitoring. Hindering
factor in collecting information is the likelihoothat it might not be possible to set up
monitoring for the application created in such ayw@he reason may lie in the fact that
monitoring was not planned or configured when angatustom application.

Looking at this kind of resource publishing, it daa concluded that monitoring, for the most
part, depends solely on the developer of the agijbic.

2.4. Network as a service (NaaS)

"A category of cloud services where the capabpityvided to the cloud service user is to use
network/transport connectivity services and/or irtud network connectivity services.
NaaS involves the optimization of resource allaoadiby considering network and computing
resources as a unified whol@."

The idea behind NaaS service is to optimize comoatimns. In addition, NaaS establishes
some types of traffic that were not possible tatran the past. In this way it is possible to
create networks that are spread across multipléshaflowing communication between

virtual machines regardless of the type of traffd.course, network traffic is not restricted

solely to Cloud framework. In other words, trafian be established through private and
public Clouds.

The role of NaaS is not only network traffic optaaiion; it also performs the role of

controlling the flow of information. The reason this is its ability to offer different groups of

traffic flows to users, and different modes of a&scéo resources within Cloud. In this way,
rules that allow or prevent access to resourceiwiCloud solutions can be created. Also,
using NaaS it is possible to create isolated ndtsvdor communication between virtual

machines within a single Cloud resource, regardbéédsow many physical hosts that Cloud
resource is spread across.

NaaS service and its infrastructure are describea scientific paper published by Microsoft
Research titled'Naas: Network-as-a-Service in the Cloud."

8 http://en.wikipedia.org/wiki/Infrastructure_as_ensce#Infrastructure_as_a_service_.28laaS.29
® http://research.microsoft.com/pubs/198841/costaa&pdf
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3. Description of components and their functionality wthin Cloud solution

Environment that was used for this thesis reprasansimulation of a private company.
Therefore, one should start from the assumptionalgarticular company requires very high
level of automation and functionality of virtuallgbons. This is demonstrated through the use
of large number of virtual machines, virtual andygibal applications. In addition, it is
necessary to define the manner of publishing cegagments or entire virtual environment to
users. To achieve this, the company can complatghjement all of the above services that
Cloud technologies offer.

Of course, when creating such solutions within ¢benpany, the most important fact is to
define the company needs for them. This solutiorery complex and requires both hardware
and software resources for this to be accomplisBesides this, the company needs IT
personnel with experience in wide variety of tedbgs. All this amounts to relatively big
expenses for the company. So to validate thosensegehere have to be some benefits.

Accordingly, the first step may be to simplify hesate infrastructure. This can most easily be
achieved using virtualization services.

Using virtual machines is no more novelty in therld@r in our country. There are different
platforms for hardware and software virtualizati@ome of these are Hyper-V, VMware,
Citrix, VirtualBox and others.

The difference between most of these solutionfleated in different user interfaces and
options that vary in different versions of the s@te, both among different manufacturers and
among different versions within one of them. Iniéidd, further confusion may be brought in
a situation when, in some cases, different namesuased for the same thing. Example of
different naming could be seen when recording tiveeat state of a virtual computer. When it
comes to Microsoft Hyper-V, such recording is ahlienapshot, whereas with VMware it is
called Checkpoint. Also interesting is the factttiMicrosoft used this name until the
appearance of Windows Server 2012 R2, when Snapsi®tenamed to Checkpoint, as can
be seen in the figure below.

Connect..,

=) Connect.. Connect... =3

S

21| Settings.. =% Settings... :_'i Settings...
© start @ start @ Stert
S Snapshot = Snapshot ' Checkpoint
"> Revert.. D Revert.. =2 Move...
=¥ Move.. )
el Export... = e Export...
z &l Export..
=] Rename.. =l Rename..
o =] Rename..
e Delete.. _ =)
s Delete, 3. Delete.. “x Delete..,
ﬂ Help 48 Enable Replication... ,.3 Enable Replication...
E Help E Help

Windows Server 2008 R2 Windows Server 2012 Windows Server 2012 R2

Fig. 6 — Example of one manufacturer's differemhimgy of the same thing
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In addition to these cosmetic, there are also Sometional differences. These differences are
reflected in the types of supported operating systand hardware support. Examples could
be seen through increased support for differentatipgy systems with each new version of
virtualization software. Also, with the improvemasit physical hardware, which is reflected

in faster and better processors and support fgetaamounts of memory, virtual solutions

keep pace and follow the development through th&ir versions.

Regardless of all these differences, the essemoaime the same, which is to create virtual
instead of using physical computers, and that thaseal computers are almost in no way
different from real computers. Virtualization giveempany better utilization of existing
hardware resources. This also means that it iskges® run not one, but multiple operating
systems on existing computer. These operating mgstan share hardware of real computer
they are executing on.

The example in the thesis represents an environmhantis completely built using virtual
machines. The only real components are hosts ametveork switch which connects them.
This is the most realistic representation of caodd that can be expected in a company that
has decided to use virtualization.

For purposes of the thesis, virtual Cloud environme created. The bases of virtualization is
Microsoft Hyper-V platform. The base of the platforand the entire solution is Windows
Server 2012 R2. This operating system was choseaube of the expanded support for
operating systems and hardware resources. An additfeature that influenced this decision
is support for virtual machines Generation 1 an@®&h versions of these virtual machines
were used in the thesis.

Generation 2 virtual machines offer a number ofaatizges compared to Generation 1. They
are reflected in the following:

« Secure Boot (enabled by default)

+ Boot from a SCSI virtual hard disk

« Boot from a SCSI virtual DVD

+ PXE boot by using a standard network adapter
« UEFI firmware support

Main differences between Generation 1 and Gener&imachines are shown in the fact that
Generation 2 virtual machines are better optimimedvork through reducing the amount of
emulated hardware. They also come with installede R¥ot which allows these virtual
machines to boot from network drives. In this wiays possible to create diskless machines.
Apart from these new formats for virtual disks,\ti@ve also noticeably increased the size of
virtual disk files. Also, now it is possible to &gs up to 64 virtual processors to virtual
machine, as well as many other improvements.

Figure below shows differences in configurationwestn virtual machines Generation 1 and
Generation 2.
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Fig. 7 — Differences in configuration between \@ftmachines Generation 1 and 2

Generation 2 virtual machines bring a number ofaativges over the Generation 1. However,
they also bring a certain number of limitationseTdiggest limitation is currently reflected in
operating systems that can be installed on virtnathines Generation 2. Those are only
Windows Server 2012 and 2012 R2, and client opegagystems Windows 8 and 8.1. These
and other information are described on Microsofthil¢et® website in detail. All in all,
virtual machines Generation 2 may be a criticatdathat can prompt companies to use this
operating system as a foundation for virtualization

10 http://technet.microsoft.com/en-us/library/dn28228px
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3.1.  Virtualization using Hyper-V hosts

To better understand all processes required fatiag and using Cloud virtual environments,
one should start from the beginning. First stegréating initial virtual environment.

Creating a single virtual machine is a relatively@e process. This process consists of only a
few elements, such as defining the amount of RANhtg, selecting new or existing virtual
disk and network selection. However, adding addélgrocessors, disk drives, and advanced
configurations are carried out afterward. Therefongth increasing number of virtual
machines that a company needs, grows the increasimgber of operations which are
necessary for its creation. This also means thestion of large number of virtual machines
with same features is quite limited and complicatddo, controlling multiple host computers
is hard because it is necessary to use separateleaonnections to each individual host.

Creating multiple virtual machines in this casé&sed on the creation of BASE image for
each type of virtual machine to be multiplied. BA8&ages represent virtual disk of an

operating system with pre-installed and configuspdlications. Creating BASE image is very
hard work because it is necessary to install amdigare each such virtual computer. Then it
is necessary to remove SIDs from that image and gawe disk. This procedure is very time

consuming and requires large amounts of free spaaisks to store all BASE images. Also,

these images have to be copied to all hosts onhwhitual machines that are using them as
their basis. This complicates and slows the adinatisn of virtual machines and hosts with

the increasing the number of hosts.

Therefore, there is a need for centralized adnmatish of hosts and virtual machines. For the
purposes of centralized administration, there arfferdnt solutions from different
manufacturers. Examples include Microsoft Systenmt€e Virtual Machine Manager,
VMware vCenter, IBM SmartCloud Orchestrator anceosh

Besides all the differences between these solytishigh are reflected in whether or not there
is the possibility of creating a Cloud environmembwever, as in the previous case, there is
one common aspect. This aspect is reflected infabe that they are used to create and
maintain a large number of virtual machines andtshoBhis approach enables centralized
control and monitoring of part or the entire vitteavironment.

In this thesis, someegments of System Center 2012 R2 products have lssd. More
specifically, it uses System Center Virtual MachManager 2012 R2 as the basis of system
for hosts monitoring and management. In additiorthiese basic roles it has the ability to
create private Cloud environments. It also hasathibty to connect private Cloud solutions
with public Cloud environments, thus creating hgh€iloud environment.
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3.2. Virtualization using VMM

As a major advantage of increasing automation, dffexs the possibility of creating virtual
machine templates and service templates. Withoibti®n it is possible to quickly create large
numbers of same or different virtual machines. ddi@on, there is the ability to create self-
service portals that allow users to automaticaltgate virtual machines according to
predefined templates or adapted to user needs.

Figure below shows part of VMM console with focus configuration of virtual service
templates.

Library

4 | Templates
5 Service Deployment Configuratio

i Senvice Templates

2] VM Templates

4 {5 Profiles
[£1 | Application Profiles
|== Capability-Profiles
?_' Guest 05 Profiles
@| Hardware Profiles
[5-| Physical Computer Profiles
[ SOL Server Profiles

Fig. 8 — Example of profiles and templates in VMM

Virtual Machine template allows creating virtualchanes that have unique hardware settings.
In addition to these settings, it is possible wordigure operating system of each new virtual
computer. It is also possible to install necessalgs on desired computers and reconfigure
some services. Examples of these configurationseea in already predefined templates, for
example, like in SQL server. With this kind of telatp it is possible to install SQL server on
a virtual machine during its creation. In additimnSQL template, it is possible to create a
template for any other application using ApplicatiBrofiles. In this way, virtual machines
can be very well adapted to user needs.

The advantage of using templates is reflectederfdht that there is no longer a need for large
numbers of BASE images for a number of differemtual machines. In fact, it is possible to
use only one initial virtual image and differenbfiles to create a number of different virtual
machines.

It is also possible to create service template,tbuietter understand what that represents, it
must be taken into account that modern applicataiten consist of many components, i.e.
they are modular. This can be illustrated throughtexample of a bank's web site where the
bank's customers check their account balance aké payments. In this case the web site is
only the front of the whole system, since it reprgs portal for accessing information. The
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information are displayed in the applications rumgniwithin a web service. Information
themselves are located in the database, whichugllydocated on another server. Taking a
look at this situation it can be seen that thisisoh consists of several components, such as
web server, database server and the applicatioothier words, for this solution it is not
sufficient to create single virtual computer ous®e single templates, since it is also necessary
to create links between existing components. Grgaseveral such component solutions is
achieved using service templates that can be cramimg System Center Virtual Machine
Manager 2012 R2.

Hereinafter, System Center Virtual Machine Man&f&2 R2 will be called VMM.

The thesis uses VMM as the basis for private Clendironment and manages the virtual
environment with its help. Using this method ofrastructure virtualization, laaS Cloud role
was simulated.

The thesis uses different versions of templates samndice templates for the simulations. It
also uses VMM as the basis for private Cloud emvitent. In addition to these uses, VMM
was used for managing virtual environment.

3.3. Virtualization of presentation

In addition to creating virtual machines, in thése, the company may opt for virtualization of
presentation and publishing applications instaldedthe servers. This is achieved by using
terminal server-client service.

Very important components in the functioning of anpany, in addition to computers and
operating systems, are applications that are usddy to day operations. Applications can be
installed within client operating systems or onvses. Installation and maintenance of these
applications is complex process that is no differhen it comes to physical or virtual
computers. Also, applications progress and advawee time, which entails implementing
patches and upgrades. With each newer version dpexific application, hardware
requirements for its execution also grow. Increggiardware requirements for new versions
of the application causes the need to purchase hadware. This also increases costs of
deployment of new applications. Because of thege gkowing requirements it is necessary
to have very demanding applications run on cliemth older hardware who would not be
able to run them anyway. Therefore, the solutiotoibuy or utilize servers in a way that the
applications will be published from them and allowte be used by clients. This is achieved
by using terminal server client service.

Publishing applications in this manner allows tloenpany to distribute once installed and
configured application to its customers or usemnfrone central point. In addition, this
approach of publishing applications allows the osbardware demanding applications from
any client. It also offers more possibilities litee use of old and incompatible clients, which
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reduces the cost of constant investments in neawaae. Also, in this way it is possible to
use applications with mobile devices.

In addition to publishing applications, it is pdsdsi to publish virtual desktops. Virtual
desktops are virtual machines with client operasggtem. Their role is to enable users to
have their own desktops regardless from what coenput device they access them. Also,
Virtual Desktop Infrastructure (hereinafter refefreo as VDI) offers the ability to use
different versions of client operating systems. réha&re several solutions that allow this type
of VDI solutions publishing such as Microsoft Remddesktop Services (hereafter RDS),
Horizon VMware View, XenDesktop Virtual Desktop aotthers.

The figure shows a web portal created using RD@c within Windows Server 2012 R2.

|E‘- Work Resources
- ’,( 4 Remotedpp and Desktop Connection

RemoteApp and Desktops Connect to a remote PC Help Sign out

Current folder: /

T D B R O W™ W
Obrada Slika Priprema Micresoft Microsoft Microsoft Microsoft VDI

Stempe Access 2010 Excel 2010 InfoPath ‘Word 2010
Designer 2010

Fig. 9 — Example of a web site with published aggilons and virtual desktops

The thesis uses applications published using RDRcgeand Session host role. The bases of
the solution is Windows Server 2012 R2 virtual maehwith installed RDP role. On that
machine application software has been installetlishaublished to users for remote access.

Using this method of virtualization of presentat®aaS Cloud role was simulated.
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3.4. Application virtualization

The next option that a company can use is the tis&rtaal applications. Instead of using
physical applications, they can be virtualized dhds increase their compatibility with
operating systems and hardware environments inhathiey are executed.

Therefore, an equally important option that compargan take advantage of is publishing
virtual applications. Virtual applications are apptions that are independently virtualized
and not dependant on single operating system. Mgpgrtant fact is that users will not notice
that they are using a virtual application. "Loolddgeel is the same" as users can access both
local and network resources using that applicatMicrosoft's representation of this solution
is called Application Virtualization (hereafter A)).

Using App-V it is possible to create virtual application usisgftware called Sequencer.

Sequencer software monitors installation of theliagpon which needs to be virtualized. It

records changes that the application creates inethistry, folders it creates on the hard drive
and services it runs or uses. This allows creatioa virtual application package using the
Sequencer. By creating virtual applications it @sgible to simultaneously run multiple,

mutually incompatible, applications on the same poter.

An example may represent the use of two differemsions of a financial application. For
example, a company is currently using the appboatiersion 1.0 that is written for Windows
XP. However, after switching to Windows 7 this ficéal application had to be changed to
version 2.0. At that moment there was a problensgared in accessing the data from the old
database, which only works with application versib. However, version 1.0 cannot be
executed within Windows 7. The solution is to vatime one, another or both versions of the
application. In this way, user can simultaneousde both versions on Windows 7 and on
Windows XP.

Such App-V package can also be installed on tedniReS server and then be published to
clients. Another option is to distribute it to eaclent computer locally, from which this
application will be running.

Using this method of application virtualizationdtpossible to simulate PaaS Cloud role.
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3.5.  Network virtualization on Hyper-V hosts

Taking into account the fact that today's applaratiare modular and all their components are
not stored on a single computer, either physicairbual, there is the necessity of establishing
network communications between virtual machinesyal as between applications running
on these operating systems.

The basic idea of a computer network is commurocatbetween resources. Network
equipment is used for communication between compufEhat equipment can be hubs,
switches, routers, firewalls and other devices.hEatthese devices has its own role and
function; each uses certain methods of communicaiitd has good and bad qualities. Their
common feature is that they allow connection betwewiltiple computers and information

sharing between them.

With the advent of virtualization, virtual netwodevices appeared. These devices have the
same or similar functionality as physical netwodvides. For example, each virtual computer
may have one or more virtual network adapters. Eafckhese network adapters can be
connected to a visual switch. As in previous casesh of these components carries a
different name depending on the application withcwht has been created, as well as the
virtualization version of the company that madeTie following example describes virtual
switches that can be created under Microsoft Hypplatform.

Basic division of virtual switches are these thngees:

* Private network
* [Internal network
+ External network

Private network virtual switches can be used for isolated commatioa between virtual
machineswithin the host. In this way, virtual machines tlaaé connected to this switch are
isolated and can only communicate with each other.

Internal network is virtual switch that enables communication tdual computers that are
connected to it, as in previous case, but with @dded option to communicate with host
computer from which it runs. Besides this optiariernal network switches have the ability to
create virtual LANS, i.e. create VLAN IDs. This faee allows defining and separating which
computers can be connected to each other.

External network is special kind of virtual switch that is usingygital NIC (Network
Interface Card) and that allows virtual machinesdammunicate with other hosts on physical
network, and with other virtual machines that ameother physical hosts.
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3.6. Network virtualization using VMM

Virtual machines that run on hosts also need torsonicate with other virtual and physical
computers. This communication takes place throdgsipal and virtual components.

However, within the Cloud, and as a result of psasly mentioned need for communication

between applications that run in the Cloud, thera need to create isolated virtual networks
that span multiple physical hosts. That was nosipds to achieve with previous three virtual

switches which do not allow spanning across mdthpsts.

"In VMM, the networking infrastructure is a groupaonfigurable network resources that can
be used to create, model, organize, and managealized server network connectivity. The
following sections describe the configurable congris and their subcomponents.”

With the advent of System Center VMM 2012 and Cle¢echnology within it, the situation
has changed. Virtual networks and switches thabeacreated using VMM are:

e Logical Networks

* Network Sites

« MAC Address Pools

e Virtual IP Templates

* Load Balancer Integration
* Logical Switches

» Port Profiles

» Port Classifications

* Network Service

[ Administrator - SCYMM Clotd.local - Virtual Machine Manager

_.

-"?I 5 iy Create [P Poal
s Create MAC Pool
Create Logical Create VM . Create Create
Network Network g[,rea'te VIP Tempiate | ogical Switch -

Create

Fabric < Network

17 Servers Name

i Logical Networks
iﬂ, MAC Address Pools

£33 Load Balancers

4 4. Networking
#1 Logical Networks
i MAC Address Pools

2

j VIP Templates
Load Balancers [ m Logical Switches
| VIP Templates @ Port Profiles
Logical Switches s, Port Classifications
Port Profiles A Metwork Service

ay, Port Classifications

B 8 (& (&

i Network Service

Fig. 10 — SCVMM virtual networks

The thesis uses virtual switches and networks edeasing VMM service. In this way, the
role of NaaS service is simulated.

1 Knjiga "Implementing an Advanced Server Infrastane," Microsoft Press, 2012.
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3.7. Description of hardware and software configurationof master's thesis

Case study that is the subject of this thesis dedtls the principles of monitoring and
collecting information (logs) in private Cloud enmiment of a company.

Environment that is used as an example is basddiaosoft System Center platform.

The following text describes the components of Ekaft System Center 2012R2 solution
that are the basis of private Cloud environment.

System Center 2012R2 package is composed of falpadmponents:

* Virtual Machine Manager - is the basis of Cloud iemwvment, it is used to create the
Cloud resources, for creation and management @dalimachines, installation and
management of virtualization hosts.

 App Controller - offers the ability to deploy sergs based on pre-configured
templates, and provides the ability to connectublip Clouds and therefore manage
hybrid environments.

* Configuration Manager - its basic role is improvedttings management with
remediation, antivirus service, deployment of disgiservers and applications.

* Operations Manager - tool for monitoring procesvies and service functioning,
monitoring applications and performance.

e Orchestrator service - used to automate processeg predefined tasks.

e Service Manager - the hub for process managemetiteirBystem Center portfolio,
through which business processes within the Cla@undbe monitored.

« Data Protection Manager - it is designed to protewt recover data from such key
business applications as: Windows file sharesptliata, and system state; Hyper-V
technology; SQL Server; SharePoint products ankdnt@ogies; Microsoft Exchange
Server.

Each of these components is an individual unit seglires installation on separate server,
whether it is physical or virtual computer. Alsaftwthe use of some or all of the components
in an appropriate manner it is possible to cre@gly safe and highly automated solution.
This level of automation is present in solutionstsas Windows Azure: Microsoft's Cloud

Platform®?

In order to understand all the necessary diffe@mponents, it is best to describe the
environment in which the simulation was performidconsists of two physical computers
with installed Windows Server 2012 R2 operatingesys Hyper-V roll was installed on these
computers, as support to virtualization. Compusmes connected to a network switch that
allows communication between them and a link to iternet router. On one of the
computers there is a virtual machine with instal\®ihdows Server 2012 R2 that hosts
specific roles. One of those virtual machines pldagsrole of a domain controller, and on the
other SQL 2012 database while another separateioi@ystem Center Virtual Machine
Manager. All the roles are installed as add-onkdst OS. In addition to these computers,
several additional virtual machines with differaotes were created. These computers are
used for various simulations. These componentsesept an environment that is complex

2 Windows Azure, link: http://www.windowsazure.com/as/
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enough to simulate one private Cloud environmeat ttomes very close to a real world
example.

Considering the fact that this is Microsoft solatiand that it uses centralized authentication
system, it is necessary to have Active Directoryriam service. In addition, it is necessary to
have certain number of computers that will serveviasialization hosts and at least one
computer that will have Virtual Machine Manager \@&r That presents the minimum

necessary resources for private Cloud.

Initial installation and configuration of Active Rictory Domain service, as well as the basics
of security solutions, are explained in authoradgate paper Subject of further text will be
monitoring principles within Active Directory Domaservice, creation of monitoring policies
and log checking. Also, special attention was pfaidhe installation and configuration of
VMM service, creation of virtual machines, netwosdtl the Cloud.

13 [Implementacija bezbednosnog re$enja u okvirussk centra kompanije CPU d.0.0.], Lj. Ivani
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4. Basic principles of digital forensics

Basic principles of digital forensics are to fingt evhat happened, when something happened,
how it was done, whether that event was repeatbd, was the perpetrator, the manner and
the place from where it was done. In addition, tdigiorensics must provide evidence of such
events, which must be valid before judicial auttiesi Besides, the immutability of
information is also the basis for conducting higlakity digital forensics. To achieve this,
different forensic tools for event detection pracean be used.

First of all, it is important to define processesl @rinciples of digital forensics.
Computer forensics or digital forensics is a predést consists of following segmenits:

» Identification of digital evidence and their sowsce

* Presentation of evidence,

* The analysis of digital evidence,

» Authentication of digital evidence,

* Presentation of evidence in proper and legally ptedde manner.

Each of these segments is part of forepage research. At the same time, each segment also
consists of additional subcomponents. Each of tleeseponents is equally important for
successful execution of digital forensics.

It is also necessary to draw attention to the [gles of digital forensics, which are also the
basis of proper execution of digital forensics. 3é&are the following:

1. Actions taken by the investigators should in no viegd to change of data on a
computer or media for storing information and thaepardize the evidence that
should be used in court.

2. When there is a need for the investigator to acoceggnal data on computers or
storage media, they must possess high level ofregpeas well as permission to do
so. In addition, they must provide an explanatibthe reason why that is necessary
and what are the consequences of those actions.

3. All the actions over the evidence taken by the stigator must be documented. This
Is necessary for reasons of verifiability of exsert In other words, it is necessary to
enable verifiability of presented evidence by adiparty.

4. The person in charge of the case (the investig&édnlly responsible for compliance
and enforcement of legislation. In other words, theestigator is responsible for
complying with the law and legal procedures.

14 Digital forensics, Wikipedia
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4.1. Problems faced by digital forensics

Given the complexity of Cloud computing environngnthe execution of forensic
investigation almost seems impossible. Therefore itecessary to devise a way to facilitate
collecting forensic information. One possible swintis proactive log collecting and event
tracking, since preliminary data collecting can ilfete digital forensics in Cloud
environments. Examples of log collecting and taged for this purpose, aimed to facilitate
forensic investigations, have been described mrtiaster's thesis.

However, in order to better explain these processws to facilitate the investigation for
forensic teams, it is possible to set up prevenmanitoring and log collecting. Generally
speaking, when it comes to preventive monitoringsorveillance in modern information
society, it is possible to monitor everything anakt everything.

The greatest problem in this case is the legalftynonitoring, i.e. invasion of privacy of
individuals. This is also defined in Data and passity protection act of Republic of Serbia,
which was published in "Sluzbeni glasnik RS," n6/2908.

Therefore, it is necessary to strike a balance éetvwwhat is monitored and the right to
privacy of individuals. This is extremely difficulespecially if it is taken into consideration
that the information necessary for well-designegitdi forensic investigation falls exactly in
the category that affects privacy of the individual

To counteract or bypass this, companies use diffetgpes of ways to inform users
(notifications) that their digital communicationseanonitored. Also, they often use different
types of contracts where service users and staffarced to abide by the policy of
information collecting including some personal mf@ation. With these contracts, the
ownership of the data usually changes, so the coyjmpacomes the owner of all of the
information, which gives it the right to monitoretinformation.

It must be taken into account the fact that a compghat offers Cloud services needs not be
located in the same state or country as the clidsb, global Cloud services providers often
have data centers located in many states and éesiatound the world. Taking into account
the structure of Cloud environment and the fact thidual machines can be located on any
segment of Cloud resources, it may happen thatalirhachines of one client are scattered all
over the world. In this case, the company may remtvio grant access to its resources as they
are located in different countries that are subjectarious laws and thus prevent digital
forensics. These facts can almost completely ptedigital forensics in public Clout.

In addition, large number of service providers hdiferent types of contracts that provide or
disallow various things. However, most contracteegally raise a number of obstacles that
are put in front of the person who needs to dorfsiinvestigation.

Examples can be shown through a number of diffegemts (Service Level Agreements) or
through Privacy Statement. All public Cloud sergipeoviders have these contracts.

' http://www.minrzs.gov.rs/doc/porodica/ostali/Zak6200%20zastiti%20podataka%200%20licnosti.pdf
'8 [Technical Challenges of Forensic Investigation€ioud Computing Environments], Burk D.
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Relatively interesting and a very good exampleuzihsa contract can be a contract related to
Microsoft Public Cloud Solution Windows Azure PriyaStatement! For example, this
contract, in segment relating to information prigatSharing Your Information,'teads as
follows:

“We will not disclose Customer Data, Administratdata, Payment Data or Support Data
("your information") outside of Microsoft or its strolled subsidiaries and affiliates except as
you direct, or as described in your agreement(sthas privacy statement.”

This also means that Microsoft has complete infdionaabout all events that are taking place
in relation to a virtual environment, as well as tiption to dispose of them at will within their
own company.

In addition, the following is also stated:

“We will not disclose Customer Data to a third parfincluding law enforcement, other

government entity, or civil litigant; excluding osubcontractors) except as you direct or
unless required by law. Should a third party cohtax with a demand for Customer Data, we
will attempt to redirect the third party to requestirectly from you. As part of that, we may
provide your basic contact information to the thpdrty. If compelled to disclose Customer
Data to a third party, we will use commercially semable efforts to notify you in advance of
a disclosure unless legally prohibited.

Microsoft may share Administrator Data or Paymeiatt®with third parties for purposes of
fraud prevention or to process payment transactions

The text specified in the example indicates theoopto access user data but not Cloud
provider's. This also represents a huge problerena@m case that a warrant to obtain
information from the provider is issued. Althoudilistdocument may be completely valid and
issued in the country of user of Cloud servicenay happen that it has no executive value in
the country of Cloud service provider. In this vihg forensic investigation can be blocked.

In addition, companies often change their contradi&ch can be read on the same page in
"Changes to this Privacy StatemengHich states the following:

“We will occasionally update our privacy statemerits reflect customer feedback and
changes in our Services. When we post changes dimtament, we will revise the "last
updated” date at the top of the statement. If tle@eematerial changes to the statement or in
how Microsoft will use your information, we will tifg you either by posting a notice of such
changes before they take effect or by directly isgngou a notification. We encourage you to
periodically review the privacy statements for greducts and services you use to learn how
Microsoft is protecting your information.”

In other words, even if there was the possibilityegecuting a warrant in the beginning,
Cloud provider can change the SLA and thus pretremtwvork of the investigators. Also, in
this case, they don't have to notify the custonmescty. Therefore, it is explicitly stated that
the customer is obliged to constantly check whetivere has been a change in the contract.

7 http://lwww.windowsazure.com/en-us/support/legalgumy-statement/
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A very important fact may represent a situatiomwhich Cloud providers automatically delete
the contents of personal user information when dbmtract expires. For example, Cloud
service user has paid to use a virtual computgrutrtic Cloud service for a period of 30 days.
During this time, the virtual computer could hawseb used for different purposes and have
different software installed on it. However, afte® days have passed, Cloud provider
automatically deletes the computer along with tadl information and content that were on it.
Therefore, in case that the computer was used foriba crime, all the information about
that were deleted along with the data.

All these situations make digital forensics in pal@louds almost impossible. However, there
are two possible scenarios for collecting forensformation when it comes to laaS Cloud.
The first is remote investigation and informatioatlgering, and the other is to obtain
information directly from service providers. Eaclh these scenarios uses a variety of
approaches and tools for collecting forensic ewigen

This means it is still possible to perform digitatensics on client's side. In other words, it is
possible to set up a so-called proactive forensitss refers to the collecting of available
information using monitoring systems that come wiplerating systems or devices.

One example could be detection of viruses or ndtvattiacks. These attacks can be detected
in different ways, or by using variety of tools. tlis case, investigator's goal is to find the
source of infection, as well as to recognize (dg¢tatt the other resources that could be
infected. Mitigating circumstance is that the egaitthis type are relatively easy to recognize
as they are "very noisy," in other words, they &avlarge footprint. In addition, it is also
necessary to examine the credibility of the thraatwell as its severity. This is achieved by
collecting information about the incident, whichrépresented by monitoring behavior of the
threat. These actions must be carried out so asn@in within legal limits regarding the
privacy of information, and in such a way that tldeynot change their content.

When it comes to network attacks, it is necessargarrow down (filter) the scope of the
investigation in order to obtain more reliable mha@tion. This can be achieved in following
ways:

» linking information to existing cases,

» directing investigator in the right direction,

» taking advantage of information about the levekobwledge required to commit a
criminal offense,

« facilitating a structured approach to informatiam ihvestigators for the sake of
network abuse research.

However, the ability to detect offenses that ussvaek is a challenge, both for the company

and the investigator. Also the complexity of laaSwork environment is another challenge.

This challenge is even greater if it is taken iat@ount that most companies do not have or
did not set up any system for monitoring eventgareless of whether they are systems for
real-time monitoring or systems for collecting infation into logs. In addition to these cases,
there is a problem in the very tools used to colieformation, because it can happen that
some of the tools that are used to collect inforomatay not be recognized in court.
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Another problem may represent a situation in wkaatompany collects information, but the
sheer amount and storing of these information cakenit difficult to investigate because of
the large amount of data that was collected.

All these situations must be overcome, so it wadoddpossible to do high-quality digital
forensics.

It can be concluded that digital forensics in issence is series of methods and techniques
used to gather information. These information carused in court proceedings. Therefore, it
IS necessary to draw attention to possible scemasiben that is not possible or almost
impossible to achieve. In the next few lines sevsitaiations are described that pose the
biggest problem for the execution of digital foressn Cloud environments.

Given that the theme of this master's thesis isi€Ckystem and its subsystems, it starts from a
situation where, for example, someone launchesribised Denial of Service (hereinafter
DDoS) attack from rented virtual machines of sorablig Cloud provider. Upon completion
of the attack it is enough to delete or shutdoweséhvirtual machines. Also, those machines
can be automatically deleted by the Cloud providée investigation of digital forensics in
this case, and when it comes to public Cloud, heeriaus problem, since it depends solely on
Cloud service provider (hereinafter referred t&C&) and their willingness to provide access
to the information. Assuming that resources thatewased in the attack are deleted
accidentally or intentionally by the CSP or uske bnly way to connect the perpetrator to the
event was to prove that they were logged in a Ckrratice or had access to a service at that
time. In most cases, it is almost impossible tovprthat the perpetrator had accessed certain
Cloud resource at a given time.

Another example may constitute storing of illegaformation in the Cloud. In this way,
offenders have no illegal information on their cartgss but keep them stored in the Cloud
and have grounds to deny any involvement in thaeri

Additional example may represent the fact that mglei Cloud resource holds virtual
computers of different users. This incredibly coitgties forensic investigation because the
information in the log files are intertwined. Inhet words, log files that monitor events
related to virtual machines contain information @ball virtual machines within a Cloud
resource. This also means that the perpetrator ¢lzamy that the information contained in
these log files do not explicitly refer to everngated to perpetrator's virtual machines. This is
a huge problem for the investigator, given thatltdgs contain information from other users
as well. In this way, investigation of a perpetrattay question the right to privacy of other
users, which can also prevent the CSP to provigeesied information.

Given that the problems that are put in front afitdi forensics are quite complex, this
master's thesis attempts to examine how can tliesgiens be adequately mitigated. It starts
from the fact that the entire Cloud environmeninishe possession of a company, to ensure
that all the information are completely reachabewell as they are owned by the company.
In this way, the thesis tries to define what infation are possible to claim from CSP in case
there is a need for forensic investigation.
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4.2. Description of the environment used in master's thas

Below, some of the basic policies that are necgsgar collecting information will be
explained. These systems can be used both in @@vat public Clouds.

Given that the theme of master's thesis is proagreparation for digital forensics in private

Cloud environment, this holds most of the focusotimer words, the focus of the paper relates
to methods and tools for collecting informationnfrservers or virtual computers that are
owned by one company.

For the purposes of the thesis Microsoft Systemt€2€2012 R2 solution and its components
were used. The main component that is used to atmpkivate Cloud environment is System
Center Virtual Machine Manager 2012 R2 (hereinaftgiM).

Another big advantage is the modularity of the eyst This modularity enables the use of
each service as an individual or as a group of ymtsd Modularity of laaS solution can be
also a big problem when it comes to the executibdigital forensics within public Cloud
infrastructure. However, taking into account that/gte laaS infrastructure was used for
master's thesis, the situation is somewhat madereas

Starting from the statement that the entire Systmmter 2012 R2 package doesn't have to be
used, it can be said that this facilitates coltegtf information necessary for digital forensics.

Since the subject of the paper is to enable pneadtigital forensics in private Cloud
environment, the focus lies in this segment. Tae@hthis goal, it is necessary to determine
places and manner of collecting necessary infoomaflhat is why it starts from computer's
operating systems. Taking into account that theisheses Windows Server 2012 R2 as the
main operating system for collecting informatiomgls that are built into it can be used.

Tools used for collecting information within thiperating system can be divided into two
groups.

The first group includes tools for collecting information in reéahe. Some examples of these
tools can be:

« Task Manager, aool that provides a quick overview of active seeda and
applications. In addition, it can also be usedheak the system load.
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18 Windows Task Manager = EVRESS " Windows Task Manager == S "I Windows Task Manager (=
File Options View Windows Help File Options View Help File Options View Help
Applications | Processes | Services | Performance | Networkng | Users | | Appiications | Processes |Services | Performance | Netwerking | Users | | Appiications | Processes | services | Performance | Netwarking | Users |
= CPU Usage CPU Usage History

Task Status Image Name User Name CPU | Memory (.. *

& Angry Birds Friends on Faceboak - Google Chrome  Running jexplore. exe =32 Administrator 00 334,5%6K |

|0]1nbox - Liubomir. Ivanis@cpu.rs - Micosoft Outiook  Running chrome.exe *32 Administrator 00 234,524K|

= Inbox - Windaws Live Mail Runfing chrome.exe *32 Administrator 00 184,312K

@Ljubum\r Ivanis - Pristupni rad 2.docx [Compatibi... Running iexplore. exe *32 Admiristrator ] 162,800 K

[Lmierosoft Lyne Running wimail.exe *32 Admiristrator 0 110,924K

(&) performance Monitor Runring Skype.exe *32 Administrator 00 102,368K Memory Physical Memory Usage Histary

¥ Reliability Monitor Running chrome.exe *32 Administrator 0 95,212K

(% Resource Monitor Running chrome.exe =32 Administrator 00 67,188K

) Skype™ - ubormir. ivaris@hotmail com Runring chrome.exe =32 Administrator 00 56,24%K

& This page can't be displayed - Intemet Explorer  Running dwm.exe Administrator 00 53,240K

| windows Media Player Runring explorer,exe Admiistrator 01 52,884K
WINWORD.EXE *32 Admiistrator 0 %,53K
MsMpEng.exe SYSTEM o0 43,304K Physical Memary (M8} System
wmplayer.exe =32 Administrator 00 43,088K I“‘;: . ﬁi? HT:“"'ZS 4::‘;3
OUTLOOK.EXE <32 Administrator 0 3208K Fa i | | petd
communicator.exe *32  Administrator 00 29,220K e 832 UpTime 0:08:00:41
svchost.exe SYSTEM 0 26,98K - Commit (GB) 4/31
. - . Kerme! Memary (MB)
— Paged b

EndTesk | [ swicnto | [ NewTask., [7]show processes from al users P Narpaged 104 Resource Manitor...

Processes: 112 CPU Usage: 5% Physical Memory: 26% Processes: 113 CPU Usage: 3% Physical Memory: 26% Processes: 112 CPU Usage: 7% Physical Memary: 26%

Fig. 11 - Task Manager

* Windows Resource Monitor, a tool that gives mor@nmation about events within
the operating system than Task Manager, as wefirasesses that are running. It
represents more complex tool and provides much mésemnation.

n;{_‘iu Resource Monitor — - | | [ |

File Monitor Help
| Overview |CPU | Memory | Disk | Network
CPU 8 9% CPU Usage ™ 395 Maximum Frequency A =1 I > Wiews ]v| =
FID Description Status Threads CPU Average CPU  * CPU 100% 5
4692 Desktop Wi... Running 5 2 068 -
| perfmon.exe 15868 Resource an...  Running 17 s 254
4718 Windows Ex... Running 32 1 Q.30
SnippingTool.exe 9085 Snipping Teol  Running 12 BT B2
Disk 8 4 KB/sec Disk /O B 0% Highest Active Time Al (it~
— 60 Seconds 0% -
Image FID File Read (B/s.. Write (B/s.. Total (B/s.. I/O Priority Response.. * Disk 100 KB/sec
System 4 Ch\Windo.,, 1] 9,143 9,143 Marmal i .
System 4 ChWindo.., 0 8,338 8,338 Mormal 0 = =
System 4 CA\SLogFil... a 4,232 4,232 Maormal =
Network B 3 Kbps Network V'O B 0% Network Utilization
Image FID Address Send (B/sec) Receive [B/sed)
System 4 11122177152 i 0
swvchost.exe [NetworkService] 1276 5457536 16 L]
System 4 64.4.23.162 7 a 7
curhoct ava (klah, ! iral 17276 e e 1 O e 1~ = n = 5 ||
Mernory_ & 0 Hard Faults/sec M 265 Used Physical Memaory Lol
Image PID Hard Faults/... Commit (KB] Waorking Set... Shareable (KB) Private (KB} *
jexplore.exe 15096 [l 365,932 409,780 75,240 334,540 04
chrome.exe 3888 1] 248,664 275,244 40,720 734,524 Memory 100 Hard Faults/sec
iexplare.exe 8892 0 196,036 207,916 45116 162,500
chrome.exe 9964 a 194,508 357,300 172,338 154,964
wdmail sys &024 il 129155 1003337 70 520 110 752 = =

Fig. 12 - Windows Resource Monitor

* Windows Performance Monitor, a tool for monitoriogrrent system performance.
This tool has the ability to show reports on systeghavior in a given period of time.
In other words, using this tool it is possible tlect information in a given period of
time. Therefore, Windows Performance Monitor casodde used to show performance
reports in a given time segment, which can alsodeel in forensic investigations.
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l‘fi}\ Performance Monitor

ool
(%) File Action View Window Help N
e 20 B= HaE
© Patormance EeE-#X7 w08 M@
4 gy Meonitoring Tools
BS Performance Monitor
4 [ Data Collector Sets S
4 |3 User Defined
W Server Manager Performance | 80
4 & System
7 System Diagnastics
7 System Performance 60
" Event Trace Sessions
| Startup Event Trace Sessions
4 |_[j Reports 404
i+ {3, User Defined
i System
& 5 2
04
Last 12510e+010  Average 1.2515e+010  Minimum 1.2507e+010  Maximum 12510e+010
Duration 1:40
Show Color Scale Counter Instance Parent Object Comput) *
jcd mmmmm 10  %Processor Time Total ProcessorInformation  \\ULOSRY—
(%0 — 000001 : = == Wemory R -
4] 1 b
il b

Fig. 13 - Windows Performance Monitor

The second groupncludes tools that collect information over adqgreriod of time and place
them in log files. Examples of some of these tanés

* Reliability Monitor (Reliability History), a toolhat allows system stability monitoring
over some time period. Using it, it is possibledagermine when the instability in the
system occurred. In addition, it is possible to ise check the number of times some
event was repeated.

SRS X

() [¥ <« System and Security » Action Center » Reliability Monitor “ e/ __ ol
Review your computer’s reliability and problem history
D S L e SR e i i R it
View by: Days | Weeks Last updated:

10 :

1

- i

| e
Rshah\.htydeta\\sfnr‘
Source Summary Date Action
Fig. 14 - Reliability History
L]

Event Viewer, the most comprehensive tool for ev@ainitoring within Microsoft

operating systems. It consists of many componemiiscan be used to monitor and
collect information from local and remote computers
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[@] Event Viewer =] B |
| File | Action View Help
[ Event Viewer (Local) Event Viewer (Locall Actions
B = — Event Viewer (Local) -
4 [T Server Roles
P Lyperv _ = Open Saved Log..
T e [ ovenview
reate Custom View...
T Web Server (IIS) ¥ Create Custom Vi
T Administrative Events To view events that have occurred on your computer, select the = Import Custom View
4 [w Windows Logs appropriate source, log or custom view node in the console tres, L
2] Application The Administrative Events custom view contains al the Connect to Another Com..
ﬂ Z:””ty [ summary of Administrative Events =] View »
u
K il o Refresh
| syzem Event T EventlD S L Lasth »
e venl ource 0 .
] Forwarded Events bl < B Help »
4 [F Applications and Services Logs Critical - |
2] Hardware Events Error = = = =
f] Intemet Exglorer A il ] L
2] Key Management Service
[ Microsoft Recently Viewed Nodes "
2] Microsoft Office Alerts
2] Windows Powershell Name Description  Moified e
4 g Saved Logs Custom Views\Server Rol... System ev.. N/A e
I Microscft-Windows-Hyper-V-Config-Ac | | appjications and Semvice.. NiA 21-Dec1314:2216 15- -
1 Subscriptions O i ] v
[ Log Summary -]
Log Name Size (Curr..  Moified En *
Application 2000 MB... 28-lan-1417:53:32 tnl
Hardware Events 68 KB/20 .. 15-Feb-1305:24:50 Eni -
)
YR i »

Fig. 15 — Event Viewer

In addition to these tools, there are tools thatreot directly built into operating systems and
can be downloaded for free from Microsoft web Sitend then used to monitor network
traffic. An example of one such a tool is Networkmitor.

= [ B [

Microsoft Network Monitor 3.4

File &40 " Frames Capture Filter Experts Tools Help

| New Capture ® Open Capture | Save As | 547 Capture Settings. b Il Pause @ Step S Layout v 3 ParserProfiles ~ ] Options @) HowDol~ 7
@ Capturel | () Start Page | 43 Pamers|
Network Conversations | [Display Filter x
£ AlTraffic Z_Apply & Remove | & History ~ “Z Load Filter = 7 SaveFilter 2 Clear Text
A wy Traffic 3
-] <Unknown> e

] System (3)
Other Traffic

Frame: y - [Conversation Filter] x

1. ] <Unknown>. TuFind + § 1 3 Autoscroll #2 ColorRules A8 Aliases
-] swchost.exe (1080)
& chrome.exe (3688) ocess Name  Source Destination Protocol Name  Description 23
=) :I wlcomm, exe {5456) 192.168.150.11 224.0.0.22 IGMP IGMP:1GMPv3 Membership Report

192.168.150.11 192.168.0.106  SNMP SNI
192.168.150.11 192.168.0.53 SNMP SN
0.0.0.0 255.255,255.255 DHCP DHCP:
FEB0:0:0:0:A... FFOZ: i... LLMNR
169.254.252.216 22
FEf 78,

&g 1Pv4 (192,168,150, 11 - 15
OLITLOCK.EXE (6128)
&F TPv4 (192,168,150, 11 - 13
J-f TCP {52970 - 443) Cor|
=-gf SSL¥ersionSelector|
& TLS {52970 - 4
TCP (443 - 52971) Corf
@ SSLversionSelector
@ TLS (443 - 529

:Wersion1, Community = public, Get request, RequestiD = 1033 il

:ersion 1, Community = public, Get request, RequestiD = 1034 -
quest, MsgType = DISCOVER, TransactionlD = 0x860CF204

LLMNR: QueryId 0xA1FA, Standard, QuEry for wpad of type Host Addf an

:Request, MsgType = INFORM, TransactionlD = 0x43 147064
LLMNR:QueryId = OxAIFA, Standard, Query for wpad of type Host Addr on ¢
LLMNR:Queryld = OxA IFA, Standard, Query for wpad of type Host Addr on ¢
SNIMP:Version 1, Community = public, Get request, RequestlD = 1033

192.168.150.11 192.168.0.106

o 187 1AR TAN 11 187 1820 5T Swp SNMP-ersinn 1 Frmm ity = nublic Get rennest Benestn = 1024
5 Skype.exe (5112) 7 T . | -
-] System (4) - |
C IEXPLORE.EXE (15096} Frame Details x Hae Details x
IEXPLORE.EXE (8892) P i = o
: ujmmmunimmr E(XE (3!]_2) Frame: Number = 93, Captured Frame Length |[is# pecodeAs Width | Prot OFf: 0 (0x00) e
; : }-Ethernet: = Internet IP (I 4
5.0 sretem @ f-Ethernet: Evype = Internet IP (IPv4),Destyl) Of ER R O e s M
3. Ipv4: Src = 192.168.150.11, Dest = 224.0.4|, 15 5D C& 12 00 08 00 .1E
-Udp: SrcPort = 56948, DstPort = Linkloeal || 45 DO 00 32 39 30 00 E..280.
Imnr: QueryId = OxAlFA, Standard, Query |[o 00 D1 11 48 DB CO Af .HUA"
= M o 96 OB EO 00 00 FC DE .&..#B
'l i ] QIR I | t[lpo23 74 124 EB 00 1E 59 CB t.&..YE =~
Version 34.23500 & Displayed: 245 Drapped: 0 Captured: 2720 Pending: 0 Focused: 99 Selected: 1

Fig. 16 — Network Monitor

Network Monitor is just one of the tools that canused for this purpose, since there are large
numbers of tools from other manufacturers thateséine same purpose. One thing common
for all these tools is that they do packet inspecand provide access to their contents. This
also affects data privacy, so tools for monitorimgtwork traffic may only be used with
company's consent.

18 http://www.microsoft.com/en-us/download/detailpx@id=4865
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In addition to these, there are specific tools dach segment of System Center 2012 R2
solutions that are embedded in these products.

Since the master's thesis uses VMM, it is the cepire. It is also important to note that
VMM is an application (service) that is executedtop of server operating system. This also
means that all the above tools can be used when \idddncerned. However, within VMM
there is a separate console that monitors execafionrrent tasks. This information is stored
in a database that is located on Microsoft SQL eseris a result, using this console, it is
possible to view tasks that have occurred up td#® in the past.

1 Home ~ @
{:“ i i:l Z‘ %: :\a“st 30 Days E EJI-II:'::;ErEhEII
Refresh Load Recent | Last 24 last7 Restart. Cancel
Morz Hours Days 5 Custom N iijPRO
Results Date Filter Window
Jobs < History — Recent 05
[} Running Last refresh: 1/30/2014 2:58:01 AM
[E History ‘ =
| Name | Status | Start Time | Result Name | Owner
@) Refresh Virtual Machine State Completed 12/11/2013 2:22:11 AM TESTVM CLOUDASCWMMU
@) Refresh Virtual Machine State Completed 12/11/2013 2:22:11 AM TESTVM CLOUDVSCYMMU
¢} Refresh Virtual Machine State Completed 12/11/2013 201:11 AM TESTWM CLOUD\SCYMMU
¢} Refresh Virtual Machine State Completed 12/11/2013 2:00:48 AM TESTWM CLOUD\SCYMMU
0 Refresh Virtual Machine State Completed 12/11/2013 2:00:48 AM TESTWM CLOUD\SCYMMU
) Discover Network Configura... Completed 12/11/2013 1:53:16 AM TESTVM CLOUD\SCYMMU
£ Refresh Virtual Machine State Completed 12/11/2013 1:52:50 AM TESTWM CLOUDVSCY MU

¥ VMs and Services
4,/ Fabric

E Library

[E] Jobs

[¥] Settings

Fig. 17 — VMM job history

Each of these individual tools or reports generaissthg some of them, may allow the
investigator to position themselves more easilgefine time and place of the incident more
precisely. In this way the forensic investigati@nde facilitated.

However, all event information should be savedlder viewing or event checking. Review
of saved information may help in understanding sofmie more complex attacks consisting
of many segments. Therefore, special attention ldhio@ paid to monitoring and collecting
logs. Within Windows operating systems, there awast that are used exclusively for this
purpose and are used in the audit processes.
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5. Log configuration for event monitoring within virtu al and physical
computers

Log files are documents in digital format which d@se events. Log files can have different
types and they may contain different informationork! specifically, log file contains
information about time, type and success of an te\ay files can be created and read using
special software. Sometimes this software is parthe computer operating system and
equipment.

Operating systems are the starting point. They laaege number of tools or system services
that serve this purpose. These tools (serviceswallsers to create log bases that can be
searched afterwards. Using this data it is posshletect attempts of attacks that have been
taking place over a longer time period. Logs that eollected in this way are accessed
directly through the operating system or sent totla&r computer for storage and checking.
This is calledsubscription Using the method of subscription, the logs celddrom multiple
sources can be centralized on a single computer.

To better understand monitoring systems, it is irfgd to make a distinction between
monitoring and auditing processes. An example ohsulog file is shown in Figure 18.

== =
@\le + Computer b Local Disk () b Windows b System32 b winevt b Logs « [ 44| [ Search Logs 3

Organize v & Open ~ New folder 8l Mic dows-Hyper-V-Config-Admi Pro... |2

smt = Neme i | General | Secunty | Detmis | Previous Versons|
Speech rolimentWebService% Admi...

entCollector %40 nal.e... @‘
MS%40pe ?
ft-Windows-Folder Redirection

spool Microsoft Windows- Hyper-V-Carfig-Admin svbc
spp

sppui
sr-Latn-CS
sv-SE
sysprep
Tasks
th-TH
TR
uk-UA
whem
WEN

eration... Type of file:  Event Log (evtx)
Openswith:  §g] Event ViewerSnapin Le [ Change. |

Location: C:\Windows'\System32'winevt\Logs

a0
- - 5 1.00 MB (1,052,672 bytes)
indows-Hyper-V-Config-Admin.evtx o ; bites)

er-V-Config-Operational Sizzondisk:  1.00 MB (1.052672 bytes)

Created: Thursday, February 14, 2013, 23:30:55
Modified: Sunday, November 24, 2013, 22:38:56

g wdi
g wip

Accessed:  Thursday, February 14, 2013, 23:30:55

Mrbutes:  [F]Readorly [ Hidden [ Advanced... |
rper-V-Network-Operational. S

i er-Y-SynthNic-Admin.evix
TraceFormat ] Microsoft-Windows- Hyper-\-SynthStor-Admin.evtx
[ +  [#] Microsoft-Windows-Hyper-V-SynthStor-Operationa..

ed: 24-Nov-13 22:38 0Kk || Cancel
ize: 1,00 MB

Microsoft-Windows-Hyper-v-Config-Ad... Daterr

HQ i! Event Log

Fig. 18 — Example of log file

Monitoring is the monitoring of system or application funoadity through tracking of
resources or their successful execution. This istmigible through performance monitoring.

Auditing is the monitoring of collecting information on seity events. It monitors success or
failure of the event.

Contents of these files can be viewed using spemé#iivare tools such as Event Viewer
(Figure 19).
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@ Event Viewer B

File | Action View Help
w5 | #[E
> ] GroupPolicy Bl Admin  Number of events: 1,206 Actions
7 Help ————————— e .|
B Lol Carai i Date and Time Source EventID Task Categc ~ | | Admin -
| HtpService 11-0ct-1316:03:44  Hyper-V-Image-Man... 15200 None _| | & Open Saved Log...
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B Hyper-V:Nenwork 09-0ct-1308:00:19  Hyper-V-Image-Man... 15200 None -
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Bl HyperV-Synthiic 08-0ct-1315:18:37  Hyper-Vlmage-Man... 15201 None i
J :YFE":"?;;‘;::““’ 08-0ct13080258  Hyper-Vmage-Man.. 15200 None B8 Find...
s Hypev'V'w g SV YR P B s e As.. |
& ] Hyper-V-Worker g
¥ Attach a Task To this.
W [i-Configuratior: || event 15062, Hyper-V-Image-Management-Service x
| International View »
7| International-RegionalOptionsC General | Details G Refresh
7 Iphipsve Py s
- Kemel-EventTracing ‘The system failed to create 'C:\VM\TEST\TEST.vhd', Error Code: 2424869 Help >
5 71 Kemel-Power
| Kemel-StoreMgr |of et Mrpemiina
e Log Neme: Microsoft-Windows-Hyper-V-Imag e/Admin B rembiopetis
= Kernel-WHEA Co »
S Source Hypes-V-Image-Managemel Logged: 10-Oct-1313:54:20 S, Copy
B Lo ciagePackSitin Event ID: 15062 Task Category: None bl Save Selected Events..
» [] MemoryDiagnastics-Results Level: Error Keywords: | | @ Attach Task To This ..
| MSPaint S BN W ] v G Refresh
“ 1 [} | * — -

Fig. 19 —Example of Event Viewer log file

The sheer size of log file must also be taken atcount, since it directly affects the amount
of information that can be stored in it. Also, tlvay of entering information into log file is
another factor that affects the amount of inforova{Figure 20).

r ™y
Log Properties - Admin (Type: Administrative) ﬁ

General | Subscriptions|

Full Name; Microsoft-Windows-Hyper-V-Config-Admin

Log path: stemRoot3s Systern32\ Winevt\ Logs\Microsoft-Windows-Hyper-V-Config-Admin.evb)
Log size: 1.00 MB(1,052,672 bytes)

Created: Thursday, February 14, 2013 23:30:55

Modified: Sunday, Movember 24, 2013 22:38:56

Accessed: Thursday, February 14, 2013 23:30:55

[¥] Enable logging
Maximum log size (KB }: lGZS;:.
‘When maximum event log size is reached;
@ Owerwrite events as needed (oldest events first)
() Archive the log when full, do not overwrite events

Do not ovenwrite events { Clear logs manually )

Clear Log |

[ OK J I Cancel |

Fig. 20 — Log file properties
According to the figure above it can be seen thaitet are several ways to write into log files.
* Overwrite events as needed

* Do not overwrite events (clear log manually)
* Archive the Logs When Full, Do Not Overwrite Events
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In the first case, new data is written in the ldg &s long as there is space. The moment it
runs out of space for entering new information, engpace is made by deleting oldest events
within the same log file. The advantage of thishodtof collecting information is the small
space they occupy. The downside is that it can dragpat key events are overwritten by
newly arrived information.

The second case solves the problem that may arie ifirst. In other words, when a log file

is completely full, there is no possibility of enitey new information in that file. This is also a
positive feature of this solution. But great attemtmust be paid to defining the size of the file
which stores information. The negative featuresrafiected in the size of files that can be
very large. Another negative aspect of this sofuties in the fact that when the file is full,
because of the system's inability to enter new,da&aoperating system shuts down. This is a
security feature that is built into the operatirygtem and prevents its execution because the
log file is unavailable for new entries. This beioavof operating systems can be abused,
which may lead to denial of service attack types.

The third system for log collecting relies on lassdearned from previous types of log
collecting. To collect logs it uses a log file thets a fixed size. When it is full, it renames
itself automatically and creates a new initial fdg where it continues to enter information.
The downside of this type of collecting informatia® the amount of space that log files
occupy the on disk. In addition to this, there @asaption to view all the information from all
the log files, but they must be sought in eachfilegndividually.

The conclusion that can be drawn from this is thatbest system for log collectingAschive
Logs When Full, Do Not Overwrite Even® use it, it necessary to create log files Hrat
very large in order to reduce their number andifaté searching.

However, as can be seen from previous exampleshentbxt above, the number of log files
as well as the amount of information stored in thean be a problem in trying to find the
necessary information.

One of the ways of processing and collecting infmron is to store them in a database.
However, it is very complicated to search the dasab The solution that deals with these
problems is Reporting Services. These services lmemme an integral part of every
information database.

The next, very important, information is the fdeatt logs are, by default, stored in different
locations. This means that logs of physical onnaltcomputers are stored on them. Logs from
network equipment, if any, are stored in those ck=jiand so on. That is a big problem when
it comes to unification of necessary informationoime central place, as well as their logical
processing.

Every action over some log file causes informagatry in that or some other log file. In this
way, it is possible to find out whether a log filas been modified, because the information
about that was entered in that log file and in@fite that monitors log file changes. These
situations can be avoided by allowing log filedtcollected in several places, and therefore
prevent malicious persons to delete all the infdromastored in logs.

In addition to these monitoring systems that aréentded in the operating system, there are
specialized systems for collecting information. &xample of such a system for centralized
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log and services collecting is System Center Opsrdflanager. This server system has the
option of collecting logs from both operating sysgeand network devices.

The information collected in this way can be store®QL database and also provide a copy
of logs from remote systems. Using this solutiom gaoactively affect and reduce the

possibility that some logs get accidentally or iminally deleted, and possibly prove that

attempts to change the information content have besle.
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6. Log files

According to previous text, it can be concluded thare has been an increase in the number
of places where unwanted events may occur, as agethany ways the information about
them can be obtained. Therefore, this master'sstivgss to define what should be undertaken
to enable successful monitoring, and what are atemtial sites that could be used for
collecting forensic material.

As mentioned before, Cloud systems consist of @ffe solutions and various components.
Staring from this fact, it can be assumed that eyatly forensic data greatly differs between
different types of Cloud environments.

Existing Cloud solutions such as laaS, SaaS, PadNaas offer a variety of benefits to
users. They are more or less limited in terms ef usteraction with them and have more or
less the ability to adapt to user needs. In additibese solutions can be personal property or
property of third parties.

For example, they can be compared to SaaS, Paagafdnodels of Cloud environment.
Monitoring and collecting logs in this case depeadswhether it comes to private or public
Cloud environments. When it comes to public Saa®é RaaS models, monitoring is very
limited and mainly confined to monitoring networkffic, because usually there is no option
to set up monitoring tools.

In case of laaS Cloud solutions, some additionatitodng tools can still be used or set up.
This means that in the first two cases (PaaS a$ $aodels), CSP logs can be searched,
which can be a problem according to previous statésnand problems that investigators may
encounter. The possibility that exists in caseaaS Cloud solution is that, in case of need, the
whole image can be pulled from virtual computer fbe purposes of the investigation.
However, the situation completely changes whemnoihe&s to private Cloud environments.
This is supported by the fact that all the inforimxatare in the possession of the investigator
and that presents the easiest way to access foiemsstigation.

For the sake of this thesis and the need to defissible sites for collecting information more
precisely, the thesis describes private Cloud enwirent. The reason for that is greater
control of the environment and each of its indiadsegments. In this way it is possible to
more accurately define what types of monitoringlddae used in proactive digital forensics.
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6.1. Description of a solution for collecting log files

In order to begin collecting logs, it is necess&ystart that process. It is important to
emphasize this since, by default, only certain sypieinformation are collected and logged. In
other words, not all the necessary information a#ected, but only the information about
operating system, and not about applications ardalidesktops.

This also means that if monitoring (audit) is nared by default, therefore it is very easy to
lose information that an event has occurred.

The case study that is the subject of this thesmsdwith postulates for monitoring and
collecting information (logs) in private Cloud ersmment of a company. An environment
that is used as an example is based on Microsste8yCenter platform.

Initial installation and configuration of Active Eictory Domain Services, and the basics of
security solutions, have been explained in pagtithor's graduate paperFurther text deals
with the postulates of monitoring within Active Batory Domain Service, by creating
policies for monitoring and log checking. It alseats with installation and configuration of
VMM service, creating virtual machines, networksl &ioud.

Collecting information about events, both in op@gsystem as well as in applications, is the
most important step in proactive digital forensithis also prepares the ground for successful
execution of digital forensics.

As stated above, it is necessary to start informnatiollecting in the log files. Since the
example uses Active Directory environment, thisni®st easily achieved by creating
appropriate group policies which will define auplitlicies.

Figure below shows Group Policy console in whicle tolicy for event monitoring is
attached to a domain environment.

= G'rn:up Paolicy Management
A 'EE'; Forest: Cloud.local
a | =5 Domains
4 F3 Cloud.local
sz Default Domain Policy
= Pracenje
I 2! Domain Controllers
B |z Group Policy Objects
b Ly WMI Filters
b L g Starter GPOs
B Sites
i Group Policy Modeling
= Group Policy Results
Fig. 21 — Group Policy console

Collecting information by simply collecting themassily achieved by turning it on. There are
two options for collecting information about eventahich are: Success and Failure.

¥iImplementacija bezbednosnog resenja u okviru &gsentra kompanije CPU d.o.0.], Lj. Ivanis
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Audit Other Object Access Events Properties -
| Poly [Epian |

Audit Other Object Access Events

[w] Configure the following audit events:
[l Success

[w] Failure

[ ok [ caneel |

Fig. 22 — Group Policy console enabling audit

Success auditrepresents successful monitoring of a successtiite For example, user has
successfully accessed a resource.

Failure audit represents successful monitoring of a failed eventexample might be user's
failed attempt to delete a file or unsuccessfuil@itempt.

For example, if case of monitoring access to aeshfolder in a company where both types of
monitoring are active, it is possible that largentyer of events will be created. The reason for
this is large number of successful events, so fiimdhe required event in this case can be
difficult. However, in the event that a decisiorsHaen made to monitor only successful or
only unsuccessful events, then the user gets liésults.

In another example, if monitoring only unsuccesaftémpts to access a resource, log file can
show that someone has tried to access a resouwrtci,dmesn't show if they were successful.
In other words, to get more complete informatidnisinecessary to activate monitoring of
both Success and Failure events. In this way theuamof information collected and space
for log files increases, but it gives more concpatdure of an event.

Collecting information about events is calleddit and is defined as a separate entity within
Group Policy. Policies which define monitoring asdledauditing policies

It is also important to note that within Group Bglsettings, there are two separate segments
for monitoring configuration, depending on the sappn different versions of operating
systems.

The first part are policies for collection basifoirmation that are compatible with all versions

of Windows operating systems. The following pol&ciare general and are used to collect
large number of events. An example is shown irfithee below.
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=/ Pracenje [DC.CLOUD.LOCAL] Policy Policy - Policy Setting
4 & Computer Configuration ] Audit account logon events Success, Failure
4 [7] Policies lw) Audit account management Success, Failure
B | Software Settings v Audit directory service access Success, Failure
4 = '."‘.'.indcws Settings | Audit logon events Success, Failure
i Bitne Seetkiigi By o} Audit object access Success, Failure
';' Scriptls I[Start.up.r‘Shutdown',l 1y Audit policy change Mot Defined
4 i"" Eicurlty Settlngs_ : 12| Audit privilege use Success, Failure
i 'E fccolupntl!J?llcres 215 Audit process tracking Mot Defined
“ "'[3 ___.gclﬁl_d’:tlg_’l;;{}f- o4 Audit system events Success, Failure
b = User Rights Assignment
b 2f Security Options

Fig. 23 — Audit policies

Thanks to these policies user logins can be trabed, access to resources, rights evaluation,
system events and changes in policies themselves.

However, as already noted, these policies are gateral and thus collect large amount of
information and create large log files. This alsoreases the need for free space to store all
the information. In addition, this creates a newbbem of finding required information in the
sea of logs. Having seen these problems, Micrdsadt created new audit policies that are
specifically positioned and more precisely defined.

The second segment of monitoring setup using GRaligies can be seen in the figure below.

=/ Pracenje [DC.CLOUD.LOCAL] Policy
4 i Computer Configuration 1 Advanced

4 [} Policies -
> || Software Settings Getting Started
a | Windows Settings Advanced Audit Policy Configuration settings can be

“| Name Resolution Policy compliance with rules goveming the management of

=i Scripts (Startup/Shutdown]

=
4 Security Settings
When Advanced Audit Policy Corfiguration

b —_j Account Holicies !\ palicy setting under Local Policies"Security
I 5| Local Policies
I 5 Eventlog
I+ g Restricted Groups
b g System Services More oot
I+ | Registry EJ Which editions of
b [@ File Systemn A summary
I ‘_;’ Wired Metwork (IEEE 802.3) Policies Calegoies T
B | Windows Firewall with Advanced Securi Aceourt Logon Configured
il Metwaerk List Manager Policies Azcount Management Configured
I+ 2l Wireless Metwork (IEEE 802.11) Policies Detailed Tracking Not configured
b [ Public Key Policies DS Access Configured
- || Software Restriction Policies Logon/Logoff Configured
I+ | Metwork Access Protection Object Access Configured
|| Application Centrol Policies Policy Change Mot configured
b &, P Security Policies on Active Directory (|| Priviege Use Configured
4 || Advanced Audit Policy Configuration System Configured
4 :-‘3 Audit Policies Global Object Access Auditing Mot corfigured
I &4 AccountLogon
25 Account Management
2 Detailed Tracking
5 DS Access
&4 Legon/Logoff

5 Object Access

:'éi Policy Change

_:5 Privilege Use

24 System

i3 :ﬁ Global Object Access Auditing

Fig. 24 — Advanced audit policies

TR T T

The advantage of this setup is that it is possibl@more accurately define what the user really
wants to monitor. An example is seen in the figugow.
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=/ Pracenje [DC.CLOUD.LOCAL] Policy

Subcategorny
. g Computer Configuration bit

sin Audit Credential Validation

4[] Policies o] Audit Kerberos Authentication Service
I || Software Settings 5 Audit Kerberos Service Ticket Operations
4 || Windows Settings s Audit Other Account Logon Events

Mame Resolution Policy
Scripts (Startup/Shutdown)
Security Settings
4 Account Policies
__f] Local Policies
# EwventLlog
= Restricted Groups
8, System Services
5, Registry
_, File System
i:"" Wired Metwork (IEEE 802.3) Policies

vvvvvvvvv‘l;}"[ﬁ;:

| Windows Firewall with Adwvanced Securi

~| Metwork List Manager Policies
_2‘_.:];' Wireless Mebwork (IEEE 802.11} Policies

| Public Key Policies

| Software Restriction Policies

| Metwork Access Protection

| Application Control Policies
g IP Security Policies on Active Directory |

| Advanced Audit Policy Configuration

A ‘.9 Audit Policies

b 125 Account Logon

[ j—:'_, Account Management
[ _:::| Detailed Tracking
I _:::j D5 Access
b 25 Logon/Logoff
b 155 Object Access
b
b
I
=3

bv v v v vw

=4 Palicy Change
_:::i Privilege Use
| System

== Global Object Access Auditing

' Fig. 25 — Advanced audit Account Logon

As can be seen in previous figures, it is now paedb more precisely define what should be
monitored, as the policies for monitoring are deddinto individual components. For
example, monitoring of access to objects is diviged fourteen (14) subcategories. Each of
these subcategories may be selected individualiydapendently of the need for monitoring.

Audit Events

Success and Fatlure

Subcategory

mo) Aydit Application Generated

#is| Audit Certification Services

sis| Audit Detailed File Share

sie| Audit File Share

sir| Audit File Systern

sis| Audit Filtering Platform Connection
s Audit Filtering Platform Packet Drop
i) Audit Handle Manipulation

sit| Audit Kernel Object

sis| Audit Other Object Access Events
vio) Audit Registry

s Audit Removable Storage

oo Audit SAM

sis| Audit Central Access Policy Staging

Success and Failure
Success and Failure
Success and Failure
Success and Failure
Success and Failure
Success and Failure
Success and Failure
Success and Fatlure
Success and Failure
Success and Failure
Success and Failure
Success and Failure
Success and Failure

Fig. 26 — Advance audit Object Access

Taking into consideration this monitoring divisiothere is now the option to position
monitoring very accurately. Another advantage of tpolicy is that, thanks to better
positioning, the information that are entered ig fibes are automatically filtered. In this way
the amount of information search area is smalkewa@all as size of log files themselves.
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However, to make these policies usable, it is reargshat operating systems recognize these
fine (grain) settings. Operating systems that ampatible with this monitoring system are
Windows and Vista client systems, Windows Servé&&and later operating systems.

By creating these policies monitoring may be inéth both on hosts and on virtual machines.
The only problem that may arise is the inabilityrtgpplement these settings on computers that
are in workgroup environments. In other words, wtiere are such hosts or virtual machines,
it is necessary to individually activate event ntoning.

6.2. Description of solution for centralized collectingof log files

Information about event monitoring are, by defaatillected at client computers and local
disks. This is relatively big problem when it comtedinding the information that is needed,
as the search must be done on each individualtchdso, the situation may arise in which the
logs are deleted accidentally or intentionally, evhfurther complicates the investigation. To
facilitate the search of information, as well asat@id unpleasant situations with deleted log
files, one of the solutions that can be usddds subscription

Subscription is a feature that exists within Eve€i@wer tool and it appeared with Windows
Server 2008. Due to Subscription, it is possiblecémtrally collect logs from multiple
computers on a single server in an environment,tlveneit comes to computers that are
members of the domain or a workgroup.

Event Viewer |.:Loca|) | Event Viewer x ||
b Lo Customn Views F

b Lm Windows Logs

b .0 Applications and Services Lo To work with subscriptions, the Windows Event Collector Service must
-4 Subscriptions be running and configured, Do you want to start the service and/or
canfigure it to automatically start when the computer is restarted?

Yes | | MNo

Fig. 27 — Staring Subscription service

When the service starts, user gets the option tleatolog files and events from other
computers in the network.
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Subscription Properties - Hyper CL

<

Computer Groups
Computers (1):

Name Inclusion | Add Domain Computers.., |
| Add Non-domain Computers... |
| Remove |
| Exclude |

m >

Select the certification authorities to be used to authenticate

non-domain computers:

Issued To Issued By Expiration Date  Fri Add Certificates,., |
| OK | | Cancel | ]
” I
——

Fig. 28 —Choosing a client with from which the infation are collected

As it can be seen in the figure, when choosingiantlfrom which the information are
collected, user is not limited to computers that members of the domain. This also makes it

easier to collect a lot of informati

on from varicemurces.

Also, the information collected in this way can\my precisely positioned at the collection
point and defined within which log file they willebstored. The figure below shows the
possibility of defining log file for collecting imfrmation.

Subscription Properties - Hyper CL

Subscription name:

Hyper CL

Description:

Destination log:

Forwarded Events

Subscription type and sour,
® Collector initiated

This computer contag

(' Source computer initi

Source computers in {
local configuration to

Events to collect: <fi

User account (the zelected a

Machine Account

Change user account or con

Application

EFE IPsec Connections' Resource Flows/ Operational Log
BFE IPsec Connections/ Operaticnal Log
CertPolEng/Operation log

Config

/ProxyConfigChanged

Microsoft-Windows-All-User-Install-Agent/Admin
Microsoft-Windows-AppHost/Admin
Microsoft-Windows-ApplD/Operational

Microsoft-Windows-Application-Experience/Program-Compatibility-As:
Microsoft-Windows-Application-Experience/Program-Compatibility-Tre
Microsoft-Windows-Application-Experience/Program-Inventory

Microsoft-Windows-Application-Experience/Program-Tel
Microsoft-Windows-Application-Experience/Steps-Recor:

Microsoft-Windows-Application Server-Applications/Admin
Microsoft-Windows-Application Server-Applications/Operational
Microsoft-Windows-ApplicationResourceManagementSystem/Operatio

v

Microsoft-Windows-ApplLocker/EXE and DLL

lemetry
der

Cancel

Fig. 29 — Choosing a log file which will store et®n

Since it is possible to collect all the informatitrat are happening on a remote computer,
there are problems related to the amount of infaona Therefore, it is necessary to filter
which events are forwarded to the collector, sa ithean be chosen from which log file the
information are submitted and which types of evesiteuld be collected, as shown in the

figure below.
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Query Filter -

[l s [xmL | ]

Logged: [Any time v]

Event level: Critical Warning [¥] Verbose

¥ Error [ Information

(® By log Event logs: -
o SRm| Windows Logs
L} Bysource  Eventsources: [ Application
i be[] Security
Includes/Excludes Event [Ds: Entef i -[] Setup bs. To
exclude criteria, type a minus signp [] System
i [ Forwarded Events
<All Event IDs> | &[] Applications and Services Logs

Tk RateQoRE +-[] Active Directory Web Services =
A -..[[] DFSReplication

Kepoid Ji [] Directory Service -
~-[_] DNS Server
.[7] Hardware Events
i EAll Users> [ Internet Explorer
Computerfs): <A Computes --[] Key Management Service
1-[[] Microsoft
--[] Windows PowerShell Ear

a— Cancel e
Fig. 30 — Choosing log file

In this way, enough information from a remote cobtepwan be collected. At the same time
the user can ensure that even in case of deletioriginal logs at the source, the information
will still be stored on the collector. An exampleawllected information is shown in Figure
31.

B v v e
I L Custom Views s A —
4 IR Windows Logs I__fvel . Date and Time Source Event|D Task Category Log — Computer
. éﬂ Application i} Information 3/24/2014 1:2%:13 AM Office Softw... 500 None Application Hyper.Cloud.local
] security %Warning 3/24/2014 1:27:10 AM LSA (LsaSrv) 6037 Mone System HyperCloud.local
£ Setup ";if Infarmation 3/24/2014 1:27:05 AM Service Cont... 7036 MNone System Hyper.Cloud.local
=] System (i‘ Information 3/24/2014 1:24:37 AM Service Cont.., 7036 Mone System Hyper.Cloud.local
B .I.'jur\;ir_a_rded Events| \'_.i:‘.' Information 3/24/2014 1:24:37 AM Service Cont.., 7036 Mone System Hyper.Cloud.lecal
b [ Applications and Services Lo (i Information 3/2472014 1:24:37 AM Service Cont... 7036 Mone System Hyper.Cloud.local
| Subscriptions (i) Information 3/24/2014 1:24:37 AM Service Cont... 7036 Mone System Hyper.Cloud.local
(i) Information 3/24/2014 1:24:34 AM Service Cont.., 7036 Mone System Hyper.Cloud.local
':i‘lnfcrmation 3/24/2014 1:24:27 AM Service Cont... 7036 MNone System Hyper.Cloud.local
'T.‘Informatlon 3/24/2014 1:24:19 AM Service Cont... 7036 MNone System Hyper.Cloud.local

Fig. 31 — Display of collected information

Using these methods of centralized collecting dbrimation, there is a possibility that a
situation that covers several computers, eithesiehy or virtual, can be observed from one
central place.

However, it is important to note that informatiore aollected from remote computers in a
central place which also entails the use of netwedources. With the increasing number of
subscriptions and the amount of information that @ollected, the load on existing network
equipment is automatically increased.

Also important is the fact that data sent from mate computer passes through network, at

which point these data are vulnerable or susceptiblchange by a third party. Fortunately,
these communications can be protected by encryptifiic using digital certificates.
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Subscription Properties - Hyper CL x

PR D ey [ppt s

. Advanced Subscription Settings -—
es

User Account:
The selected account must have read access to the source logs

= . [
Ded ® Machine Account j

Su () Specific User

Event Delivery Optimization:
® Normal
) Minimize Bandwidth

) Minimize Latency

o

Evel

Ve Protocok HTTPS w Port: 5986
N o] =
| 0K | ‘ Cancel |

Fig. 32 —Authentication methods for collecting iaéprmation

This is just one of many possible ways of centealizollecting of information. For this
purpose there are various specialized software fildfarent companies such as SAP, IBM
and Microsoft. Regarding Microsoft's solution, #ds a software called System Center
Operation Manager (hereinafter SCOM) which is ideld in System Center 2012 R2. SCOM
is software which has the primary purpose of maimgpand alerting about events that took
place on network or within software solutions. mmi@ation collected using SCOM are stored
in SQL database, from which they can be displajetcessary, using Reporting service.
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7. Case Study: Examples of proactive digital forensics the Cloud

This unit holds some practical examples of coll@éatdormation gathered through the audit
process. The information that are collected in thésy can be viewed later using different
tools. For specific display of information from Iéites Event Viewer was used.

Since the entire master's thesis is based on #mmige of private Cloud environment, the
information presented mainly relate to virtual maels and events related to them. For
example, one can start from the most basic infaonasuch as starting and stopping virtual
machine hosts. This is very important informatia@tduse the hosts are the basis of virtual
environment.

Staring Hyper-V host can be documented througlofaiig Event IDs.

&}, Infarmation 121172013 17:48:21 AM Hyper-V-VMMS
£ information 12/11/2013 11:48:20 AM Hyper-V-VYMMS

i 12/11/2013 11:48:20 AM Hyper-V-VMMS
1! Information 12/11/2013 11:48:20 AM Hyper-¥-VMMS

€7 Infarmation 12/11/201317:4815 AM Hyper-V-VMMS
1 Information 12/17/2013 17:48:15 AM Hyper-V-VMMS
€ Information 12/11/2013 11:48:01 AM Hyper-V-Hypervisor

Fig. 33 — Events created when starting Hyper-V host

Previous figure suggests that all essential ses\ticat are needed to run virtual machines are
successfully started. It also defines the time wkiese services were started. The most
important event was recorded in Hyper-V hypervismy under Event ID 1. This event
indicates that support for virtualization was ssstelly started.

General | Details

Hypervisor successfully started.
Log Name: Systermn
Source: Hyper-V-Hypervisor Logged: 12/11/2013 11:48:01 AM EI
Event [D: 1 Task Category:  MNone
Level Information Keywords:
User SYSTEM Computer: Hyper.Cloud.local
OpCode: Info
More Information:  Event Leg Online Help
oy

Fig. 34 — Staring Hyper-V host
In case that host is connected to VMM (controllgd\lMM), then a service that enables

VMM control over host is started. These events loarfound in Hyper-V-VMMS log. This
procedure is shown in the next few events.
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The procedure begins by finding and validatingifieate that authenticates the computer to
VMM. Then it connects with VMM service, after whidhiMM management service on the

host is started. The last event shows that the sfainformation between VMM and the host

is updated.

] Event Properties - Event 12514, Hyper-V-VMMS L E Event Properties - Event 20410, Hyper-V-VMMS &
General | Details ‘ _G eeeee | Dgtmls-l
Found a certificate for server authentication. Remote access to virtual machines is now pessible. Successtully started the Virtual Machine migration connection manager.
& Event Properties - Event 14094, Hyper-V-VYMMS \L‘ & Event Properties - Event 19020, Hyper-V-VMMS &
General | Details | General | Details |
Virtual Machine Management service is started successfully. The WMI provider 'VmmsWmilnstanceAndMethodProvider' has started.
&l Event Properties - Event 19020, Hyper-V-VMMS m
General | Details |  General | Details
The WM provider 'VmmsWmiEventProvider' has started. The Integration Services Setup Disk image was successfully updated.

[#] [#]
[] [#]

Log Name: Microsaft-Windows-Hyper-V-VMMS/Admin Log Name: Microsoft-Windows-Hyper-V-YMMS/Admin
Seurce: Hyper-V-VMMS Logged: 12/11/2013 11:48:20 AM Source: Hyper-V-YMMS Logged: 12/11/2013 11:48:21 AM
Event ID: 19020 Task Category: Nene Event ID: 19500 Task Category: None
Level: Information Keywords: Level Information Keywords:
User: SYSTEM Computer:  Hyper.Cloud.local User: SYSTEM Computer  Hyper.Cloud.local
OpCode: Info OpCode: Info.
More Information:  Event Log Online Help More Information:  Event Log Online Help
G

Fig. 35 — Connecting the host to VMM server

Each of these events is recorded in a log file sjtécial ID number and time instance when it
occurred. These logs can indicate when the comratioic between host and VMM was
realized.

Given that this is virtualization, in addition taging physical computers and their connection
to VMM, it is necessary to pay attention to virtdaisktops as well.

First important information may constitute the ¢i@a of virtual machine within Hyper-V
service on the local host. It should be noted tkdten creating virtual machine called
TestVM, an event was created. That event is locatdogs on Hyper-V VMMS. Log file is,
by default, entered in a file at the following ltica:

%SystemRo00t%\System32\Winevt\Logs\Microsoft-Winddwgper-V-VMMS-Admin.evtx |

4 73 Hyper-v-uD Z
@ Admin
47 Hyper-V-VMMS .If\.rel ) Date and Time Source Event|D Task Category
(& Admin '.\!,‘ Infarmation 12/11/2013 12:43:51 AM Hyper-V-VMMS 13002 None
2] Networking g? Information 12/10/2013 8:37:40 PM Hyper-V-VMM5 14032 Mone
i—l Operational \j:) Information 12/10/2013 8:37:40 PM Hyper-\-YMMS 14052 Mone
[5] storage (i) Informaticn 12/10/2013 8:37:40 PM Hyper-V-YMMS 14052 None
4 [ Hyper-V-VmSwitch 'l‘é-:' Information 12/10/2013 8:36:42 PM Hyper-¥-VMMS 19500 Mone
E] Operational fi;;ll Error 12/10/2013 8:35:40 PM Hyper-V-VMMS 14030 Mone
4 | Hyper-V-Worker ¥ Error 12/10/2013 8:35:40 PM Hyper-V-YMMS 14050 Mone
f*—l Admin "} Errar 12/10/2013 8:35:39 PM Hyper-V-VMMS 14050 MNeone
b0 ldCls [T, 12/10/2013 2.35.30 DAA L LLARARA 10500 Bl

Fig. 36 — Information concerning creation of awaitcomputer
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The most important event that is recorded is tleatan of virtual machine, which is shown in
EventID 13002.

General | Details
A new virtual machine "TESTVM' was created. (Virtual machine 1D E0323F50-2BD1-4A0E-8D9%4-
B38709756EFT)
*
i
Log Name: Microsoft-Windows-Hyper-Y-VYMMS/Admin
Source: Hyper-V-VMMS Logged: 12/11/2013 12:43:51 AM II‘
Event ID: 13002 Task Category: MNone
Level: Information Keywords:
User: SYSTEM Computer: Hyper.Cloud.local
OpCode: Info
More Information:  Event Log Online Help

G

Fig. 37 — Creation of virtual computer event

The next step is to start the created virtual caemphis event has multiple records. When
starting a virtual machine, a number of log evevdse created in two different log files.

Level Date and Time Source Event D

Task Category ~l
12/11/2013 12:55:38 AM Hyper-V-Worker 2302 ':l
12/11/2013 12:55:38 AM Hyper-V-Worker
12/11/2013 12:55%:38 AM Hyper-V-SynthiMic
i 12/11/2013 12:55:38 AM Hyper-V-SynthNic
Gjlnfo rmaticn 12/11/2013 12:43:51 AM Hyper-V-VIMMS 13002 Mone

Fig. 38 — Log files that record starting of a vatwomputer

Event is recorded in different log files which alsepresent individual phases of the
initialization of the virtual computer. Thus, firsto log events are related to the network, i.e.

initialization of the network card and the connewtiof the virtual machine to a network
switch.

43 Hyper-V-SynthFC [~ Admin  Number of events; 532
Admin

Py | Hyper-V-SynthNic Level Date and Time Source Event|D Task Category
] Admin @\nfurmatiun 12/11/2013 12:55:38 AM Hyper-W-SynthNic 12582 None

4 | Hyper-V-SynthStor 1 Information 12/11/2013 12:55:38 AM Hyper-V-SynthNic 12597 None
2] Admin @ Information 12/10/2013 B:35:43 PM Hyper-V-SynthNic 12582 Mone
Operational fi:) Information 12/10/2013 8:35:43 PM Hyper-V-SynthNic 12587 MNone

Fig. 39 — Log file used to record activities rethte network

The events that are labeled by Event IDs are:

- 12597 which indicates that the virtual machineaanected to the virtual switch,
- 12582 which indicates that the network adaptsrdueccessfully started.
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General | Details

[
General | Details

Event Properties - Event 12582, Hyper-V-SynthNic

‘"TESTWM' Network Adapter (e0323f5d-2bd1-4a0e-8d94-b38709756ef7--10333182-8fdb-4432-8e71-
229a9b2a0607) Connected to virtual network. (Virtual Machine ID E0523F5D-2BD1-4ADE-3D94-
B38709756EFT)

Log Name: Microsoft-Windows-Hyper-V-SynthNic/Admin
Source: Hyper-V-SynthNic Logged: 12/11/201312:55:38 AM
Event ID: 12597 Task Category: None

Levek Information Keywords:

User: NT VIRTUAL MACHINE\EDS: Computer  Hyper.Cloud.local
OpCode: Info

More Information: Event Log Online Help

(Virtual Machine ID

Log Name:

[« [+

Source:
Event ID:
Level:
Usen:
OpCode:

More Information:

‘TESTVM' Network Adapter (10335182-8FDB-4432-8E71-220A9B2A0607) started successfully,

E0323F5D-2BD1-4A0E-8D94-B38709756EFT)

Microsaft-Windows-Hyper-V-SynthNic/Admin

Hyper-V-SynthNic Logged: 12/11/2013 12:55:38 AM

12582 Task Category: Nene
Informatian Keywords:

NT VIRTUAL MACHINE\EOS: Computer:  Hyper.Cloud.local
Info

Event Log Online Help

Fig. 40 — Events 12597 and 12582

After that follows the initialization of the virthaomputer. Information on that are recorded in
the events which are written within Hyper-V-Workeg and are shown in two events.

7] Hyper-V-YmSwitch
] Operational

fdl] Admin Mumber of events: 668

4[5 Hyper-V-Worker Date and Time Source Event I Task Ca
& El o 7] information 12/11/2013 12:55:38 AM Hyper-V-Worker None

p-E IdCers [£1 Information 12M1/201312:55:38 AM Hyper-¥-Worker None

» [ International @Information 12/10/2013 &:35:43 PM Hyper-V-Worker 18396 None
== " - . - m Infrrmmatinm 134NN 83547 DAA Lhimar VM Arkar TININ Mane

Fig. 41 — Hyper-V-Worker log

These two events show that virtual machine hasesstally started and launched the
possibility of graphic information display.

&
Generzl | Details

The 'Microseft Synthetic Display Controller’ device in ‘TESTVM' virtual machine is loaded and the
protocol version is negotiated to the most recent version. (Virtual machine 1D E0323F5D-2BD1-
4A0E-8D94-B38709756EFT)

Event Properties - Event 23020, Hyper-V-Worker

7GEr|Eral Details

‘TESTVM' started successfully. (Virtual machine |D ED523F5D-2BD1-4A0E-8D94-B38709756EF7)

[¢] [#]

Log Name: Microsoft-Windows-Hyper-V-Worker/Admin Log Name: Microsoft-Windows-Hyper-V-Warker/Admin
Source: Hyper-V-Warker Logged: 12/11/2013 125538 AM Source: Hyper-V-Worker Logged: 12/11/2013 12:55:38 AM [+]
Event ID: 18500 Tosk Category: None Event ID: 23020 Task Category: hone

Level: Information Keywords: Level Infarmation Keywords:

User: NT VIRTUAL MACHINE\EDS: Computer:  Hyper.Cloud.local Usen NT VIRTUAL MACHINE\EOS? Computer  Hyper.Cloud.local

OpCode: Info. OpCode: Infa

More Information: Event Log Online Help More Information: Event Log Online Help

Copy

Fig. 42 —Events created when staring a virtual agemp
Event ID 18500 is particularly important as it stsotive initialization of virtual computer.
Using these events it is possible to prove thattaal computer was running at a certain time.
It is important to note that these events are ettathether a virtual computer was started

locally from a console or remotely using VMM seeic

Also, other important event may be of a virtual poer shutdown, either regular or forced.
For example, forced shutdown of a virtual computeates following two event logs. These
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events are recorded in two different log files,vasl as when starting a virtual computer.
They were divided into two groups: self-terminateond network communication termination.

B

1 Information 127112013 1:13:52 AM Hyper-\-Worker 18502 Mone
12598 Mone

11 Information 127112013 1:13:52 AM Hyper-V-SynthMic

Fig. 43 — Information about virtual computer's wpied shutdown

These information can also be seen within Event IDs

& Event Properties - Event 12598, Hyper-V-SynthNic id

General | Details \ General | Details

‘TESTVM' Network Adapter (eD523f5d-2bd1-4a0e-8d94-b38709756f7--10335182-8fdb-4432-871- 'TESTVM' was turned off, (Virtual machine ID E0523F5D-2BD1-4ADE-8D94-B38700736EFT)

2 )7) Disconnected from virtual network, (Virtual Machine ID ED523F5D-2BD1-4A0E-

8094-B38709756EF7)

[+ *

Log Name: Microsoft-Windows-Hyper-V-SynthNic/Admin Log Name: Microsoft-Windows-Hyper-V-Worker/Admin El
Source: Hyper-V-SynthNic Logged: 12/11/2013 1:13:52 AM E Source: Hyper-V-Worker Logged: 12/11/2013 1:13:52 AM

Event ID: 12598 Task Category: None Event ID: 18502 Task Category: None

Level; Infarmation Keywords: Level: Information Keywords:

User: NT VIRTUAL MACHINE\EDS: Computer: Hyper.Cloud.local User: NT VIRTUAL MACHINE\EO3Z Computer: Hyper.Cloud.local

OpCode: Info OpCode: Info

More Information: Event Log Online Help More Information: Event Log Online Help

Copy Close Copy Close

Fig. 44 — Events created during forced shutdowa waftual computer

Very important event in this case is the event 8302 which indicates that a virtual machine
was turned off. This event is different from evethigt are created during regular shutdown of

a virtual computer.

General | Details General | Details

1229a9b2a0607) Disconnected from virtual network. (Virtual Machine ID E0523F5D-2BD1-4A0E- AADE-8D94-B38709756EF7)
|8D94-B38709756EF7)

‘TESTVM' Network Adapter (€0523f3d-2bd1-4a0e-8d94-b38709756ef7--10335182-8fdb-4432-871- 'TESTVM' was shut down by the guest operating system, (Virtual machine D E0523F5D-2BD1-

[#] +
Log Name: Microsoft-Windows-Hyper-V-SynthNic/Adrmin Log Name: Microsoft-Windows-Hyper-V- d
Source: Hyper-V-SynthNic Logged: 24-Mar-14 02:56:29 El Source: Hyper-V-Waorker Logged: 24-Mar-14 02:56:29 lz‘
Event ID: 12598 Task Category: None Event ID: 12508 Task Category:  Mone
Levek: Information Keywords: Level: Information Keywords:
User NT VIRTUAL MACHINE\EDS: Computer: Hyper.Cloud.local User: NT VIRTUAL MACHINE\EDS: Computer: Hyper.Cloud.local
OpCode: Info OpCode: Info
More Information:  Event Log Online Help More Information: Event Log Online Help

Copy Copy

Fig. 45 — Events created during regular shutdowa aftual computer

In addition to these events, which are relatedtagtigo and shutdown of virtual computers,
one must pay attention to the actions taken omalinnachines. One of these actions can be

addition or removal of hardware components.

Changes in hardware to virtual machines can be toreqi in several log files.

-850 -



Ljubomir lvanis

Establishingppctive digital forensics infrastructure in prigatomputer cloud

4 L Windows Logs
& Application
] Security
=] Setup
=] System
[E] Forwarded Events
4 | Applications and Services Logs
§&] Hardware Events
f&] Internet Explorer
fa] Key Management Service
2 [ Microsoft
p (] VistualMachineManager

Level
@ Information
@ Information

{1 Information
t] Information
) Information

System  Murnber of eve:

321 (1) New eves

Date and Time

1271172013 1:50:13 AM
12/11/2013 1:4%:57 AM
12411/2013 1:48:11 AM
12/11/2013 1:48:03 AM
12/11/2013 1:48:03 AM
12/11/2013 1:48:03 AM

Source

Service Control Manager
Service Control Manager
storvsp
Hyper-V-VmSwitch
Hyper-V-VmSwitch

storvsp

Event ID
7036
7036

Task Category

>

None =
MNone

5 None

(1019)
(1019)
None

(i) Infermation 12/11/2012 1:47:38 AM Service Control Manager None
(i) Infermation 12711/2012 1:44:13 AM Service Control Manager 7036 None
D L 1271162013 1:44:13 ARA Cantal bt 036N .

Fig. 46 — Adding hardware to a virtual computer

For example, adding a virtual DVD drive to a vilte@amputer and its launching is shown
through following events which are recorded in tog files.

x|l @ [x]

General | Details ‘

Networking driverin TESTVM is loaded and the protocol version is negotisted to the most recent
version (Virtual machine ID E0323F5D-2BD1-4A0E-8D94-B38709756EF7).

@ Event Properties - Event 102, Hyper-V-VmSwitch

General ‘ Details |

Event Properties - Event 6, storvsp

4 storage device in ‘TESTVM' loaded but has a different version from the server. Server version 6.0
Client version 5.1 (Virtual machine 1D E0323F5D-2BD'1-4A0E-8024-B38709756EF7). The device will
work, but this is an unsupported configuration, This means that technical support will not be
provided until this problem is resalved. To fixthis problem, upgrade the integration services. To
upgrade, connect to the virtual machine and select Insert Integration Services Setup Disk from the
|Action menu.

[#] []
[#] [#]

Log Name: System Log Namie: System

Source: storvsp Logged: 12/11/2013 1:48:11 AM Source Hyper-V-YmSwitch Logged: 12/11/2012 1:48:03 AM
Event ID: & Task Categary: None Event ID: 102 Task Category: (1012)

Level: Waming Keywords: Classic Level: Information Keywords:

User N/A Computer.  Hyper.Cloud.local User: SYSTEM Computer  Hyper.Cloud.local
OpCode: OpCade: Infa

Event Log Online Help

More Information:  Event Log Online Help More Information:

General | Details

Networking driver in TESTVM is loaded and the protocol version is negotiated to the most recent
iversion (Virtual machine 1D E0323F3D-2BD1-4A0E-8094-B38709756EF7).

Event Properties - Event 102, Hyper-V-VmSwitch

General | Details

The storage device in TESTVM' is loaded and the protocal version is negotiated to the most recent
version (Virtual machine 1D ED323F3D-2BD1-4A0E-8094-B38709756EF7).

[+ 3]
[« B3]

Log Name: System Log Name: System
Source: Hyper-V-YmSwitch Logged: 12/11/2013 1:48:03 AM Source: storvsp Logged: 12/11/2013 1:48:03 AM
Event ID: 102 Task Category: (1019) Event ID: 7 Task Category: None

Levek Ir i y Level Information Keywords: Classic

User: SYSTEM Computer:  HyperCloud.local User: WA Computer:  Hyper.Cloud.local
OpCode: Info OpCode:

More Information: Event Log Online Help More Information:  Event Log Online Help

Copy

Fig. 47 — Events related to adding hardware tataal computer

Hyper-V service offers the option to start virtmadchines that have complete support, as well
as computers that can run in the so-called compgtimode. Virtual machines that have full
compatibility have better support when it comebaodware, as opposed to operating systems
that run in compatibility mode.

For example, when starting virtual machine thatasnpatible with Hyper-V services, the

following events are created that are recordecewerml log files. In this case the events can
be divided into two groups.
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Level Date and Time Source Event D Task Category
E 1271172013 2:01:06 AM Hyper-V-Integration-Data-Exchange 4020
12142003 2 AM Hyper-V-Integration- VS5 4020
12117172013 Z07:02 AM Hyper-V-Integration-TimeSync 4020
12/11/2013 2:01:02 AM Hyper-V-Integration-Rdv 4020
1211172013 2:01:02 AM Hyper-V-Integration-Shutdown 4020
12/11/2013 2:07:02 AM Hyper-V-Integration 4020
12/17/2013 2:00:55 AM Hyper-V-Worker 23020
27112032 AM Hyper-V-Worker 23020
[ Information 1271172013 2:00:47 AM Hyper-V-Worker 23020
@Infnrmation 1271172013 2:00:47 AM Hyper-V-Waorker 18514 Mone

(@A lnfrrmatinn 12317202 200 AT ARA Hrmer W -Suenthhlic 12582 Mane

Fig. 48 —Events created when starting a VM withpguwpfor Hyper-V

The first group of events is related to Hyper-V-\War Event, while the other is related to
integration components of Hyper-V service.

@ Event Properties - Event 23020, Hyper-V-Worker [ x| I
General | Details r

The 'Microsoft Synthetic Display Controller’ device in TESTVM' virtual machine is loaded and the
protocol version is negotiated to the most recent version. (Virtual machine [D E0323F5D-2BD1-
4ADE-8D94-B38T00T56EFT)

B

@ Event Properties - Event 23020, Hyper-V-Worker

General | Details

The 'Microsoft Dynamic Memory Controller’ device in 'TESTVM' virtual machine is loaded and the
protocol version is negotiated to the most recent version. (Virtual machine ID ED523F5D-2BD1-
4A0E-3D94-B38709736EFT)

(- == s S

General | Details

The 'Microsoft Synthetic Display Controller’ device in TESTVM' virtual machine is loaded and the
protocol version is negotiated to the most recent version. (Virtual machine ID ED323F5D-2BD1-
4AQE-8D34-B38709756EFT)

[+] [+]

Log Name: Microsoft-Windows-Hyper-V-Worker/Admin

Source: Hyper-V-Worker Logged: 12/11/2013 2:00:35 AM
Event ID: 23020 Task Category: MNone

Level: Infarmation Keywords:

User: NT VIRTUAL MACHINE\EOS: Computer: Hyper.Cloud.local
OpCode: Info

More Inft i Event Log Online Help

o

Fig. 49 — Hyper-V-Worker process events

It is interesting that all these events are relatethe same event ID 23020, and services that
are started as support for Hyper-V service areialsarporated under Event 1D 4020.
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& Event Properties - Event 4020, Hyper-V-Integration x| @ Event Properties - Event 4020, Hyper-V-Integration-Shutdown x
General | Details | General | Details
Hyper-V Heartbeat connected to virtual machine TESTVM' is using the most recent version Hyper-V Guest Shutdown connected to virtual machine TESTVM' is using the most recent version
(Virtual machine ID E0523F5D-2BD1-4A0E-BD94-B387007S6EFT), (Virtual machine ID E0523F5D-2BD1-4A0E-8D94-B38700756EF7).
& Event Properties - Event 4020, Hyper-V-Integration-Rdv EXE Event Properties - Event 4020, Hyper-V-Integration-TimeSync [ x|

General | Details |

Hyper-V Rdv Transport Service connected to virtual machine TESTVM ' is using the most recent
version (Virtual machine ID E0523F5D-2BD1-4A0E-BD94-B38709756EF 7).

6]
General | Detaile |

Event Properties - Event 4020, Hyper-V-Integration-VSS

Hyper-V Volume Shadow Copy Requestor connected to virtusl machine TESTVM! is using the
most recent version (Virtual machine |D E0323F5D-28D1-4A0E-8D04-B38709756EFT).

Log Neme: Micresoft-Windows-Hyper-V-Integration/Admin
Source: Hyper-V-Integration-¥55  Logged: 12/11/2013 2:01:03 AM
Event ID: 4020 Task Category: None

Level: Information Keywords:

User: NTVIRTUAL MACHINE\EDS: Computer:  Hyper.Cloud.local
OpCode: Info

More Information: Event Log Online Help

[¢] [#]

General | Details ‘

Hyper-V Time Synchronization connected to virtual machine TESTVM' is using the most recent
version (Virtual machine 1D ED523F5D-28D1-4A0E-8034-B3E709756EF).

General | Details

Hyper-V Data Exchange cannected ta virtual machine ‘TESTVM' is using the most recent version
(Virtual machine 1D E0S23F5D-2BD1-4A0E-8D34-BIET0I756EFT),

Log Name: Microsoft-Windows-Hyper-V-Integration/Admin
Source: Hyper-V-Integration-Data-E: Logged: 12/11/2013 2:01:06 AM
Event ID: 4020 Task Category: Mone

Level: Information Keywords:

User; NT VIRTUAL MACHINE\EOS: Computer  Hyper.Cloud.local
OpCode: Info

More Information:  Event Log Online Help

Fig. 50 — Hyper-V Integration service events

Although the mutual event ID number is used forugreevents, each of these events is

separately defined and shows each specific step stiagting a virtual computer.
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7.1.  Types of virtual networks and physical network infastructure

In addition to creating virtual machines, it is essary to enable them to communicate with
each other, either between virtual machines withenhost or between other hosts and their
virtual machines. In order to achieve this, it iscessary to create physical and virtual
networks. However, types of virtual networks tham de created should first be explained.

In addition to physical network devices, thereartial network devices. The bases of virtual
network devices are virtual network switches. Sket act as network hubs, with the
difference that they have an additional layer dfveare. Thanks to the additional software,
network switches have the ability to inspect paesagvhich allows them to determine the
source and destination of the package, as wellba®rivard that package directly to its

destination. Hyper-V virtual switches offer simifanctionality as physical network switches.

These virtual switches are software implementabbriayer 2 network switches that are

available through Hyper-V role. They can be useddonect virtual machines to virtual and

physical networks. They also have advanced feaguels as application of policies, isolation
of computers, option to configure bandwidth (taféhaping) as well as protection against
malicious attacks on virtual machines. All thesetdees are an integral part of Windows
Server 2012 R2 with installed Hyper-V role.

Management of physical and virtual network equipmesquires the use of multiple
applications, consoles and command-line interfaces.

In addition to physical network devices and netwgdhat can be created using them, different
types of virtual networks can also be created. Eptasnare networks that are created using
Hyper-V service. They are created using virtuatches.

M ey e
B Network Connections
T ‘g:-' <« Metwork and Internet » Network Connections v O | | Search Metwoark Connections
Organize « = @
‘:.. Ethernet 2 MNetwork Bridge : vEthernet (.Interna]
— k cable unplugged | Connected - :'_ Cloud.local
®K == R & GBE Family Contraller N Microsoft Network Adapter Multi.. @~ Hyper-V Virtual Ethernet Adapter ..
l: vEthernet (Spoljna) l:.' Wi-Fi
= ’ Netwaork & = o Enahb Bridged
= Hyper-¥ Virtual Ethernet Adapter ... dﬂn Intel{R) Centrnina(R) Wireless-M 10...

Fig. 51 — Physical and virtual network switches

» External is network that enables virtual machines to comaia with one another
within a single host, but also with other physiaatl virtual computers on a network.
When creating this virtual switch, new network agamn Hyper-V host was created.

* Internal is network that is used for communication betweetual machines that run
on a single host computer. This network enablegithange of information between
the host and virtual machines that are on it. Ashi previous case, new separate
network adapter is created.

e Private network is used for virtual machine communication in arolased
environment within a single host. These virtual tehes do not create new virtual
adapters.
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The figure shows the console for creating virtugtivorks using Hyper management console.

# Virtual Switches B Create vitual switch
% New virtual network switch
What type of virtual switch do you want to aeat=?

i oy Private Network
o

Internal
Private

Creates  virtual switch that binds to the physical network adapter so that virtusl
machines can access a physical network,

o [ e ]

Fig. 52 — Hyper-V virtual networks

It is also important to emphasize that, when it esrto virtual switches, such as External and
Internal, it is possible to create virtual LANs (XN). It should be noted that the term virtual
LAN is not related to virtualization using Hypersérvice, as that standard has been in use for

over thirty years.

|2 VitualSwitches | %, Virtual Switch Properties

Name:

Spoljna

Notes:

Connection type
What do you want to connect this virtual switch to?

> ® External network:

Jintei(R) Centrino(R) wireless-h 1000 |

v

@ SR-I0V can only be configured when the virtual switch is created, An external
wirtual switch with SR-I0V enabled cannot be converted to an internal or private

swiitch

o ][]

Fig. 53 — VLAN ID Hyper-V configuration of a virtlawitch

In addition to this, there is an option to creagpasate VLAN IDs on individual virtual
machines.
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% Ji\-lardware [ Network Adapter
VI Add Hardware
& Firmware Spedify the configuration of the netwark adapter or remove the network adapter.
Boat from File virtual switch:
i Memary ‘Suohna b

24 MB

VLAN ID
1 Virtuat processor ¢> [] Enable virtual LAN identification
[= ¥ scsl Controller e .
¥ = Hard Drive i
TESTVM, vhcti
E . 2
%% DVD Drive

Bandwidth Management

[] Enable bandwidth management

Advanced Features

# Management

|%| Mame

%] Integration Services

Fig. 54 — VLAN ID configuration on a single virtuabmputer

In addition, the configuration is further compliedtby the presence of networks that can be
created using SCVMM service.

When it comes to SCVMM, network infrastructure igraup of adjustable network resources
that can be used for creating, organizing and nmamagt of virtual machines and their
connection. The figure shows the options relatedré¢ation of virtual networks in SCVMM.

(& Administrator - SCVMM-Cloud.local - Virtual Machine Manager

i & Create [P Pool e
. o= P
LR i Create MAC Pool T
Create Logical Create VM : Create Create
Metwork Metwork Q Create VIP Tempiate | ogical Switch - f
Create
Fabric < | Network
v P servers Narme

i Logical Networks
i MAC Address Poals
B Load Balancers

j VIP Templates

, Logical Switches
= VIP Templates ] Port Profiles

4 | A Networking
w1 Logical Networks
i MAC Address Pools

1 Load Balancers

- - B E 0y - -
+# Logical Switches Wi Port Classifications
[ Port Profiles i Network Service
wm, Port Classifications

& Network Service

Fig. 55 — SCVMM virtual networks

Virtual network resources that can be created uSIDYMM are:

* Logical Networks
Logical networks are network objects that can bedugo create a network
environment. These networks are available for fleeaion to virtual computers in
their creation, whether they are system adminmtsadr end users.

* Network sites
It is possible to create network sites and joimthte network subnets and VLANS.
Their role is to enable the user to associate n&tviacilities to host groups or
departments within the company.
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MAC Address Pools

Since virtual network adapter is usually createcenvireating each virtual machine,
there is a need to assign MAC address to the adapt@nks to SCVMM, it is
possible to create MAC pool (group of MAC addreysiest can be assigned to virtual
computers, whether these virtual computers are ypeHV, VMware ESX, or Citrix
XenServer hosts. Within SCVMM there are two defatditic MAC address pools that
are primarily related to Hyper-V and Citrix XenSeryas well as special MAC pool
that is related to VMware virtual desktops and VNMev&SX hosts. Static MAC pools
are also used in situations when static MAC adeémessmve to be configured and
assigned to clients. If this is not needed, thapé#y/ hosts can be allowed to assign
dynamic MAC addresses to clients. However, usiny[88, it is possible to define
groups of MAC addresses that will be available tsth for allocation to virtual
machines.

Load Balancers

They unload and distribute the load in hosts amtuai machines. It is possible to
create virtual load balancers NLB using SCVMM oygihal devices. When it comes
to software load balancers that are created us@gMM, they operate on Round
Robin principle. Round Robin is a function that dennformation to all clients in
order, from first to last, and when it comes to ldet one, the information is sent again
to the first client, and so on. In case that phglsemjuipment is used, it is necessary to
add support for each of these devices in SCVMM.

VIP Templates (Virtual IP Templates)

Essentially, VIP templates allow the creation ofdobalancer for specific type of
network traffic. For example, it is possible toatee VIP template for HTTPS and then
assign it to specific group of computers or sert@aplates.

Logical Switches

Logical switches allow users to create unique gurfitions on multiple Hyper-V
hosts. It is possible to assign them port profilgdink profiles, port classification and
virtual switch extensions. Thanks to them, it isgble to create uniform network
environment that spans over entire Cloud resource.

Port Profiles

There are two basic Hyper-V port profiles that barcreated using SCVMM:

e Virtual network adapter port profiles - these pesi enable the creation of
adjustment rules related to offload, security, baddwidth.

» Uplink port profiles - profiles of this type are atsto create uplink ports and
connect with other physical networks. They can &lscassigned load balancing
algorithms, as well as teaming mode of network €ard

Port Classifications

They are used to define and configure multiple oekwswitches, as well as for
identifying and settings grouping.
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* Network Service

It represents SCVMM console within which it is pibés to configure services and

devices such as gateways, virtual switch extensitopsof-rack (TOR) switches, and

network manager. To make this possible, it is nregsto add support for these
devices in SCVMM.

» Gateway - will enable virtual computers to accdss ihternet and communicate
with other computers. In addition, gateway serwe® be used to create VPN
connections to virtual PCs or create site-to-sigN\connection.

* Virtual switch extensions - they are used to alloen-Microsoft products to
collect information about network events. For exbnpCisco created Cisco
Nexus 1000V for Hyper-V services. As a result, Gisadministrators can
configure network devices and set information atifey using Cisco commands
such as, for example, sFlow protocol.

* TOR switches - they offer the possibility of cregtivVLAN hosts within SCVMM
and then implement these VLANSs on physical switdh@s SCVMM console.

» Network manager - it allows users to initiate monitg of logical networks, sites
and virtual machine networks, regardless of whadig are used.

Considering that virtual machines that run on h@dt® need to communicate with other
virtual and physical computers, this communicatas to take place over physical and virtual
components. For each of these components it isseape to define how they can collect
information about their traffic flow and the metlso use when they get those information.

Having seen all this information, it can be conelddhat monitoring of network events within
private Cloud an extremely complex process.
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7.2. Methods and tools for collecting information from physical network equipment

In addition to collecting information about virtuglbmputers, it is necessary to collect
information about network communication. For thiggose, a number of tools from various
manufacturers that collect information can be used.

This is very common situation in which securityrtesawithin companies need to conduct their
own investigations concerning events within a cotapuaetwork. When such investigations
are concerned, especially when the possibility sihg Cloud is taken into account, the
situation can change significantly.

When it comes to collecting information from Clocoimputing, it depends on the model and
its configuration. Depending on the platform, whiégncomes to SaaS and PaaS Cloud
solutions, monitoring of network events is ratherited given that there is very little control
over resources from which these solutions are égdcuNhen it comes to laaS Cloud
solution, there is the possibility to implement iesy of tools to monitor communications
between computers. Also, when it comes to SaaSPaa& solutions, collecting information
also differs. For example, within SaaS servicerghe complete dependence on the ISP and
their ability to monitor and collect information lagéed to the performance of a Web
application that runs on their resources, and wdrethe ISP is willing to deliver the logs.
When laaS is concerned, the situation is somewiffatreht, though again it largely depends
on the service provider, since it is possible ttawbcomplete image of a virtual computer and
subsequently run detailed forensic processing.

However, when Public l1aaS is concerned, the stnas different, since there is no access to
hardware, but it is possible to monitor network régeto some extent. However, when it
comes to laaS solutions, especially private Claaldt®n, there is the possibility of physical
access to network resources. This also meansttisapossible to set up network monitoring
tools to monitor traffic.

The necessity of network traffic monitoring is dteethe need of noticing and detecting
intrusions, both within Cloud system and the atsatiat originate from it, or attacks on Cloud
system itself. In addition, it is possible to deétspread of viruses, malware, or other
undesirable types of communication.

Examples of different types of abuse may vary.d&@mple, there are cases when the attacker
rents or takes possession of machines within tleidCland uses them carry out the attack,
and then turns off the machines or deletes themthfan example may represent a situation in
which a person is hiding information that may cdost an element of criminal persecution
on one of Cloud resources instead on their comp&erfar, in these situations it is very
difficult to prove that the perpetrator has comedtia crime, because their computers were
“clean,” i.e. no information on the committed crgneere present on them. Using tools for
network traffic monitoring, it as possible to try prove that offenders have accessed Cloud
resources.

A particular problem, when it comes to Cloud, ig fhossibility of the presence of virtual
computers of different companies on a single hastimvthe Cloud. This situation can cause a
problem when collecting log information, because itiformation from different users can be
located in the same log file. It is also necessargreserve the confidentiality of information
of other users that are not the concern of thesiiy&tion. The offender may claim that the

- 59 -



Ljubomir Ivanis Establishingppctive digital forensics infrastructure in prigatomputer cloud

information contained in the log files are not teeiwhich can pose a major problem in
proving the offenses. Monitoring is also complichby the possibility that virtual computers
"slide" between different host computers. Thisasgible thanks to the infrastructure of Cloud
system which is different from classical virtuatioa infrastructure. This situation may result
in additional set of problems, since the informati@bout the events can now be found
scattered on several resources, which complichgemvestigation.

Because of all this, there is a need to mitigag¢seéhproblems and find an appropriate solution
that can facilitate monitoring of the events witl@toud system. Since it is necessary to use
different information collected using different te@nd from different sources, they should be
combined into one whole.

To make this possible, or at least made easiels inecessary to monitor network
communications. Some of them will be mentioneduitifer text.

Starting from the option to monitor network comnuation that exists in Hyper-V service,
the option to monitor traffic through port monitagiis extremely important. This enables the
option to monitor and forward network events onheadlividual virtual machine. The figure
below shows the configuration of port monitoringtiops within an individual virtual
computer.

Part mirroring

Port mirroring allows the network traffic of a virtual machine to be monitored by
copying incoming and outgoing packets and forwarding the copies to another
virtual machine configured for monitoring.

Mirroring mode: MNane

Dresﬁnah'on
MIC Teaming Saurce

Fig. 56 — Port monitoring

However, in order to obtain a more concrete pictirevents, it is necessary to use additional
tools for monitoring communications.

In practice, frequently, for the purpose of monngrnetwork configuration, a tool called
Snort is used. This tool has the ability to mon@tirsegments of network traffic as well as to
inspect packages themselves. Information colleotetthis way are placed in log files. This
tool is often used in forensic investigations.
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Fig. 57 — Overview of information obtained using@RIT tool

In addition to this tool, one of the products usedmonitor network events comes from
Microsoft Company, and is called Network Monitor.
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Fig. 58 — Microsoft Network Monitor
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Although free, this product does not come pre-itestaas part of operating systems from
Microsoft. The reason for this can be possible snwa in privacy of users. Since it is a free
tool, it can be downloaded from the internet.

With this tool it is possible to collect completégarmation regarding network communication,
with detailed insight into events that take pladéhin the host. Also, an additional benefit
comes from the fact that using this tool it is ploiesto monitor physical and virtual network
adapters, as well as traffic that goes through them

Microsoft Network Monitor 3.4 = e
File- View Tools Help !
| New Capture * Open Capture i3 Parser Profiles ~ 2] Options &) How Dol v
Recent Captures X ||Getting Started with Microsoft Network Monitor 3.4 Xk
Create:  New capture tab Welcome to 2
Open:  Coptuefle.. Microsoft Network Monitor 3.4

ChUsers\juba' Documents \MNetwork Monitor 3\Captures\TESTK. cal

Microsoft Network Monitor is a tool for viewing the contents of network packets =
that are being sent and received over a live network connection or from a
previously captured data file. It provides filtering options for complex analysis of
network data.

<] m | >
' What's New
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vEthernet {Interna) Hyper-V Virtual E g N g 9
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11 WAN Miniport Dialup Connectio + Column Management: Network Monitor will automatically choose a
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Fig. 59 — Monitoring Hyper-V virtual switches

The information that are collected using this tocah be stored in capture files for later
examination.

Micrasoft Network Monitor 3.4
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Fig. 60 —Opening of previously collected informatigathered by monitoring network communication
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However, these tools are mostly limited to monitgria specific computer, whether it is
physical or virtual. Since it is necessary to perfomonitoring network communications
within the Cloud, it should be noted that such $aabo exist.

Company ManageEngiffeoffers a solution for monitoring Cloud system. tsolution,
called OpManager, allows monitoring of Cloud infrasture, and its individual components.

SRS sty f-“\» | Get Quote. | Purchase BT
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_ Home Network |  Server CMDB+Changes Apps | Vinualizaton |  Alarms Maps | Workflows > earc

Overview Top10 Dashboards ¥ | CCTVViews ¥  Community ~Getting Started  Tech Docs &Videos  Buy Now

Overview Actions v| | Dashboards v

Infrastructure Snapshot 2 Rack 3D View
Name Alarms Devices This is a sample Rack 3D View
& Server
& Router
& Switch
& Desktop
@ Firewall
& DomainController
& Load Balancar
& WAN Accelerator
o Wireless
& ups
& Printer
o Virtual Device =
& Unknown = of2
& Storage E
@ DU ) _ +Add New Rack
o URLs
& WAN RTT Monitors
@ VoIP Moritors = = This is a sample map

Business View

+New Infrastructure View

Help Card

—— ——  This home page is customizable. You can add/remove
== widgets, filter the information displayed, rearrange the
layout and etc.,

Event Summary

Event Type Count

No Events in the network
+New Business View

Top 10 CPU Utilization -
Recent Alarms & [+

Fig. 61 — OpManager system for monitoring Cloudienment

Besides these solutions, there is one solution fREA called “RSA Security Analytics

Investigation®* which is tailored specifically for these tasksiti#t role of this application is

monitoring and performance base line creation. Tdliews the user to better optimize
managed services. Also, this application is equdppath engine for real-time and log
monitoring of events with specific targeting togats as seen in the figure below.

20 http://www. manageengine.com/network-monitoringhegECNmuw-iPtbOCFcuWtAod TDWAFw&gclsrc=aw.ds
2 hitp://www.emc.com/security/rsa-security-analy&gmplications/rsa-security-analytics-investigatiam
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A Alerts
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Fig. 62 — RSA management console with displayeek&tisr
Current threats are displayed and easily visiblsoAthe threats are linked together thus

allowing the user to better pinpoint the sourceeaént that is happening or has previously
occured.
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8. Conclusion

The necessity of having virtual environments thaweh very high level of automation
instigates the use of Cloud environment. In addjttbe modularity of Cloud system is a great
advantage. This modularity allows that each serg@ebe used as an individual or as a group
of products. From this fact it can be said thatewltreating Cloud environments, it is not
necessary to use all of the components mentionedeab

Direct selection of components is indirectly retht® specific needs of the company. It
depends solely on the level of functionality treatequired in each case. The conclusion is that
two different companies can create Cloud solutiong, using only a few elements, while the
other may use all the elements of a Cloud envirarime

Since collecting information about events withiro@ Computing solution depends on its
components, it can be concluded that Cloud monigorsystem is modular process of
collecting information. This also complicates thbole process, and makes the creation of
universal solution for monitoring events almost osgible. Although it seems that it is an
unattainable task, there is a great need to findppropriate solution for monitoring events.
Consequently, it is necessary to create processltgcting information that would take into
account the modularity of the solution. To expl#iis process, it is necessary to define the
connection of the events between independent seégraé@loud environment.

From above it can be concluded that the executiahgital forensics in Cloud environments
is very complex process that is almost impossibledd without proper preparation and
complete knowledge of current infrastructure, bettual and physical. That is why it is
necessary to primarily define methods and procedioe collecting information in private
Clouds, and thus set the guidelines for collechegessary information, both in private and
public Clouds. This is best achieved using loggiegd auditing processes. Collected
information can then be viewed and searched.

The point is that the logs contain information abewuents, regardless of how they are
collected, what software is used and where they bel located. These information are
evidence that some event has occurred and whaeshé of that event is. In this thesis there
are several suggested methods that might help\acthat goal.

Also, perhaps the most important fact is: in orgestart collecting logs, that process should
first be started or a tool for that should be ibsthand properly configured. This action is
usually not automatically launched when the opegaystem is installed, but must be run
manually or set up to run automatically. When itnes to manually launching a log tool,
some of the tools mentioned in the text can be,usedroup policies within Active Directory
service can be used, as described in author's gechapef’ while some of the tools
mentioned need to be bought separately.

Collecting information is the first step in foremsinvestigation. Quality procedures and
information about the ways in which they can bdemdéd present a basis that can be used to
create the postulates of digital forensics in theu@.

22 [Implementacija bezbednosnog resenja u okvirusilog centra kompanije CPU d.0.0.], Ivanis Lj.
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Because of this, digital forensics is best viewadnf private Cloud standpoint and thus draws
conclusions and make parallels with public Cloudsother words, the information about the
information collecting in the private Cloud shoudd used, and in that way create the basis
(baseline), where all the information can be usefbiensic investigations. These information
can serve as a basis for investigators in case ligg to obtain information from public
CSP's so that investigators would have a bettatipwso request the information from them.
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