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This paper shows the appliance of WCF Windows Communication Foundation technology for communication with
embedded devices. It defines the demands an environment should fulfill in order to enable an efficient integration of
embedded devices in a heterogeneous environment like the Web. In a service oriented environment, shown in this paper,
WCEF services represent the basis for a middleware level in interaction between clients and embedded devices. Concrete
implementation, with LabJack embedded device, of the described solution is realized for the education of students in the

Business school of professional studies — Blace.
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INTRODUCTION

Virtualization has been a hot topic in the
enterprise space for quite some time, but has
recently become an important technology for
embedded systems as well. It is therefore im-
portant for embedded-systems developers to
understand the power and limitations of virtua-
lization in this space, in order to understand
what technology is suitable for their products. [1].

Virtualization is a term that refers to the
abstraction of computer resources. Simply put,
virtualization is a technique for hiding the
physical characteristics of computing resources
from the way in which other systems, appli-
cations or end users interact with those resour-
ces. The concept of virtualization is very broad
and can be applied to devices, servers, opera-
ting systems, applications and even networks.

Virtualization has been a major factor in the
enterprise space for years; several virtuali-
zation providers have become billion-dollar
companies. More recently, virtualization has
started to become a hot topic in the embedded
systems areas. This is demonstrated by recent
moves of the dominant providers of virtuali-
zation for the enterprise, VMware and Citrix,
who are clearly developing business strategies

for that space [2]. Cloud and virtualization are
interlinked in much the same way cars and
spark plugs are interlinked - they are different
layers of a comprehensive service.

Cloud computing (referring to infrastructure
services rather than SaaS) is about more than
VMs on-demand; it’s about turning data
centers into online services. All the infrastructure
components you’d have deployed in a physical
data center in the past now have to be exposed
programmatically for the cloud to accommodate
your applications. Security, storage, networking,
life-cycle control, inventory, HA are all required
to be part of the cloud. This is obviously quite
a different technology space from virtualization.

Cloud computing could not have happened
without virtualization as the complexities of
trying to expose a traditional data center as an
online service are too complex to have ever been
reliable. However, as cloud matures, VMs will
disappear under the hood [3].

WCF - WINDOWS COMMUNICATION
FOUNDATION

The global embrace of Web services-stan-
dard protocols for application-to-application
communication-has changed software development.
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The functions that Web services can now
provide, including effective security, distributed
transactions, and reliable communication, enable
this single technology family to address what
were once separate problems. And the new view
of services as a distinct software abstraction
provides a solid foundation for the service-
oriented architecture (SOA) that many organi-
zations are putting in place.

Software development environments must
keep pace with these changes. The benefits
Web services bring should be reflected in the
tools and technologies that developers use.
Going forward, a simpler approach to distributed
computing, broad interoperability, and direct
support for service-orientation will be funda-
mental for developers.

Windows Communication Foundation (WCF),
Microsoft’s forthcoming technology for service-
oriented applications, is designed to address
these requirements.

WCEF is implemented primarily as a set of
classes on top of the NET Framework’s Common
Language Runtime (CLR). Because it extends
their familiar environment, WCF allows developers
who create object-oriented applications using
the .NET Framework today to also build service-
oriented applications in a familiar way [4].

WCF S0A4P WCF
Client Service
WCF WCF
NET NET
Framework Framework

Fig. 1. WCF Client/Server model

The figure 1 shows a simple view of a WCF
client and service. The two interact via SOAP,
WCEF’s native protocol, so even though the
figure shows both parties built on WCF, this
certainly is not required. WCF addresses a range
of problems for communicating applications.
Three things stand out, however, as WCF’s most
important aspects:

e Unification of existing .NET Framework
communication technologies;

e Support for cross-vendor interoperability,
including reliability, security, and transactions;

e Explicit service orientation.

While WCEF introduces a new development
environment for distributed applications, it’s
designed to interoperate well with the non-
WCF world. There are two important aspects
to WCF interoperability: interoperability with
platforms created by other vendors, and inter-
operability with the Microsoft technologies
that preceded WCF. Because WCF’s funda-
mental communication mechanism is SOAP,
WCF-based applications can communicate with
other software running in a variety of contexts.
As shown in the figure 2, an application built
on WCF can interact with all of the following:

e WCF-based applications running in a different
process on the same Windows machine

e WCF-based applications running on another
Windows machine

Applications built on other technologies,
such as J2EE application servers, that support
standard Web services. These applications can
be running on Windows machines or on ma-
chines running other operating systems, such
as Sun Solaris, IBM z/OS, or Linux.

Windows

Process

Application

Process

Application

WCF fwert

Process

+ | Application

Other Web
services
platform

Process

Application

WCF

Windows
Windows or Non-

Windows System

Fig. 2. WCF applications

To allow more than just basic communi-
cation, WCF implements Web services techno-
logies defined by the WS-* specifications. All
of these specifications are ownership by stan-
dards bodies such as the Organization for the
Advancement of Structured Information Standards
(OASIS). WCEF supports all the specifications
shown in figure 3. Grouped by function, those
specs are:
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e Messaging

e Metadata

e  Security

e Reliability

e Transactions

Sw";";‘e’[u’,ﬂ’y’ Reliability: || Transactions:
WS-Trust WS-Reliable WS-Atomic Transactions

WS-Secure
Conversation

Messaging WS-Coordination

Metadata
WSDL, WS-Policy,
WS-MetadataExchange

Messaging: soap, ws-Addresing, MTOM

Fig. 3. WS-* specifications supported by WCF

EMBEDDED DEVICES FRAMEWORK

Today, and this will certainly be a trend in
future, Internet represents the most significant
technology for global integration of documents,
knowledge, people and devices. Furious deve-
lopment of wireless and mobile communi-
cations, software, embedded systems and other
technologies have significantly contributed to
mass usage of the Internet as a transport medi-
um in all areas of human activeness. Already
today, many authors see the Internet, espe-
cially the Web, as a central server which co-
nnects most different resources.

This paper shows the requirements that a
certain framework should fulfill in order to
enable efficient integration of embedded devices
into a heterogeneous environment like the Web.
Modularity and service architecture of the
represented framework make implementation
of new technologies into specific solutions
easy possible.

A framework, which aims for a fast and
easy integration of embedded devices into a
distributed environment, must fill out a large
number of functional and nonfunctional require-
ments. Basic nonfunctional requirements are:

e A framework must be modular, expan-

dable and flexible enough to provide possi-

bility of interaction with a wide spectrum of
hardware and software environments.

e A framework must have the capability of

total control over the embedded device, either

locally over the LAN network or globally
over the Web.

e A framework must provide reliability,

considering functionality as well as safety.

Safety mechanism must be one of the com-
ponents of the framework. Authentication,
authorization and administration of users,
which interact with the device, are manda-
tory functionalities of every specific imple-
mentation of the represented framework

From architectural point of view compo-
nents of the distributed framework, for inte-
racting with embedded devices in network
environment, can be classified in three basic
layers [5]. Those are:

e Client application — correspondents to

presentations layer in the classic N — layer

architecture. Beside responsibility for user
authorization and authentication, client application
is responsible for interaction with a WCF
service. Interface with the WCF service is
realized by adding reference to the service
proxy class. By using AJAX technology,
periodically interaction with embedded device
can be realized with out user’s intervention.

AJAX and WCEF service technologies present

excellent platform for developing WEB based

SCADA (Supervisory Control and Data Acquisition)

systems. In the shown framework, the whole

interaction between a user (browser, a client
application) and embedded devices is done
by exchanging XML messages i.e. by using

“semantic” commands.

e WCF service i.e. middleware layer, is the

place where all logical rules, for concrete

application are realized. Validation of “semantic”

commands and their transformation into a

corresponding byte stream are realized at

this layer. Hiding low level details of hard-
ware and binary command set from client,

WCEF service provide infrastructure for em-

bedded devices integration. In this manner

WCEF service provides “semantic” interaction

between clients and embedded devices. WCF

service main role is to enable distributed
middleware layer creation. In the distributed
network applications middleware layer
seeks primarily to “hide” the underlying
networked environment’s complexity, by
insulating applications from explicit protocol
and network resources handling. Owning to
middleware layer high level of abstraction
is achieved during application design, by

“hiding” complexity which is inherent to

distributed network environment. Further,
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middleware “masks” the heterogeneity of
computer architectures, operating systems,
programming languages, and networking
technologies to facilitate application progra-
mming and management. In other words,
middleware is “glue” between distributed
application, from one side, and networks
functions which are responsible for sending
messages to remote network components,
from other side. Those remote components
can be other distributed applications, servers
or embedded devices with appropriate sensors
and actuators.

e Embedded application, which is a part of
embedded device firmware, is responsible
for communicating with hardware on binary
level. Beside binary communication embedded
application is responsible for sensors status
monitoring and actuators control.

LABJACK

The LabJack Ul12, Figure 4, is a low-cost
USB based analogue and digital I/O unit for
data logging, data acquisition, measurement,
and control applications.

Fig. 4. LabJack

The LabJack Ul2 is a measurement and
automation peripheral that enables the connection
of a PC to the real-world [6]. The hardware
and software features of the LabJack U12 are:

e Analog inputs (AI0-AI7). These can be

configured individually as 8 single-ended
channels, 4 differential channels, or com-
binations in between. Each input has a

+10 volt input range with 12-bit reso-
lution. Differential channels can make
use of the low noise precision PGA to
provide gains up to 20, giving an effec-
tive resolution greater than 16-bits.
Analog outputs. The LabJack U12 has 2
screw terminals for analogue output signals
(AOO & AOI1). Each analogue output
can be set to a voltage between 0 and the
supply voltage (+5 volts nominal) with
10-bits of resolution. The analogue outputs
are controlled in command/response mode
at up to 50 Hz per channel.

Digital I/O. The LabJack U12 has 20 digital
I/O channels which can be individually
configured as input or output. Connections
to 4 of the digital I/O are made with the
built-in screw terminals (I00-103). These
4 channels have built-in overvoltage/
short-circuit protection. As inputs or
outputs, they are controlled/read in
command/response mode at up to 50 Hz
per bit. As inputs only, they can be read
with the high-speed burst and stream
modes. The remaining 16 digital I/O are
accessed through the DB-25 connector
and controlled/read in command/ response
mode at up to 50 Hz per bit. These channels
can sink or source up to 25 mA each
(total sink or source current of 200 mA
max for all 16), allowing direct interface
to many relays, such as the RO-16 board.
Counter. There is one 32-bit counter
available on the LabJack Ul2 (screw
terminal CNT), capable of counting fre-
quencies up to 1 MHz. The counter is read
in command/response mode at up to 50 Hz.
Testing and calibration terminals CAL —
STB. These terminals are used during testing
and calibration. CAL is a precision 2.5
volt reference, and can be used during
normal operation, but care should be taken
to observe the current limits specified in
Appendix A. The CAL pin is protected
from ESD and overvoltage, but severe over-
voltage (steady-state or transient) can
damage CAL, and result in the failure of
all analog inputs.

Watchdog Timer. The LabJack U12 also
has a watchdog timer function available
which can change the states of digital
I/O if the LabJack does not successfully
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communicate with the PC within a
specified timeout period. This function
could be used to reboot the PC allowing
for reliable unattended operation.

e LabJack software include Software Toolkit
(DLL, ActiveX) for Windows 98/2000/NT/XP,
Many Visual Basic, C++, Delphi etc. examples,
Software Toolkit for Labview, Wonder-
ware Intouch, DAQFactory Driver and
examples.

e LabJack hardware and software support
38 functions exported by the LabJack DLL,
and matching functions in the OCX and
LabVIEW VIs. To maintain compatibility
with as many languages as possible, the
every attempt has been made to keep the
parameter types very basic

CASE STUDY

In accordance with the principles of design
of distributed business environment for embedded
devices networking, shown in the previous
chapter, a software module LabJackWCF Service
has been realized.

Namely Labjack hardware, and the appro-
priate commands supported by basic driver
(LJDotNet.dll) represent embedded level of
realized system. At this level, communication
between a embedded device and users is done
at the binary level. The main role of the WCF
service is to enable the “semantic” approach to
the basic features of the hardware. LabJack
WCF service is therefore middleware level
that allows the use LabJack hardware from
remote locations.

LabJackWCFService has been realized by
Microsoft Visual Web Developer 2008 Express
Edition [7] tool, for the education of students
in the Business school of professional studies
— Blace. Starting from the core generated by a
New WCEF service wizard, a complex module
that contains methods for all functions
LabJack hardware has been realized. Semantic
communication between users and the LabJack
hardware is enabled by the set of public Web
methods. This means that Web methods
represent wrapper about the basic functions of
LabJack devices. According to the functions
these Web methods were divided into several
groups. These are:

e Methods that allow LabJack device
identification and configuration
Methods for analog inputs

Methods for analog outputs

Methods for digital lines configuration
Methods for reading digital inputs
Methods for setting of digital outputs
Methods for working with the counter
e Other service methods.

The Listing 1 provides an example of a Web
method that recognizes all LabJack devices
connected to your computer. The IDs of de-
tected devices are stored in the int array that
was passed to the Web methods as parameter
by reference, during the call procedure.

[WebMethod (Description = "Detect all
LabJacks") ]
public int AllLabJdacks (ref int[]
pera)
{
int[] productIDList = new
int[127];
int [] serialNumList = new
int[127];
int[] locallIDList = new int[127];
int[] powerList = new int[127];
int[,] calMatrix = new int[127,
2071 ;

int numFound = 0;
int reservedl =

0, reserved2 =
0;

// Call the ListAll function.
int result =
LabJack.ListAll (productIDList,
serialNumlList, localIDList,
powerList, calMatrix, ref numFound,
ref reservedl, ref reserved2);

if (result !'= 0)
return result;
// count how many we found and set
the array
//which will be returned to contain
valid IDs

int 1 = 0;
foreach (int id in localIDList) {
if (id != 9999)
{
perali]l = id;
++1i;
}
}
// return that array
return result;

Listing 1. Web method example
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As host application for the LabJackWCF
Service module the Internet Information Service
(ITS) has been chosen. This allows access to
the Web method from a remote location, which
was one of the proclaimed objectives. During
the testing period, students have developed a
number of clients’ applications in order to test
these functions. Many of these applications were
implemented by using ASP pages that support
AJAX technology.

CONCLUSION

The framework, shown here, enables design
of service oriented applications with loosely
coupled software components which can be
independently developed and implemented.
Only basic knowledge about characteristics of
the framework and implementation mode of
the other components is needed for successful
operation of the loosely coupled components.
Realized system also allows the user to visua-
lize functions of LabJack embedded device.
Namely, in the space of embedded devices,
visualization is a synonym for device characte-
ristics abstraction. Simply put, virtualization is
a technique for hiding the physical characteri-
stics of computing resources from the way in
which other systems, applications or end users
interact with those resources.

The authors have decided to choose the
Windows Communication Foundation (WCF)
as the base technology for the development
LabJackWCFService module. The main reasons
for this lie in the great possibilities of interope-
rability of these technologies, as well as the
ease of its implementation for user friendly
development environment. For middleware layers
in distributed service oriented application WCF
offer unification, great functionality and signi-
ficantly reduced complexity.

Concrete implementations of the represen-
ted framework enable the usage of WCF as
platform for successful interaction, not only

communication, with LabJack embedded devices.
Realized Web methods allow full integration
of LabJack embedded devices in the complex
data acquisition systems, where the communi-
cation between users and devices perform at
the level of “semantic” commands.
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